
Citrix Gateway 

Configuring Duo 
Configuring Duo for single sign-on (SSO) enables administrators to manage users of Citrix ADC. 
Users can securely log on to Duo by using the enterprise credentials. 

Prerequisite 

Browser Requirements: Internet Explorer 11 and above 

To configure Duo for SSO by using SAML: 

1. In a browser, type https://admin.duosecurity.com and press Enter. 

2. Type your DUO admin credentials (Email address and Password) and click Log in. 

 

3. To log on, click Text Me. A numerical code will be sent to your registered mobile number. 

4. Type the code in the Passcode textbox and click Submit. 

 

https://admin.duosecurity.com/
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5. Under Applications, click Administrators. 

 

6. Under Administrators, click Admin Login Settings. 
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7. To create SSO, enter the values for the following fields: 

 Field  Description 
Identity provider Select Customer Identity Provider from the drop-down list. 
Configuration method Select From file from the drop-down list. 
Metadata File The SAML metadata is provided by Citrix and can be accessed from 

the link below: 
https://ssb4.mgmt.netscalergatewaydev.net/idp/saml/templa
tetest/idp_metadata.xml 

Encrypt assertions Select Require unencrypted assertions from the drop-down list. 
Sha-1 signatures Sha-256 is recommended for signatures. All the responses and 

assertions with Sha-1 are rejected. 
Signed elements Select Only assertions must be signed from the drop-down list. 

 

  

https://ssb4.mgmt.netscalergatewaydev.net/idp/saml/templatetest/idp_metadata.xml
https://ssb4.mgmt.netscalergatewaydev.net/idp/saml/templatetest/idp_metadata.xml
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 Field  Description 
Metadata URL Make a note of the customer ID and the account ID. These IDs are 

used for IdP configuration. 

 

8. Finally, click Save. 
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