Configuring iMeet Central

Configuring iMeet Central for single sign-on (SSO) enables administrators to manage users of Citrix
ADC. Users can securely log on to iMeet Central by using the enterprise credentials.

Prerequisite

Browser Requirements: Internet Explorer 11 and above

To configure iMeet Central for SSO by using SAML:

1.

2.

3.

In a browser, type https://app.imeetcentral.com/login and press Enter.

Type your iMeet Central admin account credentials (Username and Password) and click
Secure Login.
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In the login page, click the Settings icon and select Company Setup from the drop-down
list.
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5.

In the Company Setup page, click the Advanced tab and select Single Sign On.

Company Setup - Advanced

General Internal Members External Members Groups & Roles Workflow Custom Fields Templates Look & Feel Reports Billing

Enhanced Security | APl CD Labs / Experimental
To Another Single Sign On Redirect to 3rd Party Web App
Application iMeet Central allows you to creale a single sign on exper your users from iMeet Central to another
3rd Parly Web Application. This is not for LDAP or Acti ation.
Enter the URL that iMeet Central should perform its FORM POST to.

Please click here for more technical information

In the Identity Provider Details page, enter the values for the following fields:

Field Name Description

Enable SAMLv2 This check box is enabled by default.
Single Sign On

SSO URL (aka SAML IdP logon URL
Issuer / ID URL / etc)

SSO Login URL IdP login page URL

SSO Logout URL IdP logout page URL

Message Signature Select the Certificate radio button.

Verification Method

SSO Certificate Copy and paste the IdP certificate. The IdP certificate must begin and
end with
----- Begin Certificate- - - - - and - - - - -End Certificate- - - - -

Note: The IdP certificate is provided by Citrix and can be accessed
from the link below:
https://ssb4.mgmt.netscalergatewaydev.net/idp/saml/templatetest/i

dp metadata.xml

Login page The Display a link to your SAMLv2 login page checkbox is selected
by default. If you select this check box, a login link to your IdP will be
displayed on the login page.

Note: If you do not select this check box, you may access iMeet Central
via your IdP by using
https://<customer_domain>.imeetcentral.com/sso

User Syncing The Automatically create new users check box is selected by default.
If you select this checkbox, new users will be added automatically to
your iMeet Central company when they sign in.



https://ssb4.mgmt.netscalergatewaydev.net/idp/saml/templatetest/idp_metadata.xml
https://ssb4.mgmt.netscalergatewaydev.net/idp/saml/templatetest/idp_metadata.xml

Single Sign On
Settings LDAP /
Active Directory (via
SAMLv2)

Single Sign-On allows a user fo log info an environment once, without having to login to access different
services and resources in that environment. Please read our

S50 Deployment Guide
on how to connect to your LDAP, Active Directory or other Identity Provider Service to iMeet Central

Enable SAMLV2 Single Sign On
$S0 URL (aka SAML Issuer /1D URL / etc)

This is the link to your SSO Server. (example: hitps://sso.mycompany.com/opensso)

$S0 Login URL
| — . W——— |
This is the link to your SSO Login Page. (example:

hitps://sso.

R p)

$S0 Logout URL

This is the link to your SSO Logout Page. (example:
https:/ss0 i liasfidp)

Message Signature Verification Method
O Certificate FingerPrint @ Certificate

S$S0 Certificate

TripleDES CBC

Properly formatted PEM public key. This is provided by the SSO Server.

Login page

Display a link to your SAMLv2 login page

If you select this option a "Network Login” link to your identity provider will be displayed on your login
page

If you do not select this option you may access iMeet Central via your identity provider by using
hitps-/ictxnsganetscaler.imeetcentral com/sso

Most users will want to leave this opfion checked.

User Syncing

Automatically create new users
If you select this option, any new users added fo your connected LDAP, Active Directory or other
Identity Provider Service will be automatically added to your iMeet Central company when they sign in.

Unique Usernames

iMeet Central has unique usernames across the entire System, not just your account. This means that if you
want to ensure unique usemames across your Account you can prefix or suffix your usernames with a string.
Use the fields below to make these changes

Username Prefix

“You can opt fo prefix usemnames with this siring. (usually used in conjunction with Single Sign on above)

Username Suffix

“You can opt fo suffix usernames with this siring. (usually used in conjunction with Single Sign on above)

Credentials

Prevent users from changing username & password
This option prevents Single Sign On users from changing their usemame & password in the iMeet Central
interface.

6. Finally, click Update.
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