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Abstract

Configuring Jira for SSO enables administrators to manage their users using NetScaler.
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Preface

This section provides an overview about the information included in this guide.
Intended Audience
The information in this guide is intended for the System Administrators.

Document Conventions

The following table lists various conventions used in this guide.

Table 1: Document conventions used in this guide

Convention Description

Bold Used for names of interface elements (such as names of fields, panes, windows,
menus, buttons, dialog boxes) and what the user specifically selects, clicks, presses,

or types.

Note Used to highlight information that is important.




Overview

The Citrix NetScaler application delivery controller (ADC) helps to load balance, accelerate, optimize,
and secure enterprise applications.

Jira provides bug tracking, issue tracking, and project management functions that help software team
to plan, track, and release software.

You can connect Jira with NetScaler by using your company's credentials to log on to your account
via Single Sign-On (SSO).

Terminology

An Identity Provider (IdP) provides authentication module to verify users with their corporate
network. A Service Provider (SP) supports receiving SSO SAML assertions.

The following table lists various terms that are used alternatively for completing configurations for
service providers and identity providers.

Table 2: Terminology used for SP and IdP configurations

Service Provider (SP) Identity Provider (IdP)

Identity Provider Issuer Issuer Name

SP Entity ID Service Provider ID

SP Assertion Consumer Service URL Assertion Consumer Service URL




Configuring Jira for Single Sign-On
Configuring Jira for SSO enables administrators to manage their users using NetScaler. Users can

securely log on to Jira using their enterprise credentials.

To configure Jira for SSO through SAML, follow the steps below:
1. Inabrowser, type your organization’s Atlassian cloud URL and press enter.
2. Log on to your Atlassian account.

A ATLASSIAN

$

Log in to your account

G Log in with Google

Ikm email ]

Continue

Can't log in?

3. Onthe Home page, at the lower-left corner, click E

4. Click Site administration.

‘\ Home
m Site administratione

APPS

Jira

Confluence

Edit




5. On the Administration page, in the ORGANIZATION & SECURITY section, click the
organization name for which you want to configure SAML authentication.

SITE SETTINGS

—ﬂ Self signup

6. Click Details and verify the domain.

A Administration

+ & Back
Details
Administrators
Domains
Managed accounts
SAML single sign-on
Password management

Two-step venfication

To verify the domain, follow the steps below:
i.  Click the Switch apps icon in the lower-left corner.

= switch apps °T

[ B Billing

@ o Discover applications




ii. Click Site administration.

‘\ Home

m Site administration

APPS
Jira

Confluence

iii.  Click the organization name.

iv. Click Domains.

A Administration

+ &« Back
Details

Administrators

)

Managed accounts

Domains

SAML single sign-on

v.  You can verify a domain using DNS or HTTPS. For more information about the steps
to verify a domain, in the right pane under Domains section, click the Learn more
about domain verification link.

Domains

Domains are used to determine which user accounts can be managed by your organization. You need
to verify that you own a domain to be able to manage the accounts that use that domain in their
email addresses. Learn more about domain verification.

R



vi.  After completing the steps, click Verify Domain.

DNS HTTPS

1. Add the txt record below to the DNS host of the domains you want to verify.
= L am ol om o Y Copy

The same record can be used for multiple domains,

2. After completing the DNS configuration, click Verify domain. If you have difficulties with this
process, ask your IT department for help. Don't delete the record from your server at any time as
we need to verify it on a regular basis.

The Status column in the Verified Domains section displays VERIFIED.

Verified domains

Domain % Status Verification type Actions
VERIFIED DN3 Remove
VERIFIED HTTP Remoaove

7. Click SAML single sign-on.
8. In the right pane, under SAML Configuration, click Add SAML Configuration.

SAML configuration

How you configure SAML depends on which identity provider you use. See our SAML configuration
instructions for different identity providers,

Add SAML configuration

After initial setup with the identity provider, bring the values for Entity 1D, 550 URL and Public %509
certificate across and add them to the SAML configuration here,

Add SAML ca&ﬁguraﬁm

9. Inthe Add SAML configuration area, specify the following information:
o Identity Provider Entity ID - type a unique issuer ID. For example:
yourcompany_NS_Jira
o Identity Provider SSO URL - enter the IdP URL of your NetScaler app:
https://<Netscaler Gateway FQDN>/saml/login




Add SAML configuration

Identity provider Entity 1D o

https:/fyoursaml_com/app/acme

Tve LIRL your identity provider uzes for SAML 20

Identity provider 550 URL e

hitps:/fyoursaml.com/app/acme/sami/sso

The SAML endpeoint LIRL given to you by your identity provider.

Public x509 certificate e

Copy and paste the entire certificate

Cancel

e Public x509 Certificate - copy and paste the SAML IdP signing certificate.
To obtain the certificate, follow the steps below:
To obtain your IdP certificate, follow the steps below:

L.
ii.

iii.

iv.

Remotely access your NetScaler instance using PuTTY.

Navigate to /nsconfig/ssl folder (using shell command cd /nsconfig/ssl) and
press Enter.

Type cat <certificate-name> and press Enter.

1
4
5
6
7
9

Copy the text between ----- BEGIN CERTIFICATE----- and ----- END
CERTIFICATE-----

Paste the text in a text editor and save the file in an appropriate format such
as <your company hame>.pem.



10. Click Save Configuration.

Add SAML configuration

Iddentity provider Entity 1D
UGy e e
The LURL your identity prowvider uzes for SAML 20,
Identity provider 550 URL
https:/fsf s csEsaml/login
The SAML endpeint URL given to you by your identity provider.

Pubdic x509 certificate

UOZ LmXmmUpFelcHaj jorJhwiNCZCKpUoudTWoehWI ke
MeQDai2/m7WZoQBA2yaN]
GEDS

Copy and paste the entire certificate.

Save configuration [EEEhle=

The SP Entity ID and SP Assertion Consumer Service URL fields display values. Use these
values while configuring NetScaler.

SP Entity ID

https://aut boefeeesmssseny’sam | /O SHIHIES- 0 5= Copy

SP Assertion Consumer Service URL

https://a it Emise. D ey Sy M T Enection Copy

Your current SAML configuration

Identity provider Entity ID
UG i T laEec

Identity provider 550 URL

https://ugl swregs.owm/saml/login

Public x509 certificate

————— BEGIN CERTIFICATE----- WMESS0T 0 et Sty e 000 T 0, e RS D S0 0By, Show more

Edit configuration  Delete configuration

You have completed the required configuration on the service provider which is in this case -
Jira.

NetScaler with Unified Gateway



Configuring NetScaler for Single Sign-On

For configuring NetScaler for Jira, you must retrieve and set specific values such as assertion
consumer URL, and entity ID.

To configure NetScaler for single sign on through SAML, complete the following steps:
1. Connect to VPN using NetScaler with Unified Gateway.

2. Logon to NetScaler using your user name and password.

User Name

Citrix [

NetScaler

3. Click Configuration > Unified Gateway.

Citrix NetScaler VPX (8000)

Dashboard 1 Configuration Reporting

Q) search in Menu System / System Informsz
System b Syst em
AppExpert >
Traffic Management > System Information
Dptimization b |
Security ? | At pgade ‘ L
NetScaler Gateway b SyStE m Informatic
Authentication »

_integrate with Citrix Products
'é Unified Gateway| e

3L xenmobile

3t xenApp and XenDesktop

Show Unlicensed Features

NetScaler with Unified Gateway



In the Dashboard area, click the configured NetScaler Gateway appliance.

Create New Gateway

STA -
Authentication 15
Active AAA Sessions 0
Active ICA Sessions 0

Click the edit icon for Applications section.

Applications ¥

For adding a SaaS application, click the plus icon [*! that appears in the edit mode.

Applications +

Saas

Click SaaS > Continue.

Application

Choose Type™
Web Application
Select to provide access to Enterprise applications.
®) S3as
Select to provide access to 5aa5 applications.

XenApp & XenDesktop
Select to provide access to hosted virtual resources.

Cancel



8. Click Choose from Catalog.
9. Inthe Choose from Catalog list, click Jira.

Application

Choose Type
Saas

SaaS Application: Catalog vs. Customized

® Choose from Catalog O customized Application

Choose from Catalog™

Ariba e
Ariba
Canfluence
I Creative Cloud
Docusign

Dropbox
GitHub

e GoToMeeting

MewRelic
Cracle Cloud
PagerDuty
Service Now
Slack
Zendesk
Zoom

10. Click Continue.

Application

Choose Type
5aaS

Saas Application: Catalog vs. Customized

® Choose from Catalog 0 customized Application

Choose from Catalog™®

| Jira \/‘

NetScaler with Unified Gateway



11. In the Create Application from Template section, type the name of your SaaS application,
in this case Jira, and relevant comments.

Create Application from Template

i mments

Atlassian hosted Jira Cloud

11. In the Add SAML configuration area, specify the following information:

o Enter URL - enter the URL that you used for logging on to Jira.

e Service Provider ID - paste the SP Entity ID that you copied from the SP Entity ID box
on the SAML Single sign-on page while configuring SAML for Jira.

e Assertion Consumer Service Url* - replace <yourid> in the existing text
https://auth.atlassian.com/saml/<yourid> with the value displayed by the SP Assertion
Consumer Service URL box after saml-, on the SAML Single sign-on page while
configuring SAML for Jira.

For example: https://auth.atlassian.com/login/callback?connection=saml-0653824d-
3839-490b-9844-f82100811h7a

e Audience - paste the SP Entity ID that you copied from the SP Entity ID box on the SAML
Single sign-on page while configuring SAML for Jira.

e Signing Certificate Name - select an appropriate certificate that will be used for signing
SAML requests and responses.

T Jira

Enter URL* o

<Your Org=.atlassian.net

Service Provider ID* e
Assertion Consumer Service Urd™ e

https://aue @ ifsaml/<yo
Audience o
https:// it s ‘login/call

5P Certificate Name 6
Signing Certificate Name* o

= || 4[]

ssuer Name o

L 2

— — =

8
Continue Cance


https://auth.atlassian.com/saml/%3cyourid

Note: For this configuration, SP certificate is not required hence the SP Certificate Name
field does not require an entry.

Signing Certificate Name - click an appropriate certificate that will be used for signing
SAML requests and responses.

Issuer Name - type a unique issuer ID that you entered in the Identity Provider Entity
ID box, while configuring SAML for Jira.

12. Click Continue.

13. Click Done.

14. As Jira does not provide SP certificate, you must clear the Reject Unsigned Requests check
box. To do so, follow the steps below:

I.

il
iil.

In Citrix NetScaler’s Configuration tab, click NetScaler Gateway and then click
Policies.

Citrix NetScaler VPX (8000)

Dashboard Configuration
MetSc:
System > P .
oli
AppExpert >
Traffic Management > Cor
Optimization > Il\.l?:P
L8]
Security b ll'.lccz-Fl‘
1 Auj
I NetScaler Gateway o e 1 AU
No A
Global Settings 1 Aul
1 Aut
Virtual Servers
Partal Themes
User Administration )
KCD Accounts
Policies i

Click Authentication > SAML IDP.
In the SAML IDP area, click the Profiles tab.



iv.

Vi.
vil.
viii.

SAML IDP

Policies = 10 Profiles 10

Add

_SAML_IDP_POL_GitHuUb
_SAML_IDP_POL_GoToMeeting

Select the check box for the SAML profile for Jira.
On the Configure Authentication SAML IDP profile page, clear the Reject Unsigned
Requests check box.

Service Provider 1D

| hitps://

| Reject Unsigned Reguests

Signature Algorithm™
& RSA-SHAL RSA-5HA256
Digest Method®

Click OK.

On the Configure Authentication SAML IDP Policy page, click OK.
On the SAML IDP page, in the upper right corner, click the Save the running

configuration(s) (& icon.

The Jira logo appears.
You have completed the NetScaler configuration for Jira.



Testing the Configuration

Testing the IdP Initiated Flow

To test the IdP initiated configuration, follow the steps below:
1. Access the IdP URL.
2. Logon to NetScaler appliance using your enterprise credentials.
3. Click Clientless Access.
4. On the home page, click Apps tab.

5. Click Jira.
Your Jira profile appears.
You have completed testing the IdP initiated flow.

Testing the SP Initiated Flow

To test the SP initiated configuration, follow the steps below:
1. Access the organization’s URL for Atlassian.

2. Type your organizational user name.
You are redirected to NetScaler appliance’s log in page.

3. Logon to NetScaler appliance using your enterprise credentials.

Your Jira profile appears which indicates that you have successfully logged on to Jira.
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