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Disclaimer (Documentation)

This document is furnished "AS IS." Citrix Systems, Inc. disclaims all warranties regarding the
contents of this document, including, but not limited to, implied warranties of merchantability and
fitness for any particular purpose. This document may contain technical or other inaccuracies or
typographical errors. Citrix System, Inc. reserves the right to revise the information in this
document at any time without notice. This document and the software described in this document
constitute confidential information of Citrix Systems, Inc. and its licensors, and are furnished under
a license from Citrix Systems, Inc.

Citrix Systems, Inc., the Citrix logo, and Citrix Provisioning Services are trademarks of Citrix
Systems, Inc. and/or one or more of its subsidiaries, and may be registered in the United States
Patent and Trademark office and in other countries. All other trademarks and registered
trademarks are property of their respective owners.

Microsoft and Windows are either registered trademarks or trademarks of Microsoft Corporation in
the United States and/or other countries.



Preface

This section provides an overview about the information included in this guide.
Intended Audience
The information in this guide is intended for the System Administrators.

Document Conventions

The following table lists various conventions used in this guide.

Table 1: Document conventions used in this guide

Convention Description

Bold Used for names of interface elements (such as names of fields, panes, windows,
menus, buttons, dialog boxes) and what the user specifically selects, clicks, presses,

or types.

Note Used to highlight information that is important.




Overview

The Citrix NetScaler application delivery controller (ADC) helps to load balance, accelerate, optimize,
and secure enterprise applications.

Workplace can be integrated with Identity Provider (IdP) for user authentication. This enable the
users to sign in to Workplace using the same Single Sign On (SSO).

Terminology

An Identity Provider (IdP) provides authentication module to verify users with their corporate
network. A Service Provider (SP) supports receiving SSO SAML assertions.

The following table lists various terms that are used alternatively for completing configurations for
service providers and identity providers.

Table 2: Terminology used for SP and IdP configurations

Service Provider (SP) Identity Provider (IdP)

Identity Provider Issuer Issuer Name
SP Entity ID Service Provider ID

SP Assertion Consumer Service URL Assertion Consumer Service URL




Configuring Workplace for Single Sign-
On

Workplace has SP/IdP initiated flow, which is supported in NetScaler (12.1.).
Before you start, you need the following:
e Admin account for Workplace

e Customer instance

For example, if your deployment url https://ugl.<customer _domain>.com/saml/login,
your customer instance is <customer domain>.

This is required for App Catalog creation in NetScaler.
e Admin account for NetScaler

Workplace Configuration

The Workplace configuration steps are as follows:
1. Configure Workplace with the App Catalog.

2. Configure IdP into Workplace.



Step 1: Configure Workplace with App Catalog

1. Click on Unified Gateway > Authentication.

Integrate with Citrix Products
'é Unified Gateway 1
3L xenMobile

¥L xenApp and XenDesktop

Active AAA Sessions

Active |CA Sessions

The Unified Gateway Configuration screen appears.

Applications

Applications

2. Go to Applications section. Clickon ~
The Application window appears.

icon. Now, you can see *+ icon. Click on it.
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Application

Choose Type*

© web Application
Select to provide access to Enterprise applications.

® saas
Select to provide access to 5aas applications.

© XenApp & XenDesktop
Select to provide access to hosted virtual resources.

Continue Cancel

3. Select SaaS from the Application type.
4. Select Workplace from the drop-down list.

Choose from Catalog®

Waorkplace e

Box -
Cedexis
Deskpro
Evernote
Expensify
Freshdesk
Freshservice
(G Suite
Humanity
Mango Apps
Marketo
Mingle
Office365
Salesforce
S5amanage
Sumo Logic
Tableau

foho g

AWS Cansole | Waorkplace i

5. Fill the application template with the appropriate values.

NetScaler with Unified Gateway



Mame

Workplace

Comments

An online team collaboration tool
using Facebook features for work

lcon URL*

Choose File  ~ | /var/netscaler/logon/Workplaceicon

Service Provider Login URL* 1

https://workplace facebook.com/wc

Service Provider ID* 2

https://www facebook.com/compar

Audience 3

https://www facebook.com/compar

|IDP Certificate Name™ 4
- v|i+l2]

lssuer Mame a3

UG_VPMN_FBWorkplace

Continue Cancel

6. You must update the fields in NetScaler with the following values:

URL https://workplace.facebook.com/work/saml.php
Service Provider ID https://www.facebook.com/company/<customer _id>
Audience https://www.facebook.com/company/<customer_id>
Signing Certificate Name | IdP certificate needs to be selected
Issuer Name Issuer name can be filled as per your choice
7. In place of <customer id>, enter your customer id (See Step 2 to know more about the <customer
id> value.)

8. After providing the required values, click Continue. Click Done.

NetScaler with Unified Gateway


https://workplace.facebook.com/work/saml.php
https://www.facebook.com/company/%3ccustomer_id
https://www.facebook.com/company/%3ccustomer_id

Step 2: Configure IdP into Workplace

@orkplace by facebook

Enter your password to log in

Welcome back! Enter your Workplace password to continue.

Email or Username

Password Forgot your password?

1. Login to Workplace as an Admin user.

Explore

ik Groups

(=]

&) Create Group
2L Add People

3 Admin Panel

i Org Chart
A Saved
i Events

2. Select Admin Panel from the left panel under the tab Explore.



B Security Log
© Administrators
Wg Integrations
& Domains

£ Preferences

Authentication

=y FPayments

Business Details

3. Admin Panel window will open > Select Authentication from the left panel under the tab

Preferences.

Login

SAML Authentication

SAML URL

SAML Issuer URI

SAML Logout Redirect

Allow people to log in with:
+ Password
v 550

his e

Default for new users: Password =+ @

In web browsers, check SAML again after. | 1 day =
+ Require SAML in mobile apps ]

Log people out of mobile apps after: | Never «

Require SAML authentication for all users now

hitps:/fug1. se-=egm com/samliogin

UG_VPN_FBWorkplace

+ Enable SAML Logout Redirection @

hitps:fiug1. »_com/cgiflogout

s you decide how everyone in your organization logs in. If you s

on logs



SAML certificate | BEGIN CERTIFICATE—— 6 .
‘I L_h_ -.L-r.-.-.l ..l-_hl-”
Fia TS G T Y LT T
e e T = B e m—
o G T o i il ] o e s o

n LN Y T Tl ™ T L T
e R ——— N N E EEE g NN ——— N
BN e N CESESST S S E N =
nmim o on ol N nm T I R R R R SRR
e ™ o e B el R ol ao'n e iy e
L T Son e T Rl ™ N ™ TETE T -

The cerfificate is valid for 122 days

SAML configuration

Audience URL 7
hitps:/fwww.facebook.comicompany/Z T sl

Recipient URL \
hitps:/fworkplace facebook. comiwerkisaml php

. ) Customer id
ACS [Assertion Consumer Service) URL

hitps:/fworkplace facebook. comiwerk/saml.php

Test $50

4. Authentication Settings window will open > Fill the template with appropriate values.

Login Password & SSO should be checked
SAML Authentication Required SAML in mobile apps should be checked
SAML URL https://ugl.<customer domain>.com/saml/login
SAML Issuer URI As you mentioned in IdP

Enable SAML Logout Redirection should be checked
SAML Logout Redirect https://ugl.<customer domain>.com/cgi/logout
SAML certificate Paste IdP certificate

5. In place of <customer domain>, enter your company instance (See Introduction to know more
about the <customer domain> value.)

6. Test the configuration using the button Test SSO.

7. Click Save.

NetScaler with Unified Gateway
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