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Citrix Cloud”

Move Faster, Work Better, Lower IT Costs

Asingle place to simplify delivery of Citrix technologies. Provide
secure access to apps, data and IT tools. Deploy on any cloud or

infrastructure.

Don't have an account?

Sign up and try it free

Enter your Citrix credentials.

(Citrix.com, My Citrix, or Citrix Cloud)

Sign In

Bl Remember me

Forgot your username or password?
Contact Support

Sign in with my company credentials

Citrix Cloud F—LR—2 0 [FIBEEERY—ER] @ [EXaUFo TREShcrY2—2Ry b7 o8] 44

LT [TEZVIIRM 20Uy ILES,

Available Services (5)

&
Application Delivery Controller

Intent based application delivery of Apps
on AWS

—~
SD-WAN Orchestrator

Centralized cloud management service for
SD-WAN

©

Secure Internet Access

Comprehensive cloud security services for
Saa$ and Cloud apps

Virtual Apps and Desktops for
Azure

Simplest, fastest way to deliver Windows

&

Workspace Environment
Management

Optimized resources, user environment

Apps and Desktops from Azure

Request Demo

Learn more

and profile management.

Request Trial

Learn more

Request Trial

Learn more

Request Trial

Learn more

Request Demo

Learn more

pES
7. https://www.citrix.com/products/citrix-secure-internet-access/form/inquiry/ Ic7 2t Z L
T, Citrix T XN— MBS TEZ D TETET,
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cifrix

Speak to a Citrix Secure Internet
Access expert

Secure access to your digital workspace with unified, cloud-delivered security.

Request a call to learn
h OW C | 't r | X S eC u re Contact a Citrix representative for more information.
Internet Access:

* Enables efficiency with policy configuration, bandwidth
control and real-time reporting from one, cloud-managed
interface

* Protects users from threats while securing access to both
sanctioned and unsanctioned apps

* Segregates your data based on customers and locations
to ensure privacy without compromise

Our experts can:
¢ Show you a live demo
* Discuss implementation options

* Answer your technical questions Citrix will process your data according to our Privacy Policy

¢ Provide quotes and purchasing information

Tell us about yourself. Simply fill out the form and a
Citrix Secure Internet Access expert will contact you
shortly
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My Services (3)
" 0 = 46
e o~ = © ]
allol b
Application Delivery SD-WAN Orchestrator Secure Internet Access
Management Centralized cloud management service for Comprehensive cloud security services for
Hybrid management and analytics service SD-WAN Saa$ and Cloud apps
for Citrix Networking on-premises and
cloud.
Learn more Learn more Learn more
» Why ADM?
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Secure Internet Access

NETWORK

Your Account is being provisioned.
This may take a while.
You will recieve an email notification when it is ready for access.

FI)E 3: Citrix Secure Internet Access 123 3

THADY MREICET IEABA—IILZ2Z TR o725, CitrixCloud i1 > > LT, BROEREEEZHBAL
ERS

Citrix Cloud F— L= [¥A4H—EX] O [EFxalFo TREINZAVE—RV bTIER] 21
T. [B¥E] #oUvILET,
pES
Citrix SD-WAN Orchestrator 4+ 722 1) 7> 3 > # s#F5015413. [SD-WAN Orchestrator] %-1/)LD
[&IB] #41) w2 LT [Citrix Secure Internet Access] 4> aR—RERRIBZELHTEIET,
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My Services (3)

ey o 0 © “°
aioll b
Application Delivery SD-WAN Orchestrator Secure Internet Access
Management Centralized cloud management service for Comprehensive cloud security services for
Hybrid management and analytics service SD-WAN SaaS and Cloud apps
for Citrix Networking on-premises and
cloud.
Manage Manage Manage
Learn more Learn more Learn more
» Why ADM?

2w aR—E) (Dashboard ) X=a2—Tld. /—RDRF—RRE T ST WILBRBEERFTTIET,

(D DASHBOARD

CLOUD HEALTH NETWORK REPORTS
3 0 0 0 0 0 Mbps 0 Mbps 272 /sec 203 pps
@ CONFIGURATION Nodes Ready Not Total Active Users Download Upload Speed Connection Rate Packet Rate
Ready Devices Devices Speed

& ADMINISTRATION
INCIDENT RESPONSES

0 2 % 0.00 from yesterday 0 7 % 0.00 from yesterday 0 7 % 0.00 from yesterday 0 7 % 0.00 from yesterday
Active Infections C&C Callbacks Malware Blocks Average Dwell Time
ALL SD-WAN o |
(ALY
Map  Satellite ONTARIO, QuEBEC .
c La
<
S ‘
=3 N~
i NORTH \
WASHINGTON MONTANA DAKOTA 3 /W .
MINNESOTA S Ottawa  Montreal |
S e o \
SOUTH WISCONSIN \ MAINERN ovalsCoTIA
A \ i
OREGON D DAKOTA MICHIGAN) “"g&/ i
WYOMING 2\ NEW YORK
1owal S SIChIc0oPIT ot MA
> - CIRI
B NEERASK ILLINOIS o PENN
NEVADA United States INDIANA 1115 OPhiladelphia
UTAH 4 coLoraDO WEST DENY
San Francisco KANSAS  MISSOURI S ¢
By e KENTUCKY/SVIRGINIA
‘ OfasVegss OKLAHOMA TENNESSEE ORTHY North
Los Angeles 0 o0 ARKANSAS Atlanti
e NEW MEXICO o Messsa BsouTH S Ocean
San Diegoo —=__ AURBAMAT ) 2
~—] AN TEXAS GEORGIA
N\ o 'LOUISIANA
2 ST Houston
o A\
\ FLORID
< C';é, 5 LORIDA
5,
%%, el

CNTHHREIFT T TY,

* =R

Citrix Secure Internet Access # >V R—F 4 5 TlE. 7ho>bo7OES 3= 7%ICA—F—ThoV %
BRTEET, O CSIABEICTIERTRICIE. WS DOWDETHN ALV R—FT 4 VIBERTOHVENHD F
ER

Citrix SIA#BRZRME<] 7> avid. [y FT—IBR] F—LR—JILHDET, FVR—FT1>J70ER
ZRTLARVE, BERUS—R—2)Z2RFTTTEEA.

ThoY e FOESa=Zydansde. 57 4J)L LT [Citrix Secure Internet Access #+ > R—F ¢ > 4] R—
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IUHRTINET, [GetStarted | 20V w o LTV R—F 1 >J 7Ot R %4479 %\ [ Skip Onboarding
120V v I LTIDRTYTZRXY L. BTHAYR—FTa VI ERTLET, [AVR—FTo0F%2%v ]
#owo3Br. [Citrix Secure Internet Access] #v> aR— RR—ISHBRRRINET,

Getting Started with Secure Internet Access!

Citrix Jecure Internet Access (CSIA) is a cloud native internet and web security service. SIA provides end to end
web security with integrated SSL inspection, Intrusion prevention system (IPS), malware detection, sandboxing,
URL filtering, Data Loss Prevention (DLP) and Cloud Access Security Brokering (CASE).

Unmatched security Global Presence Privacy and Control Seamless Integration

Inspect all traffic from and to your Over 100 Points of Presence(PoP) We offer dedicated nodes with Seamless and simple integration
users, devices and servers. We across the globe to provide dedicated gateways to our with Citrix ZTNA, RBI (Secure
leverage Citrix as well as other lightening fast experience customers. Use Static IPs for Browser) and SD-WAN to provide a
Industry leading malware engines. regardless of where the user is. greater access control to complete SASE solution.

sanctioned Saa$S apps. Control
your own maintenance windows
and more.

1. 7OFOREZBHT B

ROy FEIVYR DS A—F—FEAEZERLES, 77 MER [O—AILI—H—ERIB R+ ¥
U RG] ICRESINTVETY,

<~ Secure Internet Access Onboarding

Secure Internet Access (SIA) is a cloud native internet and web security service.
The following changes will be saved and applied.
Step 1: Proxy Settings

Enable Proxy @
Settings

User Authentication Method Local User Credentials + Cloud Connections ®

Enable Proxy SSL @
Decryption

RDADDBIAFADBD 9o
s O—ANI—H—BRER+ IV RES: O—DILOREBA > E—Xy FTIEITAI Y ~TO
JAYLEY, CORETIEH VIIAMITOFVBAZEINTEZET, EFa7B1IVE—Ry
FPOELRI—JT Y NIV RRA Y MDA ICBBNICERINZ I -V Y M E—RHY
R—hEh&ET,

o O—AILIA—H—BRER: O—HILDELBA VE—XY NTFIEIATAO Y TOFI Y LET,
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+ Cloud ConnectorOnly: T— > b E—FEFEALFEFT, I—J Vb E—FREFERATIE. U
JIZMMI7OFIRBAEEFINTZET, BXFaT7BRAVE—RY T IOEAI—V Y IV RER
A= DA ICBFNICERINE T,

e J3UHAR—ZXDSMAL: 7S UHTORET. ALNTVYIIPEY—RETBTIVFAFT1R2
_ﬂll:f-iﬁ_c?o

[ToFxoREZEMICTR] e [7OF> SSLESKEBNICT B3] DRERT 72 ETEHICHE->TS
D, HEFRTDF TV IRYIIXTY

TOFBEEFERRED [PACETE: RXAYDONANR]| I 3> T BEICKRLTROFTVIRY Y
AEAVICLETD,

+ WebSockets DN /XX E*a7VY 7y L1 ¥—(SSL) /RS Y RR—FrEEF2) T (TLS)
22T WebSocket 571w ¥ WebSocket FS 74 v I DRXTLENAINRNALET, [
WebSockets # /N1 /X2 T3] Fxv IRV IRET 74 ETEMIH>TVET,

o CitrixCloud 1 > 7S A CSIOFVYRAXAYDISIREF2UToENCNRT S Citrix ¥ b
DUIIRLENANALET, COFT>avid. T7#4ILETEMCHR>TWET, Citrix Cloud
RXA2) XM REDSNANRTEIBELDHS CitrixCloud 1 > 7S A S IF v REXA2D
REERTTRER Y X M T,

Citrix cloud Domain List
Step 1: Proxy Settings

Enable Proxy 0]
Settings
cloud.com
User Authentication Method Local User Credentials + Cloud Connections @
*.cloud.com
Enable Proxy SSL @ citrixdata.com
Decryption
w *citrixdata.com
PAC Settings: Bypass Domains citrixworkspaceapi.net
* citrixworkspaceapi.net
citrixnetworkapi.net
o Bypass WebSockets @

*.citrixnetworkapi.net

nssve.net

o Bypass Cloud security for Citrix Cloud Citrix cloud Domain List * nssve.net

infrastructure domains
xendesktop.net

* xendesktop.net

ud Bypass cloud security for all domains used by
Microsoft Office 365 (Recommended By Microsoft)

cloudapp.net
*cloudapp.net

netscalergateway.net

. ‘ . N ain Li
Bypass cloud security for this subset of domains Custom cloud Domain List * netsealergateway.net

+ Microsoft Office 365 THERAITNZ3TRTDORAXAI Y TISTREXFAUF 1 HENANRT
% (Microsoft #*#t22): Microsoft Office 365 THERAINTVWB RX A YENAINILET, [
Microsoft Office 365 CHERAINBZTARTORXAA Y TISTREFa T 2FERALAEL
(Microsoft #32) | F v o Ry o . BETEMICHE>TUVWET,
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e CORXA>DYTEY MIHLTISUVREFAVTAENANRTE: AREZLRAALA IV ETART
NAINZLZET, [ Custom Cloud Domain List] # 7> 3> % AL T. MED R X1 VEERT
FFET,

Custom cloud Domain List
Step 1: Proxy Settings

Enable Proxy 0] Enter Custom Domain List

Settings

Add each domain on new line

User Authentication Method Local User Credentials + Cloud Connections ®

Enable Proxy SSL @
Decryption

PAC Settings: Bypass Domains
e Bypass WebSockets (o]

o Bypass Cloud security for Citrix Cloud Citrix cloud Domain List
infrastructure domains

¥ Bypass cloud security for all domains used by
Microsoft Office 365 (Recommended By Microsoft)

Bypass cloud security for this subset of domains g:! stom cloud Domain Lis

coc Jl nex

DRN] 200w o LED,
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PAC Settings: Bypass Domains

v Bypass WebSockets @

v Bypass Cloud security for Citrix Cloud Citrix cloud Domain List
infrastructure domains

v Bypass cloud security for all domains used by
Microsoft Office 365 (Recommended By Microsoft)

Bypass cloud security for this subset of domains Custom cloud Domain List

2. Cloud Connector OB E% KT 3

Cloud Connector i&. Windows. Linux. macOS #r x££ 4 OS THETSE 34U > O0— RajkE
BI—-SIVhTE, TNBDBTEICED. TN RICT VX =L TW3S Cloud Connector OEIED
BRINED,
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€ Secure Internet Access Onboarding

Secure Internet Access (SIA) is a cloud native internet and web security service.

The following changes will be saved and applied.

Step 2: Cloud Connector Settings

Use HTTPS PAC ®
Register Over SSL ®
Configure Auto Login @

Agent Policy (Default Group)

Redirect All Ports ®
Bypass Private Subnets (O]
Enable Multi-User Mode ®
Enable Windows Desktop ®
App

ek | nex |

[HTTPS PAC &), [SSL &R ER]. [BEOJ 1> DEM]. [TRTOR—bDODULESL IR [T
SAR—bHGTRY FONANR] DBREIZT I AILETEMICR>TED.

e VIFIA—H—FE—REEMCTZ: HBEBISLT[VILFI—HY—E—REEMCTBR] 24> £
FTICLET, [WILFI—HY—FE—REFMICTD] 2BRTZ. RETRXI My TEEE—3F
WY —N—%FRTLTVWREZIIERODI— -ty araEYR—bTEET,

o Windows 27 by 777V EBEMICT S HEICSLC T [Windows TR0 kv F7 FUEEHMIC
B3| ZAVERIFATICLET, [Windows TR by F7FUr—2 3> mG#ICT 3] 28RT
3. WERTFRI by TIT7FUT—2 3> Windows FAALRICTAI YA R=ILENE T,

DRAN] 200w o LET,
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3. EXa VT REZEMT B

(X2 VT DRE|R—IT. WebtFa)F«] [V5T9RT7IVEREXaUFTFsTO—H) [WILYT
TREE @A) 0E (Advanced SKU & & U Premium SKU THIEATAE). BLVBHRBER LI (7
L =74 SKU THIFBATEE) #8ELET

e Webtxa2UF~

- J—TzRR RIOD20EDTIL—-TFIZ 2RRLET,

Web Security

I Show Groups I

HE. FX1Y BRRYE, JIL—TORAZHETETET, JIL—TBORICHImELT T a e
Iy L. JIL—=TEENAL. [Submit] Zo U v oL %7,

S

Rename Group

Please Enter new Name for Group 'Group 6'

SD-WAN ‘

IIN—TEBIRT B, EREADTIN—TR)>—Pa1—HF—IBRSNET, [EE] (Default) o/
LN—FIRERARELGTIL—TTI,
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Web Security

Hide Groups
Select Group Names Actions
v Default
v Demo Citrix User
v Demo Citrix Guest
v Administrators
v New Group 5 .
v Group 6 cee
v Group-7 cee
v Group 8 .

NS5 20EDTIN—TIETRTT I I THUICHE>TWET, BEIIGL T, JIL—T0F>/F
TEPDEZZIEHTETEY, EFaV T REICMRLEER. BRLULIEITIL-TFISERAThE Y,

e BEDF—T—REJOVI TR EELALF—T—REJOVITBICIE. [BAlE [BURI]F
VIORYIREFNCLET, [Edit] 7 7o avEERTRE. JOVvIT3F—TJ—ROtY &K

ETETET,

[ #mEe] **[ ** AR OER]/[BREOBEVWEEOER] OIEICY U v L. ERATERF—T7— %

BRLTGBERLIEI 3V IcBBL. [RE] 22UV ILET,

BREN—ZFERATIE. RLTLB3F—T—FZTIEPLRIIFZIEHNTEET,
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Search

Available Selected

Name Name

ra

amateur adult-dating

affiliates - ~ adult

,\
S N

9
anal ( &«

e

AN

anime
ass
asses
asshole
babe
babes
bbw
bdsm

hilrini

. YT
Jve i Cancel |

e Web 74 /L2U YT LA [Web 71 )L2) 2T LARIL] T [ TARTEHAL [BEX] [F] 7213
BiR]) 7O7 7ML EBRLETINSDTAIILRZUVTLANIIIE. UTORICTRI LS ICETRBES
NEEATFIVICESVWTESINE T,

A7V BAA i BAS
7k 2=k 2=k =gl
AYEa—4—84LUr> —HWIOvosInrk —EJOvoani =gl
Ehate SRS

Fv>Il =3l =3l =3l
BETHEERIVTVY =3l =gl =gl
RILD T T ERINL =3l =ik =31
ERIACEE. R Eil] =31 =]
X=)b. XwtE—=o>50 FA =] =]
Fryybl TLT7FZ—

Za—RIVE—TAY FFAH —E 7Oy o ani =gl
X2k =

V=v )Ry D=0 Bl =1 =gl
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Web Security

Show Groups

Block Default Key @

Words:
v Adult Edit
v High Edit
Risk
Web Filtering Level Allow All o) Lenient Moderate Strict

[MoreInfolU>2o%2Uwo LT, Web 74 L2 T LARIILDIEHRERTLET,

More Info

« USYURTUVVAREF AT TO—H—: TEIEFRY—ERADT7 7Ty 7O—-RETOVY
L7=D. Google/Yahoo/Bing A DT £ T BREL VIV TREVWBRELBHIL 12D T 51EE% IR

HMLET,

Microsoft Azure &5 &0 Office 365 7> hHIRR] FT v IRy I ABF VICHE->TVWBRBEIK.
XA T REZERAITAHFAINERAAVBREINFTFORIDTEFIMZIBELE T

TrAILDOT Yy FO—REZEIETZ ROy F4 72U X M5BT T/Dropbox/box/OneDrive/Google
RSATERB7 7L 7y 7O—R[A&L) #&RL. 77707y TO—REZIELET, BEET

i [TART]PBIRESNATULET,

Cloud Access Security Broker

Show Groups

V| Microsoft Azure and Office 365 Tenant Restrictions

Allowed Microsoft Domains (comma separated)

Allowed Multi-tenant context

v’| Google, Yahoo, Bing, YouTube Safe search
enforcement

Prevent File Uploads All X

[®)

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Citrix Secure Internet Access Tld. XE>HA—RK, PRNYZX M, L7 LD 3EED SKU #F)ABT
FEY,

Citrix Secure Internet Access GUI TUUT#RTL £,

o WILY T THEEBNHBEOREA T 3 i, Advanced SKU & Premium SKU % &5 0 824
DHHMERATIET,

o BWRZ L (DLP) # 7> 3 Vid. Premium SKU 2R 50EEHOH CHBAVEITET,

1E# 7S5 > Tld. Citrix Secure Internet Access Ul T [WIL = 7BHHE BABLE] BEL [T— 238K
IE (DLP)] # 7> a>vEFERATEEE A

F7AIILETIE [T = 7] ¢ [BABE] 0RE L [BHRFER VE] (DLP) OmAICDVWT, IART
DATYIVHERMCFTvITNTVET, BEIGL T BEEVEY MLEED, 7703 0%EERLE
DTEET, DRN] 20U v I LET,

Erld. [EF2VT A RE] DREE AT Y T TRHEIE [HREINZEF 21U T BRE] REVEEMICT
FET, BEWRETCSIADYY—ILTRETTET,

& Secure Internet Access Onboarding

Secure Internet Access (SIA) is a cloud native internet and web security service,
The following changes will be saved and applied.
Step 3: Security Settings

Citrix recommends following security settings. You will always have the option to tweak them later. Alternatively, vou can disable the “recommended security settings” if you
prefer to configure all security settings later in the SIA console.

Recommended Security Settings a l

COIFIVATIE [N ZI VI LTHToREZRREL. [RT] 27V v I L TEEEZRELET,

4. AR —FT4 I TOCLRETRT I BDICRELICIRNTOREZELCHIIR—JZRTTEET,
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€ Secure Internet Access Onboarding

Secure Internet Access (SIA) is a cloud native internet and web security service,

Step 4: Summary View

Following changes have been applied. Please review if you would like to make any change.

You may click on Back button to navigate through these steps and make changes as needed.

Proxy Settings

Enable Proxy Settings :

User Authentication Method :

Enabled

Local User Credentials + Cloud Connections

Enable Proxy SSL Decryption : Enabled
Bypass WebSockets : Yas
Bypass Citrix (and Iboss) domains - Default List
Bypass Microsoft domains : Yes
Bypass custom domains : (4]

Cloud Connector Settings
Use HTTPS PAC : Yes
Register over SSL: Yas
Configure auto login : All
Redirect all ports: Yes
Bypass private subnets : Yes
Multi user mode : Disabled
Windows desktop app : Disabled

[Finish| 20V w0328 AYR—T VI REDNERBICET LI 2B Y 37
nFEzJ, [OKl 20Uy oI LET,

W ITT Yy THRRRT
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Confirmation

You have succesfully completed Secure Internet Access onboarding settings

A copy of the on-boarding settings will be emailed to all Citrix cloud admins

F7=. Citrix Internet Secure Access 4t —E XD ZDREE T HV > L TEMI Nz R T Citrix Cloud
BEEICEFXA—IDREINET,

FUR=F 4 VIHRT LS. R > [y D —0EEA—L4] > [Citrix SIABRERL] IcB&HL. [T
NAREISYRICES] ZB8RLET, COR—I T IERICE->T. TYRFN1X0SICEET 3 Cloud
Connector #4>O0—R/A YA +—ILTEET,

FYR=—Fo > 70tRE. [BR]>[RY FT—IBROR—LIR—SHEBERITTEET, REERRLS
BlE. WOTHAYR—FT o270 XZBRITLT. TIAIIMREFLISHERTEICRTI ENTEET,

Configuration ! Network Homek

Click here to re-run SIA Onboarding.

For Secure Internet Access configuration, security policies and reports for the following nodes, please open the "Open Citrix SIA Configuration™ button.

Open Citrix SIA Configuration

Citrix SlA NOdes Request Re-allocation of Users

Type

Location Pubilic Ip

cloud-node-31190 Ready Charlotte NC USA 138.43.101.176
(&) cloud-node-31191 Ready Charlotte NC USA 104.225.173.158
“ cloud-node-31192 Ready Charlotte NC USA 9764.63.83
Page Size: 50 Pagel ofl
Sk o
N ES IV

¢ ZYLIT—UARAD/—RDRT—FRAERRLET, T4y aR—F] ZBRLTLIZIW,

e HWIRISATLIETZAEYAIVRA MILXY MCBET3MERTRLET, 7V ADFMERRT
%1 ZBRLTLLIET L,

o [REEEI—z> b (VDA) $LUO—HIILHKR b2 257 LT CSIACloud Connector T—2 x> h %R
EL %9, Citrix Secure Internet Access Cloud Connector T— x> FDERESRBL T T WL,

o Citrix SD-WAN BB® H2BE1d. T70F A T4 ROV RIVERBBRLES, 770 F A7 ZHD LY
FILDREESRLTIIZT L,
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Citrix Secure Internet Access

o Citrix Secure Internet Access 8RR > —R—2ILEZFEHALT. 70 RARIZetExa ) ToileE%s
BRL. LR—tbeOJz8RLEd, MMER1 28BLTIETL,

ZIE2R

February 1, 2022

Citrix Secure Internet Access (CSIA) ICIZ3 2D ITFr>arvhbbxd,

« Standard: 75U RR—DELFaV TV a2—23 YT V5T RAT—RUINBEBELEEZIRM
LEd, Web BLUVr>a2—y bOAVTFIY T IUEUYY SSL STy oBE, CASBREDIT
TFaUTAEENEEFNTULET,

« Advanced: TILU T 7O EBEOHRH. AV RT7YRIDMO—ILOO—-INYIBRE. 1>>TY
i aEEDEFa ) Fo N BN N -ReRtEXFa)VTFo Y )a1—>3>TY,

o JLETF LA BEREEI VT VYBRHBYEEARAO YT VYNNIV VESUEENREXa2 VTV U
—>3>7T79,

BIF4>a>THATEFZHEDTE2R) X MIDOWTIE https://www.citrix.com/IZ& ZHEE< ~ U v o R
EBRLTIESW,

BEITo>avIilIIRDBDOIBEENE T,

* 500GBOZRL—CRE
s PHADYED 10 A0a—4%TkIZ 1 2® IPSEC #7132 GRE k> =L

REAR—ZAP LRI ZEBMBATETET,

FYVR=FTa VI TOACIDRT T2 FTRIFATLESAE Y R FERRRAOFHEEIEBETIEY,

S1EYAFRADRT

[BE] >[5t X DIBICHEEL T, Y TRISATLESAEYRIVEA FILXY FOFAERTLED,
[EFaUTo TRESNAVEZ—2y FT7IEIEK] 2T TlE. ROBRERTTIEY,

s HITROUTDavoEE. Y TRIU T3V TEMICE>TWVWSIHEED ) X b,

s WIRIUTavNyT—JICBENB AL —VFE, TIAILNTIR EFTXT 1 F2 32213 500
GBORKL—YVBRENEFNTULET,

s HIRIVTL IRy T—JICEENBZ L ORILOE, TIAIETR FF TRV T avicid. 7H
IYrD 10 ADA-HTLIZ1 DD Y RILDEEFNE T,

o St XHRC BHERR
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o« TOHYTRVUTVavIZEBIMINfI—T—5K
o« IVAARIXAYRDRTF—HR

SD-WAN Entitlements Secure Internet Access Entitlements

Secure Internet Access Entitlements

Subscription Type : DLP Package

Number of Users : 0

Status : Active

Status
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

Storage Included : 500.00 GB

Tunnels Included : 1

Type
Feature
Feature
Feature
Feature
Feature
Platform
Platform

Platform

Term:1Years

Expiration Date : Mon Mar 08 2021

Name

Advanced Malware Defense
Intrusion Prevention
Bandwidth Optimization
Dataloss Prevention

CcAsB

Web Gateway Nodes
Reporting Nodes

Premium Enabled

Floew BALTZEMORX ML= ZR—R MY RIVICEAT 335 HHRTTEE T,

Secure Internet Access Add-On - IPSec Tunnels

IPsec tunnels 5 Term 2 years
Status Active Expiration date 1)an, 2023
Secure Internet Access Add-On - Storage Capacity
Type 378 Term 2 years
Status Active Expiration date 1 Jan, 2023

P

Citrix SD-WAN &1&+ % 315&1x. [SD-WAN] 27T SD-WAN 1t > XDzl R =TI £9, SD-WAN
St ZOEMDOVTIE. TSD-WAN Orchestrator St > 21 #8BLTLETL,

SAEVRERRRDOT YA b

[BE]> [V REARRT VA M ICBBTZE. STEYREARRICETZ AV FZRBTEE

ERS

FRELTWAA—HY—S1tE>ADBRE. 79T TRIA—YHF -1V RO ERTLET, £/-e T—FX b+

L= bRV DBRHTAEVRBET I T4 TR ABBRETITET,

CN5DTIUHFA I - —F1EV R AML—PFE, B URILZECTHRELNH BN SH = Il

TEDICRIEEY,
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Secure Internet Access License Insights

Tunnels

1/3

Active / License Limits Active / License Limits

Ay aR—R

February 1, 2022

Data Storage

0.10/500.00 GB

Used/ License Limits

RORISTRTLSIC. 4y aR—RiZlE, Citrix Secure Internet Access (CSIA) Ry b T —IDINT #—< >

ZOBEHINRRINE T,

(D) DASHBOARD
CLOUD HEALTH

NETWORK REPORTS
& CONFIGURATION 3 3 0 0 0 0 Mbps 0 Mbps 272 /sec 203 pps
Nodes Ready Not Total Active Users Download Upload Speed Connection Rate Packet Rate
Ready Devices Devices Speed
S0 ADMINISTRATION
INCIDENT RESPONSES
0 7 % 0.00 from yesterday 0 71 % 0.00 from yesterday 0 7 % 0.00 from yesterday 0 7 % 0.00 from yesterday
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Bl ICBELET,

TITITRANILZR

SOOIV XY FT—URD/ —RDRT—EIABRTINEY, BOBICHEE SN/ — ROHEER
RLET, Ty EFEDE-TVE/ —FORLEFNTETLVERWL/ —FOBDBRTLET,
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Not Ready @/ — RAEMEL TLWARWA, 7OET 3 =Z>JTnNTLERA. COREIG. BETI3L5ICHE
FRIFRETIVENHZ e ZRLTVET,

ISITRANILREIS avicid. /—RIEGTNTWBR TN RDBEE LV T7 I T4 THBTNA AOEICET S
AP FBRRINET, Floo RV RT—JICEHEL TV —DORZENITZIEHTEEXT,

CLOUD HEALTH

3 0 0 0 0
Nodes Ready Not Total Active Users
Ready Devices Devices

2y bhIT—ULR—F

SOOI aryTEH XYy bIT—OLDUTLNERALT I T4 ET s OBEZHALE T, HETNTVLBIANTD
TNAZOAYO—FEERT Y TO—- FEREREOFEHBEEAEN —BERRINEI, COtEI/23a>TRE %
y b= 2FTHERINZBGRENT Y FOL—MIDVWTHHRALET,

COBRICED. WUTBHEDHZRY bT—IDRELHZHESHDHDODHD T,

NETWORK REPORTS

2 Mbps 0 Mbps 222 [sec 558 pps
Download Upload Speed Connection Rate Packet Rate
Speed

DI IVICIF. XY RTD—ORDBRLIETNARE, AR FIEHRENBELRT NS ADBELRRTINE
ERS

CDEIIAVICIE. RDEF VT4 T—EHRRINET,
o Xy hFT—JNTRETEEL TLBIREDOH
e OXYRF7YRIOY FA-I (C&C) a—ILINY T DK

o XY RIT—=IADBANTOYIINIIILT T T DHE
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COEIaAVITIF. NS0T MO RIHMUBEICEML GBS DRRTNE S,

INCIDENT RESPONSES

0 7 % 0.00 from yesterday 7 % 0.00 from yesterday 0 2 % 0.00 from yesterday O 2 % 0.00 from yesterday
Active Infections C&C Callbacks Malware Blocks Average Dwell Time
py S|

Citrix Secure Internet Access 4 —EZXDH TR U I a VICEETZEERERIT. 4 v>aR—RI@EME
LTEEINET, BHICIIRODDHREENETH. CNSICEEINEFH A

s SAEYZADOBEMHARICET 3B
s HEILFDOUY—X/—F

« URLLEa2—UIITXH

o 7S—hETENATFY

Citrix (&, RILDTA IVICHFEIGVIBHAHZ e ZBMLET, 4y aR—ROBLEIIRNILOT A IVH
BDET NUVTFAIAVZERRTEHE. BHIE2-—ZRATEET. INSOBHIEANLOT7 A AVICOHRRI N,
BFA-IITIIEETIhEEA.

Iy a—
Jvw 7B a2—IiciE. Citrix Secure Internet Access BRRIED VSO R/ —ReF—ho x4/ — ROMEBHAES
FrRRTNET, BLRERITYTED/ —FRERLEY,

SD-WAN E#D'H 335515 SD-WAN 7 b OHIBRNUBEZEEBTIE T, T MMITY TLEICR. K. TBIK
BTRRINET,

[/ — K] #7#%3%ER L T Citrix Secure Internet Access / — RO A= RFTBH. [SD-WAN] 2 T%BIRL T
SD-WAN H - MCHIBETE 9,
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ALL  NIeLI] SD-WAN o oo
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Google K Map data 2021 Google,NEGI_Terms of Use

COBERERFEATRETBICE. Yy TOIKEBLICHZT—TIE2a—TAAVEBRLET, Yy TEa—IC
RYICIF T—IIINEa—T7AAVDEICHBZIY TE2a—TA IV BIRLES,

Type Cloud Nodes State Location Public Ip
[©]  cloud-node-31190 Ready Charlotte NC USA

cloud-node-31191 Ready Allen TX USA

cloud-node-31192 Ready Charlotte NC USA

B

February 1, 2022

Citrix Secure Internet Access (CSIA) #BHAR) S —R—2IILZFRBLT. 57 RIRIZEFa TR
O—%EEL. LR—beOJd=BHRLET,

BERIS—R—2IIITIEZTBICIE. ROFIEZETLET,

1. CitrixCloud icr>1> L%,

2. [EF a2V T+ CHRESNAVEZ—RY FTIER] 21T [ BE] #8IRLE T,

3. FEF—2avRAVT, [BR] EBRLET,
[Configuration] R—JIZid. BEFADI ST R/ —RICET3FML—ERTINET, RTLAERER
TRT, TNED/—RICEHRINED,

4. [Citrix SIABMZR<] ZEIRL TEBRARU Y —R—2ILERRL. BEELEFa VTR > —DOHER%E
FaLEY,
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For Secure Internet Access configuration, security policies and reports for the following nodes, please open the "Open Citrix SIA Configuration” button.

Open Citrix SIA Configuration

() DASHBOARD

Citrix SIA Nodes

S ADMINISTRATION >

Ready Charlotte NC USA

Ready Allen TX USA

®  cloud-node-31192 Ready. Charlotte NC USA

Page Size: 50 Pagel ofl

REICETBINILTDANFRHE

BEDFIBRRER—TDANINTZRRT BICIF ROVWTIHLZRITTEET,
¢ ANLTRFaAXVMITIERLET, RERIS—R—FILOELBICHZ X Z1— (BDDEBEIHERRS
NTW3IEFR) 221w L. [HelpDocs] #BIRL T, REBALTRF XV M EBBTEIEY,
*
CONILTFRF XY MCIE. iboss AEE. iboss A—H—a1 Y2 —T 1 XEBXE. Citrix THR—k
TINTLAL iboss #EE. iboss HR— MERICET 28BIBEBRENSENTVET,

NILTRFaXY bEFERTSHIIC. Citrix Secure Internet Access & iboss OD&EICEET 3:58F %
BRLTLLIETIV, Z0sEEIE. Citrix Secure Internet Access It V1 > LTcBICOHT IR
TEET,

¢ AVFXFRARNIILNFITIERLET, BRER—VOALBICHZALTT7rAY () 2V Vv ITBLE.
FOR=JICEATEIANLTRF XY MHRRINET,

o Citrix HR— FCEIVWEDETLET WV, Citrix 7ADY R THA YA L. HR— M —ZFHVED. 5
17Fvy b2HBLIED. TR MERITZHOMDA TS 3V ERARLDTETET,

Citrix Secure Internet Access Cloud Connector T—> > F =BT 3

CSIA Cloud Connector T—=y x> k&, Citrix X271 2=y b7 IEXEZNLTAVE—RY ST
4w IEVAALINTRZY I NI T7TI—ST Y MTT,
FIVR=TFT 4 T TOECIDPRET LIS, ROBEZITVET,
« Virtual Delivery Agent (VDA) (- CSIA Cloud Connector T—> > b %1 > X b—JLF %: Citrix
Workspace LOREF R by IhoRBaldhTWAWWeb XU SaaS 77U r—> a VICREIZT Y

+ X ¥ 3I21%. Citrix Secure Internet Access @BHT ST v o2 UL 1LY 35 &5iC CSIA Cloud
ConnectorT—> x> FE#ERELE T,

BRFIBDZHMICDWTIE. [Citrix Virtual Apps and Desktops % f# /3 L 7= Citrix Secure Internet
Accessy ZERLTLZT W,
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« CSIACloud Connector T—> x>V FE2RARTNARICA VA M=ILTB: SYTRYTRENTILTN
ARABEDRA NS AT LADSDEE A VEZ—R YN NS T4 v IICRRACTIERTBICIE. EFT /N1 RIC
Cloud Connectort—> x> hrEAYXM=JLLET,

TSUFF T4 R URILEHRETS

75 >F#* 7« XiC Citrix SD-WAN BN H 35 & 3. IPSEC > RILFTI1Z GRE Y RILEER T I3HELD
&3, Chickb. Citrix Secure Internet Access #/ L T, BalcnTLWARWLW Web & SaaS 77 7 —
2avICISYFRS T v IR UREA LY hEhEd, Citrix SD-WAN Orchestrator ZERE L T k> RILEER
L9,

Citrix SD-WAN Orchestrator Ti&. ] > [FUN)—H—FEX] > [H—E R e®iEE] T, Citrix Secure
Internet Access  —EX%=FETE X9,

=
H—E X1 2. SD-WAN Orchestrator ®&E#xT. Citrix Secure Internet Access E%##EF->TW\3
BRICOARRINET,

@ Service & Bandwidth

Global Service Bandwidth Defaults for each Link type

Delivery Services

Internet Links MPLS Links Private Intranet Links
Virtual Path Eo | 30 % 100 % 100 %
Internet T W 25 % e % 0 %
ISecureInternetAccess Service Lo I} I 35 % C % %
Cloud Direct Service o | % ( % %
Intranet + Service ) % ( % %
1. Zscaler LW 10 % ( % %
2. Azure Virtual WAN Lo | 0 % ( % %
3. AWS Gateway Service Lo | 0 % 0 % 0 %
4. Non_SDWAN_Sites fo | E % 0 % 0 %

CDOEEICIF. ROKEDBRFIEBHREENET,
l. 14—y U VIOBEEOE G 7O a =Y I 0Ea%iEE L T, Citrix Secure Internet
Access H—EXZ1EFHL £9,

2. SD-WAN # - k% Citrix Secure Internet Access Y —E RICEBIMLTYvE>Y S L. @A F>XIL
(IPSEC #7-:1& GRE) %Z#IRL £9, XIc. BR%E T2 7« 7IZL T, Citrix SD-WAN & Citrix Secure
Internet Access POP D b > RV ZBMICLE T,

3. FFVT—=2avil—brEERL T, bORILZBBRTE NS T v IZHELET,
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HHAFIBICOWTIE. T U/ —H—E Z-Citrix Secure Internet Access H—E 2] #8BLTLEIL,

I-H-BEIDYHT

BN -3 YATISTR/—RZ2ESHT BT FEOOTF—> 3 vicwWdi1—H—-oL157>o—%
IMNRICINZZ D TEFES

il

FERRRT—FZNRETBLR— b/ R, EFaUTBEBZRTIZS—bIz1/—FOEHZERHET S
ESERTEFT, Citrix 3. /—FOAARICESVWT, I—H¥—ICRHEWVW/ —RZRETZ e ZEBNLLT
W&,

BE

J—FZzHBRIDETITZ . T—EXNEREFHLET. BE. COBRERETAIYOTI T+ THOE
B VATV ARV EDERE S VEBINBFICEITINE T, 21— —ICKRHEV/ —FZBEEEL.
EEICHBIDHETLAEVELSIC. BREORIBEKIC/ —FOBEIDHTZY IV IR NSZ I ZH8DLET,

J—BRIZERBDETSATVARWESIR. /—REATI—H—&8BEHLO. /—FICEMNLEDTEZIEHTE
£,

Request Re-allocation of Users
Licensed User Count

Region Licensed User Count *

NAWE 25

Existing Regions & Locations

Reporting Node

Reporting Node Location
cloud-node-31190 Charlotte NC USA
Nearest Preferred Location San Jose, CA, USA

Gateway Nodes

Please provide us with the number of users you currently support for each region below.

Region Location # of Users *
North America + Western Europe Allen TX USA
North America + Western Europe Charlotte NC USA
Region * City * State Country * # of Users * X
v
NAWE San Jose CA USA 25

Add Another Location

Submit Request
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Citrix Secure Internet Access 7 Ho >V FESZRRTEET,

Account Settings:

3
Account Number : 139898

() Override Account Name

Account Name *

Save

GE)
BEZERL TOWARWEER. [THYY FROA—N—5+1 K (Override Account Name) ] i Exhic ki
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1. [7HOVPROLEES]|ZEMICLT. BRIZEANNLET BETIE. [THT Y FROLEES] ZEMICHE -
TWE9,

Account Settings:

Account Number : 139898

Account Name *

Save
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NDTRLZR, LU I—21LERENAILET,
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[BfHER] 1. BHOEEZHEBRERATESELET. JD/NF X—2k. mm/dd/yyyy %713 dd/mm/yyyy @
WINDICRETET XD,
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ENTEFET,

A—H—Ib> TETINBEIA YT FYRERTSa—ILT3ICE [95YREBE]|DO[** TSy hT+—
LDOAYTFURICEBEHL. **BEXYTF VORIV RY] ZEMLET, RIS, BIMXVTFVIXDEED
BEERINLE T,

V1) — ZREDEH

A—H—IZRD>TA YA M= INBZ Ty IT— FOBEZEIRTZICIE. [VFTRRE] O [*™* V) —ZE&E
DEH **1ICBBHL. KOV —ILANILOWTNHEERLET,
o« WATTY, Hiikee. WEEDEH. NFEBE. NT+—IVADBUBRY, BEBLH TS Y T +—LOFEHC
FalFBEIERINET,
o« WRINZH, EEABENZENTVLAV) ) —IDBEITEIEATEETT,
o T=U—=TUER: e, Ty ITF—bh. NIBE. NT+—IVRABUICRHTILRATETET,

77—k EHLR—b ZOMOBHMZELX—IIZEZFBTEILSIC. X—ILTF—N—DHREZERTIT £,
Web #— b1 LR— b/ —RDRBFA—ILBMERETEIZLSICTRICIE [VFTREE] O **[EFX
—LERE] DT+ —LIZANALET ™, COTOLRTIE. EFXA—ILBMEZETESELSICSMTP H—NT KL
2ERELET,

BFA—NEREE [BFANREDTRAN AT aveFEAL THRETEEY, . [EEOREZRE] N2
VEFALT. BEDEFA-IREZRETBLDHTEET,

1—H—F35— b2 URLGISMI VIR b EZETEIXA—IITRLAERELET,

e TI—hA=LIURITDEBVWE—T—RICE>TrIA—NBTS5—FDEEFXTRFL X,
* URLHIGNEFA—IL: TOvIR=—IDhSEESINT URL FISMERDIEELET FL R,
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Email Settings:

Set Default Settings

Email Server Settings

From Address
SMTP Server Address

Port

25

Authentication Type

Plain Text

Username
Password

Test Email

Test Email Settings

Recipient Settings

Alert Email

URL Exception Email

Save

e

BE. SMTP U —N—RBZANLZHLETB7OHIC IP R—IXOHFT—BEZFERL THERINE T, TOH. 7
RTO/—RDIP7RLR%E SMTP H—N—0OFT U X MIEBMT2HELRHD £,

Flee ANLZRSTHIC. SMTP H—N—IZ DKIM B DD XA X LZzERT 3HBENHD £7,
SMTP #—N—=Tlg Web #—hrI A LR—F/—REINSOHIRHSIING ZRELH ZHBEHHD

9,

MBEORE SMTP H—N—h4BWiEEIE. Google ® SMTP H—EXDWVWThh EFERATEFET, TDRHICIE
B37 Gmail 7 Ao > FHABRETT,

Google SMTP #—/N\—Tid. K—k 25, 465, 587, £/lZNo5Z2BEAEDETERALET. BRBDATHHZD
I& smtp.gmail.com T. K— bt 465 (SSL #{E/) £71% 587 (TLS ##EM) 2FEAL £,
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e

SMTP Hr—N—i%i@&E. TCPR—k 25, 465, 7587 TU YR LEITH. BMETBDLSICHERINT
WBEEDR— b2y R TEE9, SSLERD SMTP (d7R— ~ 465 #EA L. TLS &BEd SMTP (3R—
b 587 ZERLEYT, R"— k465 & 587 IFWITNBHERIET —EXDNRETYT, R"— k25 IFBESHINTES
9. ERELIEAETT,

O—A)LWeb s — oA FLELR— b/ —FZBRIETZHEEF. BELRR— MFIRIATOARVWI L
BLTLIEE L,

320 Google SMTP #—/NDRBEIFRDEH DT,

5

FEREHI N X1 R REEM SREEDEM

R
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U1 2UEDBHIP 7 KL XZH
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—F—DHIIEETETET, BWIP
IFFFRIENE T,

smtp-relay.gmail.com (. BEERTSNIIP 7PRLATRIE TR CICE D BB S X—ILEREETZD
ICERINET, R— bk 25, 465, £7IF 587 ZFERAL T FXAMVANIDHEICTHORAYyE—JZEETETET,

smtp.gmail.com (. RXA1YRIDEICTHA—IILERETIHIFERINET, Gmail £7:1% G Suite ®
THIYRENRD—RTHRIETEZHELHD £9, SSL (R— b 465) F7=1& TLS (K— + 587) &H D SMTP % f&
HATEEd,

aspmx.l.google.com (. Gmail £7z/3 G Suite A—¥—ICDAHX Y E—JHERETIDICFERINET, C
DAT> I VIBAEBBL LEEA. TO SMTPH—N—TIE SSL £7IE TLS 2ERTI RV, T T 1wy
R TL—VTFIMERBOT, SBHLEEA,

EZfkchicox>J

SRR 0BT L R RIFD -8, Cloud Settings @ Anonymized Logging (3. ZEIh/-BEEN Y bT—
VOFERRREZEBRT Z7HICFERTZIBALI—Y—BEREBSHLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 40



Citrix Secure Internet Access

EZhOX > /=BT 3EIC. [EREUOTZ2BMITE] MTLD [ ** -8 RE2 > %ERL T, BSk
F—RERTIBELRDHDET, " BESHUFT—D 64 XFDfE% [EncryptionKey ] 71 —JL RICAHL£7,. HE
DESHKE—%EANHNTZH. [Auto GenerateKey | # 7> 3 % ERIZcHTEEXT,

B5E:

LTI BENIC. BESUF—ZRDBMICERT B ez EBHLET, BSUF—I13. 7oV bT7x—LE
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(AT TUDESHK] TROMTILEEMNCTZ . BEDATIUDHRINFTRELRT —22BENXTEILIICTF—%K
ETIFET,

o BARBHR. MESNII—HF—TITAETADI—H -8 JIR—L IPVERLE. BAZRETES
TRTOBROBESU BN IFEMCLET,

s T—EY—R, WEENA—HY—TITAETA1DT—2Y —REAET B IR TOBEROBSHEB&
TelFEMICLET,

s [VIL—T8]l BMESNIA-—HTI/TAETICHAEMTONTVR T IL—TROBSUEBEME BN
ICLET,

[ Group Association | 2 7T, S+ —%2BEDIIN—FICOFBERATZLSICEBRITZILDHTEET,
[Select All] FYLABEMARBE. BERESN TLWEIESAKT—IIRTOEF2 VT JIL—TITERINET,
[Select AUl] F T ILHERICAR > TWVWRIBE. BSUF—CTHRSKIZEXa )T FIL—TEBIRTEZXT,

BEShF—%2RELES. BRUShAOX VI EGMCLT. - —0F>SA V7T ET1DERLIN
7-OJICESVWTRY hT—JDFEARREERLET,
EHEFADESKT—FHIRT3ICIE. T—TILARAORIET ZESUTF—DOMEICH S AKIES%EIRL. [ Delete]
EEIRLET,

IDIOR - NwoT7vrS

Offline Cloud Backup :#ETid. ERLEU—C 3>, OF—> 3>, LUCRRRICEIVWT. LAR—b/—R
DNy I Ty TRECOATERE/MRECTEET, A TSAVISTRNYI Ty T4 T a>vuaERTSe. CSIA
AVRA—T A RZNLTITTIRNY I TPy T ZRETEET,

USORNYITy TREREMCTRICIE [BRI**[** 050 RRE] DIEISEIRL. [V T RNy o7 v ]
ZERLES,

L [059RRy o7y FEEMCTS] FILREVEBMICL. ROV FEISUI DS [U—Ua] L
[Os—>av] #BRLET.
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Offline Cloud Backup:

ID Enable Cloud Backup

Region Europe, Middle East, and Africa (EMEA)

Location London

C’ Automatically Perform Cloud Backup

Save

2. ¥l [9F39 RNy Ty TEEENICET] FIILREZ Y ZBMICL T, RITIZREMREREL. B
Ny ITyTERTBIEHTEEY, [RE] 20UvILET,

Offline Cloud Backup:

(:) Enable Cloud Backup

Region Europe, Middle East, and Africa (EMEA)

Location London

m Automatically Perform Cloud Backup

Between 8:00 PM and 11:00 PM Dally

Save

DE—RTSUYDE

JE—rITSUYREIE. VILVIT7PEEDOHIBENS XU T+ 2RRTZ5E% Web REKETT, U
E— T SUaEIC kD, Citrix Secure Internet AccessWeb 71 L&) VO eER X 27 T SUHH—E
R (SBS) L rHIFEALT. hERY NI —UZTTOHFR—IOKEHISFRETI T, 3¥L <. TSecure
Browser ¥ —EX) 28R L T T W,

JE—FISUSIREKEZERIT 3. EEINTVAEVW—EDEZ—4 v k Web 1 LT, UE—FDZY
SOURR=ZADEF 27T I —EXEZNLTOHRHSLIVEEFHNTEILIICIN—ILERETTET, CDJL—
IWEERLT. DEIT2321—HJIL—Te b7 v IDBEDEASHEICERATEEY,
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UE—FISOHTAVL—2a V2B UHTEDIERINTIIL—IILO—8BEZRATIET,

Configuration {  Remote Browser Isolation

L3
@ test content  Click here to read the entire r

Remote Browser Isolation using Citrix Secure Browser Service (SBS)

Enhanced web protection with Remote Browser Isolation(RBI) || Add Redirection Rule to SBS l

This page contains a list of rules created to invoke Remote Browser Isclation(RBI) from Citrix Secure Internet Access (CSIA).

Name Match Type value Group Description Actions
Domain List yahoo.com|google.com|tes.. Default Ttestrulel [_': £
Categories Ads, Entertainment, Gamb... Default Ttestrule

HOHITHBRELRDZ ST v IDUAAL I ML—ILERETSZICIE. [BH]>[)E— T SUYRE] ICBH
L. [UE1LZMIL—IL% SBSICEM] Z2Vv o LET,

Add RBI Rule

Rule name

Rule description

Match type

Value

Select group

o JL—IILBZ:IL—IBEEELET,

o JL—ILDEHBE: L—ILDEHEBEANSILE T,

o [BEAT] ROy FETI R DS [RXAVIERRR] [RX1> UKL [IP7RLZ] [URLL [#
FAV] BREO—HE21 TERIRLET,

o [fE]: BEfEORBEENALET,

[FN—T%&R]: kOyIE IR DS T IL—TEERLET,

[SBSicUsrLZ rIL—IL%zEN (Add RedirectRuletoSBS) | # 7> a3 % RT3, Exar7r>4—
Xy kT OERR=ZIIICWeb 70 L2V T —=ILEEBLT. bS5 T70v 0% TS —ERICUETILY
FTEET, VE—FTSOYDBIIL—ILTCIC. EFa) T TRESNLLTSTH URL ABEEMITSATVE
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Fo DED. EFaTBRAIVEZ—2Y bTIEIAF—EXZNLTURLDEEShIcE FIZ. €0 URL BEREH
DUE—FTSTHRBE—BIL—ILOVTIhMI—HT B L. BEREBEEMITSNTEF2aTIZUHFHF—ERICY
AL ENET,

B

February 1, 2022

BIEZDEENZ. Citrix Secure Internet Access (CSIA) H—E X THE# R LD, TEIFHTIToET
1 ZETLIEDT3DDEREERZLET,

Citrix Secure Internet Access t—EXD—Efr LT, ROBEENEEFNTVET,

e Ay aR—R, REUDLER—bADTIER

s Jx 77 —bU x4, Secure Web Gateway H—E XA ADT7 I+t R,

o LR—bhERM. SDFMHBLER—MITIEIATEEY,

s BRREZDATRYEYY, VFTUR/—RET—rD A/ — ROHIBRNBIBFAND T I R,

o /—RIOLV>aYEE, /—RIOLIDaVEEHREICTIVEXLET,

e MLV, H—ERDF 1> Re$MZ G T SHEE.

o A—H—BE, hXEZLO-ILZERL. WRAFZLO-IZMHOEREICEIDETE LN TEET,

KEIRN—XD7 7t ZH1H

Citrix SD-WAN Orchestrator r E#ic. Citrix Secure Internet Access f—EX Y —XADT7 Ut Xid. B4R
DOEEEICED Y TOHNARECESIVWTEEINE T, Citrix Secure Internet Access H—E XD EEEI—Y
—ICEIDETBIUDTIZTIERLARIILICIE, AREIIX—YZAZ—EBEBE, AREI—IRF—HH»BRDERE
BE. ARFX—TIER%B L. BLUVARFII—IZAZ—HHRNOERERE TS SANY—E—RD4D2DLRIL
RHDFT,

+ Customer-Master-Admin L NJLid, BEENRDBEEZITS N TEZBZ 7L 77€RO0-ILTY,

- Citrix Secure Internet Access # —E XD TR TOHELZEELF Y,
- EEEEY—-EXIZEBMLET,

- EEEZY—EINSHBRLET,

- AREIY—Fy b T—URTO—ILEZFDYHT, KE. HIERLET,

- ARZLO-ILEERT .

+ Customer-master-readonly-Admin L ~N)LI35EAE D ER DR EIT. EEEE Citrix Secure Internet
Access H—ERDEEEDHERRTI X T,
« Citrix Secure Internet Access H—E XD TR TDHEBEAND T 7 ANEBFINE T,
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+ Customer-master-readonly-admin-Privacy Mode L R)L Tl ** S>> Re1—H—-8RE%K
< FRTo Citrix**Secure Internet Access # — E AMEEANDFAMD ERT7 V£ AEMIEINET, C
OO—)IZHFEO>I—FIF. BOO7HT7Y FROMOEEEI—H, EIbHTohiO—Il. £FliEZ1tE>
ZEEFERO—EZRRNTETHEA.

e
Citrix Secure Internet Access ' —E XD IFE. RENIBEEL NI TEIDH TSN F T, Citrix SD-WAN
Orchestrator ¥ —E ZDi1g&. ** BEIBEE LRI TONAE —LANIILOBE A THADLYTE NET, £

D% R, Citrix SD-WAN Orchestrator 4+ —E X (ZiF. ** H XY —TRE2—BEZEDRE FONTHE
—- VR —-BEE-IRTORIOHAZFERTIET ™

RBAC #@M 9 3cid. 9 Citrix Cloud 4 —EXICEBEL L TA—H—%2BMTI3VENHD 7,

Citrix Cloud 4t —ExicHLWLWI—H—%EBMNT 3

CitrixCloud @ [ID & U720t X EIE] #eE%EAL T, Citrix Secure Internet Access V— ' X ICEBE
FEBMTEE9, HLLWEEBE X, BEED Citrix 7HY Y FOBRBEREZEALLED. BEBICHRLTHLLW I HY Y
FEEZELEDTETEY,

MLLWEBEEZEBMT 3ICIE. CitrixCloud R—LR—SDXZa—h5 [ID BXVT7I/EIEIE] #|RL. 1—
P VB =T T4 ADIETRICEWVE T, 3L <IF. MCitrix Cloud BEEDEE] 28BLTLLEIL,

Home
My Services I O {\ ‘I @ O N O
Library . X X X v_ L
Library Offerings Resource Location Domains Notifications
License & Usage [ View Library | [ Edit or Add New | [ Add New | [ View Al |
I Identity and Access Management I

Resource Locations
Support Tickets

. r 0 f]35
Notifications o @

SD-WAN Orchestrator Secure Internet Access
System Log Centralized cloud management service for Comprehensive cloud security services for
SD-WAN SaaS$ and Cloud apps

gt ettt et e e et s mnny weme SETVICE
for Citrix Networking on-premises and
cloud.

Learn more Learn more
Learn more _ ——

» Why ADM?
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L <CEMLEEEEICIE. CitrixCloud H—EXADTILT I IHEEFMICEID H TSN E T, BEEND Citrix
Cloud DX DR ERTELUVEETE SN EL DN <IRETEET,

WRI-—T—D7 7 XM= HRE

CitrixID 5L U7/ AEBETHLWEEBEEZEBMLS5. ZOREZZETIET,

ER LT AT MR TET702a>DIRMYS [TUEROMHmE] Z3#RL. [ZIL72+1X] (Citrix Cloud
P—ERAD) i [HRELTIER] ZBRLET,

« ldentity and Access Management

Authentication Administrators API Access Domains Recovery

Select an identity provider

Add administrators from... v C Refresh

’7 Typed Display Name Email Status Access Identity Provider

User SIA Test Active Custom Citrix Cloud
Copy Email Address

User User Active Custom Citrix Cloy¢ Delete Administrator

Edit Access

Citrix Secure Internet Access 4 —EZXANDTIL 77X EZHT L. Y THEZ D A2 X ETICHFATTBICIE
([HREZLT7OER] > [2BRHAEEE]D. BLANILD [TILTIER] 723 EERLET,

ROWT D EIEEHICEKETIHEIE. [ARXEZLT IR #BRLET,

o [2EMABE]ICURMINTWLWERY THREENDT I X%IRHT 3546,
o #%(C. Citrix Secure Internet Access 4 —EZXADT I E XL ARILEREEIL 7=\,

[AREZLTIER] Z2BRLIBER. EFa) T TRESNAVE—XY T IEIADTIEILARILE [—
RHMAEE] CIZRICIEE T ZHELR DD E T, COTIVERICIE. TILTIER SAHROFERAT I, HAHED
BRT7IVEZ(FIANS—F—R), £1@ET7I7EIBLHIBD FT,

Customer Admin: JIL77EXBEDYTEATVWRZ - —Id. BLARLD [FULT70ER] #F>a> ([H
2ALTIER] OLIZHD £T) TSI Citrix Secure Internet Access t—EXAND 7 I AEERAL 7
VL AEEFE T, [MYEREEEE: 77 I1R] £38IRT B L. Citrix Secure Internet Access #— £ i
BEADTIT 7 IDHFA SN, [N AEE] THIREANDTHETEBRLANILOTIEREDERTEIET,

=2
[EFa 7T+ TRESNADEZ—XY b T IEI]DTORY I X% 1 DFIRT M. FERLBEWVWHES D

FIVIRYIREFVICTBE. RELNILOERNEEEICHSEIN. tFa )T L0V IDBELF
3_0

Customer: Read Only Access HZID HTHENTVWBRIA—H—(F. Y —ERDEREERTIZ LA TTEE
Ao Customer: Read Only Access (7S 1N\ —E—R)HEDODYTSATVWEZI—H—F * S1tE>Rra
—H—REEZBRY—ERDIRTOKEZRTT 2ODHRAMODERT VL REEZFREET %
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EE550F 7T arvHEIRLAWVES. 21— —i& Citrix Secure Internet Access #EEIC T VXTI A< RO F
ED

pE
Citrix Secure Internet Access Service (7147274 T4 BXVT7 IV RER) TP EIDETINKIE

&, FOBEZEOO—/LIZMETE £ A, Citrix Secure Internet Access Service TEEEZRTHE LUV
IRETBICIE. BEEZEBMLEESICIINT IR FRIIHFARDERT7 /X% G5 23HELHD 7,

Full access
Full access allows administrators management control of Citrix Cloud and its services, as well as adding or removing other administrators.

. Custom access
@ Switching to custom access will remove management access to certain services.
Custom access allows you to determine exactly which part of Citrix Cloud your administrators can manage.

Select all | Deselect All

General No roles selected >
SD-WAN No roles selected >
= Secure Internet Access 10f 3roles selected v

Customer Admin: Full Access
Customer: Read Only Access

Customer: Read Only Access (Privacy mode)

BE

ZFNURICI—HY—DT7 I XEEZLEET 35 a(d. Citrix Secure Internet Access H—E XD 21— —
RETIS>BRENHDE T, [IDBLVTI/EREE] TRESNILEEEDOEEFEOERIE. Citrix Secure
Internet Access Service IZIFEETINE A, BEICK > Tid. EEEZHIRL TBERBFSIIHNENEL
BEhHOET,

1—HY—-—0O-ILDHRE

CDt >3 >Tld. Citrix Secure Internet Access —E X DHEEICT T2 BBE 7V L X EHMICERE LUV
BIETBZHEICDOVWTEHALES,
e
Citrix Secure Internet Access —E X724 7> 3 > & Citrix SD-WAN Orchestrator t—E X4 7
2T a>yomBERELTVWEEERKIZ. [BE]>[2—H—-RE]2HEBELET,

Citrix Secure Internet Access H—E XD EEZ Y L TOBEEFEOI—F—DRAEHET BZICI1F. [BE] > [1—
HF—BE] ICBBHLET. EBFAOREANDIIMEARZLBEDY I M AS, BEAZEDYTEIENTIFET,
WINDDAZ 21— SEIHRO—INR—IXD T It IEZERL. BRANEEZRELET,
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CUSTOMER

AMSHome102 20
< Edit User

Email ID

(o Predefined roles
Citrix SIA Access Level *

Customer-Master-Admin

Custom role

Save Cancel

ERERINIIKE

Citrix Secure Internet Access ' —E X Tld. BBELANIILTHIERINREN A OHD £,

¢ HRAI—IRFZ—BBEDERE (F74ILE) I2&kD. BEEZ Citrix Secure Internet Access D1E#k
ERRBSLVRETETET,

+ Customer-master-readonly-Admin O— L2 ¥ % £. BEEIIHEMER% L T Citrix Secure
Internet Access DIEHRZRTTIF T,

« Customer-No-Access O0—JLiZ. Citrix Secure Internet Access 1 —E RIEEEANDEBET7 /2 X%
5

+ Customer-master-readonly-admin-Privacy Mode L N)L Tl * Sq v Rea1—H—-RE%K
< FARTO Citrix**Secure Internet Access # — E AMEEANDFHABR D ER7 V£ AEMIEGINE T, C
OO—-)IZHF2>221—FF. BAOT7HTY FROMOEEEI -, EIDHTohiO—IL. 1t E@E
BHRO—EBEZRTTITFEA
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< Edit User

Email ID

e) Predefined roles

Citrix SIA Access Level *

Customer-Master-Admin

Customer-Master-ReadOnly-Admin

Customer-No-Access

Customer-Master-ReadOnly-Admin-Privacy-Mode

ARZLO-)L
Citrix Secure Internet Access #—E XDE L DHEEEICIT T3 I I X HRIERICESWVT. H XX LDEE % 1B

TEEXT,
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CUSTOMER

AMSHome102 LN E)

4 New Custom Role

Custom Role Name
Custom Role Name
Description

Description

Citrix SIA Permissions

Feature Category Full Access Read Only No Access
Licensing CONFIG ®
User Settings CONFIG ®
Locations and Geo Mapping CONFIG O]
Reporting & Analytics CONFIG (®
Web Gateway CONFIG ©
Dashboard REPORT O]
Node Collection Management CONFIG ®

Save Cancel

BEEICEODYU TR TEZNRELEBEO-INEERTSICIE. [BE]>[O—-IRE] ICBBILEY, [
LWARXEZLA—IL] 74—LTIE. Citrix Secure Internet Access #H—E X DE 4L DIREICT L TRERZ 7€
ALRIVEBRTEET,

R LA XZ L0 [ 2—FBE] DHREZLO-IILO—BICRRINET,

& Edit User

Email ID

Predefined roles

Citrix SIA Access Level

Select Role v

(e) Customrole

’ myCustomSIARolel v

| myCustomSIARolel
testRolel

. myCustomSIARole2
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‘'HoO—IL

IA—H—HIEROEZTDEIRETH BHEE. Citrix Secure Internet Access Service TIZEEHDEEIHNE D LTS
N 7FHOVREYIDBZZZEHDTEE T, COLSBIF VAT, A——37HIO 2 RZrICERZO-I
ERFOICHTEEXT,

O—IL%aIDhEZ 3IC1E. BEALONILT IV 0#ICH% [ Change Role | #:#iRL £

EEEOFHERTI S

TARTOBBEDO—IINEEFA—INTRLAZRRTCEET, EEEOHAZRTT B3I [ BEF] > [ BEE]IC
BELET,

Email Role Expiration date

Customer-Master-Admin NA -
Customer-Master-Admin NA -
Customer-Master-Admin NA -

EEEZHIRY S

Citrix Secure Internet Access ' —E XN S BREFHIRT B ICIX. [BEE] > [EIEE] ICBBILET, HIBT3
THhHOYbD [HRR] K2 >ZBIRL. [RE] 28RLE T,

Customer-Master-Admin NA -
Customer Master Adrin NA E
Customer-Master-Admin NA -
Customer-Master-Admin NA -
Customer-Master-Admin NA -

==

FAsEE

il

February 1, 2022

Citrix Cloud: Citrix Cloud i&. Citrix ¥ —EXZRI bELVBEETZI TSV b T+ —LTT, EDIFTTE®
AVITZRANIOFv (FAVTLIRNTVYIITIR, FIAR=LITTR £FRENATUYRIZTR)
ZEATIHETH. AXV2BATO—AILOVY —RIEHLET, ChICED PFTVET—R2EETT—7
AR—ZZ 120V =L SITY RI—F—ICE. BE. 77O01TEET,

Citrix SD-WAN: Citrix SD-WAN ix. SaaS 77U r—>av. /RETFTRU by 7 £hERKOT -2 42—
ANDTIEA%ZETE. GEENESCEBHREBRT—IIR—IAIIARIIVRIZED, TSVFRY RT—0%
BRI T,
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Citrix Secure Workspace Access: Citrix Secure Workspace Access —E RiC&k D, BEEEIE> VI ILY
AVF VE—RTOER, AT UYBEZE—OY ) a—2aVICBRELTIVRY—IY ROT7 I FIH
ARFTZ—BLEIVIRVIVAEZRETT £, Citrix Secure Workspace Access Service #ERT 3 L.
BEEEIFEDO Web 1 ko Web 41 b AFIUADT7IEREZ T ILEZY VT LT #BBOXRY FT—0 T
YRA-Y—-—FNARZINT I TR T2 RENSRET B CHTEET,.

Citrix Workspace: Citrix Workspace &, B8R TOEAOKEICEEY 315K 7). 2ooI>7>Y
ANDRERT VR AZRMBTESD. REBTIFINT—IZAR—ZY)a—23>TT, A—H—IF. FIBEATEERY
—ERXREYITRISAT L. BERETNA AZBETICT V2RI TET£9, Citrix Workspace #RL T, 21—
—HASRL—2 3> BERREDHE. FENDORLBERICKNBLITIRDEERFAEZEESLUEHLTS
£9,

Citrix Workspace space 777 : Citrix Workspace 7 7V ERT 3. I—HF—EELVRPTVA—)L1>D
VAVEA—=TIARADSE, TRTD SaaS ELUWeb 77U T7AINEENCILTTI, BLVRET7 VLT
2O by FICEEBIC T V2 ATEFXT, Citrix Workspace 7 7U%EBT3 T, A—HF—BOIRTDT—7
AR—ZAYP—ERIZIDADNSTIEIXTEET, A—F—F BORAABDT ST -0 VI HA>F0RE
DHEEEE S, EEUEHIFTTILDIIBERIRTOT7 IVICS—LLADDEFaTICTIVEATEET,

Virtual Delivery Agent (VDA) : VDA iz Citrix Virtual Apps and Desktops B> R—% > b TT,
1+ TCA—HF—DHAATRERSYETS VB SIMREYS VY EICVDAZ A Y X b—ILLET, VDAICLD. TN5
DX oht Controller ICEEEI N, A—H—DNINEDITVELVIS VY ETRAMENZ VY —RE2FHTE
3&5ICBDFET, VDAIR. ¥o 21— —FNA R DOEDFEGEEIL L TEELE T, £7. VDA iz Citrix
FAE VAN I —Fdy > a > THERAARTHDI L ERAL. Ty a VIl LTERIATVWRRU >
—ZERALEY,
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