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ABERMLE

February 18,2022
7£ VM %% Citrix SD-WAN Center Z5i, BHREEUA T BEGNREER, HESHEUBERMH.
AR

B BRI % DO MLE R R T B REBIRE To

BEHFER

Citrix SD-WAN Center EB U TEHER,

JiSEE

« 41z, 3GHz (HFH) WERHBIFHEERS 64 LRBIARSES.

« 81 3GHz (FHFXH) AEBHEFMEERS 128 iR BIARS S

« 161, 3GHz (TFH) AERHEFHERRS 256 MERBIARS .

o 32 #%. BEE 3 GHz (HFHER) NEFEATEERS 550 MERRIRS 2o

RF

- WFEESIA 64 PMEAMIEMN, BIRINE DR 8GB 5 RAM,
« XTFEEEZ 128 kA VM, BIRIEER 16 GB RAM,
« MTEEEZ 256 MERM VM, BRSO EE 32 GB RAM,
. MTFEEEZ 550 LA VM, BIURIESEE 32 GB RAM,

= B R

TRIEMT —LBXMHE Citrix SD-WAN Center #iBFMHMHETBERAN, BEEFREFHSAES 5000 7
10000 I0PS WEISHERE S -,

IS = BIFER
B L RE Y STIMSHTIEA  SPERTIIEMN 1 FREERERN
# B InM G WAN $EH2%0 BX 0/ B BXMIARSS B2 (TB)
32 2 2 2 1.2T
32 4 4 4 1.8T
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RIS SIFBNTIHA  SIEROTIEN 1 ENHEEA)
# B ORR WAN 55 BEEBRMRS  BEN (TB)
32 8 8 8 5.3T
64 2 2 2 1.5T
64 4 4 4 2.6T
64 8 8 8 9.6T
96 2 2 2 1.8T
96 4 4 4 3.3T
96 8 8 8 14.0T
128 2 2 2 2.0T
128 4 4 4 4.17
128 8 8 8 18.0T
192 2 2 2 2.6T
192 4 4 4 5.6T
192 8 8 8 27.0T
256 2 2 2 3.0T
256 4 4 4 7.2T
256 8 8 8 35.0T
550 2 2 2 15.9T
550 4 4 4 41.9T
550 8 8 8 195.6T
R 5

TRIBMHETHE Citrix SD-WAN Center VM MM B ERH—LEIES RN,

fEITHIMEEHERR
55 9
S AN THEN VWAN #iERSE 5 nHnicER
# F P imR G T8 WAN 3% BRIZE (MB) HIEX (Kbps)
32 2 2 1.2 #AiAfE 1000
32 4 4 3.6 #iAfE 1000
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55 D

SIERNTIER  VWAN HBR S
# B PR TIoMWAN 552 BEN (MB)
32 8 8 20.0
64 2 2 2.3
64 4 4 7.2
64 8 8 40.0
96 2 2 3.5
96 4 4 10.8
96 8 8 60.0
128 2 2 4.6
128 4 4 14.4
128 8 8 80.0
192 2 2 6.9
192 4 4 21.6
192 8 8 120.0
256 2 2 9.2
256 4 4 28.8
256 8 8 160
550 2 2 34.0
550 4 4 89.3
550 8 8 415.7
LSS

AUEUTES LEEE Citrix SD-WAN Center VPX:

Hypervisor

« VMware ESXi fR5328, hRzs 6.5
« Citrix XenServer 6.5 S E =ik,
+ Microsoft Hyper-V 2012 R2 s E = hR s,

EEA

#% 5 HEIIEREN
#3%% (Kbps)
RiAfE 1000
RiAfE 1000
RiAE 1000
2000
BRiAfE 1000
2RiAfE 1000
3000
2RiAfE 1000
2RiAfE 1000
4000
2RiAfE 1000
2000

6000
RiAE 1000
2000
10000
2000

6000
24000
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+ Microsoft Azure
« Amazon Web Services

FEE BN TE A cookie, HEBREHERT JavaScript.
Citrix SD-WAN Center Web FREEU TS E2Hi:

+ Google Chrome 40.0+
« Microsoft Internet Explorer 11+
o AIMUAIN 41.0+

WS

TERELEMEE Citrix SD-WAN Center & 54

« SD-WAN E#=#1% 5 (MCN) FIIAZ P T ab AAREIRHH Citrix SD-WAN HEEARZS
o BiNTE SD-WAN M iz A E DHCP fRE55.
o mEA Citrix SD-WAN Center &34,

AR

&R gefz Citrix SD-WAN Center EBEXSZEERME=FTH. B2, ERILUMER VCPU. REMFMHIZE.

% Citrix SD-WAN Center #fF

MTETIE FHAERATTEE/ Citrix SD-WAN Center BIBisH| &t L,
Citrix SD-WAN Center ZEXHFERUTHEZAE:

ctx-sdwc-hds _ HFFE AR, T EBR

« version_number £ Citrix SD-WAN Center ii#&%S.
o TH BFAHKE., EMWEBEERFNEFERIT.
o« YRR BREXHTES,

T8 XHRE
Citrix XenServer .Xva

VMware ESXi -vmware.ova
Microsoft Hyper-V -hyperv.vhd.zip
Microsoft Azure -Azure.vhd.zip
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Ig& Citrix SD-WAN Center ZEMIBEER

A RMT 5EM Citrix SD-WAN Center REMIEFFHIE BHVZITR,

WEIHEUATES:

£ Citrix SD-WAN Center E#M# (VM) #9 ESXi BR5528. XenServer, Hyper-V fR$52838 Azure #9 IP 3
fik,

E5ficss Citrix SD-WAN Center VM gIHE—Z 75,

# Citrix SD-WAN Center VM S EHAREE,

AR RS SR ENEERE,

Citrix SD-WAN Center &R 5 SMBMLEHITRISHIMX IP ik,

BEEHBZRE Citrix SD-WAN Center VM BIMILEH F MRS

7z ESXi IR B FL&EHAEE Citrix SD-WAN Center

April 13,2021

%% VMware vSphere %

TR FHAMZE VMware vSphere EPmmIEABEA, ERERIZEF iRoIZMIE Citrix SD-WAN Center &
W, BXFMER, ESH VMware vSphere B 53,

ETFHHLE VMware vSphere P, BHRITUTIRE:

1.

AR SMMEIFEE vSphere Client # Citrix SD-WAN Center @41 (VM) s25I#9 ESXi BRSS 25,
LtEEHE 27~ VMware ESXi 30 BT&E.

BHETH vSphere TP inHEHEL TH vSphere B IRREX

##k vSphere Client,

BEfTETER vSphere Client RE2F X, HEHIRRNESSMRINET,

RETMRE, B5hvSphere Client 2.

BT 2R VMware vSphere EF BB RTIE, RTERAN ESXi RSBERER,

. BN ESXi RS BEREIRE:

o IP stht[&FR: 3AFEE Citrix SD-WAN Center @AM SEFIH ESXi ARSS 2809 IP it =2 IRE R Z
(FQDN),

 AFRA: BMARSHEERKFA BT, RIAERR,

o B MASIER R KB,
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6. R BRo

B3 2% vSphere Client £,

File Edit View Inventory Administration Plug-ins Help
& B8 €Y Home

Inventory

=

Inventory

Roles System Logs

Recent Tasks Name, Target or Status contains: ~ Clear %
Name | Target | Status Details Initiated by | Requested Start..s | Start Time | Complete

4 {1} 2

£ OVF 1&1R 8% Citrix SD-WAN Center VM

%% VMware VSphere EF i/, I Citrix SD-WAN Center E2M#l.

1. R Citrix SD-WAN Center OVF k<t (ova Xff) T#HZF4ts PC, ERETHEI4 PC,
BEXHAER, BEARAERNZ R,

2. 1EvSphere EFimH, BHXH, AR TRREEHIEEEE OVF &iR,
LR B ERE OVF #EiIRME S

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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Select the source location.

OVF Template Detaks
Name and Location
St

Disk Format

Ready to Complete Depiloy from a fie or URL

I | _Browse. |
Enter a URL to download and instal the OVF package from the Internet, or specify a location accessible from your
computer, such as a local hard drive, a network share, or a CD/DVD drive.

Heip I < Back | | Next > I Cancel |

3. BEHFMHEREEREM Citrix SD-WAN Center OVF #i#% (ova 32ft),
4. BET—%,
KBS ova X, HET OVF BiRIFAEE0IHE.
5. BET—%,
6. ERZBFTANNTIE L, BEER, ARRET—%.
7. F “BMNMUE” TTEL, WA VM HE—2F (RUERZEIAE) .
BIFEEA EF XORPBIAME—, KERZIHE 80 NFFfo
8. BEHT—%,
HRRET “FiE DI,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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Storage
Where do you want to store the virtual machine fies?

Selert a destination storane for the virhial machine fies:

| Free Type | Thin Provision., Access

Name | DriveType | Capacity | Provisioned

acs_datastorel Non-SSD  931.00GB 871.74GB  59.79G VMFSS Supported  Single host
460.75 GB 212.72GB 25226 VMFSS  Supported Single host

465.50 GB 290.76 GB 179.72 VMFS5  Supported

@ datastorel Non-SsD

Disk Format
Network Mapping @ datastore2 Non-SSD
Ready to Complete

Single host

Drive Ty..| Capacity | Provisioned| Free | Type | Thin Provisioning | Access

9. ME, BET—FEZRINEERR. BETURERIEFHE. BXFRESR, BT ESX RS2 LA
B R E,

11
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In which format do you want to store the virtual disks?

Source . E—
OVF Template Det Datastore: acs_datastorel

End User License Agreet :

T s Avaiable space (GB): 59.8

Storage
Disk Format
Ne

! Ding
Ready to Complete

& Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
" Thin Provision

10. £ “WEs" TEL, BRHARE, ARRET D,
11. £ “MRmgY” iELE, ERHIAME VM WR), AERRET—F.
12, £ “EREEME” TEL, BETAUEIE VM,

AR BHEREG

FRERIARSS 2R T RETR B /19 HhRYETE)

13. 2&EXE,

£ ESXi RS2 LEEHIZRERE IP it

EI2 P it 2 SD-WAN Center VM 89 IP sthiik, AL IP ik R Citrix SD-WAN Center Web Ul
ERREIE P i, BHITUTIRME:

1. £ vSphere EFiRERNE L, EERMREN (EMER) FikEH Citrix SD-WAN Center VM,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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Eile Edit ‘iew Inventary Administration Plug-ins Help

@ €y Home b gF] Inventory b [l Inventory
PGB GDR 2RSSR

= @ 101024531 Citrix SD-WAN Center1
E} Citrix NetScaler SO-WARN WP -
1 Citvix SDWIAN Certer Getting Started
ﬂj Citrix SD-WAN Center _9_1_100 close tab
G Citrx SD-WEAN Certer_nsw What is a Virtual Machine?
&
{3 Citric Virtual WAN Center 9.0 RTH Avirtual machine is a software computer that, like a Virtual Machines
(1 CTABLRSWINZKEDEVOL physical computer, runs an operating system and z
(s 15 Divya_Scalahilty_45.37 applications. An operating system installed on a virtual 'S

maching is called a guest operating system

Because every virtual machine is an isolated computing .
environment, you can use virtual machines as deskiop or 2
warkstation environments, as testing environments, or ta

consolidate server applications

irtual machines run on hosts. The same host can run
many virual machines

Basic Tasks

[ Pewer on the virtual machine

& Edit virtual machine settings

2. 1 Citrix SD-WAN Center i £, #EAXEST, BHEEMUN EHNER,
3. EEREHSENF, AERHEHAXKIEANTEEMEIHNEFSER.
X2 BRI AR ISR IZ E B IS &,

ERBOTRBvIEHI A1EE], BERIRT <Ctrl> 70 <Alt> 8,

el £ — 4o =
4. % Enter #ETRITHEERIET.

File Edit View Inwentory Administration Elug-ins Help

a £y Home b gg Inventory b [l Inwverkory

DB EEHDRDE SR

ElE] 5‘;‘”2-“5-31 | Citrix SD-WAN Center1
Gitrix Netcaler SD-WEAN VPX
G Cltrix SD-WAM Center Getting Started  Sumi
{3 Citrix SD-WAN Center_9_1_100
) Gitrix SD-WAN Center_niew
s ltrbe SD-WAN Center1
@ Citrie Virkual WAR Center 9,0 RTM
) CTHELRSWINEKEDEYOL
(s LS _Divya_Scalabilty_15.37

5. BRVMIEHE,

#1 Citrix SD-WAN Center MM BBIABE R ERMN TFAR:

o HEF: admin

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13



Citrix SD-WAN Center 11.4

#13: password

File Edit View Inventory Administration Plug-ins Help

BNy BB 05| =

= [ 10.199.81.141
B ACS5-01
(s CBVPX Virtual WAN Edition
tl cbvwedm-84
B Citrix Virtual WAN Center
{0 Citrix Virtual WAN Center 02
(B CloudBridge Virtual WAN Center
(51 Data ONTAP Edge
B dhcpserver-81.170
Ll ExtraHop Virtual Appliance
& GL OnTap Edge
B TBA_01
{5 TBA_D414

Recent Tasks Name, Target or Status contains: * |

[ Name Target Status Details | Initiated by = Requested Start Time Start Time Completed Time

&1 Tasks root

6. 123 Citrix SD-WAN Center VM FYEIE IP #ihit, Z3titit B RAEE RN ERHVGEHESHHEN IP toik,

File Edit View Inventory Administration Plug-ins Help

[«] & Home b g Irventory bR Inventory
Ny 8602 E
B H 11024531 itrix SD-WAN Centerl

{5 Citrix NekScaler SD-WaN YPK

(G Citrix SD-W AN Center

{5 Citrix SD-WAN Center_9_1_100
(G Citrix SD-WAN Center_new

(3 | Citrix SD-tiAM Centerl

{3 Citrix Virtual WAN Center 9.0 RTH
(G CTHBLRSWINZKEDEVD1

(3 L5_Divya_Scalabiity_45.37

Summary  Resource Allocation  Performance  E Permissions

DHCP RSB 84 AFEHE SD-WAN REHRTA, BUTETRLIETE,

WNRAKTE SD-WAN WEHECE DHCP RSS2, EHMFRMANGS IP thit,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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EGEES P MRS E N EIR IP #hht, 1EHITUATIRIE:

1.

2.

VM Ezphy, PEEHSRDR,

EREWMN. ¥ Citrix SD-WAN Center EIBIZHAZ R ERINTFAIR:
&%: admin

Password (%) : password

7EHa®, @A CLl % management_IP,

A< set interface <ipaddress> <subnetmask> <gateway>, LIECEEE IP,

£ ESXi AR5 28 LA INAIAC B ¥Rk

TR LURINM BB HURTEME, LU7FEH# Citrix SD-WAN Center FHSIHE S

RRMAMEESIETME, BRITUTERE:

1.

£ vSphere EF iR, B ERERLITHERIE,

EFF Citrix SD-WAN Center VM ARG 209F 2R D X0

HEEFES, BHEEEEIEM Citrix SD-WAN Center VM BIBRSS 3389 P #isit55i089 +
FTFF# Citrix SD-WAN Center VM LU#{T4R48.

£ & g, GREEEEIEM Citrix SD-WAN Center VM M&FR, ABM TRISEEHIEE HEIRE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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| Hardware | ootions | Resources |

H & co/ovD drive 1
U

I Show Al Devices Add...
Hardware | Summary
= Memory 409 MB
M crus 4
B video card Video card
& VMCI device Restricted
© scsI controller 0 LSI Logic SAS
||| @ Harddisk 1 virtual Disk
Client Device
B Network adapter 1 VM Network

Memory Configuration

101168
512 GB
256 GB
128 GB
64 GB
32GB
16 GB

8GB

Virtual Machine Version: vmx-09

Memory Size:

Maximum recommended for

< ths
guest 0S: 1011 GB.

Maximum recommended for
' pest performance: 65504 MB.
Default recommended for this

< guest 0S: 1 GB.

guest 0S: 256 MB.

Minimum recommended for
this

_ v |

6. £ “MEKXN FEH, BAENIE VM ENAEFE,

BEXEAER, BEARNTFER.

7. BEHM.

8. T “MNINMEMT MSH “REXE” THEL, REFEHE, ARBET T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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* Create a new virtual disk

" Use an existing virtual disk.
Reuse a previously configured virtual disk.

€ Raw Dev e Mappings

Give your virtual machine direct access to SAN. This

option allows you to use existing SAN commands to

manage the storage and continue to access it using a

MITI*“ A virtual disk is composed of one or more fies on the host fie system. Together these files appear as a single hard disk
Create :Dsk 152 8 Rl operaigg HyER.

Advanced Options Select the type of disk to use.

Ready to Complete Disk

e |

9. £ “EFME" THL, EFCIBRMEMHEE, ARRT T,

Specify the virtual disk size and provisioning policy

Device Type ~Capactty
Create a Disk Disk 161 |68 >
Advanced Options -

Ready to Complete Disk Provisioning
 Thick Provision Lazy Zeroed

" Thick Provision Eager Zeroed
" Thin Provision

Location
& Store with the virtual machine
 Specify a datastore or datastore cluster:

_ v |

10. 7 “CUEHAER” NEELNAEINS P, EEMENEENHEESE,

<Back |[ Net> |  cance

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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11. 7 “HEE BOF, EREMRERE (RINRE).

12. £ “ME” 8BoH, EFEEREEHERSIEEENE.

13, 2EN,

- -
(&) Select a datastore or datastore cluster

Select a datastore or datastore cluster:

Name Drive Ty...  Capacity  Provisio...
@ acs_datasto... Non-SSD  931.00 GB 884.11...
@ datastore2  Non-SSD  465.50 GB 290.76...
B datastorel Non-SSD 460,75 GB 212.72..

I Disable Storage DRS for this virtual machine

Free | Type

Thin Provision..

47.42 G VMFS5  Supported
179.72 VMFS5  Supported
252,26 VMFS5  Supported

Name Drive Ty..| Capacity | Provisioned|

Free | Type

| Thin Provisioning |

14, EE— 1 RERBRATENBIERE, AEREHE.

15. 8FT—%,

16. £ “B&ERN NELE, BERSRETRARE, ARRET P,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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[ e cwor | [ ]

17. BETH.
ROGARINFTEIMEEER, £ “RINBES" RSTEXA, FHROEIEHRTEERE.
18. BEMRE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Hardware | options | Resources | Virtual Machine Version: vmx-09
Disk Fiie
I~ Show Al Devices | Add... | Remove [ [racs_datastore1]
Hardware | Summary Disk Provisioning
Type: Thick Provision Lazy Z...
8 Memo 4096 MB
@ cPUs o 4 Provisioned Size: 163‘ GB -
B video card Video card Maximum Size (GB): N/A
2 VMU device Restricted
© SCsI controller 0 LSI Logic SAS Wiual Devioe Node
© Hard disk 1 Virtual Disk |scst (0:1) =l
I € CD/DVD drive 1 Client Device '
W Network adapter 1 VM Network [ Independen
= New Hard Disk (add... Virtual Disk Independent disks are not affected by
U G (e o
Changes are immediately and
o
Changes to this disk are discarded when
_ wep | oK cancel |

7z XenServer F&#EHEIE Citrix SD-WAN Center

April 13,2021

7£ XenServer R385 E %% Citrix SD-WAN Center Bz a1, i&#&UkEE Citrix SD-WAN Center REMEE =

BHFRRSECEIES.

Z2#t XenServer [R5

BLEETHEH EEE Citrix SD-WAN Center E#AH AT Citrix XenServer fR$528, HAEEMNITEN LR
XenCenter, WMRERTEHHZE XenCenter, BRITTFEHARE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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ERE XenServer fRES2S, BHRITUTIRE:

1. EiHEN LEITH XenCenter AER.
2. EEMMEHERSTH XenCenter -2 HEBFERE, ABERRM.

= {nt
L;{-EE-J Add...
ﬁ MNew Pool...
Connect All
Disconnect All
Expand All

3. EARMFRSFEOF, EUTFERPHAFRBNES:

o RS2 HWNIBFEEEH Citrix SD-WAN Center VM 29 XenServer BRSS 2589 IP sthitsise 2B E
89t (FQDN).

s AFRA: MARSREERKF B BIABEIR,

o B MASILER KA KB,

Enter the host name or IP address of the server you want to add
and your user login credentials for that server. ‘

Server: 110.102.29.2 v|

User login credentials

User name: ‘mot ‘

Password:

sesssse ‘

4. BEHERM.
#BRSSERHY IP bR B REA SRR

£/ XVA 3248 Citrix SD-WAN Center VM

Citrix SD-WAN Center E#HR#H L XVA XHHE KSR, INRE K T . Xva XM, BTFHEXMH. BXFME
B, BERAKERNZE,

EZ417 Citrix SD-WAN Center VM, BHITU TR E:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 21
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1. 7£ XenCenter #, 7£ XenServer L2 BEIrEHE, ARBEEE N

= {.r XenCenter

General
BT e
@ cp 3 NewSR..
@ cpl Import...
BM  rddtoPool »
i3 M
g M4 Enter Maintenance Mode...
M4
% M @ Reboot
i@ NS @ ShutDown
i@ NS Restart Toolstack
8 N
Disconnect
< i@ NS '
i@ NS Reconnect As...
“_3 D CH  Properties
bl CIF rrocrmovery
2. FEEITHE xva XfF, FHEEH, REEET—P,
€3 Import - X
ﬁ Locate the file you want to import e
Enter the pathname of an exported VM or template, an OVF/OVA package or a virtual hard disk image file or
. click Browse to find the file you want.
Location
Storage
Filename: Browse...
Metweorking '
Finish
CiTRIX
< Previous Mext > | Cancel

3. EERZEIEIZER XenServer lRBFBEASA VM BIE, ARRET T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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€ Import XVA - X
g Select the location where the imported VM will be placed o
Import Source Click on a server to nominate it as the home server for the imported VM or for any new VMs to be based on
m the imported template. The home server will be used by default to start up the VM and to provide resources
such as local storage.
Storage
Click on a pool if you do not want to nominate a home server: the most suitable available server will be
MNetworking used.
Finish
B
- . Add Mew Server
CiTRIX =

< Previous Next > Cancel

4. EEFEFMEN VM NEMHBENTEMEE, ARRE SN

WE, ERLERRAEEER. 3E, EAUEEREFE. AXFAEE, B2[ £ XenServer LM

FCE IR ESD 7.

o Import XVA

@ Select target storage

Import Source
Heome Server
Netwarking
Finish

Select a storage repository where virtual disks for the new VM will be stored

Q Local storage on xenserver-29.2 758.09 GE free of 909,01 GB

< Previous Import >

S Citrix SD-WAN Center VM B EREENERT,

Cancel
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5. EEER VM EEINNE, ARRET—F,

0 Import XVA — X
[Q Select network to connect VM o
Import Source The default virtual network interfaces for the template you have selected are listed below. You can add,
modify or delete virtual network interfaces, if required.
Home Server
Storage When you have finished, click “Next" to continue to the next page.
Virtual network interfaces installed on the new virtual machines:
Finish Name 4 MAC Address Network
interface 0 62:9:d5:e6:f9:3b Network 0
H . Add Delete
ciTRIX
=%
6. BETTH.

7Z XenServer -EEHICRERE IP it

&2 IP kR Citrix SD-WAN Center VM #9 IP stihit, AL IP #tutitE R %) Citrix SD-WAN Center Web Ul,

AR

DHCP RRs5 8345717 SD-WAN MEHEEH AT Ao

ZRTEIE IP sk, BHITUUTRE:

1. 7£ XenCenter R@Em, TEEMEKRS, AL Citrix SD-WAN Center VM, ZABIEIFR B,
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Y SD-WANC enter |

-\
® 50|@ Start
- L
=N PY Start VM (Ctrl+B) i
r;a Lo Move VIOT
&4 Re Export...

£l Nj Take a Snapshot...

Convert to Template...

structun Assign to vApp 3

cts Delete VM...

nizatior F Properties

2. VM BmpEY, SEiEhlaiEm-r,

4 SD-WANCenter on ‘xenserver-29.2 Logged in as: Local root accou

General Memory Storage Metworking Console  Performance Snapshots  Search

DVD Drive 1: [REoylied E

3. I TFERE P i,
AR

DHCP &2 mfzEFH1E SD-WAN WEHR A, BT ETRILSE,

4. BHREMH. # Citrix SD-WAN Center MM AIBINE RERU TAIR:
&F: admin
Password (%#): password
g8 k7E Citrix SD-WAN WM& HEEE DHCP BRS338, MAAF NGRS IP #hlt,
TS P it ERE N EIR P #hil, ERITIATRME:

1. VM Exply, BfEHaEm-F,
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2. BREMNL. F Citrix SD-WAN Center I ZIAB R EIBU TAIR:

&E%: admin
, B3: password

3. EiElasmA CLlI &% Management_ip.

4. A< set interface <ipaddress> <subnetmask> <gateway>, LIEEZE IP,

73 XenServer RS2 F I EEHIEEME

A LURINA BB EIEERE, LU7EME Citrix SD-WAN Center HI4IHE B
ERMAECELIRFE, FHITUATRE:

1. 7z XenCenter &, %7 Citrix SD-WAN Center VM,

2. EEEETRLE, BHHFM.

o

Enter a name, description and size for your virtual disk. The size of your disk and the home server setting
of any VM the disk belongs to will affect which storage locations are available.

Name:  [SD-WAN Center |
Description:

Size: 10.000=-| | GB

Location: @ Local storage on xenserver-29.2 704.22 GE free of 909.01 GB

3. ERMFERP, WANEMHEEHNRT,
4. ERBAFERF, WMNEIHEERHAE
5. AXRNFEEH, EEPIEHIAR

6. EUEFERT, EERMEFE,

7. BEHEAM,
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£ Microsoft Hyper-V -2 HEE Citrix SD-WAN Center

April 13,2021

£ Microsoft Hyper-V Bg5528 £ %% Citrix SD-WAN Center @41 (VM) Z &, BEREXENER, MALKHERM

LR,

TEIEAT Hyper-V 89 SD-WAN Center #iff, SR %ERMLER “T# Citrix SD-WAN Center 34 853

Fiido
#af® Hyper-V IhAEMEE T AEER Windows RS2 LA FRARS.

E7f Hyper-V iRs525 L 63E SD-WAN Center VM, i&HITLUTIRME:

1. 72 Hyper-V &322, £ Hyper-V RSB LR T RITER, AREFRE > Bl

EF Hyper-V Manager
File Action View Help

«= z2E HE

L R R EMRS. BE TP,
2. 5% SD-WAN Center VM &%, HEX VM ZEUE MBELE). BET—F.

33 Hyper-V Manager H
ij WIN-2P8OpCacnny Virtual Marchinac
New » [ %ual Machine...

T = | T ” State CPU Usage
Import Virtual Machine... Hard Disk... Running 0%
Hyper-V Settings... Floppy Disk... Off
Virtual Switch Manager... Running 0%
Virtual SAN Manager... po127 Running 0%

o N WO VPX - Hyper-V-old Off
Edit Disk... i WO VPX - HyperV of
Inspect Disk... | oFf
Stop Service fhine-142 off
|
Remove Server FWAN SE VPXMCN_207 Running 0%
"WAN SE VPX_10.0.1.27_MCN Off
Refresh
['WAN SE VPX_10.0.1.27_Branch Off
View * )-WAN SEVPX9.35 Running 0%
Help | m
Checkpoints
The selected virtual machine has no checkpoints.

Assigned Memory
4096 MB

4096 MB
8192 MB

403 M

4096 MB
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A

ii!ﬂ Specify Name and Location

BefoteYouEled'\ Choose a name and location for this virtual machine.

y Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the guest operating system or workload.

Name:  |SDWC_temp |

You can create a folder or use an existing folder to store the virtual machine, If you don't selecta
folder, the virtual machine is stored in the default folder configured for this server.

[] Store the virtual machine in a different location
Location: [C:\ProgramDaIaMcrosoﬂ\thows\Hyper-V\

m If you plan to take chedpoints of this virtual machine, select a location that has enough free
space. Chedqaints indude virtual machine data and may require a large amount of space.

3. EFFFENEMINER. BET—P.
4. REMHNSE 8 GB MMEF, BET—H.
AR

Citrix SD-WAN Center VM £/0F % 8 GB AFE A e EERS 64 NibR. BXAFESHRBHERN
HAEE, BERRABERNRE,
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Spedify the amount of memory to allocate to this virtual machine. You can spedfy an amount from 32
MB through 93542 MB. To improve performance, spedfy more than the minimum amount recommended
for the operating system.

Startup memory: MB
[] Use Dynamic Memory for this virtual machine.

Assign Memory

@ when you decide how much memory to assign to a virtual machine, consider how you intend to
use the virtual machine and the operating system that it will run.

5. EEEH VM BIMKSERERNEMIRN, 25T,
6. EFERAMAEEINER, NEHEZRETHN SD-WAN Center VHD X, BFT—%,
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ﬁ/ Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedify the
ify i S—— storage now or configure it later by modifying the virtual machine’s properties.

pees e () Create a virtual hard disk
Assian M Use this option to create a VHDX dynamically expanding virtual hard disk.

Name: |SDWC_term. vhdx

Connect Virtual Hard Disk

Location: |C:\Users%bﬁc\Docunentsvaer-Vmea\ Hard Disks,
Size: 127| B (Maximum: 64 TB)

(®) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: "w“.-'hd‘ 5-sdwc-10.0.2. 22-hyperv.vhd\nmsv1 hyperv d 'namlc.'-fhd Browse...

O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

7. REVM BEAESRE NMEXE), HERETH. IPReEIZE SD-WAN Center VM, 1% VM K7EEMA
BoFthe

8. 72 SD-WAN Center VM LB HREFGRE, AEEFRE. BEMLERNHBEREN 4, ARRTHNA.
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[sowC_temp v 4 » |G
2 Hardware ~ a Processor
‘fﬂ Add Hardware
& BIOS You can modify the number of virtual processors based on the number of processors on
= Boot from €D the physical computer, You can also modify other resource control settings.
" Memory Number of virtual processors: | b.
8192 MB
® 3} processor Resource control
2 Virtual processors You can use resource controls to balance resources among virtual machines.
= [ IDE Controller 0 ol moctae - ( o E’
# =@ Hard Drive S—
nmsv1_hyperv_dynamic.vhd Percent of total system resources: 0
= B IDE Controller 1
{9 DVD Drive Virtual machine limit (percentage):
- Percent of total system resources: | 5:

& sCSI Controller

#® [ Network Adapter
Mgt Network

T coM1

None

" coM2

None

| ) Diskette Drive
None

A Management

SDWC_temp
&. Integration Services
Some services offered

%3 Checkpoint File Location
C:\ProgramDataMicrosoft\Win...
23 smart Paging File Location
C:\ProgramData'Microsoft\Win..
I Automatic Start Action
Restart if previously running

Relative weight:

9. 72 SD-WAN Center VM LR HBRIzHARE, ARBRHEE,

Virtual Machines

Name e State CPU Usage Assigned Memory  Uptime Status A
i Windows7 H.l'lrmg 0% 4096 MB 12.18:44:13

2 waopt_buildroot

2 sdwan_prakhar [ Connect... 0% 4096 MB 5.00:02:38
5 SDWAN_center_10.0.1.27 Seftings... Hmrmg 1% 8152 MB 6.23:35:51
[t

S NetScaler SD-WAN WO VPX - Hyg

I NetScaler SOWANWO VPX-Hyg

S Debian_2-141 Checkpoint

5 Debain_vitual machine-142 Move..

5 Citrix NetScaler SD-WAN SE VPXN Brport.

3 Crix NetScaler SD-WAN SE VPX_| :

§ Ctrx NetScaler SOWANSEVPX| | Remame-
Delete...

<]

Checkpoints

Help

Enable Replication...

off
Off
Off
off
Running 0% 4096 MB 4.00:31:13
Off
off

The selected virtual machine has no checkpoints.

10. B&EFEEE.
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iy SDWC_temp on WIN-8P89DCGCOOV - Virtual Machine Connection |;|£-

File Action Media View Help

(5

The virtual machine ‘SDWC_temp’ is turned off

To start the virtual machine, select 'Start' from the Action menu

Status: Off

=

IR REFRERSHEE 50 71, BEBURTEEER CPU 7 RAM BYEE.

11. Bz VMG, %5 Citrix SD-WAN Center #3#% Enter %,
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™
File
@3

SDWC_temp on WIN-8P89DCGCOOV - Virtual Machine Connection bli-

Action Media Clipboard View Help

D@0 I b|lks

GNU GRUB wversion 0.97 (639K lower / 406Z2144K upper memory)

Citrix SD-WAN Center

Use the T and | keys to select which entry is highlighted.
P enter to boot the selected 0S, ‘e’ to edit the
commands before booting, or ‘c’ for a command-line.

The highlighted entry will be booted automatically in 1 seconds.

Status: Running Start succeeded Ei

12. BRBEDH. # SD-WAN Center VM BWBGABRERITAIR:

BR:

admin

Password (%%3): password
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3t sdwc_temp2 on WIN-8P89DCGCOOV - Virtual Machine Connection | = | = -

File Action Media Clipboard View Help
S 0O@OO u kb

ian GNU/Linux 7 SD-WANCenter ttyl
anagement IP = 10.106.78.147

SD-HWANCenter login:

Status: Running = iﬂ* 0

B |P it rEfsEl & D EREAL [P ij5ie SD-WAN Center Web &,
AR

WMRKTE SD-WAN WLEHEIE DHCP, MARMFohim NGRS IP #ilk,

EREES P MRS E N EIR IP foht, 1ERITUATIRIE:

1.

BREMN.. # SD-WAN Center VM WEAE R RN TFR:
&E%: admin

Password (Z#): password

FiEslas, #mA CLl 5% management_IP.

wmAm< setinterface <ipaddress> <subnetmask> <gateway>, LIEZEEE IP,

fEREE IP iAia Citrix SD-WAN Center Web R,
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Azure Marketplace H{ERRRS EERH Citrix SD-WAN Center

April 13,2021

Citrix SD-WAN Center TL7E 8T LL7E Azure Marketplace 1M, AT LUERRRS EIEIRE Azure =% Citrix
SD-WAN Center SBZREMH (VM)o

7£ Microsoft Azure %%t Citrix SD-WAN Center @ (VM) Z#i, BREXBEMER, MAKERNZEDFAR
HWRIEE AR Microsoft Azure,

1% Microsoft Azure £ZZ Citrix SD-WAN Center VPX, i&EHITILTi2E:

1. 7£ Microsoft Azure d1, SM2IET > Eif. EZEHERF Citrix SD-WAN Center,
2. 7z Citrix SD-WAN Center STE L E8IE, EHEEREIZ Citrix SD-WAN Center TiHE,

3. EEMES S, EERITHXRE, FRANMUE, SEHE.

Create a resource Create Citrix SD-WAN Center ... > Basics
All services

*  FAVORITES 1 Basics S ;
N5Dev SOWAN CA thavamanirajan@citroc.. w
Configure basic settings
| Dashboard
po
22 All resources MNew) newSDOWC v

“# Resource groups 2 Create new
& App Services
¥ Function Apps 3

= sQL databases

EastUS 2 w

4% Azure Cosmos DB

) virtual machines 4

@ Load balancers

BN Storage accounts 5
Virtual networks

& Azure Active Directory

. Monitor

. Advisor
W Security Center
D) Cost Management + Billing

: Help + support

=

RRAR—IT A, ATRE Azure BRAENEXER, RRATUSEBRLENFIERR, HEN
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BREEZEA-NMEENTR, RECHHSBERN, EALURENRMAZRRADRER,

4. EEMILEZDH, BWAA Citrix SD-WAN Center EHMWIR M E R AR S50 AN PRA 2 FRF1 1R,

DT 4 PRRUNEELSEATHNEESAPERIKFIRERN FUAEERKA ZGA LUEAILZE R R
TERR) . BREHE,

Create a resource Create Citrix SD-WAN Center ... X General Settings
All services
0
*  FAVORITES 1
sdwovm
Done
| Dashboard
r name @
i Al resources m——
2 General Settings Y - — |
# Resource groups Configure Virtual Machine setti * Password @
f Function Apps 3 * Confirm password
%= SQL databases R |
& Azure Cosmos DB - T
>
I virtual machines 4 1x Standard D3 v2

& Load balancers

BB Storage accounts 5
Virtual networks

& Azure Active Directory

€ Monitor

“ Advisor

W Security Center

1) Cost Management + Billing

2 Help + support

|

=

=W

BaiEmMANBIEL G280 "] —Standard_D3_v2 #1 Standard_F16. D3_v2 Sfal AF MR
ZEH 64 MRS, BEENRZSEE 128 BimpINL, F16 KFIFFEEH. BT LUERMEET
FRRI BN A N,

Choose a size

Search Compute type Disk type vCPUs
1 Current generation v Alldisk types v 1 COe—) | 128
RECOMM... KU TveE comMPUT vePus GB RAM DATA DL... MAX IOPS. LOCAL S5.. PREMIU, ADDITIO... ZONES USD/MO.
Available
* D3 w2 Standard General purp& 4 14 16 16x500 200GB No 123 $136.15
* F16 Standard Compute optit 16 32 B4 64x500 256 GB No 123 $47393

5. ERAIRERS T, RIBBEMMIESE, H Citrix SD-WAN Center VPX Bl &ML EZ (&b 1L E.
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Create a resource
All services
FAVORITES
Dashboard
B All resources
Resource groups
& App Services
¥ Function Apps
= sQL databases
4% Azure Cosmos DB
) virtual machines
@ Load balancers
= Storage accounts

Virtual networks

& Azure Active Directory

@ Monitor
@ Advisor
W Security Center
N Management + Billing

Help + support

Create Citrix SD-WAN Center ... >

Done

3 Advanced Settings >

Configure the Network and Sto

Advanced Settings

Network Settings

vnet01

Review subnet configuration

Storage Account Settings

rage account

(new) vpxstorageaccount440016

=

METRFIRAPEFEINLE, SEBIRMESR PRI B SR SIZHT B E AL,
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Advanced Settings % Choose virtual network X Create virtual network O X
Network Settings M
These are the virtual networks in
* Virtual network 5 the selected subscription and | net |
(new) vnet location ‘East US 2.
* Address space
Subnet | 1012006 |
Configure subnets 0> Create new 10.12.0.0 - 10.12.255.255 (65536 addresses)
Storage Account Settings G ARM _Deploy_Staging-vnet
ARM _Deploy_Staging
* Storage account 3
(new) vpxstorageaccount440016 (...> myVNET
SDW(Cresgrp
L.y vnet01
&
L.y vnet0l
( ) SDWCResourceDroup
Loy Vnet0l
< > SDWCresgrp
L.y vnet0l
N SDWANcenterRG

MTHIFIRPEFE TR, SIR—MEEKP H B EHE,

6. WIFHNAEEENS BHRHNEE, REEER, WEERRIEEDERS. BEHE.
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Create Citrix SD-WAN Center ...

=¢ Resource groups
& App Services
¥ Function Apps 3

= SQL databases

Done

4 Azure Cosmos DB

ary

8 Virtual machines i SD-WAN Center 102 (Sta.

& Load balancers

= Storage accounts 5
Virtual networks

@ Azure Active Directory

© Monitor

& Advisor

W Security Center

) Cost Management + Billing

Help + support

Create a resource

All services

FAVORITES 1 Bas
Dane

Dashboard

All resources
“# Resource groups
&8 App Services
¥ Function Apps

= 50 databases
4F Azure Cosmos DB

8 virtual machines

Center 10.2 (Sta

4 Load balancers

BB Storage accounts
Virtual networks

& Azure Active Directory

. Monitor

@ Advisor
W Security Center
D) Cost Management + Billing

Help +

Summary

0 Validation passed

&

Basics

Subscription NSDev SDWAN CA thavamani rajan@citrix com
Resource group newSDWC

Location EastUS 2

General Settings

Name of the SDWAN Center Vi.. sdwovm

User name adminuser123

Password

Virtual machine size Standard D3 w2

Advanced Settings

Virtual network wnetll

Subnet managementsubnet1011
Subnet address prefix 10.13.00/24

Storage account vpstorageaccount440016

Create

Citrix SD-WAN Center 10.2 (Staged)
by Citrix
Terms of use | privacy policy

Deploying this template will result in v

rious actions being performed, which may include the
deployment of one of more Azure resources or Marketplace offerings and/or transmission of the
nformation you provided as part of the deployment process to one or mare parties, as specified in
the tempiate. You are refponsibie for reviewing the text of the template to determine which actions
will be performed and which resources or offerings will be deployed, and for locating and reviewing
the pricing and legal terms associated with those resources or offerings.

Current retail prices for Azure resources are set forth here an
to your Azure subscription

nay not reflect discounts applicable

Prices for Marketplace offerings are set forth here, and the legal
Marketplace offering may be found in the Azure portal, both are subject to change at any time prior
to deployment.

ms associated with any

Neither subscription credits nor monetary commitment funds may be used to purchase non
Microsoft offerings These purchases are billed separately. If any Microsoft produc
Marketplace offering (e.g iows Server or SOL Server), such products are licensed by Microsoft
and any third party

are included in a

Template s i for users only. if you are uncertain which actions wi
be performed by this template, which resources or offerings will be deployed, or what prices or legal
terms pertain to those resources or offerings, do not deploy this template.

Terms of use

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) provided above as well as
the legal terms and privacy statement(s] assocuted with each Marketplace offering that will be
deployed using this template. if any; (b) authorize Microsoft to charge or bill my cument payment
method for the fees associated with my use of the offering(s]. including applicable taxes, with the
same billing frequency as my Azure subscription, until | discontinue use of the offering(s); (c) agree
that Microsoft may share my contact information and transaction details with any third-party sellers

of the offs and (d) give ft permi: to share my contact information so that the
provider of the template can contact me regarding this product and related products. Microsoft
Auimes no e ar artinns I thired. and does nat nenvide

E5F VM ifcsert, AEERAENESZ VM IPER (BREMKEENIHEREERZE (EPR 4HigE),

ASRERIEA SD-WAN Center BEBES HHHITER
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ANINERIER

ERNBOEER Azure [P SR ERIBHEIERERIEDIN (VM) BEWLAIVRE 7 B LUER S D MURHE,
£ Azure NP, MAEMBISERFIEZEDN, ARMTIRFIEZED.
PITLUTIRIELUTE Azure SD-WAN Center FiR N Efth#immEaR :

1. XHE VM,

2. £ VM 2R, EFIRERRD TR,

@» sdwcvm - Disks #
T wtual machine
Search (Ctri+/] “ H X Discard
B Overview
0 Managed cisks created since June 10, 2017 are encrypted at rest with Storage Service Encryption (SSE). You may also want to enable Azure Disk Encryption. [
E Activity log
s Access control (IAM) 0 Uitra $50 compatibility is not avalable for this location
& Tags Disk settings
X Diagnose and solve problems L
Settings
05 disk
Z Networking
AME sz STORAGE ACCOUN... INCRYPTION HOST CACHING
= Disks
2 se sdwovm_OsDisk_1_0efT08522f5c44d6981c3cB5... sGis Standard HDD Mot enabled Readfwrite W
e
U Secutty Data disks
- )
B Extensions [erL] NAME SITE STORAGE ACCOU. EMNCRYPTION HOST CACHING
% Continuous delivery (Preview) § e =
o additional_disk 1200 Gi8 Standard HDD Mot enabled | Readfwrite |-
W Availability set None
@ Configuraton Reod-only
Read fwrite

Identity

3. BE + FINSEHEE, AEEIRAE RIS NNRNFSIERE,
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Citrix SD-WAN Center 11.4

Home > sdwcvm - Disks > Create managed disk

Create managed disk 0O X
* Disk name @
: sdwe_Disk
* Resource group
WOsdwclssue ~
Create new
L]

* Account type @
Standard HDD ~

* Size (GIB) @
1023

Source type @

None ~

ESTIMATED PERFORMANCE 0

OPS limit 500
Throughput limit (MB/s) 60

BSIRES N T EF (S B RS R

o HEARR-1EM SD-WAN Center $#UBREERIZ o
o FHRA- N THITIRPERZIRE,

o WP RN THIFIRAPERKF KA,

+ &/ (GIB)-LL GB AfefiiRfHA/),

o FERE -NTHFIRPIERIREE,

4. SERiRtEE, BEHE.

2T VM, GSREsF fE T R SR F i £ .

AWS + VM rTS \B&AE 9 Citrix SD-WAN Center

April 9,2021

Citrix SD-WAN Center B— M EHRERRZAH—MERNIIBERBRS R, EEWVAEBEH WAN LEE. 570
#o3trpRA Citrix SD-WAN &%,
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£ AWS 324k, SD-WAN Center E#1i&#& (AMI)

12 AWS VPC &2 SD-WAN Center 1%, FEMH AWS #F, ATLELA8IE— AWS P, SD-WAN
Center 7£ AWS Marketplace 1L Amazon i+ E#ER % (AMI) BTz iR o

AR

Amazon SREERE AWS TiE, FEtL TR sET 2R,

AT LGEE FFh A ATE AWS LIk SD-WAN Center E#4i&#& (AMI):
1. E—faik: £ Web J58s5, #A http://aws.amazon.com/, & “BBItKkF” Tk AWS EEHIE,
LUTH Amazon Web Services (AWS),
BREA:
7£ Web %1281, A http://console.aws.amazon.com L¥TF Amazon Web Services.

2. FEAEH AWS KPIFRE R, XEHEEH N Amazon Web Services TiHE, ERIUEER EiFRNTHRS
FIR UK FrE EMARS,

AWS Management Console

AWS services Access resources on the go
Q =] Access the Management Console using
the AWS Console Mobile
— App. Learn more [3

¥ Recently visited services

© ecz & (@ Lambda @ VPC

Explore AWS
¥ All services
N . Amazon Redshift
[©] compute | Management Tools T AWS Cost Management !
2 CloudWatch AWS Cost Expl Fast, simple, cost-effective data warehouse that
) s SS.Hproner can extend queries to your data
Lightsail 3 AWS Auto Scaling WS Budgets take. Learn move 2
ECS CloudFormation
EKS CloudTrail . .
L] Mobile
Lambda Config Run Serverless Containers with AWS
Batch OpsWorks AWS Amplify Fargate
Mobile Hub
Elastic Beanstalk Service Catalog e AWS Fargate runs and scales your containers
Systems Manager s, without having to manage servers or
& Storage Trusted Advisor sl clusters. Learn more [3
Managed Services
53
% AR& VR
EFs Scalable, Durable, Secure Backup &
3 Glacier [543 Media Services Amazon Sumerian Restore with Amazon $3

Citrix SD-WAN Center i&#&4% EC2 £ AWS BRSS 23R 4,
o EC2 #=HIEiR - M E R, FIHEEA/NEINARS /20

3. FiItEHHRE EC2, ARERBNEA.
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[EC2 Dashboard Resources

Events 1

: You are using the following Amazon EC2 resources in the US West (N. California) regson:

ags

Reports 1 Running Instances 3 Elastic IPs

Limits 0 Dedicated Hosts 2 Snapshots
13 Volumes 0 Load Balancers
13 Key Pairs 21 Security Groups

0 Placement Groups
Launch Templates

Spot Requests

Reserved Instances Leamn more about the latest in AWS Compute from AWS reinvent 2017 by viewing the EC2 Videos.
Dedicated Hosts
Capacity Reservations Create Instance

To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.

AMIs
- Launch Instance  ~
Volumes .
Snapshots Service Health C* Scheduled Events
Lifecycle Manager Service Status: US West (N. California):
= " o US Wes? (N. California): No events.
A Availability Zone Status:
Elastic IPs
o us-west-1a
a AvRIlaDiity Zone [ ODerating normaily
Key Pairs
] us-west-1b:
Network 2008 s operating normall
51 LOAD BALANCING Jr——
TS —— I it 2 . =

Account Attributes ¢

Supported Platforms
EC2
VPC

Resource 1D length management
Console experiments

Additional Information

Getting

Documentation
All EC2 Resources
Forums

Pricing

Contact Us

AWS Marketplace

Find free software trial products in the AWS
Marketplace from the EC2 Launch Wizard, Or
try these popular AMis:

Barracuda CloudGen Firewall for AWS - PAYG

By Barracuda Networks, Inc

Fating «+ s %%

Starting from $0.80/Mr or from $4,588/yr (129%
savings) for software + AWS usage fees

View all Infrastructure Software

Matilion ETL for Amazon Redshift
By Matilion

ERILUBTEAMSEA (SKA) TrAEEsEfiEm i ERERBMEFIEMHFHRELFIRER (FEHAULR

BEE).

4. mEFAMITTE L, $4 AWS BiEET,

5. EIERXEFTEA, BN SD-WAN LUEZ SD-WAN AMI, RAEEEHIER.

1. Chooss AMI 2 Chocsa inatanca Tyne 1 Configure Irstance 4. Add Siorage

Step 1: Choose an Amazon Machine Image (AMI)

Marketplace; of you can select one of your own AMs.

Community AMis (10}
Citrix CloudBridge SDOWAN VPX 8.1.0.95-21114279-107b-41d8-04

4 Schwan
Quick Start (0
My AMis (2) A CBVPX_hvm_sdwanc_53_build - ami-0f99931050a7351dc
Q
CBVPY_sowanc_53_build created from /impy/cti-sdwe-10.2.0.53-vrware.vmadk on Wed Sep 26 2018 12:20:38 GMT+0530 (5T)
AWS Marketplace (12)
oot device type ebs Virtualzation type: fem Crwrwr: 250874074858 ENA Erabied Mo

N.Virginia ~  Support ~

Cancel and Exit

An AMI ks a template that contains the software configuration {operating system, application server, and applications) requined 1o launch your instance. You can select an AMI provided by AWS, our user community, or the AWS

1102 of 2 AMis

B4-bit (xBE)

d
~ Owmership CloudBridge VirtualWAN logically bonds. multipke network paths into a singhe Virtual WAN.
Owned by ma Flcot devce ype sbs  Vvluskization fyper e Cwnar: 670SEI5T0041  ENA Enabied: No
10 Shared with me
w Architecturs The following results for "sdwan® were found in other catalogs:
32-bit (xBE) = 12 results in AWS Marketplace
B4-Dit (x86) WS M - t
BBt (Am)

* Root device type
_IEBS

e —-—

64-bit (xBE)

FEIERERNE L, M AMI BSR4 HEZFE— Citrix SD-WAN Center, ARS8 E%EE,

AMI EREERHEE, SERERR. LAEFRSSBNNAER. BER%EF, ERILFN.

6. EERLHIXE, RAEEFET—FH: BELHFAEE. EBRILUBITEZRELFIXE R L5 —LHFE L FIXE

HKImEIE R,
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1.Chooss AMI 2 Choose Instance Type 3. Configurs Instance 4. Add Stomge Add Tags 6. Configure Security Group 7. Rvaw

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory. storage, and networking
capacity, and give you the flexibility to choose the appropriate mix of rescurces for your applications. Learn mone about instance types and how they can meet your computing needs.

Fiter by:  All instance types ~ Current generation ~  Show/Hide Columns

Currently selected: 12.micro (Variabie ECUs, 1 vCPUS, 2.5 GHz, intel Xeon Family, 1 Gil memaory, EBS only)

Family - Type - vCPUs (| - Memory (Gif) - Instance Storage (GB) || - E“'w:dm - Network Performance (| = m’:: :
General purpose t2.nano 1 05 EBS only - Low to Moderate Yes
] General purpose EZ‘;IME:IJ 1 1 EBS only - Low to Moderate Yes
Gereral purpase 2.smat 1 2 E8S ony - Low ta Moderate Yes
General purpase t2.medium 2 4 EBS only - Low to Moderate Yes
General purpose t2.\arge 2 L] EBS only - Low to Moderate Yes
General purpose 12.xlarge 4 16 EBS only - Moderate Yes
General purpose t2.2xage ] x» EBS only - Moderate Yes
Q General purpose t3.nano 2 0s EBS only Yes Up 1o 5 Gigabit Yes
General purpose 3.micra 2 1 EBS only Yes Upto 5 Gigabit Yes

Itz |
Amazon EC2 {247 St REERE AT LRISSHIE, Sl LUETR AR S IMRS R,

7. EERESLFINE L, ERMBIFERRA 1, AEREFTEERSHELFINEMIFAES, Fl0 WL, “F
W F. BE % FINEHE.

N. Virginia ~

1.Ghoose AMI  2.Chocse instance Type AL Configureinstance 4. A0d Siorage 5. Aad Tags 6. Confgure Securty Group 7. Aimvew

Step 3: Configure Instance Details

Configure the instance 10 sult your requirements. You can launch multiples instances from the same AMI, request Spot INstances 1o take Bovantage of the lower Pricing, BSSIgN BN acCess Management roie 1o the instance, and

mone.
Number of instances (| 1 Launch into Auto Scaling Group (]
Purchasing option (| Request Spot instances
Network (§ vpc-25Teabae | Ruchia-VPG 3| C Create new VPG
Subnet | subnet-22045068 | SDP-test | us-east-1c : Create new subnet
251 IP Addresses available
Auto-assign Public IP (| Use subnet setting (Drsable)
Placement group  (j Add instance o placement Group.
Capacity Reservation || Open 4| © Create new Capacity Reservation
AMrole (} None 2| C Create new 1AM role
CPU options. Specify CPU options
Shutdown behavior Stop
Enable termination protection | Protect against accicental temmination
Monitoring (| Enable CloudWatch detailed monitoring
Agditional charges apply.

8. EfHIEREFHIREIRER. BJUTEMRSEFIERMRINIIE,
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1.Chooss AMI  2.ChoossinstanceTyps 3. Configure instance 4. AddStorsge S ASdTags 6 Configurs Security Group 7. Fleview

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volurmes 10 your instance, or
#cit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance stors volumes. Leam more about
storage options in Amazon EC2.

Volume Type i Device i Snapshot (i Size (GiB) i Volume Type (i 10PS (i ww"‘ Termination  Encrypted |
i
Root /dev/sdat snap-063e7ca92B8041308 40 Magnetic {standard) i ONA NA ] Mot Encrypted

Add New Volume

General Purpose (S50) volumes provice the ability to burst to 3000 10PS per voluma, indepandent of volume size, to meet the performance needs of
most applications and also deliver a consistent basaline of 3 IDPS/GIB. Set my root volume to General Purpose (SSD).

Free teer eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier efigibility and
usage restrictions.

9. RIBEHMER, BHHNEMBHLILR “53I18E° &, B&HT—5,

Boot from General Purpose (SSD) X

General Purpose (SSD) volumes provide the ability to burst to 3000 IOPS per volume,
independent of volume size, to meet the performance needs of most applications and also
deliver a consistent baseline of 3 IOPS/GIB.

© Make General Purpose (SSD) the default boot volume for all instance launches from the
console going forward (recommended).

Make General Purpose (SSD) the boot volume for this instance.

Continue with Magnetic as the boot volume for this instance.

Free tier eligible customers can get up to 30GB of General Purpose (SSD) storage. ‘

10. ZAMEEX AAERBMANENITE. 2EHTHFASEEUTRBEXTCHEAREE. BRSALUGM 50 MrE,
BET—F: BER24,
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N CA thavamanir_. =  N.Virginia =

1. Choose AN 2. Chooss instance Type 3 Configurs instance 4. Add Storage 5. Add Tage 6. Configurs Security Group 7. Flsview

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and vaiue = Webserver.
A copy of a tag can be applied 1o volumes, instances or both.
Tags will ba applied to all nstances and volumes) bout tagging your Amazon EC2 resources.

Koy (127 characters maximum) Value (255 characters manimum) Instances | Volumes |

-,
N

B REBAKESATNTF 15 127 NFRFZia.

11, ZERILEE— BN R 2ARBPITFIEFIRRE. FTUIENT24A, BaUMFIRPEEFNER A,

BRZLEAFET 2156 iHOMNIEEREM Citrix SD-WAN & &I R,

1. Chaoss AMI 2. Chooss Instance Type 3. Configure Instance 4 Add Ssoeage . Add Tags 6. Configurs Security Group 7. Reniew

Step 6: Configure Security Group
A sacurity group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow
Internet traffic to reach your instance, add rules that allow unestricted access to the HTTP and HTTPS perts. You can create a new security group or select from an existing one below. Leam more about Amazon EC2 security

groups.
Assign a security group:  Create a new security group
OSelect an existing security group
Filter | VPC security groups &
Security Group ID Name Description
B sg-7155121a Calfornia_GW California_GW
sg-TT561112 default default VPC security group
8g-32edab57 launch-wizard-2 launch-wizard-2 created 2015-10-01T15:19:06.090+05:30
sg-becicbad launch-wizard-3 launch-wizard-3 created 2017-06-14T16:46:00.550+05:30
5g-0aB400196255e888aunch-wizard-4 launch-wizard-4 created 2018-11-12T10:29:26.790+05:30
8g-7eBBB0ND MCN_security_group_ZTD MCN_security_group_ZTD
anSRARTATR NetSeaiar SMWAN Standard Feition 200 Mhne-0-10-7F-A1 fonanRyAWSMB. This sacrity s in wae aaaacatad by AWS Markatniacs and e hagad an resmmandad sattinne far MatSeslae SOWAN S
Inbound rules for sg-7155121a (Selected security groups: sg-7155121a) _N -} =]
Type (i Protocol (i Port Range || Source (i Description (|
A TCP TGP 0 - 85535 122167227 14532
Al traffic All Al 14.141.5.5032
Al traffic All Al 192.168.0.0/16

12. EELGIBIFAGES, ARBEEREE. IEETR—1REE, EXELIBRTAN. BHRAEFICIEER.
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1.Choose AMI 2. Choose instance Type 3. Configureinstance 4, Ad Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch detalls. You can go back to edit changes for each section. Cick Launch to assign a key pair to your instance and complete the launch process.

; ) . o ) x
A Your instance configuration is not eligible for the free usage tier

To launch an instance that's eligible for the free usage tier, check your AMI selection, instance type, options, or storage davices. Learn more about free usage tier eligibility and usage restrictions.

YT SIS TS T B

A Improve your instances' security. Your security group, California_GW, is open to the world.
‘Your instances may be accessible from any IF address. We recommend that you update your security group rules to allow access from known IP addresses only.
You can also open additional ports in your security group to facilitate access to the application or service you're running, e.g., HTTP (80} for web servers. Edit security groups

~ AMI Details Edit AMI

CBVPX_hvm_sd-wan-center-0_2_1_ZTD - ami-5a7d503a
o CBVPY_hvm_sd-wan-center-8_2_1_ZTD

oot Dovics Typo: DS VIUGkzation fype: fvm

~ Instance Type Edit instance type

Instance Type ECUs vCPUs Memory (GIB) Instance Storage (GB) EBS-Optimized Available Network Performance

WE B HIIUE

April 13, 2021

WESHIIE (TFA) 12 TRMBHEIERZE, LEREAMITZRA KA Citrix SD-WAN Center M5 RIRR. ©
7z Citrix SD-WAN Center ZRIFFH5|IANT — 1 IR LB,

@i A Citrix SD-WAN Center LEEEMZEBTHRAMAFIKFNE—ESHRIE. BEXFRER, BSRAFIK
Fo

@i fEAE RADIUS 5 TACACS+ S5 30IEARSS 28, XIZZAFPIKFA#TE—REHRIE. BXFAES, BEAES
I,

B LUA A AN A P i BR B &MY B RADIUS =k TACACS+ S IRIERS2[|UB AN E S HI0IE. BXIEHE
B, BBR-LEH NI,

You have been successfully logged out.

cifrix.| SD-WAN Center [

Citrix SD-WAN Center B REiE:
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« AF&: 1 SD-WAN Center S8 B4 10IEIRSE S LEEBMNARF 2.
o Z1g: 72 SD-WAN Center 5= 55 10IEARSS 28 AR B RIZRET,
o TLREEL: 1EHEBNBMISIEARS 2SS LR E TR,

AR

REEE T HBNSHIIERSS BN, 45 BRTREEIED,

E B IIIE

April 13,2021

TR LABCE #90 RADIUS 5 TACACS+ Z £ S MRS 2R, WERE Citrix SD-WAN Center Biziz R #1758
BRI, EFRATNESMHRIENERLT, TBENRIERTEAFNE—MEHRIERE. EXFHER, HHEAW
E5 ML

AR

WIRTEFTREI S M IIERSSE LEIZR A KA.

RADIUS S{73383ERRS5 23

E{F A RADIUS 5HIE, HAEVIEEHEE— RADIUS RS8R, (A1%) RENKEMRSS, RFEE=1
RADIUS fR$588. BRSZESGIAFHITRE, BEMRSEDTIHAIARSEFIE. HRTE RADIUS BHIIERS % L
BT PRI K,

EEAHECE RADIUS BRIIE, BHRITUTERME:

1. £ Citrix SD-WAN Center Web RE+, SMIIEE > BF/SHEIELE,
2. TESHWIE > RADIUS S 3IEEH A, iEH/ZH RADIUS 53 10IESEE,

AR

R TACACS+ BMIIEERA, WA TFERKS.

3. EBIFERP, WAFFRE RADIUS RS BHNSHIIEMMAEEER (RN,
BER/NFHETF 60 7,
4. EIRSBERFERDP, WNEES RADIUS RS SBHEEANESR.

5. EHINRSBEPRFRD, EMBAER.
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AR

BEMRSSEZHEBEATMEERENRSSE .

6. EERRANESHIIEUEANESHIIE.
AR
REEE T HESHIIERS SR, 72ERERNER,

BB B 15 30iEARSS28 (RADIUS 5§ TACAS+), BXiFMAER, BESR-RFHRIE.

7. BEHEARSBRIFZHHMSER (+) UM RADIUS ARSS 2.

[o0]

. T IP tuntFEgeh, %\ RADIUS ARSS283RIEM IP stttk

[$e]

. FEmOFERF, WA RADIUS lRSHBHRAS. MikmASH 1812,
Primary Authentication

RADIUS Authentication @ TACACS+ Authentication
#| Enable RADIUS Authentication Enable TACACS+ Authentication
Timeout Server Key: Confirm Server Key:

#| Enable Two-factor

Servers <

IP Address ‘ Port |De|ete‘

aw 101027241 1812 |

Apply

10. 2EHEMNA.
11. BFEWIEMUEIES RADIUS ARSS2BHVERE, LR EREIE RADIUS RS 31 BEXEE,
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Verify RADIUS Server Settings [x ]

Enter a valid user name and password for the
authentication servers to verify your
configuration.

Iser Mame:

admin

Password:

12. WMABMIIERSSNERABABRNER, AFEHEIE

BREFEZRSH, FEETETH 12

TACACS+ SHIIEARSS 28

ZfEfA TACACS+, BAEMEEHAEE— TACACSt RS, (A1) RBERNAEMNRSE, RZTIUBE=D
TACACSH fR5588. BRSZS|RRINFHITIRE, BARMRSHBIHDTILIRSETI8. HBERE TACACSH BHIIERS
2 ESIZFRRR A K,

BRAMEE TACACS BHIIE, BRITUTERME:

—

. 1£ Citrix SD-WAN Center Web RE+, SzERE > AP [BHEILSE,
2. £ 519 38IE > TACACS+ B4IiEEr 5y, %+ BH TACACS+ 54 18IF BifiE,
AE

NRERHA RADIUS SHIIE, MHEAFERARS.

3. EEIFERYP, MAFRE TACACS+ RS B[BHSHILIEMAEEIEE (UF AR,
BEHEN/NFHEFT 60 7,
4. EEMBRIEREFER, EEA TR TACACS+ RSB AIXERAF EMBENINES %o
5. ERS[|EBHRFED, WANERE TACACSH RS BHEEHANES.
6. EWINRSBEAFERD, EFWANER,
AR

B, SHEIEEENRSHEERRERVAIFREERENRS 2.

7. EERRNESHRIEUERANESHIIE.
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AR
NYUEE T HEBMIIERS SN, 7B RBERANEIL,

Fe BB 51 301EARSS2E (RADIUS 5§ TACAS+), BXIFMER, BRI _RIHRIL.

8. BEHARSIBIZLMMSELR (+) LRI TACACS+ iR 2%,
9. ZIP b=, N TACACS+ FRSS2RRYEA IP ok,

10. EiHAFEEF, A TACACS+ [RSBHIKOS. FINKOSH 49,

Primary Authentication

RADIUS Authentication @ TACACS+ Authentication
[0 Enable RADIUS Authentication ) Enable TACACS Authentication

Timeout  Authentication Type:  Server Key: Confirm Server K

Apply 10 ASCIl -
@ Enable Twofact
Sen
1P Address ‘ Port ‘De\ele}
a v 101027241 19 o

Agply

11. BEHENA.

12, BFEIIEMEIES RADIUS ARS2BAVERE, PR ERIIE TACACS+ ARS5 8812 BEXIEE,

Verify TACACS+ Server Settings [x]

Enter a valid user name and password for the
authentication servers to verify your
configuration.

User Mame:

admin

Password:

13. WMABMIIERSSFBNERABFABRNER, AFREHEIE

EREEZRSE, FEETIEEE 1S,
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— R B MWL

April 13,2021

BN S MIIERE N AAMAITZR A IKFBERANES M. FTLUE RADIUS 5t TACACS+ B4 1IERRSSB[BEEE N
WS MRS, AXFAER, BEANESHRIL.

AR

HBIRTEFMENS M IRIERS R LIZAFIKF. APIKFAZERAE Citrix SD-WAN Center ERIRMFHREZ
e

i#Bh RADIUS S {7381

EfEf RADIUS S R11IE, HAEMEEHEE— RADIUS RS2, (A1i%) RENKRENRSR, REEE=D
RADIUS fR$588. BRSZESFIAFHITIRE, BEMIRSHEDTIHLBIARSSFFIE. HRTE RADIUS BHIIEARSS 2 L
I T PRBBIAF K .

ERBAHEE RADIUS SAIIE, BHITUTIRE:

1. 7£ Citrix SD-WAN Center Web RE+, SMIIEE > AP /FHRIELE,
2. 1T MBS 3IE > RADIUS S3183E 285y, kb S FA%HE) RADIUS 31 S5%4E,

P =

R TACACS+ SMIIEERA, WS TFERRKS.

3. EEIFRYP, WAFRREA RADIUS RS BHNS MMM EER (U NI,
BRHEN/NFHEFTF 60 .
4. EIRSBEAFEP, WANEED RADIUS RS SHBHEEANETSR.
5. EIANRSSBEAFRD, EFMAER,
AR
BRNARSSEZRREEATAREERENRSSE " **
6. PEHEARSIRIZLHIINS ER (+) WUFRM RADIUS ARSS 2.

7. EIP b= EEH, N RADIUS ARSS2RRYEN IP tthik,

8. EwAFEEY, #A RADIUS BRS5&BEMIROS. BiAROSH 1812,
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Secondary Authentication

RADIUS Authentication @ TACACS+ Authentication @
W Enable Secondary RADIUS Authentication Enable Secondary TACACS+ Authentication
Timeout: erver Key Confirm Server Key

10 [P [ —, —
servers +

IP Address ‘ Port |De\e(21
4w | 10.102.166.80 1812 o
9. BHNA,

10. BFWIEMUIEIES RADIUS ARSS238VER, LA E/R30IE4EE) RADIUS ARS5 851 BEXIEE,

Verify SECONDARY RADIUS Server
Settings

[x]

Enter a valid user name and password for the
authentication servers to verify your
configuration.

User Mame:

admin

Passwaord:

11. WABMIEIERSSNERBARNER, AFEHEIE

BEREFZRSH, FEETEO6E 11,

8 TACACS+ SHI8IEARSS 28

EfEM TACACS+, HMEMEEHEE—1 TACACSH RS2, (Ai%) REAREMRSR, RETUBE=D
TACACS+ fR5585. IRSSSRRINFHITIOE, BRMRSB[MBATIHIIRSBIHE. HWIRTE TACACSH BRIIERSS
2= LEUEFrRR AP KA.

ERAMEE TACACSH BHIIE, BRITUTERME:
1. 7£ SD-WAN Center Web RE+, SMFIEE > AF[FHRIERE.

2. 71 ¥HBHBHIIE > TACACS+ IRy, ik EAHE) TACACS+ SHINIE EiE4E,
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} =

AR

WNREEA RADIUS BHIRIE, MIELTFERRKTS.

w

. EBNFRH, MAFGFFRE TACACSt IRSESB[HS M IIEMIRIEEER (U8,
BEER/NFHFT 60 7,

N

. EEPEIFRATE S, mRATME TACACS RSB AR ZFAFZNZEMINEZS %,
5. EARSSBZHFERSD, BANEE TACACSH [RE[BNEFERANEH.

6. EMIARRSSRZHRFEF, EMBATH,

AR

B, SHEIEERENRSETRLERNAIIFE ERENRS S,

7. BEHEARSB[EZBHMSEAR (+) LUK TACACS+ iR 2%,

oo

. T IP A, M\ TACACS+ BRS528389 A IP ik,

(o]

. EHOFES, B TACACS+ RSBNHOS, RiAKOSH 49
Secondary Authentication

RADIUS Authentication @ TACACS+ Authentication

Enable Secondary RADIUS Authentication @ Enable Secondary TACACS+ Auth

1]

IP Address Port  [Delete

a v 1010272104 49 o

10. 2EHEMA.
11. BFWIEMUEIES RADIUS ARS2BRVERE, PR ERIIE TACACS+ AR5 8812 BEXIEE,
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Verify SECONDARY TACACS+ Server
Settings

[x]

Enter a valid user name and password for the
authentication servers to verify your
configuration.

Iser Mame:

admin

Password:

12. WABMHIIERSH[NERARANEE, ARBEHIE,

EREEZMRSH, FEESETH 12,

BKIHMLEERE

April 13,2021

MRFALFE NN ENBEERENEE (FHERE) FR, WATERIMRR TR Citrix SD-WAN Center (7%
BN ROARE") o —PRIHERZ AIEASZHF 550 Mo

—MIFMERE— AT ERERINEES TS (MCN), Citrix SD-WAN Center REMEHRAEE, 5 MCN %
BHSZEEHIRXIEFF AKX, Citrix SD-WAN Center 33 MCN MU BRIAKIEPHIFRE 2 X 18 &.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 55



Citrix SD-WAN Center 11.4

SD-WAN Center

SD-WAN Network
Stats Data

=i} =Tl

Default Region

Branch Appliance Branch Appliance

EHEBXIGEE Citrix SD-WAN Center , BEHITIUATEE:

1. T Citrix SD-WAN Center #ift, BEXiFME L, BB [RAERMNEE, |, (/en-us/citrix-sd-wan-
center/current-release/system-requirements-and-installation.html)

2. 7£ ESXi fR5388. XenServer. Hyper-V 5 Azure £%% Citrix SD-WAN Center.
3. REEERA@mEE, AXFAER, BERLEEERELE,

4. 72 SD-WAN Center £, T#EFH %2 SD-WAN MCN SSLiEH. BXiFMER, ESRZLE Citrix SD-WAN
SSL i+,

5. 7£ MCN ig& 4. THHZE SD-WAN Center SSLiEH, BXEFEMAEL, B5SHZLE Citrix SD-WAN
Center SSL iE+H,

6. 7£ Citrix SD-WAN Center GUI FEMRZEIERE > MEAM > A MIRE,

7. EEIEHIBET A/ 454 P #ht” FEE, N\ MCN IP #tuhit, SAF&HMR, XE7E MCN 5 Citrix SD-WAN
Center 2 a2 &,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 56


https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/system-requirements-and-installation/install-and-configure-sd-wan-center-on-esxi.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/system-requirements-and-installation/install-and-configure-sd-wan-center-on-xenserver.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/system-requirements-and-installation/install-and-configur-sd-wan-center-on-microsoft-hyper-v.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/system-requirements-and-installation/install-and-configur-sd-wan-center-on-microsoft-azure.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/configuration/configure-management-interface-settings.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/configuration/generate-upload-appliance-certificate.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/configuration/generate-upload-appliance-certificate.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/configuration/install-sd-wan-center-certificate.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/configuration/install-sd-wan-center-certificate.html

Citrix SD-WAN Center 11.4

Inventory And Status

@
Reglon Name REN P Address Collector P Address Appllance Discovery Status |
pasingConsrin @
8. BEHEEW, MREELRI MCN, LLETUEESRAEFH L.
AR
MCN &5 FEsRES, HENER SD-WAN BRSS. BXFMAER, BESHBA SD-WAN MRS,
9. ERIMBERAME, REFERMRTEDR,
BRMRERETKIMFAE Citrix SD-WAN EEHREES.
10. EERBITEL LBV IHEEE,
R ARPIIHNEMREEFIRIGEEE, BRFREMNRIBTIRPHE, FEREEIEE,
SSL Certificate Discovery Settings Inventory And Status
Select Region: | Default_Region v
&
Showing 1-40of4 Search
(] Poll A{ State | Name Region Name MGT IP Address ‘Model ‘Ser\a\ Number Software Registry Timestamp  [Last Successful Poll  |Latest Record |Dawn|oad
301a93fa-9e2c-
(0] Not Polling RL-MCN-P Default_Region 10.102.78.175 vpX fdd4-baol- RO_3.0.401 434810 1540726694 11/26/18 4:08 11/22/18 4:45 é

6f74f25cdS0f
a Not Polling  RL-MCN-P Default_Region

98538a49-0cle7-
@ Not Polling  RL-MCN-S Default_Region 10.102.78.184 vpX bc78-4105- RO_3_0_401_434810 1540786694 11/26/18 4:08 11/19/18 16:04 -
2b4f01845078

(] Not Polling  RL-CL1 Default_Region

11. BEHmA,
B
BT LB TE AL L OV SRR A SR SR AR AN Citrix SD-WAN Center By72f A/, BXi¢4
(58, EEAGEDEHERER SR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 57


https://docs.netscaler.com/zh-cn/citrix-sd-wan/11/security/configure-virtual-wan#enabling-virtual-wan-service.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/configuration/switch-active-storage-to-new-data-storage.html

Citrix SD-WAN Center 11.4

ZXIEMEERE

April 13, 2021
MRRAREERUSNEE (FHIB) RIRMARFL, WAL S XN TR Citrix SD-WAN Center , §4
KRS =58RS 550 M.

ZXEMEL D BARREN, FEEEHTS (MCN) 282 RKigEs 5= (RCN), Rk, &1 RCN #H%4
FERmER. MCN A LUEFATEREFIRERRRMR, FA “BOAKE" B—80. XMoEMD SR L
S EAMREI X TEE R A AN TR,

) v
= =

Branch Appliance

| | =il [E—0il

Branch Appliance Branch Appliance

\_ Y,

HE==—_n} TN

Branch Appliance Branch Appliance

T Yy,

Citrix SD-WAN Center #i5 MCN. RCN FFrE XBM 9O Hi8%

Z#X Citrix SD-WAN Center AREMER NG MEKRINUEES, UKENEFEEREHENSITER. KOHR
FRLEHINTESIKENESIE, ANRET “BREEKE NEUEEEINE.
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i b
Branch Appliance Branch Appliance

SD-WAN Network

Data Center Stats Data

\ ) = T
\ Branch Appliance Region

/
‘\ E \‘
\ Branch Appliance Region

WNFEZXIFEEE, RINANXFESIHEEEEH MCN f1 RCN BENMEMANAITESR. B2, RCN #BEHTR
7z SD-WAN Center U528 £, SD-WAN Center Ugge23 M BRI IR EE 283 3REX RCN 4 S 38,

BHZMXEE Citrix SD-WAN Center , iERITUTIRIE:

1. T# Citrix SD-WAN Center %, BXFAER, BESH AAERMELE,
2. 7£ ESXi fg%528. XenServer. Hyper-V & Azure %% Citrix SD-WAN Center,
3. REEEA@mLE, AXFAER, BEH KEEEFELE,

4. 72 SD-WAN Center £, T#HH %% SD-WAN MCN SSLIEH, BXEMER, iHSH%LE Citrix SD-WAN
SSL iiEHe

5. £ MCN i&& E4£ L. T&iH %% SD-WAN Center SSLiEH, AxXiFdE R, E2H%ZE Citrix SD-WAN
Center SSL i+,

6. 7z Citrix SD-WAN Center GUI HSFIECE > ML LM > KIMILE,

7. EEEHIBRT AR 4G4 P Hht” FEEH, N\ MCN IP ik, A& EHM, X172 MCN 5 Citrix SD-WAN
Center Z a2 1iE%,

8. BEARM. EEE MCN BFFE RCN 95 RFEREWEREERD. BRAMIFMNKE LR, BFEE—1
HAEE MCN B97EEDE 1A RCN,

AR

Citrix SD-WAN Center fERBIAXIGAIUESS,
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Citrix SD-WAN Center 11.4

Dashboard Fault Monitaring Configuration Reparting Administration Nitro AP1
<

[ Confouraton 1 Metwork Discovery { Discovery Setngs

Networ Confgurstin SsLcenifeat Discovery Settings Inventory and st
Zero Toueh Depioyment
Change Management

sppliance settings

Mobile Broadband

Licensing Collector Configuration

ERP— oo 10 W e S
= Reglon Name REN IP Adaress. Colector P Address: Appllance Discovery Stetus ]
Setaun segen 100276186 12700 oone
s 10278180 =
apac o028t -
10027623 [ /st
Note: Cocor FAcess can e contEuredfo MU Regon Nerworss
Palling Canfiguration ®

Pong imeriat i Banawatn s ez
3 1000

9. BE “WIE BENR, AGRTEWER IP FRP, BABERENXEUERR Citrix SD-WAN Center #9 IP ik,

AR

BIGEINES, HRE— Citrix SD-WAN Center VM HEEEIE IP ik, Citrix SD-WAN Center

HEIR P it 2 UrEREs P ik,

10. BHRFENFURFURESS IP ik, HIEB-ZAxHHEET RCN,

Dashboard Fault Monitoring Configuration Reporting Administration Nitro API
<
Network Discovery Configuration / Network Discovery / Discovery Settings
Network Configuration S5L Certificate Discovery Settings Inventory And Status
Zero Touch Deployment
MCN Configuration
Change Management =
Master Control Node MGT IP Address:
Appliance Settings 10.102.76.186 Test
Mobile Broadband
Licensing Collector Configuration @
Cloud Connectivity Show| 10 ¥ |enwries Search
(SN | Region Name RCN IP Address Collector IP Address Appliance Discovery Status ‘
(5] Default Region 10.102.76.186 127.00.1 Dane
5] ANZ 10.102.76.189 10.102.78.89 Dane
(=] APAC 10.102.76.188 101027891 Done
(=] EMEA 10.102.76.231 10.102.78.173 Y Collector Not Reachable

Showing 1 t0 4 of 4 entries

Discover Appliance

Nate: Collector IP Address can be configured for Multi-Region Netwarks

Palling Configuration
Palling Interval (mir) Bandwidith Limit (kopsl:
3 1000

11. %\ RCN BYEHE, ARSEHEEIES.
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Push Certificates EI

Mew York (10.102.78.173)

Username:
admin

Password:

Push Certificate

12. A%, 7FRE RCNs ECE WS 2 P Hidik,
AR
XEigES 30 HHBEDHERIM—R. WREMEZHPRNTH RCNs HNITT EXERE, WA LUERZIRE,
ARBERIMGELUIIBNRIMZIEE,

Collector Configuration

Show| 10 ¥ |entries Search;

WA RCN Name RCN IP Address Collector IP Address Discovery Status
54 Default_Region 10010276186 127.0.041 Dione
4 ANE 10.102.76.180 10.102.78.69 # Mot Srarted
W APAC 1010276188 10.102.78.91 # Not Started
4 EMEA 10,102.76.231 10.102.78.87 # Not Started

Snowing 11to 4 of d entries

RMRTELNTAE, AJUE B8 MIRSREFEERRE R,
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SSL Certificate Discovery Seftings Inventory And Status
Select Region: | All A
c
Showing 1-8 of 8 Search C\
(] Poll A{ State | Name Region Name MGT IP Address ‘Model ‘Ser\a\ Number Software Registry Timestamp  [Last Successful Poll  |Latest Record |Down|oad
301a93fa-9e2c-
a Not Polling RL-MCN-P Default_Region 10.10278.175 NpX fd44-bool- RO_3_0_401_4324810 1540786694 11/26/18 414 11422118 5:19 é
6f74f25cdS0f
(] Not Polling  RL-MCN-P Default_Region

98538a49-0de7-
(w] Not Polling  RL-MCN-S Default_Region 10.102.78.184 vpX bc78-4103- R9_3_0_401 424870 1540726694 11/26/18 414 11/19/18 16:06 =
2b4f01845078

(] Not Polling  RL-CL1 Default_Region
083e52e4-d75a-

(] Not Polling RL-R1-CL1 New_York 10.102.78.178 vpx 36f8-5d1e- R9_5.0_401_434810 1538848425 11/26/18 4:11 11/26/18 4:11 é
30f266d40b68

o Not Polling RL-R1-CL2 New_York
628d9f7f-55c0-

a8 Not Polling RL-RCN1-P New_York 10.10278.177 NpX d912-b770- RO_5.0.401 434810 1538842425 11/26M8 411 11/26/18 4:11 é
856717116f07
9f9ffas1-c34c-

(] Not Polling RL-RCN1-S New_York 10.102.78.180 vpx 77c8-b637- R9_5.0_401_434810 1538848425 11/26/18 4:11 11/26/18 4:10 é
b8abba26654e

4 »
= —
R’

ERILRIBERIS B IR IR IE R EEFBUXFRF, @EEXE,

13. EAERMRSEF, EREFHIINMER, ARSENA.
R
TR LUEE R L SR SR F ORI MR ERNFE R ). BXFAER, BSARIENFETIREHRIE
EEFfE.
fEA LOAER E K U EEFHNAITHR S,
EH ST SRR S EIER MBR KIS AU EE 23 P IRENAY,

Dashboard Monitoring Configuration Reporting Administration Nitro API

Reporting

Region: Defaull_Region ¥

Default_Region

ANZ
APAC @
EMEA
T . ' '
Time: | February 7, 2018 10:18pm B Last Hour /Day /Week / Maonth Mode: | Relative (8 hours from now) @
<
10.Jan 12 Jan 14 Jan 16.Jan 18 Jan 20.Jan 24 Jan 26 Jan 28 Jan 30 jan 1.Feb 3 Feb 5. Feb 7.Feb
o S e M | PONTEE - - A o N VU R § N I - 1 !l
10.Jan 14 Jan 16.Jan 18.Jan 20.Jan 24 Jan 26. Jan 28 Jan 30. Jan 1.Feb 3 Feb 5. Feb 7.Feb
A weox Interval: | 1minute ¥
Routing Domair: | Any v Show Bandwidth/Data in | Kbps/KB v
Applications | HDX | MOS | Services | Classes | Sites | VirtualPaths | Paths | WANLinks | MPLSQueues | Ethernet | GRE | IPsec | Events
Report Type: Top Applications v Select Site: -
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Citrix SD-WAN Center 11.4

i1

April 13,2021

E2E Citrix SD-WAN Center WIS BB EEA T RXENEN S XENE, TEYIH T BREEIE:

. CBEIEAELE
o Z2%E Citrix SD-WAN Center if#,
o BBUEFHEUIREIFEIEHF.

REEERERE

April 9,2021
AT LER Citrix SD-WAN Center Web AEREESIEIEOIRE,
BIEEIREEEUTREN:

« Citrix SD-WAN Center E1Z IP #thit
o WX IP Hht

o FIERS

« £DNS

« Z4% DNS

BEEEEEORE, BHRITUTRE:

1. £ Citrix SD-WAN Center Web REF, HEREEET F,
BRIMBERT, BETHF/SHRIEEERE,

2. TSR, BEFELFIRE,

3. EEEEIEM DNS i&&,

FEEIEN DNS B, FARFHEBRMEUTFRS:

o IP thtit: %@ Citirx SD-WAN Center #9 |P ik,
o W% IP #uhit: %A Citrix SD-WAN Center VM 54 BRI HIT@ESIERMIM X P #ihit,
o FRIHEE: MANFREELENX Citrix SD-WAN Center VM FRTERIRIZR,
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Management and DNS

4. BEHENA.

AR

BV ERES, 5 Citrix SD-WAN Center BE#EE£ L,

Z 3t SD-WAN Center SSL ifH

April 9, 2021

Z7£ Citrix SD-WAN Center # Citrix SD-WAN F#=#1¥5 22 (MCN) Zial2 3%, iEM SD-WAN Center F# SSL
IEBHRBELREE MCN L

B RINZRE Citrix SD-WAN Center iEH, BEHITUTIRME:

[a—y

. 7£ Citrix SD-WAN Center Web R&E+H, SMIEE > WL H > SSLiEF > SD-WAN Center i+,

2. BESEWEMEBUERI SSLIEBURETLS MCN B&E1E.

3. BETHIER. SMEIMFENUEHRFIER.

N

. 7£ Citrix SD-WAN MCN Web @, SMIEE > EM 1M > SD-WAN Center iE 5 > SD-WAN
Center ir H&1E,
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+ Appliance Settings Configuration ) Virual WAN > SD-WAN Center Certificates
= Virtual WAN

View Configuration R T

Configuration Editor [This page allows for the management of SD-WAN Center cartificates. instailing an SD-WAN Center certificate will alow this Virtual WAN 10 be managed/monitored Dy the SD-WAN Center platiom that generated

Browse. u d
te:|0D:DB:EB:1280:91:21 || Delete
+ System Maintenance Installed Certificates
Cestificate Fingerprint Start Date Expiration Date

5. BmEEx M, WEHEEFTHR SD-WAN Center SSLIEH.

Configuration > Virtual WAN > SD-WAN Center Certificates

SD-WAN Center Certificate Management
[Thiz section allows for the management of SD-WAN Center certificates. Installing an SD-WIAN Center certificate will allow this Virtual WAN to be managed/monitored by the SD-WAN Center platform that generated the certificate

Install Certificate: | Choose File | SDWANCENTE ..t (2).pem Upload and Install

Delete Certfcate: | 81:07.66.88:83:6C: Cz  ||_Delete |

6. BE EHEH%E, E=E SD-WAN Center SSLIEH EHE MCN, HEZETERNETHIIER.

Z2%E Citrix SD-WAN SSL 3+

April 9,2021

E7£ Citrix SD-WAN MCN #1 Citrix SD-WAN Center zjai2iri%E#, i5M MCN SD-WAN && T & SSL iEBH¥%
H%#E SD-WAN Center,

ERI LR B TE SGERH MCN EEREMIKEIES, AEFHLETE SD-WAN Center L,

Z(EMEEBM SSLBEEER, SIS EIEPREE SD-WAN Center. MCN £RSKIES, FHBTIEHEEERA
FRET RN RIEBHRR. SO ZEMRIEHRX SD-WAN Center #1TH 3 31IE,

B4 ZTE SD-WAN JEH, BHRITIUATIRE:
1. 72 MCN SD-WAN g&H, SAZIEE > ## WAN > SD-WAN Center it > MCN iE HEIE,

2. BESMERIEBUERD SSLIEBLEZS SD-WAN Center B9i&1=.

MCN Certificate Management

ement of the MCN certificate which is used to authenticate communication with an SD-WAN Center. The SSL certificate must be installed on the SD-WAN Center. Click the Download Certificate button below, then upload the certificate to the SD-WAN
SSLCe

ate
End Date: Sep 8 19:01:44 2029 GMT

Regenerate Cerlificate| | Dovnload Certiicate

AR
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EHER SSLIERRY, SD REXUBERRIERRS LMA SD-WAN Center #1715, B=E, 7
SD-WAN Center E FHHALREMEMBIERZH], FHSREEIERE,

3. BETHIER. SMEIFMFENUEHRFIER.

4. 7z Citrix SD-WAN Center Web REH, SAiZIECE > SSL iE+H > MCN iEH,

MCN Ce

5. BENEHEFETHB MCN SSLIEFH.

SD-WAN Center Certificate Management

management of SD-WAN Center certificates. Installing an nter certificate will allow this Virtual WAN to be managed/monitored by the SD-WAN Center platform that generated the certificate

| Choose File | SDWANCENTE .t (2) pem

Delete Certfcate: 81:07:66:88:83:6C: C2 v ||_Detete |

6. BE EHHRE, ©F MCN SSLIE+H &%) SD-WAN Center,

R E oI B SRR 0

April 13, 2021

7£ Citrix SD-WAN Center &1, mJLUEEHEMETIIRDITERIMIRS 28 LIRS S, X, EAUEMEETRE
WAN s89ErE Citrix SD-WAN & & KB EZ 51T 8E. BX1E ESXi RESF[ L BIHIEEFEHENER, B8R &
ESXi RSS2 ERIMNAEC EEUEFE. BX1E XenServer LRIEEEEEFMEMNEE, B2%7E XenServer ERINAERE
BIRENE,

EJ Citrix SD-WAN Center VM 5 &5&ch7Z0E, BRITUTIRE:
1. &% Citrix SD-WAN Center VM,
Citrix SD-WAN Center FERIA B R EZIEMN TR

R

i
w0

b
#1g: password

2. BEEERLF<, ARSEEFHEER,
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Citrix SD-WAN Center 11.4

ohboars  raul moniorng  Configuation  keporing [N _

Administration / Storage Maintenance

User/Authentication Settings

Global Settings
v Storage Systems @
Database Maintenance Host File System Type Size (MB) Available (MB) IctiveMigrate Dm!
I Storage Maintenance Local* Fdevhevda2 o 7416 443 O
Local Iaevnedn e 20480 unknosn @
| Apety
Thresholds €]

SD-WAN Center Database Storage and Auta Cleanup semtings are misconfigured, SD-WAN Center will reach auto cleanup threshold before the configured 6 months.

Stap stats polling when storage Usage exceeds | 55% | Of active storage size

[ Motify user when storage usage exceeds | 45% - of active storage size

3. AEMERGRIENTIR, ERECIRHTFHE.
4. EEIBEHIEARENA.
5. A ERMERFENEXHEEEE, ARRETIR.

Delete All Existing Files [x]

Switching the active storage system will remove all
existing files on the new file system.

Are you sure you wish to continue?

m I Cancel

X&% Citrix SD-WAN Center EF4FER, HEFNEAKEETHER,.
6. BUETTRE, BEH#E,
R BUH# E IR EE M4 TUE.

Z3E Citrix SD-WAN &%

April 13, 2021

BJLAEA Citrix SD-WAN Center IR E AL ENIREREXY, HEAENEERSHIERXIINETNIRE, B
KIFMMER, EBRRE Citrix SD-WAN &%,

BJ L% Citrix SD-WAN Center BEEB MR IEPRIFAIRS 2R, HEMEFHAET RIRfiTRI RS, XEFMTHRERNM
BANREREFAIE, BXEMER, BFSRE Citrix SD-WAN Center 1E AR IERRSS 250
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BJLAER Citrix SD-WAN Center £ I A SRR Z HRERM L ERE SD-WAN &I, AXEFEHAESR,
BEERAZEMEZE,

E2& Citrix SD-WAN &&

April 13,2021
R “BEERESR RELERE, HEEEESHE MCN, EXFHAER, BESRRERER.
aT L& Citrix SD-WAN Center 2/ MCN 1§ &N BEHREERS, BXFAER, BERAENEERS,

B L47E Citrix SD-WAN Center LECEREIRE, HIFHSHE SD-WAN MEHH—EIEE Citrix SD-WAN & & L.
BXREMER, BERRERE,

ACEYmiEes

April 13,2021

Fo & 4523 LU Citrix SD-WAN Center Web REIMA MR RIZME, IF SD-WAN WEHE=HT = (MCN) LiEfT
B9 Citrix SD-WAN Management Web &,

AR
BB E B EIZEM Citrix SD-WAN Center #5224 MBS, BRILUER “GLBHRIESR" FRIBHRBIEE
LURSIERRES, ¢/EREERE, FTLUSESHE MCON H#TRE, AEXEFLERME MCN &,

WoER Citrix SD-WAN Center i&%&%0 MCN BB RE R, LIZREE Citrix SD-WAN Center ERIERE L
RSHHE MCN LLEERE,
EXFEREERIESEEE Citrix SD-WAN #9340, 155157 Citrix SD-WAN 10.1 314,
ERERERIER T URITU T RE:

o AINHEE Citrix SD-WAN & & ik fiE.
« Fafg Citrix SD-WAN i&&.

« BIEHEN Citrix SD-WAN &,

o EXHEFER SD-WAN RFEBIRLEIRET,

EfTHECERES, FRITUTERE:

1. 7z Citrix SD-WAN Center Web RE, #HEEXRT+,
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2. BEMSRECE,
TEER T EERIERNERASMNNE TR, URFEERERNAE, ATRIXETE,

Configuration Editor Menu Bar View Tutorial link

.
=
:

Configuration Editor

Sections ) ome
View Regions —_—
View Sites _ - MIEEIRCEIET

Network Map

Audit Status Bar —————— [

‘BEERESR NIFSEaUTSMTE:

FEmIEREEY: OSBATRERESRENEIE RN, i, ZEERANNERTEHEBRIESNH
BENEEHIEHRRT. FAEERRENABEERESETHE N TRN—RIISEREA,

‘BEERIES S50 STNEIFAR—INEKE, G780 &4 2B, bR, EE. LHNnik. 824
&R A 2R B EW,

MEXE: WFEXEEE, BFIHAEERENXE, NFREXKEHE, RANERATRERRIAXE. BEEE
MBS, BN THTIRPERE K,

o EFRUR T HHERNRETHYNERERESPIANGST R, EEEMSARE, BM frop Th
FIRPERE— TR,

MEBRGY : 12t SD-WAN MBRRENE, BEGATEFETURHIBRELUEEESFARER. REHIERMU
EEREET,

HIPRSE: “EEEHRIES THRSRRESR, HEM TRERER NEHNBAREE. NHEEERESTH
BY, BRRSEA A, KSERANNBEZEIREN (A=3 goldenrod delta) RRLAFTANEREREFE
— P HZMEIR. RERSEAETIZEEENE RERFITERITEY IR,

ENEERS

April 9,2021

ENEERSHSISEREEES TR (MCN) &&MFFHEE L L, TH. GEMEE Citrix SD-WAN HEH0
B,
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BFHREEMSE MCN LiE17# Citrix SD-WAN E12 Web REA— MM, FETF Citrix SD-WAN Center, B2,

eI LAeEA Citrix SD-WAN Center £ ZIIEER MCN, HipRmEXEERS,
EITAENEERS, BERITUTERE:

1. 7£ Citrix SD-WAN Center Web RE+, gEHREIXETR R,

2. PEHEBNERE,

Dashboard Menitoring Configuration Reporting Administration

Configuration / Change Management
Network Discovery

Network Configuration
I Change Management

Appliance Settings

Click here to

Open Master Control Node's Change Management

3. ARHHMTAETEATRNERERRT, BHIAHEE.
TR BmERE MCN GUIL,
AR

X EER MCN £EER MCN GUI, BHERIEFUBAERER.

4. £ MCN management Web REH, BEHREEET .
5. SN (EMER) F, BEEMN WAN HZZ0H + UBFZH X,
6. BHEREE,

W BERENEERNSNE—T (ERIZMANE), MTEMT.

Change Management Wizard
Configuration Section Tab Page Tabs Breadcrumbs

Change
HEGEIET Step 1 Step 2 Step 3 Active Staged
Change Preparation Appliance Staging Activation
[reathgn T o s hcitsChange - [Butten
---------- -> MCN MCN [ Clients J|[_moN_] U [ Glient:
Cicting t Activate Staged breon il 2 £ te Appiance StSgng HEp, Where ou may it 2 3 prvisuly-staped sppiancs package f presen)
Page Area ——>
[Acsiate suges| [323n - | «—— Begin Button
Configuration Filenames:  Actve -latest-mcnzip  Staged - latest-menzip
(]
Currently Actve Currentty taged Taffcmempion | pousens
Site-Applance Model | Sute R
Site-Appliance Table ——> Softuare Contig Softwsre Contig Expectea Ac
| vasternopiance cerom ounsss 102592818 o10msa012 740 928716 in s saweseged
s e /saged

Active/ Staged Download Links
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7. BERmizAS, HBEGEFIRE.

REIRE

AR
BXEARAS L. BEUKREISE EEE SD-WAN BEGMEENTEIRE, i521% (SD-WAN 9.1.0
BFiEm).

ENEERASESUTSMTE:

NEKE: ErEREERSSIENERE. ®REMNEIRE,

BENEERSTUAT+: EREKENAEN, ERSNE—It, RRERSISEPRITEESROIRF
FIHED R, HEDRAFENIRSH, ATUBEEZETRLUREI R ESH E— N TH, EhEH+<E
THEMUBEBFERET. REFERTFENNET R, ERFATFAEDRES, EETHRAE KB
(ZAINSE), EREMEMEIR.

RE-URK ERSREKEES, ERESEXEIEEEREURNER, UKATFTHIZRERS
MERBENHEFRENGEEE, FHETXH, REER—F zip XHE, HPE2ERATZIL
BHSLUNEEEESNEN SD-WAN R+ 8, REFNEEXHRE D ERT AthigdE E HFnEEI
HEENEFERTR.

EoH[EEF THEEE: ETRREEFR (REME) ERE-BRRPNENZEP, TUEHENKESR
BUBEIZ LA T RO IR B IE R E R E R B

Fiatedl: REFRUBHEREERSIEH R EENESET R,

RS MRXAZRNE, MEBBRIINNEFEE, ERILEFERASHIITIES R
BEHAED RERHNSUENEH BhSE H7 REERN RS,

April 9,2021

B LA7E Citrix SD-WAN Center LECEREIRE, HIFHSHE SD-WAN MEHH—EIEE Citrix SD-WAN & & £
ERERENE L, ATLRITIATRME:

BIEMEREIREN M
TAHEENENEEREX .
MAHIT BN SAEBIREX .
REEREX G THE AT RN,
BEREXMHSHAREREE,

EERRFREXHHFESRHINEE RS, BRITUTERE:

1. 7z Citrix SD-WAN Center Web f&Es, #HEE XN+,

2. BEIRERE, ARREHE.
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Citrix SD-WAN Center

Dashboard Fault Monitoring Configuration Reporting Administration

Configuration / Appliance Settings
Network Discovery J PP E

Network Configuration
ge Management

I Appliance Settings General Include in File
Web Console Timeout:
5
Management Interface DHCP Relay ™ Include in File

DHCP Relay can only be enabled for appliances running OS 4.5 and above. Appliances will Ignore this request if requirement Is not met.
DHCP Server 1P Address:

[ Enable DHCP Relay 10.20.10.1

DNS O Include in File

NTP O Include in File

Timezone ¥ Include in File

Time Zone:

o

3. AFMRMIREEFESEXMHF, HARBEEESHE. AXFAER, BEREERER.

admin ~

4. BHSH, ERFAWEET, WAREREXHFNEMN, AERERE. HIRKERSHIREREWIEE.

5. ZEFRYP, EERERE, ABERERRERESLEINGSE,
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Export Appliance Settings @EI
Destination:
Managed Appliances ﬂ

Export the settings file to the selected managed appliances.

Showing1-Zzof 2 Search
W] Select ~lsite Name : Appllance 1D Management P Model  [Communication State  [Transfer Status

k] DC:0 10.102.29.235 Ccovpx not_polling Idie

¥l Branchone-0 10.102.29_245 cowpx not_polling Idie

| Export | Cancel

ERLERETHE A BN, BEERFRPEREG T,

6. BEHFH,

itg LTE ih IR

February 18,2022

Citrix SD-WAN Center AFEinEEEMEEWNERNFAE LTE th. ©EIEEIHNE LTE A%IEHEIME USB
LTE 18%## R 8815 2r018 &,

Citrix SD-WAN i&#& (41 Citrix SD-WAN 210 SE LTE #1 110 LTE Wi-Fi &%) REREBEMNAE LTE @AIfFESE. &
ERTAFE LT Citrix SD-WAN #8 EiE#5MF 3G/4G USB 1AHf#1A2S.

« Citrix SD-WAN 210 SE
« Citrix SD-WAN 210 %F3 LTE
« Citrix SD-WAN 110 SE
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« Citrix SD-WAN 110 LTE F£km%8 SE

CDC KM, MBIM 71 NCM 2R =7 5M 28 USB AR AR KR, &R LUEE #7689 Citrix SD-WAN GUI #1
Citrix SD-WAN Center B2 & APN iR B E /R AEGI#RIEZE, CDC LIAXM USB A E SRR ZIFB T Hig
=

SMER LTE A%IAR IR 2R RIBCE |

o fERSZHFRY USB LTE #5188, ZFRmMEmeeaES 2 Verizon USB730L #1 AT & T USB800,

o HafRRE SIM RN USB LTE #3528, CDC LIKW LTE H#REEFHACE 75 IP ik, sNRKEBA SIM &, M
STIEEH S BUERSIENE ST EZ,

o ¥ CDC BUAM LTE # #2385\ SD-WAN i&& 250, RN USB #5iE#E) Windows /Linux i+8#, HH
REEKMNIEEL(E, £AERN APN MBohHEEFIEE, WX USB MERNEZEEXEMRIAME “Fo” &
B “BE7

A=

« Citrix SD-WAN ig&— R Rz #— USB LTE #%if88. MRIENT Z1 USB #i2E, B THRERR
88, ARIEN—IERES,

« Citrix SD-WAN & & F%# USB 1A% ARN AR BHNEL, BREZEIRDEHBEEHELZRATA
F &2 N8R,

« I FEEFBEIMNE MBIM ¥z 2 MmN ER LTE IBHRRSSIERE. XEFHNITN.

o EANSMB LTE %R 1A2ET, SD-WAN IREHEALN 3 24 8EIRGIE,

MERFISMED IR AR R 88 ST IS RO

ShaREBIAEEZR-CDC LK SMERAHIAREZS-MBIM A0

21 RE IR 2 NCM
SIM +Em ZEATLHMSIM KN & &
#E
SIMPIN £ & &
APN &8 2 & 2
LI E 2 & &
A 2 & 3
/2 AR 2 & 2
ERIHHIEES 2 3 &
RIR SIM £ 2 & &
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EREEEMEHM LTE b=, 157 SD-WAN Center BRRETSMEIEE > Bk, LaFIH T8 SD-WAN
Center BB RAFFE LTE 185,

SNFSXIFEE, ERILUAFEERERE LTE MRKE, RIABRT, ‘B KEAFERRES,

TR Ay LU LTE R&E R SMERIFEREEE,

B HERIMPIARIRESRNIRE, FSMNE BB > BaEH. ©F SNNETRRER (FREGARES
Dashboard Fault Monitoring Configuratior Reporting Administration Nitro API

<

Configuration / Mobile Broadband
Network Discovery

Network Configuration SelectRegion: | Default_Region v ©
Zero Touch Deployment Select Model: | 210 v

C'Wdl‘g& Manager'\enl Select Modem: External Modem v

Appliance Settings Note: For Internal Modem, 110-Base and 210-Base Model are not supported.

I Mobile Broadband
Remote Management and LTE Site Support

Licensing
Show 100 v entries Search: O
Hosted Firewall Site Name A Product ID Vendor ID Manufacturer Name ProductName
Cloud Connectivity > Richard_210 T4dc 12d1
Showing 110 1 of 1 entries
Security
AR
Pa =

SMNEBIRHIAZAES B Al A S35 SIM PIN M Efh LTE JA%IRIASEE.

EYHERAIARRESRNRE, BSNE BB > BaREH. ©F RERTRER (FREHRES

AR

RER LTE S8 LTE #&1ERRE,
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0
Show 100 4 entries Showing 1 to 1 of 1 entries Search:
A Site Name Available Firmware Model  Modem Status  [Radio Interface  Home Network  [Signal Strength APN Session State  |IP Address | IMS| Number MS ISDN IMEI Active Fi
AUTO-SIM v 210- . fast.t-
BR210 Enabled LTE T-Mobile Good CONNECTED ~ 10.48.57.252 405861056304401 919110491538 350075062404792 02.28.00.
A LTER? mobile.com
i}
Manufact = Sierra Wireless, Incorporated Model ID: EM7430 Firmw. Ri ions: SWI9%30C_02.28.00.00 r7500 CARMD-EV-FRMWR2 2018/02/02 23:38:13
Boot Revisions: SWI9X30C_02.28,00.00 r7500 CARMD-EV-FRMWR2 2018/02/02 23:38:13 PRI Revision: 9907603 001.000 Generic-M2M  PRL Version: 1
Modem PRL Preference: 0 IMSI: 405861056304401 ESN Number: 0
IMEI Number: 359075062404792 1CCID Number: 89918610400106155113 MEID Number: 35007506240479
Hardware Revision: 1.0 Modem State: READY
Home Network:T-Mobile Roaming Status: Home Session State: CONNECTED
Cellular Network ~ Data Bearer: GPRS Dormancy Status: Traffic Channel Active LU Reject Cause: 0
Card State: Ready
Radio Interface: LTE  Active Band Class: 142 Active Channel: 38850
RF Information  Signal Strength: Good  ECIO: 6 10:0
SINR: 0 RSRQ: -15
PDP Type: IPv4 Authentication: PAP Profile Name:
Profile APN Namerfast.t-mobile.com User Name: 1P Address: 10.48.57.252
Primary DNS: 49.45.0.1 Secondary DNS: 255.255.255.255  Gateway Address: 10.48.57.253
Call Statistics Call Status: CONNECTED  Bytes Transferred: 107356126 Bytes Recieved: 149029618

BRI LUER B MERE WS MKERRITUT LTE AHERIRSHR(F:

BR: EEELRERIARRRRS.

B TEELRERARAERRZS.

ERE: EEESERBIAHRES.

APN: #FmEitBcE APN iRE. BXEZER, B2H K& APN iRE.

ElfF: WETERT 210 LTE i&&. MKWHEZRFFENE M. G BUEF X EHE EHFH N AR EHE
XX tt. METREHFIRS, ERLUEERAHBIIRE.

FE
ESXIEERED, AR LS EEIRET %@ SD-WAN Center Headend 5. ERILMISTE
Xig g Collector SD-WAN Center $17E4121E,

RlFr SIM & @K SIM RRAH LTI REFHITFRRIF SIM £o HITUIRIER N T HMEEAN 210 SE
LTE JA%IAZEZREIH SIM +.

SIM Ei&m: HAmUERTF 110 LTE i&%. 110 LTE &&= SIM &, &ErILUEE SIM REIED.

ML A LAE 2R R ER LTE JA%5I#RE2800 Citrix SD-WAN €& EiREB M, ZRNMEEE 36,
4G HME, T 110 LTE 8%, HERENAERR SIM +,

2. BIAERT, 1 LTE & LERREHED, EaLUERERATE. XF 110 LTE i&&, HERENAEN
SIM %,

TR LIERA LTE ig& LECE LTE Thee. BXEFAER, 1555 £ 210 SE LTE LECE LTE Thae,

BXEE 110-LTE-WIFI i&&ES, &5 7 110 LTE Wi-Fi LECE LTE Thak,
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APN g &

APN BEIREIZMAIRENRR, ATFETESNESNEMALERN SR SMXNER, EAIUNSEFL
JREXAPN 28, HE—AZ% 4 LTE 8% LinieficE APN & &,

AR

APN g ERFEIE Ao

ZicE APNigE:

1. 72 SD-WAN Center BFREF, SMEEE > BohEH, EFENHEE APNIREN LTE iix, ARRE
APN.

APN Settings
APM:

fast.t-mobile.com

Isername:

Password:

Authentication:

Mone ¥

Apply Settings on Selected Sites |

Note: APN and Username must contain a
combination of only

letters, numbers,underscore(_),commercial
at(@),dot(.) or dash(-).

2. ¥ 110 LTE ig#&, #ikFNA APN iRER SIM +.

3. MAZEBRMA APN 5. AP &, B SHRIE, EIUM PAP. CHAP. PAPCHAP S1338iEthiX
BHITERE. MREEFRREEMSHIIERE, BRHRENT.

4. BEEFMELS ENAIZE.,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 77



Citrix SD-WAN Center 11.4

3% Citrix SD-WAN Center E/iFe]iEARSE 28

April 13,2021

A LUREX L8 g & B9IFAIE, 7£ SD-WAN Center  EEHH =3, E¥ SD-WAN Center BEIZiZiF el iEARSZ 28,
15%% SD-WAN Center 89 IP it Fe B AR FEHR R FAIIERNTERS R, BXFEHAEE, BFERERFIEE
I,

BEENEEIERMBEEREIERE, MRFETERE, 7&K EEM SD-WAN Center 3REXFFATIE,
NFEEANXLEFRIE, BIEIFRNES B4 SD-WAN Center BSHIEM,

£8% SD-WAN Center XA IRENIFEHEFAER, HFSMAKE > ¥ > NEHE,

Network_Summary License Details File Management
Show| 100 ¥ |entries Search:

Site Name A License Server State Model MAXBW Feature Maintenance Expiry License Expiry License Type
u3-men-conf 10.102.74.42:27000 Licensed Vioovw 100 M/S E Sat Dec 1 00:00:00 2018 Sun Dec 2 00:00:00 2018 Retail
u3-men-conf E
u3-nod1-conf Locally Licensed Licensed V1000VW 1000 Mbps SE Sat Dec 1 00:00:00 2018 Sun Dec 2 00-:00:00 2018 Retail
u3-nod2-conf Locally Licensed Licensed Vioovw 100 Mbps E SatDec 1 00:00:00 2018 Sun Dec 2 00:00:00 2018 Retall
u3-nod2-conf E

Showing 1to 3 of 3 entries

RERUTSH:
o THRBAMR WERRIE R,

o FAENEARSSES: FRANEARSERAY IP bR O S, MR ANERAIRE LAMTEYN, WRERN “Aiif
"7

o RE RENHANFAHERS, BREBIFIHRRIT,
o B FHERFNRERS,
« MAXBW: iFe]AIFEMAIRAHE.
 IhiE: WaNELFM Citrix SD-WAN RR7s,
o P El: Citrix E=ARMRSHET AR,
AR

MEFERARE, MRRGERBBST4PIHBE, WARRFARK T

o VFRNESHE: FFRHERTEAEER.

o VFRNEREY: FRHERZEE,
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E F#H7E SD-WAN Center & THEX M, BERITUTIRE:
1. 3XEX Citrix SD-WAN i& &8 LEH I EREESMITEN L.
AR

B xIRE Citrix SD-WAN HBE¥FrIERYEER, 3EBXR Citrix SD-WAN B 3255,

2. 1£ SD-WAN Center GUI #, SMEIFET > XHEE,
3. HEEXHEDH, BENE. NENAMITENPEFFENEX Y, ARRE EHHRE,
ERENIFAHEXHEX S TRREDTIY, ErLUEREEERMRITFANEX .
Configuration / Licensing / File Management
Network_summary License Detais File Management

Host Id: 721b41628921

Upload File

Browse...

Files
File

VEXVW_100_SERVER_RETAIL_720GF_1SA_1000-Serverslic v
e
VEXVW,_100_SERVER RETAIL 720GP_1SA._1000-Serversiic | Ibkaall] Mk

CCB_2000EE-300_SSERVER_Retail lic

AR
E#1ID f3 SD-WAN Center 41 ID, BFEMIFRIEX . 7£ Citrix SD-WAN Center ET5%& E#HFH R E(E
FAAREMN ID ERAFRIEX 4.
ERI LGB SMERE > 0] > FaEEAER, REEE Citrix SD-WAN Center £ EEHFZEMIFRE IF A IEXX 5
RREZATESH
Configuration / Licensing / License Details

Network_Summary License Details File Management

Host Id: 721b41628921

Show| 100 ¥ entries Search:
Model A Used Count Total Count Maintenance Expiry License Expiry License Type
2000EE-300 0 1 Sun Dec 100:00:00 2018 Sun Dec 100:00:00 2018 Retail
Viooww 2z 1000 Sun Dec 100:00:00 2018 Sun Dec 100:00:00 2018 Retail

Showing 1 to 2 of 2 entries

RETUTSH:

o BIS: FAEFRIRERS,
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« BRI RETIIFAIERIRER,

o B ATRRELFANEIRE B K.
o Pl Citrix E=ARMRS BT EAR A,
o FEIESH: WFAIERSHA B #,

o VFRANIEEE: FELERIZEEL,

M Citrix SD-WAN Center 7= Azure = Citrix SD-WAN

April 13,2021

i&EATF Azure B9 Citrix SD-WAN SAHREBEEME NI XE Azure FRENUARFEIEERSNERE, ML
FEIHER O EREHTEIFZNIE,

WEFM

« Citrix Workspace Cloud &1&,

« Azure iTHIEHR

Azure N REFHRS TAHSET RGNS IRIEFINLENIR, ESREWE: EHI7F e IR Z R
Azure AD [ RIZFHARS 14,

BIERRS ARG, BIZ FTUTHARES:

Azure iTiE%E ID
#F 1D

- ZA#ER ID

- &%

fEF ctx-sdw-sw-xxxxxxx £ MCN/SD-WAN Center L HITEXEE,
M Citrix SD-WAN Center #, &I MCN HHBUEMELE.

1% Azure LM SD-WAN Center 8 Citrix SD-WAN, ESMEIEE > =i%# > Azure > Bk Azure 3E,
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Fault Aonitoring Reporting Nitro AP|
<
Network Disconery Configuration / Cloud C ivity / Azure | A
Network Configuration
Cloud Connectivity Deployment €]

Zero Touch Deployment
playm Cloud Connectivity Deployment requires login inte Citrix Workspace Cloud.

Change Management

Appliance Seings Cloud € q Intermaet and from Citrix Cloud for the D feature.

) Ensure that pop-ups are allowed from your SOWAN Center I Address,
Mobile Broadband

Licensing
Login to Citrix Workspace Clowd

Cloud Connectivity v
Cloud Direct
Azure v
Virtual WAN
Automated Azure Deployment
Security

£/ Citrix Cloud EEE R,

Bznifk Azure ZfE

Dashboard Fault Configuration Nitro AFI

Configuration / Cloud Connectivity / Azure [ Automated Azure Deployment

Change Management SITE NAME VM NAME VM SIZE

Metwork Discovery

Network Configuration

Zero Touch Deployment

TP RESOURCE GROUP ATURE REGION VNET STATUS

Appliance Settings

Maobile Broadband

Licensing
Cloud Connectivity v
Cloud Direct
No rows found
Azure i
Virtual WAN

Automated Azure Deployment

Security »
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BHRIERTHARMY Azure ITHIIFAERS. BE “RIVEMEE" EHAIM MCN PHRREDNIETZTHEE,

Settings
Azure Subscription ID
TenantID *
Application ID

Secret Key

Save Cancel

7z Azure FZBZ Citrix SD-WAN

7% Microsoft Azure 182 Citrix SD-WAN, EHITUL T21E:
1. BEHRMIESLURMETR SD-WAN 261, ©7F Azure TRESTEYFNITE T 62 SD-WAN E#iHl.
FEIEELIED, EELITLTIRE:

« Bzpr MCN £ S a07EENECE AR NFET A NG = B9 SD-WAN ECE.
s MITENEE,
5 MCN BYSR 4 hie A FIECE 2 A F L is <o

FTERERRE. EMMENNSZIRE,

Dashboard Fault Menitering Configuration Reporting Administration Nitro AP
<
Configuration / Cloud C
Network Discovery
Ni k i .
otk Configuraton Basic Settings Basic Settings
Zero Touch Deployment
Virtual Machine
€hange Management Choose VM settings

Appllance Settings virtual Network
Choose VNet settings
Mabile Broadband

& summal .
Licensing Zarmary
. Br-eastus
Cloud Connectivity v
Cloud Direct
Azure
Virtual WAN

Automated Azure Deployment

Security >
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£ BRIRE T, NTHFIRFERKEMFRA, EFEKERE, RHRATHIREERIITHE FIHEKEHE
FrERARIRAE,

e =

EARMIER, BRABTINT,

ALOERIMENERIRAE, HPE MBI R— M R RIRE,

Create a resource group

Resource group

resource-groupl

2. MR EMEREAKEEREDERN, BHATUREREREBELREM,
AR
MRk = B REF SD-WAN B2 Z#RIER, 72 SD-WAN REH 22—,
Azure EMH B IF2IRIBIE 2B AZ-regionname-sitename B E /M,

3. BFE T—% UEEEH.
Basic Settings Virtual Machine Settings

Virtual Machine
Choose VM settings

Virtual Network
Choose VNet settings s

Summary
Confirm  sesssssesseees

Close Previous m

AP A, BRMRIAER. FAELT, VM BRONMRBIREX/NBETR. IRFE, BEELA/NLIE
FEARRBIEMIIA

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 83



Citrix SD-WAN Center 11.4

AR

EEHERMNILE R EIEEEY Azure SD-WAN B RILARNIR, BRGEENR, BERAEEAE
1o

Select a VM Size

VM SIZE OFFERING FAMILY VCPUS RAM (GB) DATA DISKS MAX IOPS TEMPORARY 5... PREMIUMDISK...
Standard_D3.. Staﬁaard General purp.. 4 14 16 16x500 200 GB No
®) Standard_D4. Standard General purp. 8 28 32 32x500 400 GB No
Standard_F16 Standard Compute opti.. 16 32 64 64x500 256 GB No
Standard_F8 Standard Compute opti.. 8 16 32 32x500 128 GB No
Page 1 of1 v

4. BET—SHITENMEIRE.
5. MTHIFIRPEFEMME, ZIIREEFME Azure KIBHRIFRE EPANLE,

Dashboard Fault Monitoring Configuration Repaorting Administration Nitro API

[< jon / Cloud C: ity / Azure [ Azure

Network Discovery

Network Configuration

Basic Settings Virtual Network Settings Create Subnet

Zero Touch Deglayment Virtust Metwork *
Virtual Machine
Change Management Choose VM settings wnetl (ResourceGroupl)
Appliance Settings Virtual Network I !
Choose VNet settings o
Mobile Broadband
Licensii Summary
" Confirm o
Cloud Connectivity ~ snet-lan - [10.0.1.0/24)

Cloud Direct WAN Subret *

Azure v snet-wan - (10.0.2.0/24)
Wirtual WAN Route Table Name * Rout 55 Pre
Automated Azure Deployment

security b

Close Previous

FILTEIL A ENER L8 B i m, WA ASUEFRENNG. BEMECIEMIENNE, RIEEMMEZRZR.
#utt==iE) (FBEBEXE M IP #iukziE). F & Fmitit=iE,
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Create Virtual Network

Name *
VirtualNetworkl

Address Space *
10.1.0.0/16

Subnet Name
VirtualSubnetl

Subnet Address Space "

10.1.0.0/24

6. ER—IFMHITEE,

Dashboard Fault

Monitoring

Configuration

Cancel

Reporting Administration Nitro API

Metwork Discovery

Metwork Configuration

Zero Touch Deployment

€hange Management

Appliance Settings

Mabile Broadband

Licensing
Clowd Connectivity hd
Cloud Direct
Azure ~
Virtual WAN

Automated Azure Deployment

Security >

Configuration / Cloud Connectivity / Azure / Automated Azure Deployment

Basic Settings

Virtual Machine
Choose VM settings

Virtual Network
Choose Vet settings

Summary
Confirm

Virtual Network Settings
Virtual Network *
vnetl (ResourceGroupl)

Address Space10.0.0.0/16

t Subnet *
snet-mgmt - (10.0.0.0/24)

nt - (10.0.0.0/24)

[100.10/24)

Aoute Table Name * Route Table Address Prefi®

Close

7. EFEJLERGIRFMIER (MG EBFIR) -1 FM,

Create Subnet
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Create Subnet

Name
VirtualSubnet]|

Address Space

10.1.2.0/24

Virtual network: vnetl

Resource group: ResourceGroupl

cnce

8. MTFuFI&RS, ®FEMATF LAN 1 WAN WAREFM, FHEMEERBFUKRBHERMUFR, BRI
ZEREEMEL SD-WAN g&BBintit =5, HEtERtibEEs Azure BEEEM.

AR
ERERES LAN FRXEE, NRIEEFER LAN FWMEBXBNERER, WEERZKER, HELEWESH
17BN, BN, ERLIEERBREN.

9. BHT—PERHRIMKENFARGEE, ARBEEHEIE,

Dashboard Fault Monitaring Configuration Reporting Administration Nitro API

Configuration / Cloud Connectivity / Azure [ Automated Azure Deployment

Metwark Discovery
Metwork Configuration N
N Basic Settings Summary
Zero Touch Deployment Baslc & irtusl N
Virtual Machine asic Settings Virtual Network Settings
Change Management Choose VM settings
Resource Group ResourceGroupl Virtual Network wnetl
Appliance Settings Virtual Network Agure Region £astus Management SUbNEt Name SNet-mgmt
Choose Vhet settings
Mobile Broadband SD-WAN Version 102 ::.r:gunenlsuhnmm D04
Site Name: Br-gastus
Licensing ESHT::BW LAN Subnet Name snet-lan
Virtual Machine Settings e
Cloud Connecthvity . LAN Subnet Address Prefix 10.0.1.0/2:
Usernama John WAN Subnet Name snet-wan
Cloud Direct P
Virtual Machine Size | Standard_D3_v2 WAN Subnet Address Prefix 10.02.0/24
Azure ~
Route Table Name customertable
Virtual WAN Route Address Prefix 20100116
Automated Azure Deployment
Security »

A= ER—FUASHES, BHEBERIIEH.
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Dashboard Fault Maonitaring Configuration Reporting Administration Nitra API

Wenwork Discovery / Cloud © y / Aure [ Azure
Network Configuration | SD-WAN deployment initiated successfully. The deployment process could take few minutes to complete. Click View Status button in the deployment list page to know the status. |
Zero Touch Deployment
Basic Settings Summary
Change Management . . i .
Virtual Machine Basic Settings Virtual Network Settings
Appliance Settings Choose VM settings
Resource Group ResourceGroupl WVirtual Network wnetl
Mobile Broadband Virtual Network Azure Region eastus Management Subnet Name snet-mget
Choose VNet settings
Licensing SD-WAN Version 102 Management Subnet Address. 10000724
Site N, B o
ite Name reastus
Clowd Connectivity v ?:r:':'zﬂl'y LAN Subnet Name: snet-lan
Virtual Machine Settings
Cloud Direct LAN Subnet Address Prefix 1001.0/24
Usemame lohn WAN -
Azure w Subnet Name SNEt-wan
Virtual Machine Size  Standard_D3_v2 WAN Subnet Address Prefix 1002.0/24
Wirtual WAN
Route Table Name customertable
Automated Azure Deployment
Route Address Prefix 20100/16
Security »
Close

BMERRFERR LB 8E5TH, BNEREEERTURIAE XBERSHIRNER.
ERRZIET, BHRITUTRE:

o ERFBEEEM Azure XKigHhoIE,
o IS BEhFME SD-WAN S35 SD-WAN E2Er,
o EEEBEEM Azure VM EHITEXREIE,

STEREREE, EIMEBERBTE MCN 5 Azure iR ZiEi 21, MRIBBBEIHER, SEBELR, FiEEHEIRNERES
EIRo

AIANBRT, ZGRENRINBREN—Bo#HTRE, CRTEARINEBREANIIAKIE,

Network Discovery

E Please make sure that the single step upgrade file (ctx-sdw-sw-ocoon zip) is uploaded in change management screen on the MCN.
Network Configuration

Change Management
X SITE MAME VM NAME VM SIZE MANAGEMENT IP RESOURCE GROUR AZURE REGION VNET STATUS
Appliance Settings

az5245 AZ-westus-az5245  Standard_D3_v2 13891243113 5DC5245 Wist Us wnet Running/Configu_
Mobile Broadband

az5247 AZ-westus-az5247  Standard_D3_v2 10442196163 SDC5247 West US vnetaaa Running
Licensing

Cloud Connectivity W

Cloud Direct

Azure w
Virtual WAN
Automated Azure Deployment

Secufity >

o UhmBFR: Citrix SD-WAN w69 & 5, ttihmBFR7E Citrix SD-WAN ECEHER.
« VM &Z#R: 7Z Azure SFREHI R (VM) BB FR,
o VM X/)h: QIR BHEERT vm K/
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o BEIP: HEcHaHEIER SD-WAN VM rEIE |P Hitik,

o BRA: BRANTRAZ BNZEEMFEIERRIAGERT A, Azure EIWIEFILZEIRA, 7 Citrix SD-WAN
BEHECIRMFRRELFRATHITOH, MRHBEIEPHMEMAEIR, FUIFREAPLIZNFIRRHRM
FRo

* Azure X1 RTHRAKRHZRIME,
« VNet: iR EFEERREMMLE,
o RE: R VM BPRE
BERIFRIEH LOREU R 2R, SR LR AFmEL R BESELLE VM. —RRBEER— MG R,

HERMRE, &R MCN 5 Citrix SD-WAN Center UEEEIMERFHRTS,

THEAREEE

April 13,2021
AR
1R1Ei%E#F Citrix SD-WAN & & 2SR BERS

o SD-WAN 110 #rERR

« SD-WAN 210 Standard Edition

» SD-WAN 410 Standard Edition

« SD-WAN 2100 Standard Edition

« SD-WAN 1000 Standard Edition (EEZ#6|EMR%)
« SD-WAN 1000 elrhR (BRAR) (REEFMME)
« SD-WAN 1100 #x/EhR

« SD-WAN 1100 Premium (Enterprise) Edition
« SD-WAN 2000 #7ERR (REEMME)

« SD-WAN 2000 ViR (BRhR (FEEME)

« SD-WAN AWS VPX 324

STHEMMEE (ZTD) lRSZ2— Citrix WREBERIRS, AVFE Citrix SD-WAN MERLIHIZE, HEHTEMRA 2
HMEEERE, JUMMERHEET RRBLLRLEEFE (SSL) hilisia ZTD =RS.

ZTD =R U5 Rk Citrix WERS #HITRLBE, UEANWE T SEMINEENIEE (10 SD-WAN 410-SE.
2100-SE) #1THRRIE. EWARSEMAL, SIUNERSEMEBBIERH#ITIMNIIE, MMERRIEEF KPS Citrix
SD-WAN R&8IF5S Z BB XEK.
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ZTD SRR IIER

ERAE AR O R

Citrix SD-WAN E25 -85 U TEEIHTH SD-WAN B BRI RAIAF

o {#A Citrix SD-WAN Center IEEET AQEERE, FIMEEH T = (MCN) SD-WAN BEENEE
« Citrix Cloud BERA#ita T m B EBHTIEMIEBRS.
AR
WNEREE SD-WAN Center @3 IERSE 281%12% Internet, M7z SD-WAN Center FERBERIEIRSE 2818
B, BXFMAEER, BEN SEMTENRIERSFLE,
MBREBR-ARCWMKEIE (DHCP. DNS. Internet. BHAIES) HAF

 MEXE, BFEMHAEIZE M SD-WAN Center ) FQDN sdwanzt.citrixnetworkapi.net Hi55&(=,

AR L =

MPREREF - KA ERUTEERIEN LA RERERF!
- ¥p2fRIE Citrix SD-WAN €&,

EFMMGRIE ZTD MRS,

- FrEEy: SD-WAN 1000-SE. 2000-SE. 1000-EE. 2000-EE
- RA@2%EH: SD-WAN 410-SE. 2100-SE
o BIRZEMNIGE.
o EEEEOLEEILEN Internet iEE (FIg0, MGMT 5 0/1),
o 7EERIRIEO (5170 apA.WAN. apB.WAN. apC.WAN. 0/2. 0/3. 0/5%) &g U WAN $EE%EE,
AR

EMRANFERRBETER, B, FSFEELT BEENEIRR O FIR.
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SD-WAN Center

Citrix fero Touch

Dieployment Service It ernset

TCP Port: 443
h 1. Regquest to deploy new branch in :
a rone (S0-WAN admin associates

naw branch node with the correct
MCHN through Configuration)

Internet L. Initiates process .
TCP Port: 443 connecting securely
with the ITD service
; Internet/MPLS
e o e =
SO-WAN - 5T 3. Branch contacts MCN FO-WAN - SD-WAN - SE SO-WAM - 5T
Cliarst: Meolr zone based on ZTD (RACH = Zome 1) [mecrs — Zoese 2) (MACN = Fore 5]

Brarsch e Cloud

installed configuration

FERRUTBERN, THREBNEATEMEERS:

o+ EzhiafT SD-WAN #2A R E =472 (MCN)o

+ E&hiefT SD-WAN Center (@I EHIERZEEEE MCN),

#£ https://onboarding.cloud.com L8l Citrix Cloud ER&iE (FELIEKA IS B TEIMREA).

IR0 443 tEEERERETRIERS SR EED Internet MLEEE (SD-WAN Center #1 SD-WAN &%)
7Ei%0 443 EiE#E Internet LU SD-WAN Center Web 717 LU#T ZTD #3418 8,

(A1i%) EEFPHENXT, ELVE—8EMETES M SD-WAN &%, HEEYMNEINERETTLUEESD
MCN, UZEBhIIEEIAREMSEHRINEINEER,

BE—IUEFHEHAZLEN, B1F SD-WAN EERIIE underlay RERE AV A ERFRIMAE R
TEMEETHN BRI EMNRKRR. XEERWIDELMIMAEMEHRRI S EEEME NAT REFFER, HERHIA
UDP #i%01 4980 B RET AT NMILE LLEIA MCN,

Zero Touch

Deployment Service Citrix Cloud Login SD-WAN Center
fooo | —

== Jl"n"J.~'_;_. ;‘ l A}

TCP Port: 443

Serial Number I TCP Port: 443

SD-WAN - S
Remote cllant Nod SD-WAMN — 5E
O [MCN) Data Center

or Cloud
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SIRMERE AR S5 R

THEMEIEMRSS SD-WAN Center £5H, URMES FHENS 2V SD-WAN g%, SD-WAN Center 2
B2 E Sy ATF SD-WAN Standard #1 Enterprise (Premium) Edition i§EMNHREETE, EFATEMTERS
(F ZTD =iRE), EERAMTABERERNE— SD-WAN i&%, SRS SD-WAN Center BELEMEFE HhRE
B, 4 SD-WAN Center (hr7 9.1 IERIRAE) 5% Internet i&E#%2lix0 443 B, SD-WAN Center 8505
MERSHLELENAG UEHSHMIETETIRE, H6572 SD-WAN Center &9 GUI IR SHEMEIE LT, BIAE
S, 72 SD-WAN Center R4 AR ETERMBE, XRATHEAYEERABSHEAIRSEMEITENIITENZ
i, HREEMERFEELNVBE S,

[E7EIETT89 SD-WAN HiE B EiH M S M ERS PETEME, Kidd el Citrix Cloud kR ERRTEM. &L
SD-WAN Center g5 ZTD service &5, GUI &7 “BLE” EU R TETRTEMBE LT, BRTBEMRSSN
54%7E SD-WAN IFEREXHZEF ID #1THHIIE, FEM SD-WAN Center, LU##—F3¢ ZTD & EBHITHHIE
o

M SD-WAN Center &R E TR, SD-WAN EE5RFEN AR EIL<ThEEREE SD-WAN BCE L
ANt R. SD-WAN Center fER#EEAIAINNIESEE) ZTD #&E. 4 SD-WAN EERREMA ZTD #i2E6mih
REGHITERER, thEit A IR BE AR FYISIREHITMEMIIE, NMERDREIZF BB FEpE LA
fERIZELD.

MY REEFEZWBFIEERS, RAZERBEEME, TUHTIEMREE, HATUFBRITREDRE, U
E7E MGMT s O L BahFiEREIRE, LUSEI DHCP IP stiit S ESLAR 18] Internet, tb5h, ERTLUEI SR LAN
WAN 5%k, HMFIENAH ZTD Service kit2, HBIEAZUE URL #1THEM. MREBRENZETRES
KB, $THECE URL B, BABHRITITERUBMEEENSIFRHLRELS], FtREEFARTERITEMAEREF.

FHEMEERIRS AT B RITIA T RE:
MRDZIgE LRETIHINEE, B THHER ZTD R

o BERIEFFISHOXIGEHRTEHRIL,

o BESHEIE SD-WAN BERZEEMEA SD-WAN Center #2THT ZTD #yih =,
« M SD-WAN Center il BtM& &R ERBLE X Mo

s BRETBEMSENEEXHHEEEIDXIKE.

s ENXIRE L REREXMH

o FEMERE SD-WAN RH-BHSFAEEMEEE D218 E.

o HEE—IEEY 10 Mbps YEEX, IS HXIREBINEMNER,

« ENx%i&E LB SD-WAN ARS3.

BERELREXAMIIEXH, SD-WAN EERFERNTESIE,

TEMBERSEF

UTEREAN AT EASERBERSBEFERFAFNT R, F—NEEETHMON - ERETRERERS
SD-WAN Center BIE#ES, UKBEIINEMRZRMIAEREMMENER, BERHTEMEBE, SD-WAN &2
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REERTUTTE:
SD-WAN Center
000 ] A
j - E I I__I
SD-WAN — SE s
Site #1 (Client Node) SD-WAN - SE E
(MEN) Data Center
or Cloud
AR E S ERS

SD-WAN Center a] LU3ES R B#iEEIZ & RIER UM SD-WAN Enterprise W48, ERE I SEMIBERSH
%% Web RE, #&EZIRSE, B THEENREALRHGE,
BB {ER:
+ i5i7 SD-WAN Center > 8I2#iE SRR BN S AN EREHRFRF.
+ &R Citrix Workspace Cloud LB ZTD fRSS. “SHEMIE" FRRmMEERE SD-WAN center Web
BEEREF,
+ 72 SD-WAN Center 1, SMZIECE > SHEMEE > HFEML S,

o ER—MRE, RERA, ARREHE.
o REBFEWEUERFEMG > MNFTS > BUE > REEMIEE.

BEETEMIBERS, FHRITUATIRE:
1. =% SD-WAN Center (BRT SEMEIBEINEE).

a) %% SD-WAN Center (8% DHCP 43E2#Y IP #thdih),

b) I&3F SD-WAN Center 2B £ B T EMAEIR IP MiutFIM4 DNS Hutik, H@3 BIEMLK 52 Internet
BIERE.

c) % SD-WAN Center #EZIRHE SD-WAN & 1THRZS,

d) 7EEAERM Internet EEMIERT, SD-WAN Center B S1EMERE (ZTD) RS, HAHTH
HRESET ZTD NEMBEGER, MRILENERSELK, NERUTEMIBEETE GUI i
AE Ao
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e) FIEEFNEY, ARERRERIAREMEHBERE DREHME4
f) wREBIZ Citrix Cloud tkF, E&#EHEF Citrix Workspace Cloud #%4.,

g) &ERE Citrix Cloud tkP, B TRIEREERS, BEABXALED, ZIEEES I 20 FHE06E
R#r SD-WAN Center GUI, EORKENZBEITEA, **

h) BRIREERKF, BHRITUTIRE:
« 1T7F Web #5288 U https://onboarding.cloud.com
o BEEHER, FE— Citrix.com iP5,
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Citrix Cloud”

Sign Up

Citrix Cloud

Mowve Faster, Work Better, Lower IT Costs

i) ERmA Citrix WABR,

j) BR2 SD-WAN Center S#MIENEE, ERERERS ZTD BEPAEFEEMER, REMT:

o HARM BCE ThRSEPEEERE

o HAEREENEIRBERE

« BEEEFRE6EMA SD-WAN Center 2189, fE7E MCN LRI ANEE SR

o WRKRERBETWES|I SN ZRIRMIEE (F10 410-SE. 2100-SE. Cloud VPX)

2. BHECE, LUMER ZTD Ihaeky SD i&#% (fE/A SD-WAN Center MEEE) HINFHTIZIE R,
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g0:R SD-WAN EEE AR Z2EM SD-WAN Center MEEREMEN, WM MCN SNEHRE, AEHFIIAER
SD-WAN Center {&e8ECE. HEMEBZ/MELEDIRE, SD-WAN BERAXFER SD-WAN Center 12 E,
Sz A3 LA T S AR RN X AR AR Z RO IS <o

BEERTIEMERIFAES ENRERS. BOAEERBER. B IP . HFRSHEREZBHNRX) ,
73 SD-WAN & & B ZigiH#ih <o

o &S ERA Citrix SD-WAN Center 23389 Web 3%
o Hfa1R Web in5287F Citrix Workspace & Ridf2sh AP IEF @38 HE O

Gateway:
172.1631.1 ..
e I
172.16.31.0/24 EEE-

Branch Office Topology

Firewall
Switch VIR .:..-'l=":: 3.2
SD-WAN apB.WAN
:}c I | CT-_\ Active
pian L— "} cateway: \. Internet
VIP: 172.16.30.2 172.1.6..;;:'1 R\w_te/
apAWAN r
DHCP Server

Host | “: 30.11

| J
T

172.16.30.0/24

BN IR HEE RG], SDIg&YIE FEE 172.16.30.0/24 MLEHHEHAE MPLS WAN &8
F, FEIKRAEMERZEAAN TEs REARBELKXEMERANEEMEE. WAN #RERERITEF
M 172.16.31.0/24 &9 SD-WAN i&#&.

AR

SD-WAN i&# automatably J2tiA IP itk 192.168.100.1/16 S EE—MBAIA IP ik, BRHAER TS
Fi DHCP By, W% py DHCP RSB BEESTESHIAMEEEN FRRNIREFRHE A IP ik, X
ARER SRS HE FMERAIRI, &EPIAETEEREES ZTD Cloud BRS. # DHCP RS 2EE N FERE
192.168.0.0/16 SEEARY P ik,

EEMAENBBEATAFEMNESRHE SD-WAN =&, ELEIRGIFR, SEREMESEMESHN
TnERs SD-WAN BERNBEZ. X FHibs, SD-WAN BI85 A LUAFEASRE T M KRB PP
E SD-WAN, TFEER WAN Edge BERESBMBHAE, BARER Edge AP ABHMERTRESET
SD-WAN f#R7E %L

a) T7F SD-WAN Center Web Z125 &, AESME BBE > MEEE RNiH.
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Citrix SD-WAN Center

Dashboan Wt Miragoring

WOk ConfguEson - S0-AMANCONigetton

I etwark Configuestion

Wiew: Metwork Sites

T}

b) MRELEFELSTNEE, M MCN SAERE,

C) ST BR ETF LIRS,

d) $T7F uhsR REME LR R H AT AL B MY S

e) BIERAEMMBIESMFRIIE, RENEMLESNEE,

SD-WaNConhguration

Peaey Oipen. Save || Sawe A e Expori

BE

Basic

f) 1EFEAMH D RS &AM RRFT G M
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g) mREMuLSE, SMENZMSNERSE, HRIERTIEREE T EXHTEMARSH SD-WAN HELS,

okl

sies

[«
(=) swsen

Ews O@
ﬁ]_ &

Bm= D@
B gase Semtingt g 7

Apphance Mame Secure Kir
EE 1000 S43dT Mbdabdi06d
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CE1000
et
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h) BTLAYEk A9 SD-WAN EEGHITESH, BFIR, FRSAEMENEOL, RAEHENIRETES
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BMHNAETR, ZERERRRE.
i) 7£ SD-WAN Center LIRFHEE, HERSHIIEHERRMAMEET, UEAENEERXEE.

j) RERENEELEREHEBNESE, XH¥SSHEIME SD-WAN & &HMBEERS SEMIBEMNILS,
BEEER “BRATE RIS R HEXENGR LERE, MEFEEBL ZTD TER.

. Mkl SD-WAN Center 242 ENE, ESTHNEDEENRRT, BEMLRAHEE,

a) ETEMBENEMNBEMEOETRT, BREESITHNEREXH
b) EEREEETHEEXHE, BEREATEMZIFIARIE SD REMAME DRI RMTIR,

AppAE Sugrg

b Preperes

Citrix SD-WAN Center

Dashboard Fault Mondtoring Reporting Administration

C) ERBEATEMIRSEENS LS, REEA, ARBHTHE,

Dapley Mirw Site

SO WAN Cordguratont Ll @

d) EEETHRERESEHED, EHEOGT, EBRRALREREIIS. SZbainEit, RERFE
FEp I LUREMESR (WEBE).
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Deploy Mew Sive

St Name

12X Straet De

:"::"ﬁlr\!l"’él“ Lom
vkl ales. =
1h  Cobl 8 WAN and LAN misffsces b masch S lopoiogy

B configuration bull in alrier sheps =
2} Cabis the mansgament infbertacs (MOAT, 0/1) in e

EE
“FHIS” REFRNTATR, NREATITER, NASHEREF R RENHERHTER,

« MRERT “FII5" FB, WERLEEFFFIISHAZER “BEnR” spSEMBECE URL

o
IR TS FRARG, WREEFBAFRKRENERFTISEAZER “BBEUR" BE
FZRYECE URL R,

a) BHIBRASE, BER—FHE, B USRBEEHE,

b) tigfERAE L SD-WAN Center (LUFI7E ZTD =ARS HIEM), LUSIEFE L SME B IR 7ZAE7E ZTD
RS Ho

C) SME “ERMENE BT, BINERPERIZURES, HEERBEAFRITHRERREEDRS,

Deploy New Site Actwvation History Peniding Activation
Showing 1- 1071
Sibe Mame - Serial Mo rrsLaiier Ematl Address Sratus ALrian
ThaaR E— TTOINIT T 123 Soreat Or Connecting
=
/EE,§\

RESAIER, FILUERMRSESUERANBUERTSHSZMAZ. MRM “HEEUE" TEHHkR
T—MER, RERFAUERENMERERN FREDHE. &R NEENEETRRE, &
XL R F RS HHER R

90%R SD-WAN BEERKRIERFIISFER, WRSFEREET “EESFHRERER" MIF “EEEE,

4. T—RIENHIGREEFHIT.

a) RERFRWIEMEFHEES SD-WAN B2 51 20E ik =B B9 FRp Ao,
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Metscaler SD-WAN Cloud Serade Activation Link @ThIER

Your MelScaler SD-WAN Appliance Actvatian Information for, ThiBR

Heedla,

Tio aciivale your appliance piease wse the following URL
hiips ffsdeanst ciroemetsorkapd netroolsdwansisnl appiance/aciivaie Tacivationoode=JT 2{Fe 365 1b-4662 Sab 1 -F3bba0d kT

Instalier Mcbes: from the ddmin
a3

Ineslamer, Dwase 3 CAl Wt Aol K Wieme]

Sile Mame
ThiiR

AMERS

123 Saredl Ov

Cheers,

Tha beam af Ciix Cloud Sendces

b) 7£ Internet %23 E O hIT AR EMEIEHE URL,

c) 1R SD-WAN BEERAAERBUR S BHRARFTIS, WREEFEATHIVERE LNFEYS,
HFEEETISHWAREE URL , ARRIEEERE.,

Zero Touch Deployment Service

d) MRBERTERFIISES, #E URL E—BEEERT TS E,

Site Nama: THEBR

—O—0—0—90

W] e etaler

Zero Touch Deployment Service

Ak WARMING:

e) REBFHNYIBMBENTEING, UHITUTIRME:

o EHZFTE WAN # LAN 0, £ES5ZaPBHia@nhitEc &R,
o MR M DHCP IP sttt FNs@id DNS & FQDN E# % P sthia R mAI MK PR EIEEO
(MGMT. 0/1) =45,
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R4 SD-WAN &%,
o FIRERBIR X,

M
el

EEBRAN, AZHKEFEME. KEREVELNERREMEBERFXITH, MEMIKER
RESEREEERERRAX, RERRAXFTERERRILE, BRIRER.

5. T—RITEBITZMIBMERSHNFEE BT, ERECERUATLERM

DXIgENBENBIR

DHCP MM EMERAI A, LUSECEIRM DNS IP sthit

fEfa DHCP 53ECHY IP sthatk BEREREER Internet, #EBS##HT FQDN
RBHEMPTRF MR UTHRY, MAIUFHEE IP HEC

a) ®&MMLE DHCP ARSSE33RER IP #ihit, 7EMRBIF, HiMESH RIAMRS RSB BB E OIS,

Power on NetScaler SD-WAN
& e
FEFRIRIRE | | | |
172.1631.0/24 { —E-?-'_‘

OHIOP Assigned

Switch  » asdress SO-WAN | ase R
x | -'!— “"_ o Galewary:
VIR ITLI630.2  pRRa6.a0
P WAR Router
Host : T DHCP Server
1 J
T
172.16.30.0/24

b) Zig&M underlay M4 DHCP AR$5285KEX Web 1240 DNS IP #iitbY, Zi&& KR SHEMIERS
HTHMAES ZTD BRI ER,

C) RINEEE ZTD miRSE, HEIREBMITIUTERIE:

« T SD-WAN Center ZRifFfEMEIE X
o BEEENATAMIGE

o THHAREIRN 10 MB #¥FaHEX

s THHZEAMRGEEH WMEEE)
 #5% SD-WAN RS

Zero Touch Deployment Service
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d) #t—FHIkFILU7E SD-WAN Center Web BB REF A, EHEHLIEFETMFH, “ToMRHE
KRBT TRINAERIR S

M - - i SETISSEE

I 2irn Touch Dephaymant

e) EMERFTEARIUUBEZNRSETR, FAR MCN FlEEREEM ZTD ZRSFTETERNES, H
7£ MCN #zHliR PR E “EEEREAFLTE,

m

System Status

a4

VX

MEN
. Jumnt 10799 TEb-bOET- a2 TT- 1T18-dThd 03 T5a2b
Mlanagement P Addreie 172.16.70.51

3 weeks, § days, 12 howrs, 45 minutes, 35.1 seconds

AT 1 waeks, 2 days, 20 howrs, 58 minutes, 57.0 seconds

Razutenigy Dornaen Enabled: Digfasilt RowtingDomain

Local Versions

P.2.1.33.588434
Apr 21 2017 at 05:23:20
VX

titesn Wersione 4.6

Virtual Path Service Status

al Path DC-AWSBR Uptime: 1| hoars, 13 minwtes, 43.0 seconds

f) ZREBZEMETRAIMREND ZNGIRE, HEKEEE MCN > RE > 2 WAN > BEXEERE
BATHM (WD IERTRERE L2 $hadia) A BETERR) o
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e g

- Change Frooma Ouerien -
S —
Step 1 Step 2 Step 3
Chags Prajusistisn Agplinres Sagirey AT i
---------- - [ [ - [ st | ¥] Chueay
——

@
g) SD-WAN &2 R 7] LS I A B2 S A2 il A R IMEE 12 A9 ki MCN Web B2 mME,
Dashbasrd Mo nitaTang Configuratien
Saatistics Wansar + Shatintics
Statistics
Firewy Patfrs | Summary ) | = Y § W Shuu Lassdt data
Path Statistics Summary
e [THi Anyy polume
MNum * From Link T Link Path State Wirtwal Path Service State Wirbus
oo GoOD
B4 e ] GO0
= 00D G000
SO0D (e o]
rd <

h) SD-WAN Center XRIBEFMECE > ME LY > FRFRETEIRGIMT&&H DHCP HEL P sk,
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[
Change Maragement
Ak i
o Pol A Saane Peamie MGT # Agdrest Mode  Serial uTier Sefrware Regriry Taveamg Ll Secoistel Podl Latest Record  Dosnioag
BT S
+ SEn e OO 17218 181 B ’“,:."‘ B3 130 SANAI4  14B4SAI9A2 gAY 10l AT 158 -
Bar P
- W yrinow Fs
®  Wsccheamane Ances 1921682004
rl [ | QI [
T
R | DO
- | | JENEE

i) LEEY, SD-WAN REEERATLLEIER SD-WAN B EMEWIMIFiL&#T Web B12iA1A,

Remote GUI access through Virtual Path

Gateway:
RARLRGEY | | | |
e | |
172.16.31.0/24 {

VIP 17316912
Switch r SD-WAN | spBwas
>C | T

ey
SpAAN Router
GN
DHCP Serve
Host HCP: 1721 1 d
1 ]
T
172.16.300y34

j) SEiguhsig&E#HT Web ERiAIEIETEERIRA IR 10 Mbps sR2&i8%E, X R EEMBRER
SRERENEDRT.
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Daihbesid Maniladang Configuratisn

Warning:
Geace boere installed. Please oblain hoense from Ciris loense portal aed stall o

Jar Warreng

System Status

Thall®

1008

Lt
IFEPECMHIR
192.168.30.11

0 minates. 424 wiondy

19 minwtes, 32.0 @

Do frubisd Defsull_RowtingDomain

Lol Versions

Fril May 12 00:1%12 2017
3.2.1.23.588434
Ape 31 01T ot GuldZ: 14
1044}

- i

Wirtual Path Service Status

23 Upptime: ¥ minutes, J.0 weconds.

k) BILUERECE > il WAN> 5B NEig & i & #TRIE,

Dashboard Mznitoring Condigue stson

i Wy
Grace omnie smlalied. Plawis obtasr ikense from Citim biceree postal and mdeal e
Tl WG
+ Appliance Setings WAN 3 View Configution
I
Confupuration
Visw Configuiratin 7
sbla/Tiaabin Purgs Fis
Site
" i Py

Site Configuration
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) PILERERE > 8&ILE > TR ERFIEE T ANEX 4 E#H KA,

1 'Warning
Grace licerme imilalled Fleas oblan lxeme from Citrin hicense portal and wntall it

th Licermang
At it
e g, License Status
e A
bt Fio Lscenped
) Locs
o 02cATS 1 2eh
Licenung HetScaler SD-WAN 0
1 DOV -0
s 10 MEsps
M/A
Grace | Iz, P frare ok #
M/A
Sat Ma i 1

License Configuration

Upload License for this Appluance

Chodss File | No fie chosen

m) EHHAREKAWAIEXHE, BRATFTIEESHRESHER, FEERETNIESEPRSENETE

I RREEARER (FFZ1 ping).

AT IE AR

April 13,2021

BXfEERE SD-WAN REMBIZMARSZE9RAE, BSRER FEETEMEERS.

AWS

April 9, 2021

7£ AWS hEE

f£F SD-WAN hit7s 9.3 BY, ZHRMEBINREEY REISLA, HMETHMIBIENIESD, OIPEEFS5IRENE

NERBAHEERR, ULHZZMARS,.
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1. @I fER SD-WAN Center M ECE, BHECEMUANESR ZTD 1h5ER SD-WAN &2 R

90R SD-WAN EEEFZEM SD-WAN Center MEREMER, MM MCN SNEDDEE, AEHFIRER
SD-WAN Center €2iEcE. HERIMSZMIEEBINEE, SD-WAN BERHTFER SD-WAN Center #9ERE.
RZfER A I 2RI st X SR AR AR B AV 2T o

a) BIEHLFEMIERAEMES (Flm, VPX K/ BOAERBER. &M 1P ftoit, WAN SEELURHE
REZBMMX), 79 SD-WAN BE it m.

=

AR

o BATENL/MEXERX TFEE=ERE SD-WAN =61,
o ZELAIERBEIA=TEO: B LAN 1 WAN (BULIRFEHES) o
« SD-WAN VPX BRI A o iRtk Y Rl EE IR B /9 FREX VPC FRel F3F RS #.4.4.4#.11 |P ik,

Cloud Topology with NetScaler SD-WAN

VIP: 192.168.100.11 VIP: 192.168.101.11
ethl eth2 Gateway IP
Private Subnet 1 192.168.101.1/24 TYinternet
192.168.100.0/24 LAN Subnet — WAN Subnet Gatewa
SD-WAN - SE

(Cloud VPX)

192.168.102.11
eth0 | pgmt Subnet

XZ2EEE SD-WAN =it = a9 E =B, Citrix SD-WAN &&EZBENELL =ML IRME— Internet
WAN 5EiEmin5ig %, miZih sUGaEm R BRItk = HEE Internet MXHZNFREM Internet
WAN $£#%, MimieEMEM SD-WAN HE i SB =ERENNMERNTIREHREEE. XIRBTERF
=M EEEA SN TEE.

b) #T7F SD-WAN Center Web &0, HESMIIEE > ML B TTH.
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Citrix SD-WAN Center

Dashboan Wt Miragoring

¢ WEtwOrk Configuistion - S0-WANCONAgEIon

I etwark Configuestion

Wiew: Metwork Sites

T}

C) HREESIFEESITHERE, M MCN SAEE.

FIFF thm B B SRR B A o
B EREMRAERREINE, NEFMERERRRENENR R RNECE.,

e

)
d) SHE B2 ETE IR IS
)
f)

M dvanced

View: Global Sites

Filter Sites:

DC

| Aws-se =
Azure-5E

Branch

Davids410
ZTDER1000
FTDBR2000

ZTDER2100
ZTDER410
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g) EFRZAAIF R RIGITHIRHN PRI SAFE
BER, U R ZTD MEMEREIRE AN EE. LAN 1 WAN FRIER #.4.4.11 IP siht, SRR

REIREANSESMEONTH. 11 IP EHUtIENA, NZIRERTEEHBATIFENKS MCN B9E
PAER1ZE T ARP E#%,

Clone 5ite
Please review the following fields and make the appropriate changes for the new Site.

Site Name: Appliance Name: Secure Key:
AWS-SE o AWS-SE-CEVPX 43460b14f0228091

Routing Domains

Name Enahle!DefaulJl
Default_RoutingDomain | T
Virtual Interfaces Virtual [P Addresses
Name | VLAN ID | DHCP | Inclnde| Virtual Interface |V'|rl||al 1P Address.fPrEﬁ:Jl
E1Viand 0 ¥ | E1Vian0 192.168.100.11724)
E2Viano 0 ¥ | E2Vian0 192.162.101.11/2)
Local Routes
i A outs Domain !
| | - | |
WAN Links
LS WAN Link Access Type
E | AWS-INET o Public Internet
Access Interfaces
e || Access Interface Virtual Interface Virtual IP Address Gateway
¥ AWS-INET-Al-1 E2Vian0 192.168.101.11 @) 192.168.101.1 @

h) m=EfHRESE, SMAZESNERSE, HRIIREERERETEIFTIEMARSH SD-WAN RS,

Edit Site Settings

Appliance Name:

AWS-SE-CBVPX CBVPXL v

[ Enable Site as Intermediate Node CB400

CB410

] Enable Dynamic Virtual Paths

CE1000
CB2000
CEB2100
CEB4000

CE4100

CBVPX

CBVPXL
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i) 7£ SD-WAN Center LREHEE, HERSHIERERRMHMEETR, UEAENERBXEE.

j) RRENEESEREREBHEE, XH2IHIE SD-WAN & &HMRE BT SEMBENHILS,
EEECAZEATEEDNBE X NFEEEY ZTD TERIMLREE,

Applsus fuging

b Prgere

2. SfiE SD-WAN Center SHEEEDIE, EBITHIVESEENERT, BEHRERRIHEZE,

a) ETEMBENAENFBMLSENFT, BRETETHNEREEX M,

b) “EREEAETNEEXHSRE, BEREBERIEM Citrix SD-WAN &% (ZEHSME) NFREOX
REFIR.
Citrix SD-WAN Center R9_3_0_161_612290 ™

Dashboard Fault Monitoring Configuration Reporting Administration

Configuration / Zero Touch Deployment / Prepare New Site
Network Discovery E ploy P

Network Configuration Prepare New Site Activation History Pending Activation

Zero Touch Deploy

Configuration: | OnPremAppliance-ZTDVS v
Change Management

Snowing 1-7 of 7 Search

Appliance Settings

Site Name A

Appliance Type Enable
Azure-SE copsl

Branch covpx

Davids410 cba10

ZTDBR1000 1000

ZTDBR2000 2000

ZTDBR2100 02100

ZTDBR410 410

C) ERECHATEMIRSHENBRELS, BE BH, RERE B §1HE.

Site Name A | Appliance Type ‘ Enable |
AWS-SE chvpxl
Azure-SE chvpxl
Branch cbvpx
David5410 cb410
ZTDBR1000 cb1000
ZTDBR2000 cb2000
ZTDBR2100 cb2100
ZTDBR410 cb410

Provision and Deploy

d) teEREER—1sEHEO, E Citrix SD-WAN BRI UESZEMNER T REDE,
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EERURAACE URL EBFERf i, ARERFIRE B MEE,

Provision and Deploy a2

Gite MNama

aller Ema

IHalirstaledoutionk com

e) BET—¥E, WIFEYMNXE (EFIX/)N), BRHIET SSH BAZMAMAE ARN FE,

Provision and Deploy AWS | %
US West (Oregon) 4

AWS Instance Size
i i i L]

aws-Zid @
armeaws:lam: =" ol T emTouch @
AR

BEAEEHERIE XAE K, LigE SSH ZAMAE ARN B9i5S. 1o, BHEREEX
H5zikF _ ERHNSHELE, BFmEEfAR/NS VPX 8 VPXL ILEZ, {7 SD-WAN ECEHRY
FriZER S,

f) HEE, A& SD-WAN Center (UBITE ZTD mERSHIEM), LUSILIESMERBIRFME ZTD &

BRS5 o
g) SMAEEMRELETNF, BALSEEERNATHETHRRS.

Configuration / Zero Touch Deployment [ Pending Activation

Prepare New Site Activation History Pending Activation
Showing 1« 1of 1
Site Name Serial No Instadler Email Address Status Action
AWS-5E rrdinstaller@outiook com AWS - US West (Oregon)

3. UnEERSNHEITEMBEIRE,
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Metscaler SD-WAN Cloud Service Activation Link @AWS-5SE

o Citrix Zero Touch Service <sdwanservice@citrix.com:>

You ¥

NetScaler 3D-WAN Appliance Activation Information

To beqgin the process of activating your appliance, click here
( Or paste this URL into your browser

hitps sdwanzt citnixnetworkapi netroot'sdwanztiv1/appliancefactivale?

activationcode=G67T040818-abb8-4710-5f17-0a20a3055d457 )

Site Name AWS-SE
Address AWS - US Wast (Oregon)

Additional Notes

The NetScaler SD-WAN Team

= TR BTl QRTINS T, DR do ot nealy "

b) £ Internet X% B/E ORI B FHRHHILIIBVECE URL,

BRI ER R,

a) REEFRBERTHENESBIER SD-WAN B2 R A F B #hi A HRFE,

-~

-

5 Replyall | v

C) WMRIEHMANT SSH ZHAMAE ARN, N “THEMIE" BRSEILEFATAE SD-WAN £6], TE
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Zero Touch Deployment Service

Site Name: AWS-SE

Appliance provisioning.

Connecting Pending

Downloading Config Pending

Downloading Software Pending

Installing Software Pending

Applying Config Pending

Activating Pending

d) Z7E AWS =618 ERITEMEIEHRR, TUERSHRRS RIGRMEEEPRENERTEMF,

ﬂ introducing StackSets
AWS Bt B 3 oontsner for & st of ASVE ClowiFormaion Hacics snd aows you o Dreale SaCis S0es muliple AW Aooounts and AN

oo R —

SLBEk Marrs Craated Ties 2T Y Dscription
W AE-SE FOT-08-88 175733 UTC-5T00 CREATE_COUPLET

Overview  Oulgefi  Reicurcel  Eventi  Templaits  Paamesers  Tagi  Stack Policy  Changs Seb

e Sk Burtus Trps Loga i Bt PREIGN

BT ARAT UTCOT0 REAT AL ETI ANS, Ot rraiion Sk BNESE

BN UTCLT0 REATE_COMPLETE MNE ECT nstance pairatance

» FF R UTCLOT0 AEATE _COMPLETE ANE-ECT EiPdssocision Pogemi E b ssoaation

v ATEES UTCLT0 REATE_COMPLETE RS ECT EIPASSOCEINN WENE ASSOORNN

b EAES LTCOT0 i WS ECT SN Wpmitaine RELUR0E SN N
VTS UTC-OT00 L AN ECT EIRAGICiatn AEE A SOTINICH BHEEUROE SRR N
VAT UTCOT00 AN BT EIPAGin MAE ARG
VST UTCAT00 v AWE. ECT natance Wpmittance
S35 LIS < AWE ECT ElPAssorishon WanE phssnomation Rescurce crerbon indofed
§T8838 UTCOT00 g MNE ECT EiPdssocision Y E i SRR

e) AWMEREIE ~ 8-10 %, HIEHEFAEE 3-5 Rz,
f) &3 SD-WAN SEBIRRTHIERES] ZTD =R, ZRSBEIHRITUTIRME:

« T# SD-WAN Center ZRi#FERSE F it m VBB
o BEENAT A1 A
o TEHZEIRR 10 MB iFeIIEX
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o THHREAFAREENR WMERE)
« #0E SD-WAN RRSS

Zero Touch Deployment Service

Site Name: AWS-SE

Apphance Activated

Connecting

Downloading Config

Downloading Software

Installing Software

Applying Config

Activating

g) TLU7E SD-WAN Center Web B3O RITH—F M. SEMIERLFERERLIERET £

EREINEENIEE.
Citrix SD-WAN Center

Dashboard Fault Monitoring Configuration Repaorting

Completed

Complated

Completed

Completed

Complated

Completed

Configuration / Zero Touch Deployment / Activation Histon
Netwoek Discovery a e v

Network Configuration Prepare New Site. Activation History
Zem Touch Deployment
Showing 1108 1
Change Management
Site Name .~ serial Ko Invsnalier Emaut
Appliance Settings SEICEECEIATS2I0E
AWSSE A stdinstalierfoutiook oo

B600-5624FD2TCITF

h) EMERTERSUMUSEERSER, X2E A MCN FTEEREEM ZTD ZiRSHH TESENEE,

HBREE MCN =6k SECE R AR ILEC,

SEATUS. Action
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Dashboard Monitoring Configuration

System Status

Mame: DC

Model: VPX

Appliance Mode: MCN

Serial Number: b536a38¢c-5f48-b720-4f8d-b3f50b23f69f
Management IP Address: 172.16.10.30

Appliance Uptime: 1 weeks, 2 days, 3 hours, 50 minutes, 18.3 seconds
Service Uptime: 1 weeks, 2 days, 3 hours, 42 minutes, 19.0 seconds

Routing Domain Enabled: Default_RoutingDomain

Local Versions

Software Version:  9.3.0.161.612290
Built On: Aug 8 2017 at 14:45:01
Hardware Version:  VPX

OS Partition Version: 4.6

Virtual Path Service Status

\irtual Path DC-Branch: Uptime: 1 days, 1 hours, 1 minutes, 12.0 seconds.
Virtual Path 'DC-DavidS410" is currently dead.
Virtual Path DC-ZTDER1000: Uptime: 1 days, 1 hours, 1 minutes, 12.0 seconds.

Virtual Path 'DC-ZTDER2000" is currently dead.
Virtual Path 'DC-ZTDER2100" is currently dead.

IR PSP e TT Y wantee R ERa FY |

Virtual Path 'DC-AWS-SE' is currently dead (Configuration version mismatch)

= 7

i) HERESEHEMETAIMTEND ZNIEE, XMRETUE MCN > BE > £ WAN> EXEE
EE#TEN (REBURTERYE, WIErRREFE/LD HEEA 8ETEm)
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Dashboard Monitoring Configuration
+ Appliance Settings Configuration > Virtual WAN » Change Management
= Virtual WAN
View Configuration Overview Change Process Overview

Configuration Editor

ration The Change Management process allows a user to upload changes to the network, whether it b
processes that ensure that configuration changes and software updates are applied in a reliabl

Change Management

Change Management Settings

Appliance Staging
Restart/Reboot Network S
Enzble/Disable/Purge Flows L
Dynamic Virtual Paths - Step 1 Ste'
SD-WAN Center Certificates Cha“ge Preparation Appllance
Upload Files to MCN Transfer Files
+ system Maintenance
INEEEEEEEE MCN MCN EEE|
Clicking the Activate Staged button will skip to the Appliance Staging step, where you may switch to a pr
Configuration Filenames:  Active - OnPremAppliance-ZTDv5.zip Stac
Search
Currently Active Currer
Site-Appliance Model State
Software Config Software
DC-DC_SDWAN CBVPX 0.3.0.161.612290 10:55 on 8/18/17 9.3.0.161.612290
I AWS-SE-AWS-SE-CBVPX CBVPXL 6% ¥.3.D.'\E'\.6'\2293
Azure-SE-Azure-SE-CBVPX CBVPXL Not Connected
Branch-Branch_SDWAN CBVPX 9.3.0.161.612290 10:55 on 8/18/17 9.3.0.161.612290

j) SD-WAN EE 5] LUE IS #R N =k s 2 3 iR IMER 2 X i ki MCN Web BI25E.

Statistics

Statistics

now| Patns (Summary) | @ EnableAutoRetresh |5 v [seconds| start | @ showlatest data

Path Statistics Summary

e AWS | Any column || aeply show 100

Num From Link To Link Path State Virtual Path Service State Virtual Path Serviee Type BOWT Jitter (ms) Loss 5% Kbps Congestion

OHCP Server/Rela

k) IRBEHTHIEH R, BERAMEI R IMEFRDEHN AR IP 777 SD-WAN SGIBF RE, HFA
B > SiiHE B UE R ARP R EEEE R MR R A ZI TN X, S0 A2 B aYERERE A
R EIRETL,
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installed. Please obtain license from Citrix license portal and install it. x

= Maritoring 3 Statistics

ARP Statistics

n | Any column A App

MNum * Intesface VLAN IP Addr MAC Addr State Reply Age{mS)

—

Azure

April 9,2021

£/ SD-WAN hix7Zs 9.3 By, ZHEMEEINREEY BREIZEA, HEEAMSEHINSEMBBEIENIRESREHNEF
HSEHERE, URHTEMRS.

f£F3 SD-WAN Center MRECE EHECE LUAINES ZTD Ih6ERT SD-WAN K& HIFTITIZ UL =

1R SD-WAN EEEFZ A SD-WAN Center MKZEEMZER, WM MCN SNERERE, AEFRER SD-WAN
Center 4B E. HEIMSHEMERENRE, SD-WAN EERXTER SD-WAN Center i92EE, NEAUTIRE
AINE N SR ENH T R

1. EIEEY NI REFAER (B, VPX K/ #HOAEREER. EM IP ik, WAN sHEUREREREE
BHHMX), 79 SD-WAN EZigi+#ik .
AR
o WIIEINE/MRIEX T EEREE SD-WAN 24,
o ZEFIMERREIN="40: BE. LAN F WAN (CULEIREHES)

« &FATF SD-WAN VPX 89 Azure =14k i mi#kiE I8 & 793R EX WAN #9 10.9.4.106 IP. i&FAF LAN
#910.9.3.106 IP A X E#EthutAy 10.9.0.16 IP, EMZHAAY Azure 7289 SD-WAN ELE A
5it# B ILEC,

o BBEPH Azure R BRHAL/NE ETRHFH (90 ztdazure),
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Azure Cloud Topology with NetScaler SD-WAN

VIP: 10.9.3.106 VIP: 10.9.4.106
ethl eth2 Gateway IP
. 10.9.4.1/24
Private Subnet o
_— EEENR
10.9.3.0/24 LAN Subnet WAN Subnet
SD-WAN - SE
(Cloud VPX)

VIP: 10.9.0.106
eth0 | Mgmt Subnet

X2 EEE SD-WAN Syt pERE R, Citrix SD-WAN & & HE N 7EIt =ML IR ESE— Internet WAN
FHENNSGIGE, TR SGRENAEZIILEPER Internet MXMZPRE Internet WAN $51%, M
izt MER SD-WAN SEBiE R 5 BN M ERENTRETREE, XERTE&FEREREARENE
.
2. #77F SD-WAN Center Web B0, HESMEIIEE > MEE S RHE.
Citrix SD-WAN Center

Dashboard Fault Monitaring Configuration Reporting Administration

R9_3_1 35 624646 -

L= i I Network Ct ion - Ot ppliance-ZTD_MR5
Network Discovery
ERE QT LD View Tutorial / Citrix Support
Zero Touch Deployment OnPrer 5
Qs [Gemases] @ ©
Change Management

Appliance Settings =

1 [
e P b gon | \

Y\ Minnescta
— Y Wonians | nortnDakota |
DC / P L . )
Branch /o Orewen ¢ S———— 9
ZTDAWS [ [ wano | souhDakota | & |
— | N {
/ — — \
4 / T \ \L
) / / | | Y lowa ) v
[ { [ L Mebraska | & \
| | -~ 1 \ ) e
SR Y \ Nevada ! AN L Minois |
% N | ek | '7 — . l
£ \ | | N |
I'e N [ AS N\ !
- [ Colorado K \ U
California | ([ | |Kensas | issoun 27
N | | B
\\,' / i =" 20 Ter
N | 7

| \ L

3. BREESIFEESITHERE, 5N MCN SAEE.
4. FE B ETR LSRG R,
5. #T7F ihm BME LA R R Y RTEC B RIS o

6. BIEREANELRITEIME, NEF RS REGEN LR E,
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=EE

Advanced

View: Global Sites

Filter Sites:

7. EHFEZ A TR BRI AR AT B

EAE, EAT Azure cloud ZTD BB AVIEMR LA FEIR B 9FREX WAN #9 10.9.4.106 IP. EFRTF LAN &Y
10.9.3.106 IP LI EE#MIH 10.9.0.16 IP, MRKFEEIRENSEMEOTH VIP sthit8IES, NiZig
ERTEERMBIIRIFEMXH ARP LUKk 5 MCN BIEINERZRY IP &%,

RENERB, FHERS Azure FHARNER, MILBAMRBRALENE, ELD 6 MNFERF, RBERHKRFR, L0
I TFIENREN A [a-z] [a-20-9-] {1,61} [a-20-9] $.
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Clone Site

Please review the following fields and make the appropriate changes for the new Site.

Site Name:

Ztdazure

Appliance Name:
azure-CBVEXL

Routing Domains

EnihlJDeIaulJ
| |

Secure Key:

16796bbadd1c8da2

irtual IP AddressfPreﬁ)JI
10.9.3.106/24

10.9.4.106/24

Name
Default_RoutingDomain v !
Virtual Interfaces Virtual IP Addresses
Name | VLAN ID | DHCP ‘ Include | Virtual Interface
E1VIan0 0 @ | E1Vian0
E2Vland ] ¥ E2Vian0
Local Routes
| k Leout ..u....:..l |
| | 1 |
WAN Links
e WAN Link Access Type
E vl J Azure-INET Public Internet
Access Interfaces
Lnclede || Access Interface Virtual Interface Virtual IP Address Gateway
7] Azure-WL-1-Al-1 E2VIan0 10.9.4.106 10.9.41

GRE Tunnels
I
| |

i |

IP| unnel IP / PrefnJI

8. mEMARGE, SMEIZERNEXRRE, HRIEREERER T EFTEMARSSH SD-WAN RS,

Edit Site Settings

Appliance Marme:
azure-CBVPXL

|| Enable Site as Intermediate Node

] Enable Dynamic Virtual Paths

9. 72 SD-WAN Center LfR&ZFHEE, HEASHIBERERWRMHREED, UEAENEREXEKE,

Model:

CBVPXL v

CB400

CB410

CB1000

CB2000

CB2100

CB4000

CB4100

CB5100

CBVPX

CBVPXL

[x]

Cancel
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. REENEEIEREBESHLE, XESSEIE SD-WAN RENRESISEMEENMILR, BFE
ERZBRFTRENPNE RHEX MR ERT ZTD TIERHtRECE,

Overview Appliance Staging

The prepared changes will now be distributed to all appliances in your network.
To stop the process at any time, click Abort.
Once the desired appliances are staged, click Next to continue to the Activate screen.

Change Preparation

Appliance Staging

Activation Transfer Progress:

40%

2/ 5 appliances finished

0.04 / 213.19 Mbytes transferred

Stage Packages
N
Abort | [ Ignore Incomplete
Currently Prepared:  Configuration - OnPremAppliance-ZTD_MR4_1.zip Software - Current Running

Configuration Filenames: Active - OnPFremAppliance-ZTD_MR4_1.zip Staged - OnPremAppliance-ZTD_MR4_1.zip

izl SD-WAN Center NEEMEETE, TETHEDEENERT, FHib=EHRTF SD-WAN
Center FAECHIZFZE Azure (1%, 2 %)

1. EERSBENAEL, EALH Citrix KA ZEHITER, EBBMUERETRT, ERETTITHMEREX
o

2. BREEETHEREXHSE, BETRES ZTD h8es Citrix SD-WAN &&HFE 2 Xt = m5IR,

Citrix SD-WAN Center R9_3_1_35_624646

Dashboard Fault Monitoring Configuration Reporting Administration

Configuration / Zera Touch Deployment / Prepare New Site
Network Discovery 9 / ploy / Prep

Network Configuration Prepare New Site Activation History Pending Activation

Zero Touch Deployment
Conﬂguraucri CnPremAppliance-ZTD_MRS v I €]

Change Management

Showing 1-30of 3 Search
Appliance Settings Site Name A Appliance Type Enable ‘
Branch cbvpx (=]
ZTDAWS cbvpx! @
zdazure chvpxl (=]

3. ERECASEMRSHENESTUR, RERA, ARRE MECHEE.
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Configuration / Zero Touch Deployment / Prepare New Site

Prepare New Site Activation History Pending Activation

Configuration: | OnPremAppliance-ZTD_MR5 v

Showing1-30f 3

Search

Site Name A

Branch chvpx
ZTDAWS chvpx|
ztdazure chvpx!

Provision and Deploy

Appliance Type | Enable ‘

R 2 TR— &N, HA Citrix SD-WAN EE R AT UESEMNER T RESNE, RIELAENESEH

& Azure EHMER (NE, RBRHFN) . BERALUEXECE URL B9BFER(tit, SARi%ERE Azure 18 JFR

FopvmEckR, ARBEE T-F,

Provision and Deploy
Site Name:

zidazure

Installer Email:
ztdinstaller@outlook.com

Provision Type
AZURE v

[x]

5 BET—¥GE, MEMEHEAzure (B 1%, £2¥) GORKFTERHAM Azure tkFREBIARZR.

MIEE Azure tKPIRENE R/, EWHMIES MMEFR. TENSEEAR T INEMER Azure 1K 3REFRE
893T8 ID. AR ID. mIBFMMER ID, ARBE T —THREHRF.

Provision and Deploy Azure (step 1 of 2)
Subscription 1D:

52dd5bd8-2671-4cd3-8029-077d68108d53

Application ID:

2382ebde-09b4-4ec8-9098-0bddGe113a54

Secret Key:

om3RZXODbY 2T+GzJoPOgoCotm1BEMS. .

Tenant ID:

335836de-42ef-43a2-h145-348c2eelcabh

55H Public Key:

ssh-rsa

AAAABINZAC 1yC2EAAAABIQAAAQEAMIZMPUNPLSVINVh+
52piG3uv2lsh YIBaEAnH2y 3lazetEnhIENg4rA+LPSoZcBJLHRY ~
nAEAJmEyJTiwmis1Yddy339ciasEDmPEWEzqcyF GaQOiDF] |

=3

[x]

a) 7 Azure kP k£, RITAILUESSME “BELRS" HEFITRRIRBIFAERITEE ID,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

122



Citrix SD-WAN Center 11.4

App Services

SQL databases

SQL data warehouses

Azure Cosmos DB

Virtual machines

Load balancers

Storage accounts

Virtual networks

Azure Active Directory

Monitor

Advisor

Security Center

Cost Management + Billing

Help + support

More services >

b) EMEFENNAREF ID,

fifto

+ New

I=| Dashboard

All resources

Resource groups

App Services

SOL databases

SOL data warehouses

f Azure Cosmos DB

Virtual machines

Load balancers

Storage accounts

Virtual networks

. Azure Active Directory

G Monitor

]

Resource groups

All resources

Subscriptions

=34
\/~F

i Cost Management + Billing

Help + support

COMPUTE

@ Virtual machines

& Virtual machines {classic)

Virtual machine scale sets

i Container services

Batch accounts

Service Fabric clusters

Cloud services (classic)

Remotespp collections

Container registries

Availability sets

fnZl Azure Active Directory. RZFfER 7,

citrix systems inc. - App registrations

Overview

Quick start

MAMNAGE

Users and groups

Enterprise applications

Devices (Preview)

App registrations

Application proxy

Azure AD Connect

Domain names

Company branding
User settings

Properties

+ New application registration

= Endpoints

AERRTHNARERE

’( Troubleshoot

To view and manage your registrations for converged applications, plez

WE

iIBEEREROaRA

casonboarding
citrix-xd-61cb4bab-c7fd-4481-a664-d!
aa-CTXITEA-DT_Vt5x3uHDVmOieTdI1F
shashispahd1

ANZSEEBC(OId)
xm-devops1-cloudops
citrix-xd-26e05661-12b5-41d9-821a-6
‘WebApp-contosceventsweb-dr.azurey
CitrixCloudStein
XM-EMS-UiTestVaultAccess

ABPLICATION TYRE

Web app / AP

Web app / AP

Web app / AP

Web app / AP

Web app / AP

Web app / AP

Web app / AP

Web app / AP

‘Web app / AP

‘Web app / AP
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C) ENAREFIMOIEREF, WAZMAMER URL (AILUEMEM URL, B—HNERZHAER), RE%
el

Create a X

* MName @

sdwanztd |

Application type @
Web app / AP v
* Sign-on URL @

https://citrix.com

|

d) ERHTHFCIZHEMEARER, HZREABER ID.

ﬁ Settings ," Manifest [0 Delete

Essentials

Display name Application ID

sdwanztd 2382ebde-09b4-4ec8-9098-0bdd6e113a54
Application type Udjectio

Web app / API d3cdeecs-94d8-4641-8cc3-f7022658cb48

Heme page Managed application in local directory
hittps://citrix.com wanztd

All settings =»

e) BT BIBMEMNAIRF, HREMENLLTH, B7 APl Access T, ERLENRR, U
WHR=ZHEEMEF. ARERRM.

*

X | Settings X | Required permissions

type
app/ 4Pl

me page
ps://citrix.com

f) FINFAEAUREY, EEFE— API, AEREER Windows Azure RS EE AP,
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Add API access

1 Select an AP

2

Select an API

Office 365 Exchange Online (MicrosoftExchange)

Microsaft Graph

Office 365 SharePoint Online (Microsoft.SharePoint)

Office Hive

Skype for Business Online (Microsoft.Lync)

Office 365 Yammer (Microsoft.YammerEnterprise)

Power Bl Service (Microsoft.Azure.AnalysisServices)

Microsoft Rights Management Services (Microsoft.Azure.RMS)
Microsoft Intune API (MicrosoftintuneAPI)

Arure Ke‘-i' Vault

Windows Azure Service Management API

Azure Data Lake

Office 365 Management APls

OneNote

Microsoft Visual Studio Team Services (Microsoft Visual Studio Onling)

g) BRERMRUTMEES, ARSREEEFEMTER.

Add API access

1 Select an AP
‘Windows Azure Service Manag...

2 Select permissions
0 role, 1 scope

v

Enable Access 0 X

REQUIRES ADMIN

[] aepucamon eermissions

Mo application permissions available.

REQUIRES ADMIN

DELEGATED PERMISSIONS
v

Access Azure Service Management as organization users (praview) @ Neo

h) SIFUWEEMRAIZRF, £ APl Access T, EEHH, ARNBIMERHHRNEHE MM RHEN
&, AEBEEHRTE, XBERER, ZBANERLIEFRLEN, FJLUESLGIRBEFEBFR.
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ms inc. - App registrations » sdwanztd > Settings > Keys

Settings X Keys
x i
GENERAL DESCRIPTION EXPIRES WALUE
Properties > || keyl | | In 1 year v
— Reply URLs > Buration

In 1 year

‘l s -
M Owners > In 2 years

Never expires
Required permissions >
Keys >
TROUBLESHOOTING + SUPPORT
K Troubleshoat >

New support request >

i) SRIHEEER (FEE, BUEBTERRILER).
Keys O X

|_:|E:-f XK Discarc

Copy the key value. You won't be able to retrieve after you leave this blade.

DESCRIPTION EXPIRES VALUE
keyl 10/10/2018 om3RZX9bY2T +Gz)bP0goCgtm1fBEMS360gKSnAWbdAM =
Key description Duration v Value will be d

citrix systems inc. - App registrations

Azure Activ y
O Oveni + New application registration X Troubleshoot
Overview
Quick start To view and manage your registrations for converged applications, please visit the Microsoft Application Cons
sdwan
MAMAGE

£ Users and groups

Enterprise applications
sdwan-report-api
D Cevices (Freview)
'.»an-’sp::l't-;vc
I App registrations
wanztd

i} Application proxy

k) EFIBETHIEXXEUIRRENEAA ID GEEHEA ID 7 36 FHMERSH, T URL A9 on-
line.com/5/federation zZia]),
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Endpoints O x

FEDERATION METADATA DOCUMENT

https:/floginmicrosoftonline.com/3358... E

WS-FEDERATION SIGN-ON ENDPOINT

httos:/flogin.micresoftonline.com/3358... |I'|.|

|) FREMRE—TE SSH 218, ALUER Putty Key %4338 ssh keygen I ILIEF, HEEBTEH
Wi, MTTAREFERABBEER. AIUER SSH 28 (81F15k ssh-rsa MR rsa-key FRFH). It
NEAK@EE SD-WAN Center BARZZ Citrix SEMIBERS.

g

File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:
ssh-rsa AAAAB3NzaC 1yc2EAAAABJQAAAQEAMSIZmFuhPLsVINVh A
+52piG3uv2ishYIBaE4nH3y3lazetEhhI6Ng4rAf
+LPSoZcBJLHh3nAEAJmeyJTiwmt61Yd4y339ciasEDmMPEWEzqeyFGaQOi/DFjROvdM
| RXN3dUnw4s56zV7k7KWOc0gvi17WylUHgww4psHm7UfmM+8XPoXhbTzF8px

+n/uS0stEXyeBYsM2RBPcrfnwDY q3MEyy/FS5rYhgNKeCyMzK/5)0lgSyCa v
Key fingerprint: ‘ssh—rsa 2048 04:¢6:35:6b:13:ba:7d:0d:4e:15:4e:f3:aa:04:b6:a9 ‘
Key comment: ‘rsa—l-:ey—201 71010 ‘
Key passphrase: ‘ ‘
|

Confirm passphrase: ‘

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

(® RSA () DSA () ECDSA () ED25519 () SSH-1(RSA)

Number of bits in a generated key: 2048

m) ANAEFSRAGEENTHMSE, SME “BEZRS", ARSME T,
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&

Resource groups b

App Services

All resources *
SQL databases

Subscriptions

SQL data warehouses

i Cost Management + Billing
¥ Azure Cosmos DB

- Help + support e
Virtual machines
Load balancers cameEdTE

@ Virtual machines *

Storage accounts

& Virtual machines {classic)
Virtual networks

Virtual machine scale sets
Azure Active Directory

% Container services
Monitor

Batch accounts
Advisor

‘ﬂ' Service Fabric clusters
Security Center

Cloud services (classic)
Cost Management + Billing

Remotespp collections 2
Help + support

Container registries
More services >

Availability sets

n) EEEDITIH, REEFHRES (AIM), ABREFRM.

=+ 2dd 0 Search (Cirl+) & 2dd |@ Remove g Roles @) Refresh P Help

My role @ Status @ o Name @ Type @

7 selected v 3 selected v Searc mail All e

;ﬂ Access control (IAM)
1 items (1 Users)
filter items. XK Disgnose and solve problems D
MAME TYPE

SUBSCRIPTI SUBSCRIPTION ID
COST MANAGEMENT + BILLING

Pay-As-You-Go 52dd5bd9-2671-dcd... ., DwnER
Invoices

FROBRDIMONAER, UATERTERBELRSREBEHECETE Azure 1TiH ELFl. #
RiEFE, BEFZNARER, FHRETEGREZAFNFMERRHITER.

0) T “HIMBIR” EISH, EEFEERE, HEx Azure AD B, AN ARFHIHINNIE, HEER

R
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Add permissions x

Role @
Owner v
e o
Azure AD user, group, or application v
Select @
ztd v

mbx_ztduser
mbx_ztduser@citrite.net

Selected members:

ztd

Remove

p) WEFRRAFEEHAS SD-WAN Center /7, 2ET—%, MBHWATER, WSHMSHIIELK,

Azure Authentication Failure

Access is denied

[x]

SD-WAN Center Fifcf1Z8E Azure (525, 2 %)

1. Azure BHEIERINGE, HFEBNNFRLUERFIFT Azure KIZIREHBILBIKR/), RARBEEIE,
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Provision and Deploy Azure (step 2 of 2)
Azure Region

West US v

Azure Instance Size
Standard_D4_v2 v

WAN subnet address prefix:
10.9.4.0/24

LAN subnet address prefix:
10.9.3.0/24

Management subnet prefix:
10.9.0.0/24

2. FfnE] SD-WAN Center shgyiEEHYECTE IE-F o S BNRER P E R YAk S,
Citrix SD-WAN Center

Dashboard Fault Monitoring Configuration

Configuration / Zero Touch Deployment / Pending Activation

Metwaork Discovery

Reporting

R9_3_1_35_624646 ~

Administration

Network Configuration Prepare New Site Activation History

Pending Activation

Zero Touch Deployment

Showing 1-1af 1
Change Management

Search
==

Site Name A Serlal No

Appliance settings BOF20EC1-9DEE-4902-8072-

adazure D593536C6C02

3. AP RE 1, HHEAENEEFIARFEIXEBF AUt AL,

SBEHOEBERS.
Focused Other Filter v

NetScaler SD-WAN Team
NetScaler SD-WAN Cloud Service Al

3:44 PM
NetScaler SD-WAN Appliance Activation Info.. Today, 3:44 PM

You ¥

NetScaler SD-WAN Cloud Service Activation Link @uswestazure

NetScaler SD-WAN Team <sdwanservice@citrix.com>

Installer Emall Address Status ‘ Action ‘

zudinstaller@outlook com AZURE -West US 2 Provisioning [w]

FRENEE FHERAHHATFE0E URL LU A %

~ W B 9

o~

SD-WAN li ivati f

To check the activation stat

(Or copy and paste this link into your Browser’s address bar
https://sdwanzt.citrixnetworkapi.net/root/sdwanzt/v1/appliance/activate?
activationcode=4f19b443-7e89-4b69-9872-0f7ebeaaBac2).

uswestazure
AZURE - West US

Site Name
Address

Additional Notes

The NetScaler SD-WAN Team

-+~ This s an automarically genersted emai, plesse do not raply ++*
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4. HHAE URL BIBEFERHFMRAEEIZ R 1 i NBIEBFEbAFithit, REXEBFEBAFHITHRUE URL LUAR
EHEERERS.

Zero Touch Deployment Service

Site Name: ztdazure

Appliance provisioning...

Connecting

Downloading config

Downloading software

Installing software

Applying config

Activating

Pending

Pending

Pending

Pending

Pending

Pending

5. £ SD-WAN =R TECSE IR E L #hEtiEl, ERILATE Azure TP L, EBEmEIENFRATREDAE
WALER. AT AMETFRECREMAIRARSEIR, URENERS THHEERIZ SD-WAN Center,

New

Dashboard

§ SQL data warehouses
Azure Cosmos DB

B virtual machines
Load balancers
Storage accounts
Virtual networks
Azure Active

Monitor

™ Cost Management + Billing

& _Help + support

Resource groups » X NetScalerSDWAN-ztdazure -

e Add @ Acsion Taos e More

P Search (cei=)

Subscriptions: Pay-As-You-Go

Filter by name...
e B Activity log

NAME ata Access control (AM)
(@) NetScalerSDWAN-ztdazure & Tegs

seTves

& Quickstart

Activity log »
25 Columns D Bxport @ Log Analytics  [Bl Operation log (dlassic)
Select query .. v A @ » Insights (Last 24 hours): 1 failed deployment | 0 role assignments | 1 eror | 0alerts
& O s
* Subscription @ Resourez group @ Resource® Resource t/p=@ Operation®

Vou-Go v | | NetScalerSDWAN-z.. v ~

ne Event category @

Last 6 hours v

Aoply

Query retumned 10 items, Click here to download all the items as csv.

All categories v dselected v | | Emailornameorse. v

@ Resource costs
& Deployments
[ Policies
IZ Properties
a8 Lods
B Automation script
MoNToRNG
i Metrics
Alert rules

Diagnostics logs.

@ Application insights

OPERATION NAME smarus Tme TIMESTAMP  SUBSCRPTION EVENTINTIATED B
v @ Purchase Succeeded  Justnow FriOct 1320.. Pay-As-You-Go =d
@ \Write Deployments  Succseded  Sminage  FriOct1320.. Pay-As-You-Go
@ Write NewworkSecurit Succeeded  Sminage  FriOct 1320, Pay-As-You-Go
@ Write VirtualNetworks Accepted  Sminage  FriOct1320.. Pay-As-You-Go
@ Write PublicPAddress Succeeded  Sminago  FriOct1320.. PayeAs-You-Go
@ Write Networkinterfac Succeeded  4minage  FriOct 1320, Pay-As-You-Go
@ Write StorageAccount Succeeded  Sminago  FriOct 1320.. Pay-As-You-Go
@ Write VirtuslMachine: Succeeded  Justnow FriOcCt 1320, Pay-As-You-Go
@ Velidate Started 6minago  FriOct1320.. Pay-fs-You-Go zd
@ Updste resource group  Started 6minage  FriOct1320.. Pay-As-You-Go 2d

D e e e
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6. 7£ Azure "JF™R, RINBEIBIKARE EMN TR, BRMDENLQA IP,

* x th,aZL,“'e,

Virtual machines

wee More

New e ndd @ nesign Tags

Dashboard
Virtual machines and Virtual
machines (classic) can now be
managed together in the combined
list below.

£ All resources

Resource groups

Subseriptions: Pay-As-You-Go

Filter by name...
Titems
§ SQL data warehouses
NavE
7 Azure Cosmos DB
B3 ztiazure

B virtual machines

Load balancers

Storage accounts

Virtual networks

P Search (Ctri+/)

W Activitylog
M Access control (IAM)
& Tags

¥ Diagnose and solve problems

sErTiNGs
& Networking
£ Disks

B Sie

[ Extensions
1@ Availability set
& Configuration

1! Properties

BEFMESLFIBIEER,

&k Connect P Stat Qd Restart M Stop =P Move [ Delete Q) Refresh
Resource group (change) Computer name
NetSc IAN-ztdazure ztdazure
Status Operating system
Running Linux
Location
West US 2 Standard D4 v2 (8 vcpus, 28 GB memory)
Subseription (change) Pubi idress
Pay-As-You-Go 522 1

Virtual network/subnet
vnetbranch/branchmgt

DNS name

Subscription 1D
52dd5bd9-267 1-4cd3-8029-0f7d68108d53

12hours| 1dey | 7days | 30days

Show data forlast: 6 hours

CPU (average) S Network (total) S
1005 008
0% o
o w®
1SAM  SIOAM 945 AN 1SAM  SIOAM  9A5 AN

7. HVM L FEITREH, BELNEESFE—SWE, ZRSA TN, Rt THER. REMIFHEREE,
Zero Touch Deployment Service

Site Name: ztdazure
Appliance Activated...

Connecting

Downloading config

Downloading software

Installing software

Applying config

8. &1 SD-WAN =ERSFEBEMTRE, ERM Azure TJFRREV AR IP ERE SD-WAN =2 Web R,
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Dashboard Monitoring Configuration

/i Warning:
Grace license installed. Please obtain license from Citrix license portal and install it. X
Clear Warning
System Status
ztdazure
: VPXL
Appliance Mode: Client
Serial Number: 0000-0005-7786-4927-4958-4331-78
Management IP Address: 10.9.0.106
Appliance Uptime: 6 minutes, 52.3 seconds
Service Uptime: 1 minutes, 58.0 seconds
Routing Domain Enabled: Default RoutingDomain
Local Versions
Configuration Created On: Fri Oct 13 16:30:55 2017
9.3.1.35.624646
Oct 2 2017 at 21:01:31
VPXL
OS Partition Version: 46
Virtual Path Service Status
Virtual Path DC-ztdazure Uptime: 1 minutes, 15.0 seconds.
oy . e Ny < Nel=] = [onl Y =~
9. Citrix SD-WAN &4 i+ S TUEFE Azure FiRZIM MCN 2 SD-WAN LHIBEZEE TR,
Monitering
. Warning:
Grace license installed. Please obtain license from Citrix license portal and install it. X
Clear Warning ‘
N Statistics Monitoring > Statistics
Flows
Statistics
Routing Protacols
Firewall Show: | Paths (Summary) M seconds | Aefresh | ¥ Show latest sats,
IKEAPsec
Path Statistics Summary
Performance Reports
Qos Reports Fikter in| Any column v | Apply | niries
Usage Reports
- MNum From Link To Link Path State Virtual Path Service State Virtual Path Service Type BOWT Jitter (mS) Loss % kbps Congestion
Availability Reports
1 Azure-INET DC-INET GOCD GOCD Static 2 2 0.00 10.83 NOC
Appliance Reports
2 DC-INET Azure-INET GOOD GOOD Static 2 2 0.00 17.60 NO
DHCP Server/Relay — e
Showing 1to 2 of 2 entries [First] [Previous| [1] [Next] [Lest]
Bandwidth calculated over the last 0.851 seconds

10. 1t5h, E=7E SD-WAN Center BUBUER LB R A LiZRAIA (FKK)

FEC= o
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Citrix SD-WAN Center R9_3_1_35_624646 v admin v

Dashboard Fault Monitoring Configuration Reporting Administration

Configuration Zero Touch Deployment Activation Histol
Network Discovery 9 / ploy / y

Network Configuration Prepare New Site Activation History Pending Activation

Zero Touch Deployment

Showing 1-1of1 Search
Change Management
Site Name A Serial No Installer Emall Address Status Detalls Activation Date Status |Amcm ‘
Appliance settings -
w ? [736AL40-DAST- AZURE-West  Appliance Oct 1415:10:13
ztdazure 4676-AF5D- rtdinstaller@outlook.com us Activated 2017 UTC Acuvated (m]
CCDE74220783

B ENAERSRIE

April 9,2021

ERNSEEEBNNE R, RF Citrix SD-WAN Center i##3 Internet, IR Citrix SD-WAN Center @3 {12
RS 28EED Internet, MZitE Citrix SD-WAN Center FEEBERIERSRIGE,

pEF=

IERIEARSS SR E A TSEMEE,

ERESMERERSIILE, BHRITUTIERE:
1. 7£ SD-WAN Center Web R&EH, SM2IEE > 2BI8E > EEEO,
2. EEMEBEARERSIHEER ST, WAUTFEENE:

o IP it RIBARSSEZMY IP sthsit,

o im0 KIERSHBETF RS EENMLIROS,
- AFPRA: RIERSSAFR

o . RNIERS ISR,

AR

MRAKFERIERS B LEESHEIE, WEILEAFRRNEEFRET,

Zero Touch Proxy Server Settings
1P Address Port:

10.106.36.50 3128
User Name Password:

Apply
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3. BENARE, BETHIAEE,

Are you sure you wish to change the Zero Touch
Deployment proxy server settings?

NOTE: This operation may result in logging out
of Zero Touch configuration session with Citrix
Workspace Cloud

Apply | Cancel

4. BENA.

AR

1R Citrix SD-WAN Center E#EiE#EE| Internet, N U 2BisRIEREFIRE. WEFE, o] LURIER

BiRSHILE, HEEHEMAERSS.

EMFFRIERSB[IRE, BRITUTRE:

1. 7£ Citrix SD-WAN Center Web RE+, SMIIEE > £F/EE > EBEO,

2. EERIERERS MBI DD, BERFR

Zero Touch Proxy Server Settings

|P Address: Port:
10.106.36.50 3128
Usar Name: Password:
johindoe | eeeseses

3. BEMERE, ¥ER—THIAHEE,
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Are you sure you wish to remove the Zero Touch
Deployment proxy configuration?

MOTE: This operation may result in logging out
of Zero Touch configuration session with Citrix
Workspace Cloud

| Remove | Cancel |

4. BEMFR.

Palo Alto W4RERL

April 9,2021

Palo Alto MEBIRIHET oML EMIENH, BTHRIPZEENSE. CEIATFHALIREXE. ET M AERER
SD-WAN ZEfsRiziE R 24,

EATIEEMLER Prisma Access [REAFBEHZEMSEME, FAAFPREZSE. CERTESMTEAER
BENEEIGENE RN, ZRSIEET —HERNAR, FIUBRRRNFZENEUE, FEdHEIEMNENER
AR RIFEENR S, RABREMBVEEN L, HAWEM Panorama £FEEEER, NiZiZiRMH—BMELHNE
SMEMEAE,

B mEMKEERET Prisma Access ARSS, BILUER Palo Alto B FT—RAEHFTS IPsec tinENE=41%

& (8
SD-WAN), Zig&rILIZIIF)IZARSS A IPsec BXiE.

o MEITIZMLER Prisma Access RS
o ECEIZIEMSEH Prisma Access RS
o FEESNHIRIETIZMEE

Citrix SD-WAN RS REZRM T NP ZHHE Internet TEMINEE, XMW FREERE. RERNAFAAERERX
BEE, ANBEESTOZNMESINRRNRZLE%, Citrix SD-WAN 7 Palo Alto MEMER D HREWIRMET —
MEANRNLZENAN, BoNBEPAFEERIZFRHNBER.

Citrix SD-WAN i&& 8 LUEE IPsec BEM BB RMECER SD-WAN && M EiE#EE Palo Alto =R (Prisma
Access IRsE) MR, ATLLTE Citrix SD-WAN Center FEZE Palo Alto W4,

EFRANZEMLEE Prisma Access IRSZ A0, BHERBESZFUTEE, MHRIERBHINERRRSH HiTE
PILE (i B R AY A P aR HI I TERER
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1. RSEE-NMRENZENZUEFTE R R QE S EBAIRR M LIS P S0 508 BN X BN EEF~RIEIE,
W FuR B ERI AV MLERIEIE), LUE S EBFIEIE MU B EE,

MREENZMUERBEIN, FEFTFEHONEMUBMNELMIGHE, WERKRERSEE RIFECHNBARFER
1) o

1. #&iR—Prisma Access BRSS BEIAIEIEMLEH Prisma Access RS B2k % (Remote_Network_Template_Stack)
MAIER (Remote_Network_Template) . EFniZMKEEIE Prisma Access BRSS, EMLTTAB B
IIRIRSFANERE (MREEERMETT Palo Alto MR ALE) .

ZIEREEIGEREIT IPsec BFEM Internet ZATR (IKE) B2 B, BT ZEMKMES Prisma Access AR
ZZEINMNIHEE, BEUERLERDS|I ANXE, URATHAEREXH, WEETLUSBENEIEMLER
Prisma Access lREZH LB HEIBRRS.

2. Rig&B—nEMLEDN Prisma Access REEREIEE L AR LHER. REMEXHMEMBRNR (WRA
REFAMTRIUARMAAE) WRIGEEURSHIRIERR, UEZZMER Prisma Access ARSS AT LA —Hithad
@id IPSec BB HEIITIZMLER Prisma Access RSHIMESLHSERS, EEETE Panorama LENERIEM
AR, HEAREGEERFRIFZENEUEFHNAFANRE,

AR

NREEASIAKENIERESR, BHRFREEXKIEMEMERAINZIZEZME _ Sk _ #EF,

XA EEEREITIEMSZE Prisma Access AR S AT TE R X 18 As .

3. IP FM—A T Prisma Access IREERERBEBAIZIZEMG, BHAANEFH Prisma Access IREFIF
HFMIZEERAER. EUUEREMNEUEEXIEAS N FMIEHSKAH, REERSEZMEM Prisma
Access fREz [alEcE BGP, SEER®EMGANAS,

IREER T EHSBEHEA BGP, WEHSBAMLL. BANRTEMEZUERE/LNFW, NEAEFHSEKEH
RRERAE, EEEESITIEEESTFNNZEMEHNAREESR, BGP AILILEERMMYT R,

SD-WAN Center 19 Palo Alto W4&

HBRBR AT RRF M

« M PRISMA ACCESS RR$353REX2 = |P stbtik,
+ 1£ PRISMA Access BRS5HIREVAE A & FZBAF o
 7£ SD-WAN ig#& GUI FEE IPsec f%iE.

BREZMEREERI— MK, ZHMXELE— T FENMGEE T FEMN IP/IPSec BEXH, MARE
Citrix-IKE mnZ2kiAE/Citrix-IPSec-mMEERINE,

 JEH31F Prisma Access Be B FohEXEERH SD-WAN Center E,

7£ Citrix SD-WAN Center GUI 1, 2 Palo Alto iTiHEE &,
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« RRELS IP i, &AM Palo Alto %481t IP stk (PRISMA ACCESS fRS).

+ B2E PRISMA ACCESS RRSSH AR B MEE,

Network Discavery
Metwork Conflquration

Zero Touch Deployment

Change Management Subscription for Palo Alto Networks | % |
Pancrama ie;
Appliance Settings 38229, 137.184

Mabile Braadband Hsermame
Licensing

CloudConnectivity >
Security v

Zscaler

FPalo Alto Networks.

AINFNERZ UL =
1. BEERBLS, HEFEEN Prisma Access KIFEZERI PRISMA ACCESS M XIA SD-WAN i, ARG
wEFuhm WAN fEE,. SRENNARFNRHITREEE.
AR

RFMEFEBIAIATETE, WAESREIFM.

e
He
it
ey
]

W AEFXRIER TH FIERE &, fJLEER A Internet HERR
PRISMA ACCESS AR5

Configuration

Configuration | Security / Faka Alto Netwarks

Netwark Discovery

Wetwark Canfiguration Palo Alto Networks
Zero Touth Depleyment add subsription | )
Chnie Maragement snow 25 5 enries Search
Appiance Settings = Regon a Deployed Sites [ acton
Mabile Broadband = | usexstoonioy N . o
—
Ukensing l_um
Cloud Connectiity > Shou US East (Ohio)
S Wess (M. Calt status | oetaite
Security “ N Cabfoental ’»bje« [
VS Crigeed —— o
Zataler Canada (Morareal)
Previ Next
Palo Alts Networks SowhAmencatSsa el e o
Showing, EU {Fraridurt)
Previou Nent
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Configuration

Comfiguration | Secusity | Palo Alto Networks

Natwork Discevery
Hetwork Configuration Palo Alto Networks
Zero Toueh Deployment Add p = Q
Change Wanageme Shew | 25 4| entries Seacchi
Appliance Settings B | ke | Lsthsdin ‘ )
Mobite Broadband (=] [ussnmlnr ° -
esing
Cloud Connectivty Show| 10 5| enaries
iy Se Primary WAN Link Sans |0n|l| ‘
# [ sewasne vk [ Setect Primary wany ik~ [ [ Setect Bancwicen v [[selec appication cpe_. = ¥ a
Tscaler - h J L | J
P 1
Falo Alto Networks wevicus et
Shawing 112 1 of 1 aniries.
Previous 1 Next

2. ERILURIEFEHSRMES SD-WAN 533285 =,

Configuration

Netwark Discovery ! Sacarky |
Netwark Configutation Palo Alto Networks
60 Toueh Depleyment add Subseription
Change M * Show 28 § entries Search:
Appkance Settings 0] | Regin a Deplayed Sites | Action
— = us Eastionia) 2
r—
Comesthity Show| 10§ ernries
Site - | Primany WAN Link Subscription Banderidth Statis | Deais |
Security - nr S -
+ | selasue -k Setect Primary WAN Link v | Selecs Bandwick ~ | Selper Appleation Obje = W a
8 Banch Branch-WL-1 2Mbps Al Traific {sand 1o Falo .. = Conrection Adtie [ ]
Palo Alto Netwarks . §
oc oW1 [zuw - (]
Frevious | Nest
Showing 110 1of 1 entries
Previous | 1 Nest

Deplay || Delete

3. BERNE, BHENEERE, BEH ‘B #HEL

[ Dtpioring snes wil initiate Change Management.
D you want to continue?

B -
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ZIEE, BTELMEN IPsec BERREIT,

Palo Alto Site Details

Application Object
Application Object Name: appobject
Match Critesia
Match Type

application

IPsec Tunnels

Application

Office 365 Defaultioffice365_default)

Application Family Protocol

panw_service_D66316_1

Local IP:
1621681003

MTU:
IKE Version:
v

IKE Hash Algorithm:
sha25é

IKE Encryption:
aes256

Identity Data:

PFS Group:
none

Peer IP:
1352159466
Firewall Zone:
DH Group:
group?

IKE Integrity:
sha2sé

IKE Identity;

auto

IPsec Tunnel Type:
esp

IPsec Mismatch Behaviour:
drop

BERNEETEARE SD-WAN KiFHEEN 5 AFIA b RA5 R,

Dashbaard Fault Manitering Cenfiguration

£

Configuration / Security | Palo Ao Metworks

Hetwork Discovery

Weowork Configuration Palo Alto Networks

Zero Touth Deployment asd

Dange Managermnt Show 28 § entries Search:
Appance Setings 0

Mabile Brosdband o EEaroR)

Add Sites
Licensing

how 10§ enure
Gaud Connectivty o A )

Site
Sacuri
i Branch
Zscaler
o
Palo Alto Networks

Shawing 111 of 1 ertries

MR B R B

Reporting

Primary WAN Link
Branch-Wi-1

DCWLA

M52 AR LAN F W358 EEXR 3 TR

Administration

Region

Nitro API

subscripsion | €

Deployed sites Action
2
Subrscription Bandwidth Application Object Statws Desails
2 Mbps AllTraffic (sendto Palo.. = | Connection Adtive o
2 Mbps xcalerappobject ¥ Connecion Adive o
Frevious Next
Previous. Hext

o WIEREE&&:E Citrix SD-WAN IPsec B&&s# N\ Palo Alto Prisma Access,

JOIE M B BRI E 53 32 R E MBI R 258 Yo

WIFREE "M MEIETXREMNAT Palo Alto 225K,
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Microsoft Azure Ei1HN

April 13,2021

Microsoft Azure g2t WAN #1 Citrix SD-WAN R 7R & = T PR MEE A MEERMER LN ER, T
BapiTHRIRENEE, WEEES Azure WAN HRIBUV SBEREES IREEEHRR, NERGFIRFERE TR
HEEHIR AR, FILITEEYE], FHHRMAMREILE R Bk R e E AT =] %,

&/ Microsoft Azure &3 WAN, aJLUfEb5 Azure =IEREHMNIERE, HAITE Azure T FWZBREHRE. Azure
TEER Azure IR T 54 MISMEESR, BAIETLUARERD D IVMMNELR. EES%E, BB hub
2l hub &E#EEH Azure RS, FTLUEEST Azure VNETSs WA ZA Azure RS (B EHIRTE) RELIEZ, B
FEEDZNERREM X,

Microsoft Azure &4 WAN BEE U TS

o SEEBMNBERNNEMEZBRAS R-BRIRITREEEN Azure RO Z BN R B REZENEE, GFEENKS
IRFHRRIR T 5o

o BIN&EMALE G EINETLEEREE] Azure Fity

o BEMBIMPEHPR-ERITE Azure REFIREIRR, HEMBILE B RAITARENERIE

ORISR ERATIBIE

M 11.1.0 hRA<FF48, Azure EE#L WAN ERIRERR G AR TR AR IIEARNEE,

Azure EiIX WAN Z P IR LUF B 2R E TR H T I Bl 428 DI £ 4 8EE (2RKBEMBLEN) . XFE5H
32| Azure. Azure BF LMD IHMEI DIV UKD ZEIFC (EFE Azure XEH) #HIT@EE,

RBEEME Azure E# WAN AR SKU B, 7 EEFIA Azure WETF#HITXFEBE. BXEMNIFE, BHSH ED
[TIEMEN . EREA SKU, EAREEMRER Azure WEFTHITXIHERATELBZBIEE. BXEZFAESR, 7
SHRSREMEZRMTNEMNTEM.

SELBMEEN WAN FPRIEER, XBREERIAMELBNIZNE. AF VNet ATUUERERELRNTE
M ERENSH— 1D X VNet #1TES.

BIEA] LUEREASR I ELRERER, TRIEMNPOTIRNELFIRNER VNet, HEFRLZEIERE VNet,

REH% WAN B iRfhsesy:

o B GREAGE, RARINELBMBETMEKEART. B4A WAN XEEBFeZEAELSE (SKU
=Basic). BAPMIPREFiEREIER VPN Ihig,

o IR R R A, PORSRASRNBEERRKEZEMT. mEr EREFeIERERL (SKU =4x
). IREPLOER ExpressRoute. AP VPN (P2S). £MIRELBIMiEITEL42389 VNET 2 VNet &5,
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Microsoft Azure

P Search resources, services and docs iG]

Create WAN

--------

1£1%% Azure $162 Azure E#l WAN RS

EiE Azure L WAN FIE, 1BRITUTSE:

1. BR Azure )P, ARBRT EZRR.

— Microsoft Azure £ Search resources, services, and docs (G+/)

Azure services

® J 4 ¢ "

y % N

Virtual WANs Resource Azure Active Subscriptions Virtual Virtual Virtual network Policy
groups Directory

machines networks gateways

2. BR ENTEN, AERE IR,
3. BELT, RHUTFRNE:
o T MTHIFIRFERHREEITRFAE R
o FRA: EENERFANCIRIHFRE,
AR

BIEARS ERLLAYF Azure AP EERT, 1BMERER S EM WAN E—ZRH, N, SD-WAN
Orchestrator ¥:8%8 B BHINIEY BB BEhIEER Azure 3% WAN AP| #1754 183E,

o FRAME: MTHTIRFERE Azure X,
o B REFHEMN WAN 8925,

o XA MRBEFRKIEZ BIEAELRIIEARERE, HiEE ivE X8, SNEE “BX7,
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Create WAN

Basics Review + create

The virtual WAN resource represents a virtual overlay of your Azure network and is a collection of multiple resources.

Project details

Subscription Demo Center -

Resource group RG_AzureVirtual WAN

Virtual WAN details

Resource group location West US
Name AVWAN_USWEST

Type & Standard

4. BHEE+EIE.
5. EREERANCIBZEN HMEFAER, ARRE 012 MUSTREM WAN IEIE,

RENBEFERE—5#pediE,

AR

ERILIMEBRARETTENR, EFBEMTEMEZIER, BXAREMN WAN PR, 555 FEM WAN AE
FHREITAE,

7£ Azure = WAN F Iz

PITUT T BREBELEUBAXREZMARRS (0, Zs3# VPN &€& SD-WAN &%) B9EE:
1. EFZEitIER Azure I WAN,

2. 71 EE B TEEFR O, RAERE +HPO.
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Virtual WANs ¢ 2ot AVWAN_USWEST | Hubs

ns, Inc “ " Virtu

Edit columns < New Hub | () Refresh

P Overview
Activity log

5 Add filter
Access control (LAM)

9 g Hub Hub status

. No results
Settings

: Configuration
il Properties
Locks
B Export template
Connectivity
7 Hubs
81 VPN sites
& User VPN configurations
A\ ExpressRoute circuits

I» virtual network connections

3. FEEXT, RHUTFERNE:

o Kif—MTHIZIRPIES Azure Kif,
o BAM—RAF Hub BEFT,
o S4B AMITE—7E CIDR i N\MUEEE, EERNE AT RASNMHE—RNSE,

4. BE T—F dRIihs > HHRHUTFRIE:
o ERfRBIESRLES (VPN RX) 13?7 —%E 2.

o MXEEBIRMI—RIBFEM THIFIRAFERLL IS,

Create virtual hub

Basics Site to site  Point to site ExpressRoute JELE Review + create

You will need to enable Site to site (VPN gateway) before connecting to VPN sites. You can do this after hub creation, but doing

it now will save time and reduce the nisk of service interruptions later.

o create a Site to site (VPN Yes No

AS Number (& 65515

Gatev cale units (@) 1 scale unit - 500 Mbps x 2

5 BEEF+OE
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6. BEEIRE, AREE 02 UFHREIZEMF .

RENMBERZARTE 30 2.

73 Azure [EHX WAN SIZARSS E&HiR5! ID

Z(# SD-WAN Orchestrator i@ Azure Virtual WAN AP| #1759 58IEH 5 B B hiEE, SN TR FIE
FHERUTBHRIEERES#TIMI:

« iTiF ID
o« P ID
o« BPIREH
« ¥2P ID
=
BIERARSS AL Azure APLE(SET , 15HARER 8 & E I WAN fE—3& R4, Z N, SD-WAN Orchestrator
B8 H BISHINEX /B B B nEEM Azure Eil WAN AP| #1759 58k,

ERITU TS BRI BRI A2 A/
1. 7 Azure JPH, Sfn%l Azure Active Directory.

2. EEET, &R NAEFER.

3. BE + i
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=2z Citrix Sy

stems, Inc. | App registrations =

New registration Endpoints Troubleshooting | < Got feedback?

o Getting started i’ Welcome to the new and improved App registrations (now Generally Available). See what's ne
Getting sta

. Diagnose and solve problems All applications Owned applications

Manage
& Users

N This account isn't listed as an owne|
Groups

Roles and administrators
Administrative units (Preview)
"% Enterprise applications
Y Devices

“& App registrations

% Identity Governance

4. AUTFRIEMELUEMNBRER:

o AM—IRMERIEEMAE I,

o SRR R SERNELALERDAIK, (C-BEA) KN,

o EEM URI (ATi%) —MThIFIRSi%EEF Web, ZAEHNEVAMKE— URL (f170 https://localhost:
4980)

o BE EM
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Register an application

Name

The user-facing display name for this application (this can be changed later).

AZURE_API

Supported account types
n use this application o s this API?
Accounts in this organizational directory only (Citrix Systems, Inc. only - Single tenant)

Accounts in any organizational directory (Any Azure AD directory - Multitenant)
Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts {e.g. Skype, Xbox)

Redirect URI (optional)

We'll retumn the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web https://localhost:4980

EEILAE FIH7F#EEI/E SD-WAN Orchestrator HERNRA 2F (BFi%) IDMER B F) ID, BT
Azure ITE#ITRMNIEIE, LUERERA APl

; AZURE_API
v

Y Endpoints
w Overview
& Quickstart
# Integration assistant (preview)

Manage

® Branding

i Welcome to the new and improved App registrations. Looking to bearn how it's changed from App registrations (Legacy)?

Authentication

NARF IR T —S2ASHRIEE MRS EHREHR.
EQIRIRS EAREH, BRITUTIE:
a) 1€ Azure ], Sfn%l Azure Active Directory,
b) 7 BET, SMI AREFIM.

C) ERBEIMNNAER (ZAitIE).
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d) £ “81" T, ®E EBNNE",

e) E BFIREHT, £ + MERFHEH.

% AZURE_API | Certificates & secrets

Credentials enable confidential applications to identify themseves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a dient secret) as a credential,
% Overview

& Quickstart

' Integration assistant (preview) e n be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

Manage

& Branding Thumbprint start date Expires
Authenticoion No certificates have been added for this application.

¥ Certificates & secrets

Il Token configuration
API permissions Client secrets

& Expose an API A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

i Owners

& Roles and administrators (Preview) s Expires
B Marslest client secrets have been created for this aj
Support + Troubleshooting

/* Troubleshooting

A New support request
f) BAMEFRES, BAUTFRIEHE:

o WRA: RMEARS EEEHNRM.
o T RIEFEEFIERFFSATE,

Add a client secret
Description
SP_KEY
Exp
In 1 year
In 2 years

Never

g) WM.
h) #EESIDEET A BEE, BEAEHHNER. KEEUAE SD-WAN Orchestrator g K%

P imE Ao
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% AZURE_API | Certificates & secrets

I Copy the new dient secret vahae. You won't be able to retrieve it after you perform another operation o leave this blade.

& Ovendew
Credentials enable confidentsal ddentity 3 the a ng lokens o a web addressable location (wsang an HTTPS

& Quickstart scheme). For a higher level of a dential

o Integration assistant (preview)
Certificates
Manage

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
® Branding
Authentication
Thumbgprint
Certificates & secrets
e No certificates have been added for this apphcation.
AP permissions

Expose an API

Client

% Owners i i
Ase ng that the application uses to prove its identity when requesting a token. Also can be refered to as application password.

& Roles and administrators (Preview)

W Mandest

Support + Troubleshooting

¥ Troubleshooting

& New support request

=
AR

AEMNHENEZE, BRAEHHEFHERRE, BAZEBTFBETRERE,

RITUTHBASHRIEENSEEYSMAE:
1. £ Azure 1P, SHEICIZEEM WAN FIRIRE,
2. SElsmEEs (IAM).
3. BE + N, ARER RMNAESE.

® Overview
Activity log Add co-administrator

Access control (IAM) ¢ Add custom role

Review the level of access a user, group, service principal, or
managed identity has to this resource. et

€ Tags

¥ Events
Find ®

Settings Azure AD user, group, or service principal

& Quickstart

Deployments

4. EFMBGOE, HHUTFRIEMHE:

« AB-MTHIIRPEFFAAEE. LABATEREERRLRERNAERS.
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o BisE Ry Ecss—i%iE Azure AD AP, 4 5 RS E1A
o EFRIRHZEIEIVEMNAEFNER, ARTELINERENEEE.

5. BEHRF.

Add role assignment

Role (i)

Owner

Assian access to_(7)

Azure AD user, group, or service principal

Azure_API

No users, groups, or service principals found.

Selected members:

AZURE_API

B, EHREIREL Azure tKPRYITEE ID. ERTLURBITE Azure "] REREZRITIEFIRSIERIITE ID o
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Subscriptions  #

issions to manage Azun o5, To view subscriptions for which you have billing access,

Showing 1 of 5 subscriptions [ Show only subseriptions selected in the

Subscription name T4 Subscription ID T ol T4 Current cost

Mot availal

SIEEM WAN /5, EER SD-WAN .0 Ul > ECE > Azure > B EM,

Dashboard Fault Monitoring Reporting Administration Nitro API

Virtual WAN

Secure Connections to Azure Network @

Virtual WAN

ERH N TENERHFRBE, BBURGE, EURBRMNERXEKER D RRERBF .
=
BIMBERT, PXBDZHNEH BCGP R FEBRS. e UeEHASEHSER BGP (£ “8E” T) Mox%M
R 3 ST RIIERS

B BGP M1 ZHWE 9 X SREHIERE, MINBERERE, KLU Microsoft Azure > KR4 > EFEH)
BRTRA ** hIERES, AE2E **VPN i,
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= Microsoft Azure £ Segrch resources, services, and docs (G+/)

al » h2hwalid - VPN sites

ﬂ; h2hvalid - VPN sites *

g Ad
[ selecta
VPN Sites (&
Settings
B Configuration Site Site Provisioning Status Hub Location Link I? Address
Propertie O & @ Frovisioned 1 hubs Central US v Tliniks
ocks 0 Py ————
i3 Export templa O
Connectivity O & © Provisioned 11 hubs Central US e Tlinks
5 Hubs O © h2sthindia - Connecte: d
B VPN sites O 14.211.251.1

£ ExpressRoute ci

» virtual network connections

Support + troubleshooting

/A Citrix SD-WAN ;E#2I1% Azure EHAr5M

February 18,2022

SHTFEERER| Azure A S, FEMFRIEHIS. BHISHEAN Azure API, BFES Azure WAN 71 Hub 895
Eh A EE

Microsoft Azure E#l WAN S35 FAGFZIR:

THE

WAN: == Microsoft Azure FHENRLE, CESIEEEREEIERFMENREROREEE, WAN
WILBERE, FEEES N RAELS, UAESSERR WAN FHFEN hub ZiElkyiEz,

Ui ®ona VPN & REIGE, —MNbaa LUERERIZ Nl @i Citrix SD-WAN, FAILUERRERR
HFEEMEIEESHE Azure,

Hub: REEHMNBEZSEXENZO. Hub BE58MIRSKRIFET S, ALUSSHS At MERIEZEMEthRR
FE, Fibm B iEa e SaEE, AEBE Hub VPN ifs,

Hub EMkiEszE: Hub MERLUS Azure 3l WAN Hub T48E 221G MEIMNSR, B, EiEIE—E
PO X IR BRI 4SBT Ao

P H%EAM Citrix SD-WAN &%, FETFEFRHAMS, SD-WAN I=HSBERERS T, ERRTXE
DIZWEE, LIEF Azure, SD-WAN #ZHI28 61 SRR MECE N A TX L5 32# Azure Hub,

T P WAN 4B
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VNET B VNET C

VNET A

WAN %

Branch 1 Branch2 Branch3 Branch4 Branch5 Branch6

Branch devices (CPE) managed by customers or SD-WAN solutions

4%k Azure FEiMERA T 1E

1. SD-WAN Center @3 EAARS K. TAERETABRIARNEHTEHIIE, 7 Azure GUI hFEARK
&

eN0

2. SD-WAN Center 3REX Azure EEZECEH B4 Mg E, XOTUBH T, FENEHANBBENEE.

3. EISEEBIERMN Azure BBESS, %M Azure WAN Bil— Mt = ZlibmiERE (AN ER) IPsec @iE), Azure
FBENLIGEEESR T aeXIE IKEV2 188, BGP BZBE 2 %M,

AE: B IPsec®ER IPsec 2EmtRE N

IPsec B4% B

IKE mZE&% AES 256

IKE SeE M4 8% SHA 256

Dh &H DH2

IPsec IZ=&E £ GCM AES 256
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IPsec Bl% B
IPsec EE M4 &% GCM AES 256
PFS 4B ¥

Azure i WAN =T B a7 TEAEEM AN PO Z BHEE, QIRPOERMNEESRN, EREMEHN Hub 5

TEGEEIAMLE (VNET) ZiEigBESMEE.

FORFAINER

BRIEUTER, AEBHEEE Azure 1 SD-WAN LIBEEREET) Azure hub M9 Rk,

1. ERESIEHME Azure ITHEFIANBR SR,

2. BEE—NMEADRARMIGE, Flan— SD-WAN i&%, BTF¥ IPsec Bir% Azure &igEd,

3. IBEHEAH IP it B BEMEE, BABE Internet 852 B LUEIIERET Azure, BIEEER IPsec @B

ZeefEAMERAY WAN 3%,
4. SD-WAN controller-controller 2% = E SD-WAN &&LUEEES Azure B9iE0O,
5. Azure REDLE—NITEAHM VNET, g0, HAREERSH VM, 5FEUT/LA:

a) EEIMILEAISHE Azure VPN SEHURES BN X SR8 IS &

b) EMMEREEERFEXHNIRA, ZEHERERATIIEEM WAN RIS, UEMRESZiHRINT

(7E=

C) MMECEARTIEABINELNR, FI90, ¥F ubuntu VM, EERIEO 22 SSH AR,

TEEAT Microsoft Azure B & MG ST N EIANLZHINE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

154



Citrix SD-WAN Center 11.4

i TRl X
<2 <2 9
Hub (AreRegion)) ¥ <7 f
g

8

G EHEk Azure 3 WAN

FE 4 SD-WAN 53 &R Azure Fi@ IPsec BRESRIRR, FETMUTI R,

1. &2E WAN &R,
2. B SD-WAN 9% LUfERA IPsec @i iEEE Azure,

B & SD-WAN WIS, EEE Azure WL, FEAEREEI SD-WAN &EFIEM Azure BRELAMAAH, BE, &
AILERCE Azure BIEZ RIECE SD-WAN BB (MIREE ), AETFTRITHERE SD-WAN REZHI%LIZE Azure
B WAN [I£8, https://microsoft.com Azure virtual-wan,

B2 WAN ZR

REAEM WAN IhaEH A7 ZIREEREE Azure, BHRITLUTERME:

1. &R Azure WARE, REEMN WAN MERER, AREZECIZEEHW,
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Microsoft Azure £ virtual WAN

Home > Virtual WAN

Create a resource Virtual WAN # O X

Microsoft

All services

Azure Virtual WAN is a networking service that provides optimized and autoemated branch-to-branch
connectivity through Azure. Virtual WAN lets you connect and configure branch devices to
communicate with Azure. This can be done either manually, or by using preferred provider devices
through a Virtual WAN partner. Using preferred provider devices allows you ease of use,

FAVORITES

Dashboard

All resources simplification of connectivity, and configuration management. The Azure WAN built-in dashboard
provides instant troubleshooting insights that can help save you time, and gives you an easy way to
Resource groups view large-scale Site-to-Site connectivity.

(] App Services.

Save for later

¥ Function Apps

- PUBLISHER Microsoft
sat SQL databases

Service overview
USEFUL LINKS Documentation

@ Virtual machines Pricing

& Azure Cosmos DB

Q‘ Load balancers
= Storage accounts

Virtual networks

6‘ Azure Active Directory

Q Monitor
Advisor

@ sec

0 Cost Management +

;'\‘ Help + support

2. A\ WAN 95275, ZAEERERT WAN 93T,
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Home » Create WAN

Create WAN 0o X

The virtual WAN resource represents a virtual
overlay of your Azure network and is a collection
of multiple resources.

Learn more.

* Name

* Subscription

~

Register your subscription for the Virtual WAN
preview to create a virtual WAN. Learn moare.

* Resource group

~
Create new
* Resource group location @

East Asia v

Automation options

3. ERNARRANCEFRRE, RFARTEME, RIFAZBIIEIEIRIGLZATEN.

4, EREHFEFXRATZNMUE, WAN B—HRBEUENSXAR. B2, BL4MNEE WAN HRTHIENZHE
RABMNIE,

5 BE ‘0. XBBRMEIEMIHERENTE,

B ML

ERIMERERMN ARG R, BRMHNERSEMNRENERBEXNESREE Azure, HEZRILUREBSERE
&, MREEERE, FEA Azure NP PEIEIER,
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SD-WAN R£&#1%r Azure 3 WAN ITIER

ficE SD-WAN i&&:
1. fagz Citrix SD-WAN &%
+ ¥ SD-WAN 7337ig&E#E MCN 128,
2. BZE SD-WAN &&
o FNERD-ENEEAE Intranet fRS3.
ficE SD-WAN Center:
+ % SD-WAN Center B2& #%E# % Microsoft Azure,
BtE Azure 1IRE:

o REEF ID. BPH ID. R2EB. iTHE ID MHFRE,

BHXZuEREE N WAN XBX:
1. B—1 WAN ZRXEREI DM, B—ihmTiEEEs % WAN,
2. BEFEMUEERS WAN XE,
3. i%#% Azure WAN %35,
4. EFIESMERS (Intranet), EFMIMARS LRSI ED-EAE .
5. EEES5 WAN ZREXEXBYIE R B R,
6. BEIE AR,
7. ERFRSERNEHENEE, UEE IPsec BEIRE.
8. £ SD-WAN Center {iR&5MEREHER IPsec BBERIIRES.

fZE Citrix SD-WAN m45

MCN:

MCN LB RARENELHEEELN D KR EIM WAN hREEE—1EEIR MCN,
AIANBERT, REERFFAHENTASENAER. BFgEEILAN MCN, ZAERFMIGERHABEEEN MCN. 5
hRECEN MCN 5, WMABEE GUI ZARTAH. BHXM MCN 5 SD-WAN Center UTARFMECEE L.

MCN N&&:

MCN 25 1F SD-WAN M LINRE P iE T R NP REERPVERHBNPOTR. BT EFEGHEHEEIREER
Iz 9N, FREECEEENERE MCN E#H1TECE, 1thoh, HAERMNAE MCN EATA. MCN RILAssARE 1 SD-WAN R4,
MEFHT R REEEMAN Intranet UREFMEZNEPIKHRLEES. MCNNETEARRRUBSERE (BN
7)), HEa—1HZMLF SD-WAN REFH—IMHSIEFHT R, AFERELEREERZErEE. MCN
AIUEENAE SN EFiET RN ENRKEZ. ATUEZD MCN, BEERAEREBIRERE—. TEWRBAT—M)
BRmib MR MCN BRI (DXTR) RENERTEE.
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Client

. ]
Internet
- /)

% SD-WAN i &EE MCN

ERINHERE MCN, SFEEEHEEN MCN Hig&E LB RTEE Web R, REKEE Web REIEE MCN iz
#HaR, MCN =618 BEXAVPHIR HaEEnNEE Web REPNEERIER. RE, BOLUER BEERESE FM
FMECE MCN 3557,

EREE Web REIRE MCN 2418 B, BHITUTRME:
1. #EfE N MCN mig& EERE SD-WAN &2 Web RE,
2. #EE Web REFRE CTEMSBNEEE) MERSEHRET RE,

w

. ESAU (EER) P, fTARERENS, ARRTEERRE.

>

W CH M R R AT AR M EEIRE DU,

Configuration

onfiguration > Appliance Settings
o user Accounts RADIUS TACACS+ HTTPS Cert Miscellaneous

Ne

Net Bl Change Web Console Timeout

SNM ;

g e Timeout: 9999 Enter the new timeout value in minutes (1-9999).
+ Virtual WAN Change Timeout
+ System Maintenance

Switch to MCN Console

the Web Console to enable configuration of MCN functionality.

ERTUETRITERES, 0% [£F5%, MCN] 26880, ATaSUREHaI%RE, BFEREERNAE
Az iE R,

TR T HEER SR, WTFAR:

o AF BRmIEHIE EX BOA) B, BotmEA “OIRE MCN 26587,
o &F MCN =5 #308Y, BN “IRAIFFIHEFIE”,

AIANERT, fgEEFF TR B TET. MCN £ aEXESMNENTRER “IRERER NE. KERE
28 {X7E MCN i&& Lo M.
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ECE MCN  ERMAFAECE MCN ig& b=, EHITIUATERE:

1. 7£ SD-WAN &% GUI 1, SHEIEIN WAN > EcE4RiE2S,

Configuration Editor - VPX

[ 4
..... o 7
« Madec
- vurs
WAN Links: Vd
' acceas Type

2. BE MR R+ IR AR E MCON 35, IS B ING R3S,

Add

3. WA—NERE, ATHRERSHHIBUBENAE (DC/HB) DO, BEREMNRERS, BEERNEER

FEEEN, ANEGTFEERERNDMTFIAEEAER. ATRITEIKSEENT LIRS, BEFRRD
ERE MCN, RRE2ERM.

4. ZFEFIRAMEE SN, RANMERERESRERERE, WA
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ew Regior Default_Region v
= Nva
MCMN-D
ViewSite: | MCNOC+ || 4 Site D) Site i Sie
[ Basic Sectings .
Routing Domnaens
oS g A
3 Agdreise
High Avariabsim, L
b
Cloze

5. WAERIRE, HINIME. BRBEM.

6. SHEEMITAE, FHAEBESRE Internet/MPLS/EHHRE, EXHHELLNED, XEURTIEELTE
IR E R RERT

7. BEEOAFHRENEH.

+ Aoghance Settings Canfigurati sl WAH 5 Comfiguration Editor - VPX

| — o [ [ |

8. BE + RMEMEOH, XEAMHOEMEOAE, EPEOBEUATEREIREVENER. REFULEN
HERERIRERSMR, KRABERARSAUE/\T,
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+
Virtual Interfaces Ethernet Interfaces Bypass Mode WCCP Security Delete
Add
= Bz [s[s[a[7]e Faikto-Block v ) | Tustes v W@
Apply Close

9. BEEMEOAMN +, LU TATEERR.

Wirtual Irmerfaces Ethermet Imerfaces Bypams Mode WCCP

e

Viral Interfaces  + Bridge Pairs 4+

e

Apply GEREES

10. EFEMBILEMEO -2 URMED, RERAMEEN —WHRENKEIINERE, AEFUATFEES,
MREBARE LEAKE-BL, BHAEFERIIZON, HRREZSBRELTITER “KER",

11. NTFHIFIRPEEZ 2R, MREONERZZOLER Internet ##%, WEE “AIEHERAT WREOR
“MPLS $#88” $24) , FHEEFREE.

12, ERAEMZONTELEN, B& +. XBERBE. BHAEXEM VLAN ID. WAL ESEOHZ N
VLAN ID, VLAN ID AR5 EIMEORRE, HREFZAMEDNED, SEN/RNFENREEA 0
(B),

‘ Configuration > Virual WAN > Configuration Editor - VPX

= + s
Sites ?

[ — T vinualIntertaces 4

<Default>

Defaut_LAN Zone 1
internet_Zone s n
Untrusted_Intemet_Zone

=

Apply Il

Audits: 0 [P 7 .

13. EREORENTEERE, BERE Bridge 3o XRRMMBINER, HAF#ITHRIE. PHERAURIAXLER
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&
14, EFRMEZEMEOL, FRTZROAIZTENN +, ARRIMN_EFMRIEIE,
15, EFXLEEORE, T—PEEXEEO LS IP ik, 7£ Citrix SD-WAN RiE#, X#FA VIP (B IP).

16. @r&EfrihntIEA, AFREEMN IP it EERTESE VIP %0,

View Site:| DXC i + Stz Disee S

Revert

17. BN P st /FIRMER, ABEESZMIERBKAEINED, BN IP MUt K56 & Fe B EA MU ML 8D,
AW IP tiubERFARERE, FIMPpAERE. 5. TRNREeN. RENA, XFMUE BRI S
, FHESER BN P ik R, RRIMESEN P ik, FRE B P ik AN +, ARRRE
RS BRI,

18. #arribmEfn ik RECE WAN %,
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1=
ww Regron:  Dedaust_Regon » g Liri

Fug 4 das Uik

x
Add
DCt-W
l Public Internet v
Pubiic Internet
| Private Intranet
Private MFLS e

20. AA Internet i&BTF Internet/z=®/DSL/ADSL $##, EA MPLS NATF MPLS j#kk. FAARBERBRAT
MPLS $%#%, fAF MPLS fMFAEABMEZZEMXIET, FAF MPLS 2iF%8 MPLS #5889 QoS %k,

21. MRMEEE “2A Internet”, HE@I DHCP 2 IP, 15:&EF “Bantaill IP” %D,

22. 7£ WAN B ERES, @EFipnEd. XETAGSmiREONE,. RNHEES M EET R VIP #1M
X IP, $0FFimo
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NANLink:| DC1-WL-1 .’e::-:-r| v | 4+ Add Link ﬂ Delete Link

MAN Link:  DCt1-WL-1 »  Section] Access Interfaces v 4 Add Link ﬂ Delete Link

23. B+ LRI E. XEEREPHRNI—NIZ=RE, HREITHLUATHRE.

24, MABHEALEONBT, ERTLREEEEENUBEEESR . IRTHFERNERE, HAZEODE P,
BB EERENERINE.

25. MNRFHEZ LM EZNFE IP (WIREEZ MPLS %), BHERRERI QR HFMMX [P #itilk, SEPEg
RRARBIANTEEN, BANEEECRIERR BEMER.

AR BANREARP B, SRXTEAEN, REXOEEMX IP #tiikhy ARP EXR,
26. gEHEMATT WAN SHERNEE, MRELEES WAN g, SNEMEREERITXESE,
27. EEEMRBRH, BEERNE, ARERRL,
28. B + LIAINERE, XRFFTHF—IIHEE, W0TFm.

Add

Cancel

29. MANERATHRBRHENUTESR:

o M4 |P sthik
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¢ MAE—RAREMFBREMAT S —FBL HEARBHIBRZMATRERSNEL, FIAMEN 5

o RSHE - RIFRS, — RS UZRUTEERI:
- EEREF
- MEX

Internet

- BB

- iy

GRE Bz&

B8 IPsec p&iE

30. BERMA.

BENERFNESRA, BRE “BE 26NN+, ARRRLEENSNH#TERE. BXESER, B2 EE

MCNo

EcE MCN #9374 = Z [BIHYRE BRI
REREIMIEN . SMEICERIERICENPIIERET .

1 7 “BEE 899, RHERLTF. XEEREEMINERSD.

2. FEEBONESR, N BRUER” ThXRSEHEE MCN.

S + Size @5|- ns:-
| WAN-to-WAN Forwarding

Virtual Paths

Dynamic Virtual Paths

3. MEEET-RRIEREMERF, UE MCN M9 ZihR ZiE el 2 B,

£ MCN N TRz B, SR BT XA R 2 B ECE IR
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= + St D Sit= i 5=
MCN-DC v
Connections
WAN-to-WAN Forwarding
| Virtual Paths

Dynamic Virtual Paths
Intemaet Service
Intranet Services
WAN Links

GRE Tunnels

IPsec Tunnels

Firewall

Application Routes
Routes

OSPF

BGP

Route Leamning Properties
Multicasz Groups
Appfication Settings

4. 7T “EPRR" BoP, PEHSEMRIEAMESBIRMEMER,
ENHREENREND X, BIERNTRIERIIRE TH#HITERE,

B8 | & AR,

x
Add
Remote Site:
<Mone> *xTr

# Reverze Alzo

If enabled, Classes and Rules will be mimored on
Ieoith Sites for this Virual Path.

“None>

Defauit Set

Ciose

Tracking IP Address:

+ Add Virtual Patn i Delete Virtua! Patn

BT A —DIHERE, MTFT. &
MEETHIFIRPERD TR, RAESEE

EEMBENM MR ERERED XNER. TTRIRFE, BMER 0 TR TIREMERREZ, 0T

Ffrizo

*| 4 See DSt See

[4

WAN-to-WAN Forwarding

| virtust Paths
Dynamic Virtual Paths
Intamat Sarvice
Intranet Services
WAN Links

GRE Tunnels

1Psec Tunnais

Firewall

Application Routes
Routes

fore 2

BGP

Route Leaming Properbes
Muhicast Groups

Application Semings

Virtual Path to Sits- | MCN-5100-

ERET2

4 Add Virrual Patn B Deiete Virrua! Pazn

BEREDED R R D
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5 ARERELABRE +AM, BER “RMERE" SHEE, HECAEHPEEEMRENRR. WE, BHH
ILBIZERE, ARRERESIEE,

A= Citrix SD-WAN ZFR M Am LN E#ERE, XEHRERAZRBRE—%KE, ABIRARS K
2. B RRESERFAHAER, SD-WAN FILUEEAERENRERB. X5#EWRTT ZXNEEERE,
EERAREELRNMNEET. fld, R ASR B ZEN—MNERETAREZRE, SNERBI5ITEER

MEBELEIT.

HIRERBARGEMRIZETFT MCN 59% 26, AEERTItEAIR. EXFAEE, 55H
7£ MCN MIE P inii R Z BIEC B EIARRZARS.

HEMCNEE T—IEHERE. XEUTHINTER:
1. ¥ SD-WAN BB RS HEIENERE,

o EERIREBRZA, BAELRTHANEESEME BRiEE SHE MCN LH2R TEEE EFEHHE.
BEHE T EEE-—THRRMNS R,

2. ERHAEFRERHE.

o FHECERRNIERERREREE, IUES R EERHEFRER. BRITILRE, BER MCN
EWERE Web RETHEREEBS, H2H Stage L& E—THRHHPE,

& Intranet ARs3 LUE#E Azure WAN &R

1. 7£ SD-WAN &% GUI i, REEERIES, SMEIERER, B& + RINARS 2 <70 Intranet fzS3.

View Region: | Default_Region + + Add Service

View Site: | BRE12 - | 4 Site m Site E Site N OBIECTS ADDED, PLEASE CLICK THE ADD BUTTON

WAN-to-WAN Forwarding
irtual Paths

Crynamic Virtual Paths
Intemnet Senvice

|Ir.trmet Sarvices

WARN Links

GRE Tunnels

[Pzac Tunnels

Firewall

Application Routes
Raowutes

O5PF

BGP

Route Learning Properties
Muliticast Groups
Application Settings

2. £ Intranet REMERIGES, EHE Intranet IRZ7E WAN SHERTTBEREMNITAARNE LML,
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o BRZELOW-NRFAEEENTEBELERZ/EIRE, HEPLERE, MREEFRFERIER, WiE
BRI R R IX TR

o 7288 WAN SEHERTS - IMRUILETLAFBARS, NRELL Intranet RS HVEIESISHSERILARS
BMfEta sy WAN §E AR AT At 2 dit.

Infranct Service: | Mew_Intranet_Service-2 v | Section: 4 Add Service ﬂ' Delete Service
Mame:
MNewi_Intranet_5...
Firewall Zone:
<Default> v
# Enable Primary Raclaim
Cafault Set:
Mons> v
gmore WAN Link Status
Refresh

3. REEXRER, T—HEAUMRSEZFAR WAN ik, —TINEKNRS &S EFH MR, EikE WAN
SR, BEMITE BB BUTHIFIRAIERE WAN $5410, WAN link ThEEE TELANHEERT, RE—
RN EE WAN 5%,

AR QRS Intranet RSEY, HMEEEMLHE) WAN FEEIRST,

Intranet Service: | Mew_Intranst_Servies-2 v | 32CHON | WUAN Links v + Add Service il Delete Service

BRE13-WL-1 o+ o+ MNons MNoine v | Mons v b

BR513-WL-2

Revert

4. AILERARET ORISR, MTES NI XERNEEX I —BETERRINEFRENEMENIR
B, BEXAEEETRE WAN NIRRT, HERFEERS, ATEEITBIRFIRRE. F,
MRBFE-LRE, MEFRBET Intranet BRSS, NETMUES —FANREFZREFBIHMIRS (EEW

‘i) RIXRE.
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Intranet Service: | New_Intranst_Semvice-2 v Section: | Rules v + Add Service E Delete Service
+
Boet
=2 4 ¥ v ¥ -

Revert

5. ERIEREA Intranet BRSBIERT, MECEBRAI A, LRI WAN SEEHTEERER WAN SRS MRS
ZBENHREDE. RSO ATFEHA—DHBAFEDE, L, EAIUBAATHE, UAFRSEHITAFS
R 2 RN RENREHEE.

WAN Link: | BRE1Z-WL-1 ~
&1y Group: LAM to WAN Permitted Rate (bpsr 10000 ‘WAN to LAN Permitted Rate (p=i: 10000
\‘f‘.__ .
r 1 r 1
n .
MCN-5100 Default

Mew Intranet_Service-2 Default

Refresn

fidE SD-WAN Center

TE#RT SD-WAN Center 1 Azure E#l WAN EZMN SR T VERIZ U R EMERIRSE IR,
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Create Wan Branch W Deploy Failed
Mapping J

Site Config
Failed

Deploy
Success

Pushed Site Provisioning Failed

Information

-
c
Provisioning Config Download g
Success Waiting for VPN Failed g
config e
[}
=
Config Download Success w

b T

cC Q

w =

S8

Configuring IPSEC
Tunnels

Change Management
Success (disable Change Management - False)

Tunnels Deployed

IPSec Tunnels UP

Connection Active

IPSec Tunnels Down

Connection Down

Change Management Disabled

Requires Change
Management

Config Update
Re-deploy Tunnels (Config change could Available

be Tunnel Params/VNET info)

EE Azure igE.

« 2t Azure /7 ID. [ZF#ER ID. ZEAMITE ID (BFRABRS MR,

Config Update available (New tunnel params/VNET)
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BozibBEcE WAN XEX:

o BFoZuhmkBEE WAN BiR, RE—iisTAEEsIZ1 WAN,

o BEFREUEELS WAN XEB,

« %% Azure WAN #EIR,

o EERES WAN ZRXBAIIE S E R,

o BEIRELHIAKE,. ATREIFEN WAN S Biax A5 REREZA 20 WAN i,

o FRERET N “BBERE” LUEE IPSec @EILE,

M SD-WAN Center iR EIEEMR IPsec BHERIRE., IPsec BERBSHBITAZE, FREFEHIBRER
&), XRRIERLFIEIRE

fnfic SD-WAN Center:

SD-WAN Center 2 F Citrix SD-WAN WEEMIRET R, Ei% WAN I FEEZE SD-WAN Center 1T
#. SD-WAN Center {XfEAEIIMEMIE (VPX) 121, FERERE VMware ESXi 5% XenServer @il EEEF
L. BE SD-WAN Center i&¢&FfHRR/ZHIREE 8 GB RAM 1 4 4~ CPU Hi%. MR %% # icE SD-WAN A
IDEEIALRI S B

79 Azure EiEZECE SD-WAN Center

BEXFMER , BAECIERS ER
E(EH Azure FRINEEE SD-WAN Center, HIURHL TS
« B (FAF ID)
- MAEF (P ID)
o Z2FH (BFmEH)
« JTAE ID
7 SD-WAN Center #1T5{9501E:

7£ SD-WAN Center Ul &, SMEIEE > =% > Azure > i HM, BB Azure EEILE. BXEE Azure
VPN EERFMRER, BB TE:
Azure Resource Manager.,
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Citrix SD-WAN Center

Dashboard Fault Monitoring onfiguration Reporting Administration Nitro API

Configuration / Cloud Connectivity / Azure [ Virtual WAN
Network Discovery

Network Confi .
etwork Configuration Secure Connections to Azure Network @
Zero Touch Deployment Active Config:

Change Management Add || Add Multiple Subscription | | Refresh WAN | | Pull Active Config | | 3 Settings | | 0365 Policy

Appliance Settings

Mobile Broadband
WAN Links

Licensing -
Sites v Primary Secondary Azure WAN Status Datalls
Hosted Firewall

Cloud Connectivity

Cloud Direct @ Oelete

Azure ~

Virtual WAN

Automated Azure Deployment

Security

£ 11.1.0 XE@EhRAH, 2H Azure P WAN EmRp9E 258 WAN $E2EE, e WAN SHEN 2R E
2 Citrix SD-WAN S BB TR,

EZRIMSERER, WAN SRS IET RS SBURE RIS Azure EIX WAN BEEEK, EHAIMSEHES, BIEE
WAN $E82xH], 3= Azure S WAN EEBSRIPENRES.

BWAITE ID. P ID. ARERF ID MR2EH. FERTHSBA8EMER Azure 33 SD-WAN Center #1755
iE, MRELERANNTERAER, WSHIIEPHEK, FERATFRITH-—DIRF. SENA.

Subscription for Azure E
Subscription ID:
| x|

Tenant 1D:

X
Application ID:

X
Secret Key:

X

‘ Cancel ‘

FhEIK P F RS | BIETE Azure FREIERIEZMEKF . WRREIBREMIK,, RENARE, BEERITHP BRI
B

JREX Azure = WAN ZR:

IR S HIERE, Citrix SD-WAN #i8 Azure LUFKEX Azure 8% WAN FRMIFIR, EEF Azure JPEME
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— NS EPEEXLEFR. WAN ZRAREE Azure FRIENMLE. EESEREHREELENPHEHMREHRL
BoHERE. WAN RILEERE, TBS AELSR, LTEESFE WAN ZRHIHNFREPIRK Z B HEE,

Citrix SD-WAN Center

Dathbasrd Fanalt Manzseng Repartng Adrmirentration Netrs AR

Secure Connections 1o Azure Network

AN ST e o et e TR ATt e

I St &bty

EXBo b= Azure WAN 2R, BEHRITUATIRME:

ARIERFBES Azure WAN ZRAEXEXA RER L IPsec BiE, — Mo <#HMa] LUERE] Azure X WAN ZRPHY
Z0, —1 Azure I WAN ZRATLIS S MO ZIEREE. A2 XE Azure B WAN HIRERE G2
817,

BRMSNER, BRITUTERE:

ERILOEFRR BN R, AERENSEENSEN WAN HIRIEXE.

1. BHFMSZB NGRS A SFriE WAN ZIRXEXEIFRE I =,

Dashboard Fault Monitering Co Reporting Administration Nitro API

Configuration / Cloud Connectivity / Azure / Virtual WAN
Network Discovery 9 vy

Ne! k Confit 3

""""" gursiion Secure Connections to Azure Network @
Zero Tauch Deployment Active Config:

Change Management oy | Add Multiple Subscription | | Refresh WAN | | Pull Active Config | | £ Settings | | 0365 Policy

" Connect maultiple SD-WAN sites into Azure at
Appliance Settings e

Mobile Broadband
WAN Links

Sites w Primary Secondary Azure WAN Status Details

2. Azure WAN ZRETHIFIZR (WITFFUR) BIEEZEBTEN Azure tkPBIER, NREAREIE WAN ZI&E, T
FFRAT, BRREME Azure NP A BERIERTR. MRFIFRHBIEFRT WAN FR, 5EREBEEL SIS
EE3R Azure WAN &R,

3. EBR—A TR R LUEE) IPsec BERITE, HEMERLRRESEAH Internet WAN 3%, 1L
#2137 %) Azure VPN M8 IPsec f%i&,
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3
Configure multiple sites to Azure network
Azure WAN.

wannew> v

Sites:
@Select All
@Branch
@DC

LTI | Cancel

ERMEBENER, FRITUTERE:

TEATLOER—RERMIER (B1), BEMKERK, HEMREERTIER/ERE, FJLUERRMS MR (WL
7)o

1. SEHEAER WAN XEGER— PR B £ “BIREEER Azure WA SHEERRINE R,
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Citrix SD-WAN Center

Dashboard Fault Monitoring Configuration Reporting Administration Nitro API

<

Network Discovery Configuration / Cloud Connectivity / Azure / Virtual WAN

R11_0_3_2_808846

Network Configuration Configure Sites to Azure networl

Zero Touch Deployment

Change Management

Appliance Settings

Mobile Broadband

Hosted Firewall
Cloud Connectivity v
Cloud Direct

Azure v

Virtual WAN

Automated Azure Deployment

WAN Link

(A ‘ Sites ‘ WAN Link

Azure WAN ‘

O [ DC v] [ DC-WL-1

v ] [ wannew5

d

[ Branch V] [ Branch-WL-1

V] [ wannews

)

EEREREER Azure B WAN ML ik,

EESERRER WAN §5iE (AHEBRMERHEHZREYEERSBINFTIH)

M Azure E#} WAN THIR S PEFIE R4S 2 KEXE) WAN iR,

BEHEBELUFHIAKEK. KE (Init BREE “WENERER M “FF VPN EE") EERUBNEEXZT

EHES.

HELRREEATRES:

XM LS R
%15 VPN i2&
EEENREE

EEZATFENRE (IPsec BEERER) ZiEEEXEA (IPsec @EEXHA)
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Citrix SD-WAN Center R11_0_3_2_808846 ~

Dashboard Fault Monitoring Configuration Reporting Administration Nitro API

<

Configuration / Cloud Connectivity / Azure / Virtual WAN
Network Discovery o ity

Network Configuration :
au Secure Connections to Azure Network ©
Zero Touch Deployment

ploy 4 Please confirm the creation of Hub on the Azure portal for the deployed sites if not already created. x
Change Management [ (Zpeployment Success x]

Active Config: config_aug27
Appliance Settings

Add Subscription |  Refresh WAN | | Pull Active Contig | | %# Settings | | 0365 Policy |
Mobile Broadband
Licensing search
[P— Sites v WAN Link Azure WAN Status =
bC DCWL1 wannews Init Site Information =]

Cloud Connectivity v

0 Branch Branch- WL-1 wannews Init Site Information = 4
Cloud Direct Showing 1 t0 2 of 2 entries
paure o ReDepioy LY

Virtual WAN

Automated Azure Deployment

Security >

XEXuE = WAN RS (Azure [117):

¥ Azure NP LEBENIERSTE Azure B WAN FR T EUZBIES P OXE — MRS TEMFOTUS D
WiE R KB SNEMNFOBIEREXEEIEN, FEA BT SIREMMBERBIE LEAHS EMNPOXRE,
QEED MR T EIRR O XERRING, 72 T8 VPN EE, HEIMILSE VPN MXBIMER IPsec &,

EHRESERNEHEREF T ENUEE IPsec FHEIRE. TFSFMERS XM IPsec &,

Citrix SD-WAN Center R11_0_3_2_808846 v

Dashboard Fault Monitoring Configuration Reporting Administration Nitro AP

<

Configuration Cloud Connectivif Azure Virtual WAN
Network Discovery 9 / vy / /

Network Configuration :
9 Secure Connections to Azure Network ®
Zero Touch Deployment Active Config: config_aug27
Change Management Add subscription | [ Refresh WAN | [ pul Active Config | [ £ settings | [ 0365 Policy |
Appliance Settings .
earch
Mobile Broadband
Sites v WAN Link Azure WAN ‘ Status ‘ Detail$ ‘
Licensing [ DCWL1 wannews Connection Active = [#]
Branch Branch-WL-1 wannews Connection Active 2 [+

Hosted Firewall
Showing 1 to 2 of 2 entries

Cloud Connectivity v ReDeploy

Cloud Direct

Azure v
Virtual WAN
Automated Azure Deployment

Security >
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Citrix SD-WAN Center R11_0_3_2_808846 v

Dashboard Fault Monitoring Configuration Reporting Administration Nitro API

<

Configuration / Cloud Connectivity / Azure / Virtual WAN
Network Discovery o ty

Network Configuration . .
< Connection Properties
Zero Touch Deployment Last poll time : 2019-10-04 00:41:21 UTC  Error Status : N/A

Number of Hubs Connected: 1
Change Management
Status - Tunnel 1 State: Up @ Packets Received: 5 Packets Transmitted: 5 Packets Dropped: 0

Appliance Settings
Status - Tunnel 2 state: up @ Packets Received: 4 Packets Transmitted: 4 Packets Dropped: 0
Mobile Broadband
Site Information - Tunnel 1 Local IP: 192.168.100.3 LocalEndpointlP: 208.50.136.169  Peer IP: 20.44.35.203 MTU: 1500
Licensing
Site Information - Tunnel 2 Local IP: 192.168.100.3 LocalEndpointlP: 208.50.136.169  Peer IP: 20.44.35.244 MTU: 1500
Hosted Firewall

IPsec Config Ike Version: ikev2 DH Group: group2 Ike HASH Algorithm: sha256 Ike Integrity: sha256

Cloud Connectivity v

Ike Encryption: aes256 Ipsec Tunnel Type: esp PFS Group: none Ipsec HASH Algorithm: sha256
Cloud Direct Ipsec Integrity: sha256 Ipsec Encryption: aes256gcm128  Mismatch Behaviour: drop
Azure v
Protected Networks 3434346/32 343434732
Virtual WAN
Automated Azure Deployment| BGP Info BGP State: Enabled BGP PeerlP:34.34346,3434347  BGP LocalASN: 50437 BGP PeerASN: 65515
Security >

SD-WAN Azure i£&:

« £/ SD-WAN EXEEZNANERT, EXEEIEZEUN, XEHKE, REALTE Azure i WAN &
mtigEty LR MEFHECE, SD-WAN Center BRRBPILEE, HAFERKEBMNABTIZNM, B2, NREBE
HENBIAGERENATFAX, WaIUEHILITH. 2REMEREEEN— M RBIRI BRI ThREMH
SD-WAN haesvic &,

« £F SDWAN % —£BXIMEEZENFA SD-WAN Azure FEfEMLiH,

o RiIFERE - IEFMMETUEHITE Azure 2P WAN BB ECEEMAETE)EMRE, ZiieiartEEimy 1
AN

o BRNNRESER-FAET Azure I WAN EREMHITO XD SER. RINERT, HETGTER
RS BRLINEER, XEWENID AT LIS Azure BES WAN Infra i@id IPsec HEBEMURD X
BEHNER. X3@d SD-WAN EMBREHITOXIDZMEEREEAZME, DXAIUEERERE, HiEdE
MEESENSBNRR/HmBE, BERAEmERMtt,

« 2 BGP —xX¥EA IP L8 BGP, RABATEATRERRS. BARE, WRBHARKET BGP 2,

o BIRRA - MREEEFEREE, WAILERHRAELHTER,
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SDWAN Azure Settings [x]

Disable SDWAN Polling: [
Disable SDWAN Change Management: [«
Disable Branch to Branch Connection: [

Disable BGP: [«

Polling Interval:| &0 minutes

Debug Level] Debug v

Change Management |

o

Rl WAN ZR:

BERIFTENIQREE Azure P LEFMSEH WAN ZRIRE., RIFERERME, BER—FER, 5 "SRR
# WAN 2R,

Citrix SD-WAN Center R11_0_3_2_808846 v

Dashboard Fault Monitoring Configuration Reporting Administration Nitro API

<

Network Discovery Configuration / Cloud Connectivity / Azure / Virtual WAN

Network Configuration Secure Connections to Azure Network @

Zero Touch Deployment
(Usuccessfully refreshed WAN resources x

Active Config: config_aug27

Change Management

Add Subscription oy Refresh WAN Pull Active Config Settings 0365 Policy
ppplionceseings e (e | [ geseans: |

Mobile Broadband Search:
Licensing 0 Sites v WAN Link Azure WAN ‘ Status ‘ Detail} ‘
Hosted Firewall 0 DC DC-WL wannews unnels Deploye =R
Branch Branch-WL-1 wannews unnels Deploye B (%]
Cloud Connectivity v Showing 1 to 2 of 2 entries
Azure v
Virtual WAN

Automated Azure Deployment

Security >

PRS2 WAN ZHRXEE  EE— NS NRGLITRER. TRESA% SD-WAN REENEETRE, EEMNT
BufE, MFRETATFRERRS, UBE#E—SRITRIERE(E. EMPRIRSY, FTEBUEXIEKSMER Azure 77 BN AYIL
Ro FAPBRFRRITIIRME,
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Dashboard Fault Monitoring Configuration Reporting Administration Nitro API

Configuration / Cloud Connectivity / Azure / Virtual WAN
Network Discovery o o

Network Configuration
Zero Touch Deployment
Change Management

Appliance Settings

Delete [x]

Deleting mapping would trigger a change
management. Please disassociate/delete the
corresponding sites on Azure portal. Are you sure
you want to Delete this entry/entries?

Mobile Broadband
Licensing
Hosted Firewall

Cloud Connectivity v

Cloud Direct

Azure M
Virtual WAN

Automated Azure Deployment

Security >

BIEMERR, EaUERIE MCN FRIZEMFE Intranet RS,

Configuration > Virtual WAN > Configuration Editor - config_MultipleLink

config_MultipleLink View Tutorial / Citrix Suppont
New Open. Save SaveAs.. import..  Export.. Global Actions ¥
(oo oo | - =

Region: Default R ] Intranet Servic@gE e TUEELRIE-L BT R RIS CHON . Base: Settings §
agion ngs
rscaler_service B0B40672_2

panw_service 12156681
avwan_service 2757433 0

Site:  pC - + Site D site 0 sie + Service

Connections rd wvwan_service 227674331
WAN-1o-WAN Forwarding
Virtual Paths ?

Dynamic Virtual Paths
Internet Service

| intranet Services
WAN Links

CRE Tunnels

IPsec Tunnels
Firewall

Application Routes
Routes

OSPF Enable Primary Reclaim
BCP

Route Learning Properties
Inter Routing Domain Services
Multicast Groups

Applicatians 2 Ignore WAN Link Status

1 Intranet RESFLX M FERXNNZE IP (Azure B3 WAN 5 IP) AIER IPsec BE,

admin
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Configuration Virtual WAN

config_MultipleLink

New Open. Save SaveAs.. Impert.

Configuration Editor - config_MultipleLink

.  Export..

m e m Connections SRR

Region:  Default_Region &

Site: DC - + Site

WAN-to-WAN Forwarding
WVirtual Paths

Dynamic Virtual Paths
Internet Service

Intranet Services

WAN Links

GRE Tunnels

| 1Psec Tunnels

Firewall

Application Routes
Routes

OSPF

BGP

Route Learning Properties
Inter Routing Domain Services
Multicast Groups
Applications

D sie & sie

View Tutorial / Citrix Support
Global Actions v

?
=

-3

BPEDDDD

M Intranet RS9, RMEKIE FAIFIFRAEE WAN 512, Wel BRI HEREERNT 2N WAN &%, IS

AT, BRIRENBEH.

Configuration WVirtual WAN

config_MultipleLink

New Open.. Save SaveAs.

Import...

Configuration Editor - config_MultipleLink

Export..

mmm Connections S i

Region:  Deault_Region &

Site: DC - 4+ Site

Intranet Service.

D sie o sie

Connections ?

WAN-to-WAN Forwarding
Virtual Paths

Dynamic Virtual Paths
Internet Service

| intranet Services

WAN Links

GRE Tunnels

IPsec Tunnels

Firewall

Application Routes
Routes

OSPF

BGP

Route Learning Properties
Inter Routing Domain Services
Multicast Groups
Applications

530 IPsec f%E
NEE, T REESIERERE.

Close

+ Service

avwan_sorvice_22757433 0 &

n Service

Auto %

1£ SD-WAN Center BRRETF, SMERE > IPsec LIEE IPsec BHERIRTS, BERESHIMN

View Tutorial | Citrix Suppert
Global Actions v

7
c ]

WAN Links

Section
None # None % None a
None § None % None

N
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Time: | October 3, 2019 5:23pm Last: Hour
11:30am 12:00pm 12:30pm
11:30am 12:00pm 12:30pm

Routing Domain: | Any

Applications | HDX | AppQoE | MOS | Services Classes Sit

Show Bandwidth/Datain  Kbps/KB §  Filters: +
10 4|/page Showing 1-60f 6
filtered from 9
Name A site Service Type

avwan_service 69015269_0 Branch Intranet
avwan_service_69015269_1 Branch Intranet
avwan_service_69015269_2 Branch Intranet
avwan_service 69015269 3 Branch Intranet
avwan_service 965145810 DC Intranet
avwan_service_96514581_1 DC Intranet

S HERS

April 13,2021

Day / Week / Month

1:00pm

1:00pm

irtual Paths

Azure

Azure

Azure

Paths

1:30pm 2:00pm 2:30pm 3:00pm 3:30pm
1:30pm 2:00pm 230pm 3:00pm 330pm
WANLinks | MPLSQueues | Ethernet | GRE | IPsec | Event
ervice Type IPsec Tunnel Worst State [ MTU TX Bandwidth [
Goop 4 1434
600D [ 1434
Gooo 3 1434
GooD 4 1434
600D [ 1434
Gooo (3 1434

Mode: | Relative (1 minute ago)

400pm

4:00pm

A

[
0043
0043
0043
0043
0041

0043

4:30pm

4:30pm

I« o«

RX Bandwidth [ [
0043
0043
0043
0043
004

0043

5:00pm

5:00pm

Interval: | 1minute

Data Dropped [
0003
0003
000E3
0003
0003

000E3

[

Cloud Direct fR%5%% SD-WAN EA=BRSIRME, TCENIFE FURHO. =MEBKKN) RAFAES Internet BREIRY
MERMHEFIEMZ 20 SD-WAN IhEE, ERETRMERREMER, @R, SENHRTU NS XA Saas
NAREFHERAETFREIEE SD RS,

Cloud Direct [RSEBUTRE:

o ME -FEAZ Internet WAN 55 FH IR A E IR,
o PRERE -FENMERARE BN WAN 5%,
o BEXRERMEEHN WAN EEHITEEN H T

- WBHEAEX. HoNEHTE,

- EHNAREFIRR.

- MAZERMEBEMRELA (ERSERMEFRMN).

o SLA 457 QoS 3t Internet BEERRIISIEIEES] :

- BSENAENBERELE.
- EAOE O REEBREHTEN,

FEAR BRI 01T 5 72 86 2 [ BT 4 e VOIP 1,
BRI T
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oHERSTER

Cloud Direct Service

Saas Applications

] Office 365 @
Citrix Apps

Cloud Direct
Service

=
@ 000
Virtual Path
= . Citrix SD-WAN
tisars PC Citrix SD-WAN Hoad offica
Branch office

EFF84ERE Cloud Direct BRSS2 A1, BHWFEETHUTSE:

1. 8% 410-SE. 210-SE 5§ 1100-SE/PE hiARIi& &, MREERXMIZER SD-WAN fRESTF 9.3.5, M
IR USB MSIIZRIRE AR BRI R SRR K

2. RITRED AR RUREIF = EERSHREFIRZS.

3. ECE MCN REHERAE D TR EMERE:

« BENZR. BXFAER, FEREEN .
o NETNANRHAIZNAEFNR.

- MREITHAEEFEMIED Cloud Direct RSB 3ISNBRER, FETESHENNNAREFREIEN
BEFWR, BREANACNE WEEFWNSR, XENAREFES Cloud Direct IRSZHKH, BEERE
Internet BEMFRE, BIMIEREERIBRCE Internet RS, BXFAEE, BSREEMAR

o

- WMRETHEES Citrix Cloud HiERS51SFE Internet SBEFRE, NETUBLI OIS E N AR
Fi&.

|

Cloud Direct AR£3ThaE I F SD-WAN MIEAFENERG A, BEREE SD-WAN Center % Cloud Direct f&
SFAENEFLE. BXE%EER, 5518 15 Citrix SD-WAN Center {ERF B3RS 28.5d-wan-center-as-license-
server,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 183


https://docs.citrix.com/zh-cn/citrix-sd-wan/10-2/updating-upgrading/single-step-upgrade-for-standard-edition-appliances.html
https://docs.citrix.com/zh-cn/citrix-sd-wan/11/configuration/setup-branch-nodes/configure-branch-node.html
https://docs.citrix.com/zh-cn/citrix-sd-wan/11/quality-of-service/app-classification-sd-wan.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan/11/internet-service/dia-with-integrated-firewall.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan/11/internet-service/dia-with-integrated-firewall.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/deploying-sd-wan-appliance/sd-wan-center-as-license-server.html

Citrix S
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YRITIEREHE X B %% Cloud Direct lRSFAIIEE

Dashboard

Network Discovery

Network Configuration

BREAER

Fault Monitoring Configuration Reporting Administration

Configuration / Licensing / License Details

Network Summary License Details File Management

Zero Touch Deployment

License Server Host ID: f2ba416af433

Change Management

Appliance Setti

License Kind:  Cloud Direct %

ngs
A deleted Cloud Direct license will expire on the day it was deleted.

Mobile Broadband

Licensing

Cloud Connectivity

Cloud Direct

Azure

Security

AR

S EASMIPREY Cloud Direct ¥ aNEA 30 REVZEIREA, 7ELLZAl, 1

RREYVFRIIEA BELE NREERAZZATRB L EBRBFAIE, SD-WAN Center R Z #IRIIFR]

Show 100 § entries Search:

Nitro API

Bandwidth (Mbps) A Available Used

10 1

Showing 1to 1 of 1 entries

==

mIB1To

iFfFit = 2 A Cloud Direct iRS3.

72 SD-WAN Center icE =EHZRS

License Expiry Grace Period Remaining

Sun Dec 01 00:00:00 2019

Previous Next

(/77
&

FZEHEZHEM Cloud Direct it m&H

1. 72 SD-WAN Center GUI &1, SHIZIEE > =i%#E > Cloud Direct.

Dashboard Fault Monitoring Configuration Reporting Administration Nitro API
Network Discovery Configuration / Cloud Connectivity
Cloud Connectivity
Network Configuration
Cloud Direct Azure

Zero Touch Deployment

The Citrix Cloud Direct Service delivers SD-WAN functionalities as a cloud service through reliable
and secure delivery for all internet-bound traffic regardless of the host environment (data center,
cloud, and internet). This improves network visibility and management. It enables partners to offer
managed SD-WAN services for business critical Saa$ applications to their end customers.

Change Management

Appliance Settings

Mobile Broadband

Licensing
Cloud Connectivity
Cloud Direct
Azure >
Security >

2. {#A Citrix Cloud £#E& R,

virtual WAN

Azure Virtual WAN is used to upload the Branch site information into Azure portal to ensure
connectivity between the Branch and Azure backbone. In order to establish the Azure connectivity,
the Branch site needs to be preconfigured with the Intranet service using the required wan-links
associated with the intranet service.

Automated SD-WAN Deployment

SD-WAN D enables to have a direct secure connection from
branch environments to applications hosted in Azure in an automated manner eliminating
deployment complexity, the need for dedicated express route and backhauling cloud bound traffic
through a data center. This helps in ensuring a superior user experience especially for latency
sensitive and bandwidth intensive applications such as the ones hosted in Citrix Virtual Apps and
Desktops service.
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@ hitp accounts-internal.clc

Citrix Cloud”

Enter your Citrix credentials.
(Citrioe.com, My Citrix, or Citrix Cloud)

abc @ citrix.com

Don't have an account?

Sign up and try it free

‘]--qr' in with my companmy credentials

R IhEF Citrix Cloud Service 5, &7 Cloud Direct 51,

Dashboard Fault i Configuration Reporting Administration Nitro API

Configuration / Cloud Connectivity / Cloud Direct

Network Discovery

Network Configuration

Zero Touch Deployment Site Details

‘ Add Pull Active Config
Change Management :I iz Conla,]

Appliance Settings Show | 100 & | entries Search
WAN Links
Mobile Broadband i
Site Name A {Region | PrimaryPOP | Secondary POP Subscription Service Status | Appliance Status | Details
e LAN to WAN WAN to LAN Bandwidth (Mbps)
Licensing (kbps) (kbps) |
No sites deployed for Cloud Direct service
Cloud Connectivity v
Previous  Next
Cloud Direct
Azure k4 License Details
Security >
Show | 100 ¢ | entries Search:
Bandwidth (Mbps) A Available Used License Expiry Grace Period Remaining
| |
10 1 o Sun Dec 01 00:00:00 2019

Showing 1 to 1of 1 entries

Previous Next

3. B NEUEGDE BN REMBNER MCN EEE,
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B Pulling active config will overwrite any un-

deployed changes
Do you want to continue?

4, BERMMIER. XEPEETRFHSE Cloud Direct FRSEDERHHILE,

« 210, 41071 1100 Mg ESFF o BEIZRS AL,

o M 11.2 igaFF44, SD-WAN 2100, 4100 #1 6100 &8 & % #F Cloud Direct lR%5. SD-WAN
Center #1 Orchestrator #8437 SD-WAN 2100, 4100 #1 6100 &% £ 282 Cloud Direct A&
1088, SD-WAN Center %2#f Cloud Direct B9%i% 250 Mbps BI3iT 4 a3k,

Configure Site to Cloud Direct Service

&Note: To add application objects, internet service must be configured on the site.

M site210-

public_internet

Select WAN Link ... *

Disabled

ite Name:
site210 v cb210 Default Region
Select upto four WAN Links: %
Permitted Rate for Cloud Direct Service
r 1 T 1
Use A[WAN Link | Access Type WAN Link Type Standby Mode  |[LAN to WAN(Kkbps) ’wm to LAN(kbps) LAN to WAN(kbps) WAN to LAN(kbps)

T ——
0 :L‘fi“’ public_internet | Select WAN Link ... v |  Disabled 1000000 1000000 \
) :‘fim public_internet | Select WAN Link ... v |  Disabled 1000000 1000000 ‘
0 :‘f?o’ public_internet | Select WAN Link ., * |  Disabled 1000000 1000000 ‘

5. EFMRE, BETSMMEMRKERINALH Internet WAN 51, UUIRISEE SEBMEBBIREHIXIE,

6. #EEFZRT Cloud Direct BRE 2R WAN #85%, K% WAN #EKE WARFEMNR. TR, £ POP
#N By POP AL,

I

« Cloud Direct RS HZ 350 WAN §E,
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o FEEE%|1H Cloud Direct RSB WAN $EKH . 1R Cloud Direct REFRATFERNIRT,
M7EiZ WAN 58 EERERE MRS (WNEINERR. Internet I Intranet BRS3) AILURIBECERIH:

EERHR.

Configure Site to Cloud Direct Service X

¥ Note: To add application objects, internet service must be configured on the site.
Site Name

site210

Select upto four WAN Links:

Permitted Rate Bandwidth for Cloud Direct Service
1 r
Use A WAN Link Access Type WAN Link Type Standby Mode  LAN to WAN(kbps) WAN to LAN(kbps) LAN to WAN(kbps) WAN to LAN(kbps)
10-WL-
Tlez oL public_internet | Fiber - Disabled 1000000 1000000 1000 1000
;|l22'|0-\.’\L- public_internet | T1/T3 v Disabled 1000000 1000000 1000 1000
10-WL-
:"EZ WL o blic_internet .. v| Disabled 1000000 1000000
Site210-WL . blic_internet " .= | Disabled 1000000 1000000
5
External NAT
Application Objects: Subscription Bandwidtt
« All Internet Traffic 10Mbps
Primary POP: Secondary POP:
SEA(Seattle, WA) v LAX{Los Angeles, CA)

o IEREFR: ERATE Cloud Direct ThAEERE K HFAIIE =,

o BIS: WFMAR, BEMMAERENNEER SN,

o XiE: WFFMER, BEMEREETIRENEBBXEIFAES.
o WAN 3% XFmkih=, FERXENQHEERM WAN i,

o WAN SHZRR . Mk WAN sEESEE,

o RN MK WAN sHERE PR FIRH,

« ZEERSHNTR. MACEERESTHRREANTR. EENFRMIVNTFEREN A TFTR, BERREH
ENERER. Internet A Intranet BRSEH,

« 5MB NAT: ERRBENDZBEMMENAHLERKMAERZRKERTE IP titsIKIRE NAT, BAERT, X
157 SD-WAN MK ER—305 BapITAAE, NRETE SD-WAN i&&s (FI90, 7E5MEBRAALS
) BE NAT IP (LAN W£8), WRTLIFEEREBuhmEditsE “OME8 NAT” &1, LAN SREXTIEITIR NAT
89 1P £E2#%& Cloud Direct i 2 p9i¥ 41z STUE+F AT Ao

o WARENR: EALUERISENNBREFENRIEER “MEEBEMTE" Li@id Cloud Direct [RSE
El. MBERTHENARERNR, NXLENAEFIREREE Cloud Direct RS X%, HEHRE
BERTIEE ERREM Internet IRE #1731,

o ITEEHRE AT RS ERRSHITFAEXE.
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o EEN: HEFIHREE Cloud Direct i S ERWIEMRIIE (POC) M—EB AT, MEPER FEL
FIREN BER. WNTFRBHMER, ERIHERIREN £/

AR MR FERR ok BT R, NI TER:
o MRE EHER 157 B REIZ Cloud Direct i1, MATLURIE B4 HE AR,
+ 3R Cloud Direct it 2 2LUTZHEXGIZH, WIERKZIZERIENER.

I EBER %M 2R Cloud Direct iIXB/ARE W AIE, &iFFIERTA Citrix $HE A RSB E 1B ER M,
&/ Cloud Direct & aIET TR A UK B N ERITBIRIUET, AREIZER Cloud Direct iTis#F
BIERYL A R B AT T B R TS

 X/%8Bh) POP: HWRTEMRE POP FiEFE, RIBLAIBMIBILLEE POP, BEHFHM,

7. ARG, RERSKETRH “BE » “EE . ERENHBBESERRSHNER, AEREHEZE.

Site Details
Pull Actv Config

Show 100 # entries Search:

WAN Links
- Subseription
Site Name A on Primary POP Secondary POP Service Status liance Status | Details
T T LAN to WAN WAN to LAN feg! & & Bandwidth (Mbps) B
| (kbps) | (kbps)
site210-WL-1 1000 1000 Default LAX(Loe Angelee Deployment
a ite210 SEA(Seattle, WA] " 10M N/A
: site210WL2 1000 1000 Region  SEASEAE WAL oy bps Pending ]

Previous 1 Next
YL Dicable | Delete

License Details

Show 100 & entries Search:

Bandwidth (Mbps) ~ Available Used | License Expiry Grace Period Remaining

10 1 o Sun Dec 01 00:00:00 2019
Showing 1 to 1 of 1 entries

Previous 1 Next

BETR—FBH, BHBBREE MCN RE LEHELEE. MAIURE ‘8" :H ‘B

B Deployment will initiate Change Management. Do
you want to continue?

Dﬂﬂ
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1) Ensuring appliance readiness for the Cloud Direct configuration change

Site Details

Show 100 % entries Search:
WAN Links
Site Name A Region | PrimaryPOP | Secondarypop | . SuPscription Service Status | Appliance Status | Details
Lk N LAN to WAN | WAN to LAN Bandwidth (Mbps)
(kbps) (kbps}
site210-WL-1 1000 1000
J Site210 Default SEA[Seattle, WA) LAX{Los Angeles, 10Mbps Deployment NIA o
site210-WL-2 1000 1000 Region w Pending
Previous 1 Next
License Details
Show 100 % entries Search:
Bandwidth (Mbps) A | Available Used License Expiry Grace Period Remaining
10 1 o Sun Dec 01 00:00:00 2019
Shawing 1 to 1 of 1 entries
Previous 1 Next
(U cnange Management Status: Verfying canfig fle on MCN
Site Details
Show 100 & entries Search:
WAN Links
Site Name A ‘ ‘Reglun Primary POP Secondary POP Subscription Service Status | Appliance Status | Details
P — LAN to WAN | WAN to LAN | Bandwidth (Mbps)
(kbps) (kbps)
site210-WL-1 1000 1000 faul " I
v site210 Default oo seattie, wiy  ALOSATERISS oo Eep OYmEt A o
site210-WL-2 1000 1000 Region cA) ending
Previous Next
License Details
Show 100 4 entries Search:
Bandwidth (Mbps) A Available Used License Expiry Grace Period Remaining
10 1 1} Sun Dec 01 00:00:00 2019
Showing 1to 1 of 1 entries
Previous Next
C Change Management Status; Preparing the change for distribution to all appliances in the netwark
Site Details
Show 100 & entries Search:
WAN Links
Subscription
Site Name A ‘ Region Primary POP Secondary POP Service Status liance Status | Details
| T TS LAN to WAN WAN to LAN & = H Bandwidth (Mbps) Aol
(kbps) (kbps)
site210-WL-1 1000 1000 faul Angel I
7 site210 2‘ Ut e aseatte, wa) OO ANBEIES e s“’;”’“e"' A o
site210-WL-2 1000 1000 egion w ending
Previous Next
License Details
Show 100 ¢ entries Search:
Bandwidth (Mbps) A Available Used License Expiry Grace Period Remaining
10 1 ] Sun Dec 01 00:00:00 2019
Showing 1 to 1 of 1 entries
Previous Next
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C change Management Status: ACUVAUNE the Changes in the NETwork. Please wait

Site Details

Show 100 % entries Search:
‘ WAN Links
Site Name ~
LAN to WAN | WAN to LAN
Link Names |
| (kbps) (kbps)
site210-WL-1 1000 1000
v site210
site210-WL-2 1000 1000
License Details
Show 100 # entries Search:
Bandwidth (Mbps) Available Used
10 1 0

Showing 1to 1.of 1 entries

Subscription q "

Region | PrimaryPOP | SecondaryPOP | o o (Mbps) Service Status | Appliance Status | Details
Default LAX[Los Angeles, Deployment
Region SEA(Seattle, WA) Al 10Mbps Pending N/A [ ]

Previous Next

License Expiry Grace Period Remaining
Sun Dec 01 00:00:00 2019
Previous Next

+ Cloud Direct configuration change completed successfully ®

Site Details

Pull Active Config

Show 100 § entries Search
‘WAN Links
Subscription N
Site Name A Region | PrimaryPOP | Secondary POP Service Status iance Status | | Details
e LAN to WAN | WAN tO LAN | © 2 ) Bandwidth (Mbps) e
[kbps) (kbps) |
Site210-WL-1 1000 1000 Default LAX[Los Angeles,
5ite210 SEA{Seattle, WA] ‘| 10MEps Deployed Enabled
Site210-WL-2 1000 1000 Region M o " " o
Previous Next
License Details
Show 100 % entries Search:
Bandwidth (Mbps) ~ | Available | Used License Expiry Grace Period Remaining
10 1] 1 Sun Dec 01 00:00:00 2019

Shewing 1 te 1 of 1 entries
MIhEBIERE, cEERSITERETUTRA:
« RSNRE: BEE
« XERS:. EBA

« T (Mbps): 10 Mbps
- BEABELENFEIE

EirEkER S EamEMPMER Cloud Direct RSFRRBEBHBHEFIME EEETHRESR,

AR

BxhtlEH Cloud Direct Service (Intranet fiz%5) 5 Default_RoutingDomain #83%Ex.
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—

Region:  Default_Region ¥

Site: | site1100 - + site site o site

WAN-to-WAN Forwarding
Virtual Paths

Dynamic Virtual Paths
Internet Service

I Intranet Services

WAN Links

GRE Tunnels

IPsec Tunnels

Firewall

Application Routes
Routes

OSPF

BGP

Route Learning Properties
Multicast Groups
Applications

BAAIEIZE

WAN-to-WAN Forwarding
Virtual Paths

Dynamic Virtual Paths
Internet Service

Intranet Services

WAN Links

GRE Tunnels

IPsec Tunnels

| Firewat

Application Routes
Routes

OSPF

BGP

Route Learning Properties
Mutticast Groups
Applications

Intranet Service:

<+ Service

I service

# Ignore WAN Link Status

Refresh
+
Direction Type
Port
(Auto) Qutbound
Restricted
Port
100 Qutbound
Restricted
Port
(Auto) Outbound
Restricted
Port
(Auto) Outbound
Restricted
Port
(Auto) Outbound
Restricted
Port
(Auto Outbound
Restricted
Refresh

Cloud-Direct-Service ¥

Service

Cloud-

Direct-

Service

Internet

Cloud-
Direct-
Service
Cloud-
Direct-
Service
Cloud-
Direct-
Service
Cloud-
Direct-

Service

Section:

Any

Basic Setlings ¥

Inside IP Address

198.18.101.2/32

0.0.0.0/0

198.18.102.2/32

198.18.103.2/32

198.18.104.2/32

Outside Zone

Untrusted_Internet_Zone

Untrusted_Internet_Zone

Untrusted_Internet_Zone

Untrusted_Internet_Zaone

Untrusted_Internet_Zone

Untrusted_Internet_Zone

Outside IP Addn

209.202.233.19¢

SD-WAN A2 GUI B ESIE =R
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Region:  Defautt_Region Y

Site: | site1100 i + site Site i site
Groups
Iservices

BIEREERS

WAN Link: | Site1100-WL-6 ¥

Filter by Group:
<ALL>

Name

® dc2100
® internet

Totals:

Apply

~

@ Cloud-Direct-Service Default

Refresh

LAN to WAN Permitted Rate (kbps): 1000000
v

WAN to LAN Permitted Rate (kbps: 1000000

Lan to wan WAN to LaN
i i !
a Mi Ma; F: M Mas Fe
Group L N = R ORI = R SR
¥ | 500 500 0 500 N/A 500 500 0 500 N/A
Default v 8 no limit 1000 499740 | 10000. 80 no limit | 1000 499740 | 10000
Default v | 100 no limit 1000 499760 N/A 100 no limit 1000 499760 N/A
680 5000 2000 1000000 680 500 2000 1000000

?
LAN to WAN

WAN to LAN

BEMBALLRRE, ZRIUEERERN Cloud Direct BRSS. i FAER FIRHNRNSERUEEERIFMAES.

Claud Direct Site Details

e w00

[u Exdrrmal (148 163 17T 202

AP SR A et B

WAM Linky

Hamn
B Heslhy

A A
B

Wik i LA
A

Tree

Frotwwd
T

T o8 by
1723808
oL P L P LT

W Rddrmia

17234213

Hianig ladoucs
Cenaadard

EAT LSS SMEEHIER > Cloud Direct > MEHMEMESHEREE “WHAHE"

bty
B Hagiy

[EL AL L]
A

R e LA
" A
T

Popimand
e

busta # by
WA

Sy Mg
L

Crtrmdy P Astirn
[

Ly e
e

S asnh 0 Sae Healibe

Urconfgured

gphiasncd . | fues

SES

U o Pagured
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Dashboard Fault

tro API

Configuration

Dashboard / Default Dashboard / Cloud Direct / Network Summai
Default Dashboard i

Cloud Direct: Summary

Network >
Apps >
Cloud Direct v 1 1
Network Summa N
i Total Sites Wan Link Issues
Site Summary

Management Infra

Custom Dashboard

Show 10 3 entries Search:

W siteis offline and all WAN Links
are down.
Site is up and running, but one or mare
WAN Links have performance issues.
W Site is up and running without any
issues.

Site Name
site210 10 Mbps
Showing 1to 1 of 1 entries
<
Default Dashboard o Dashboard / Default Dashboard / Cloud Direct / Site Summary
efault Dashboar
Network > Select Report: Overview - Select Time:  Last Hour - Select Site:  site210 -
Apps >
Cloud Direct v
Network Summary
Site Summary
Management Infra
Custom Dashboard Select Report: Overview - Select Time :  Last Hour - Select Site :  site210 -

Site | hroughput

Subscription Bandwidth

Status

Wan Link Issues

Previous 1 Next

Site Loss and Latency

. 100
2 500 _
2 E 1A -
2 > 2
2 [ 18
2 250 g s 2
: b 2
=
F iy L
0 o
05:45 06:00 06:15 06:30 05:45 06:00 06:15 06:30
Time Time
Wan Link-1(site210-WL-1) Throughput Wan Link-2(site210-WL-2) Throughput
20k e\

8 £ s, A W
2 a
£ £ 10k
3 & 3
£ £
= =

0k - - 0k

05:50 06:00 06:10 06:20 06:30 06:40 05:45 06:00 06:15 06:30
Time Time

LAN to WAN 'WAN to LAN

1= SD-WAN Center 4RiEi1LS
AT ORI JREE TS s LUE e 2a il WAN EfEREY,
AR

POP & T AR 8.

~ LAN to WAN WAN to LAN
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Site Details

s ]

Pull Active Config

Show 100 & entries Search:
WAN Links
Site Name ~ Region | PrimaryPOP | SecondaryPOP | SUPPUOR o e gratus liance Status | Details
Link Names LAN to WAN | WAN to LAN B s " Bandwidth (Mbps) App
| (kbps) (kbps)
5ite210-WL-1 1000 1000 faul Angel
B sie2i0 Default o pseatte, way TUNLOSANBEIES o Deployed Enabled o
site210-WL-2 1000 1000 Region oA
—— Previous Mext
License Details
Show 100 3 entries Search:
Bandwidth (Mbps) A Available Used License Expiry Grace Period Remaining
10 0 1 Sun Dec 01 00:00:00 2019
Showing 1 to 1 of 1 entries
Previous Next
Configure Site to Cloud Direct Service [x]

L Note: To add application objects, internet service must be configured on the site.

Site Name:
site210 v cb210

Select upto four WAN Links: .

Use A WAN Link | Access Type WAN Link Type |Standby Mode
site210- . 1

a Wi public_internet | Fiber - | Disabled

@ 2% suplicinternet | Ti/3 | Disabled
WL-2 J
site210- . X ’
Wi public_internet | Select WAN Link ... ¥ ‘ Disabled
::f_?o' public_internet | Select WAN Link ... ¥ | Disabled

@ External NAT

Application Objects:

| = All Internet Traffic |
Primary POP:

SEA(Seattle, WA)

Default Region

Permitted Rate Bandwidth for Cloud Direct Service

LAN to WAN(kbps) |lWAN to LAN(kbps)

LAN to WAN(kbps) WAN to LAN(kbps)
1000000 1000000 1000 1000
1000000 1000000 1000 1000
1000000 1000000
1000000 1000000

Subscription Bandwidth:
| 10Mbps

Secondary POP:
| LAX(Los Angeles, CA)
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+ Site edited for Cloud Direct service, x
Site Detalls
Edit Pull Active Cor
Show 100 § entries Search:
WAN Links
. Subseription
Site Name A Region | Primary POP Secondary POP Service Status liance Status | Details
Unk Namies LAN to WAN WAN to LAN 4 & Bandwidth (Mbps) 2ee
(kbps) (ktaps)
site2 10-WL-1 1000 1000 Rede;
site210 Default o ceatrie, way SO ANEEles o ployment o o
Site210-WL-2 3000 3000 Region ) Pending
Previous 1 Mext
Deploy Disable Delete
License Details
Show 100 & entries Search:
Bandwidth (Mbps) A Available Used License Expiry Grace Period Remaining
10 L] 1 Sun Dec 01 00:00:00 2019
Showing 1ta 1 of 1 entries
Previous 1 Next

RSRKESETARFERIE. BEML, BSHRBIERVBEIEZETH.

B Deployment will initiate Change Management. Do
you want to continue?
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~ Cloud Direct configuration change completed successfully x

Site Details
Add | Edit Pull Active Config
Show 100 4 entries Search:
WAN Links
o i Subscription B ~
Site Name A Region Primary FOP Secondary POP Service Status liance Status | Details
s LAN to WAN | WAN to LAN | © i A Bandwidth (Mbps) 2ee
(kbps) | (kbps) |
Site210-WL-1 1000 1000 Defaul 1 os Angel
Site210 I o o Raaton SEA(SEStEE, WA) LAX(LoS ANBEIES: o ibps Deployed Enabled o
Previous Next
oy e || De
License Details
Show 100 § entries Search:
Bandwidth (Mbps) ~ Available Used License Expiry Grace Period Remaining
10 /] 1 Sun Dec 01 00:00:00 2019
Showing 1 to 1 of 1 entries
Previous 1 MNext
Ly ==kvl
BRMERER
\ 3 N [= = T3 37| I & J=E
BRI EREERSETHNERNERZELR. BERALR, HEE BA.
Site Details
Add || Edit Pull Active Config
Show 100 § entries Search:
‘ WAN Links ‘
Subscription )
Site Name » ‘ o T 0T T ‘I'Iesiun Primary POP Secondary POP Bandwidth (Mbps) Service Status ‘Appllante Status | Details
| (kbps) | (kbps)
site210-WL-1 1000 1000
O sitezi0 Default o ceattie, way XILOSANBEIES o e Deplayed Disabled )
site210-WL-2 3000 3000 Reglon A

——— Previous 1 Next

License Details

Show 100 4 entries Search:

Bandwidth (Mbps) A Available Used License Expiry Grace Period Remaining
10 0 1 Sun Dec 01 00:00:00 2019
Showing 1to 1 of 1 entries

Previous 1 Next
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+" Cloud Direct Service enabled successfully. x

Site Details
| Add | Edit Pull Active Config
Show 100 § entries Search:
WAN Links
. Subscription =
Site Name A | Regi Pri POP | Secondary POP Service Status | Appl Status | Detail:
T T iy egion imary condary Bandwidth (Mbps) rvice 15 ppliance s 5
Link Names
(kbps) (kbps)
site210-WL-1 1000 1000 Default LAXiLos Angeles,
ite210 X SEA[Seattle, WA) " 10Mbps Deployed e
site210-WL-2 3000 3000 Region A . o
Previous 1 Mext
y )i hle De
License Details
Show 100 § entries Search:
Bandwidth (Mbps) ~ Available Used License Expiry Grace Period Remaining
10 ] 1 Sun Dec 01 00:00:00 2019
Showing 1to 1of 1 entries
Previous 1 Next

BEZANUZREEHENSR. ZEAMINEFIBERASEERSKSISEREMRE, MREIGE LS, WRAEREHN
#@EE Internet IRESEEM,

Site Details
Edit Pull Active Config
Show 100 % entries Search:
WAN Links
Subscription
Site Name A T r Region | Primary POP | Secondary POP Service Status liance Status | Details
T T LAN to WAN WAN to LAN > 2 d Eandwidth (Ibps) ges
(kbps) (kbps)
site2 10-WL-1 1000 1000
a site210 Defau SEA(Seattle, WA) LAX(Los Angeles, 10Mbps Deployed Enabled 1]
site210-WL-2 3000 3000 Region A
1 Previous 1 Next
Deploy Delete
e
License Details
Show 100 3 entries Search:
Bandwidth (Mbps) ~ Available Used License Expiry Grace Period Remaining
10 0 1 Sun Dec 01 00:00:00 2019

Showing 11 10f 1 entries

Previous 1 Mext
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+" Cloud Direct Service disabled successfully. x

Site Details
Add || Ed [ Pull Active Confia
Show | 100 § entries Search:
WAN Links
- Subscription
Site Name A Region | Primary POP Secondary POP : Service Status. liance Status | Detalls
LAN to WAN WAN to LAN | i & Bandwidth (Mbps) e
Link Names
(kbps) (kbps)
site210-WL-1 1000 1000
site210 zeh"'" SEASeattle, WAy o oULOSANBElES s Deployed o 0
site210-WL-2 3000 3000 egion A
Previous 1 Next
License Details
Show | 100 § entries Search:
Bandwidth (Mbps) ~ Available | Used License Expiry Grace Period Remaining
10 ] 1 Sun Dec 01 00:00:00 2019
Showing 1101 of 1 entries
Previous 1 Next

o ik ) B

BRI LGRS AREEE Cloud Direct ML=, BRI R, HEFiZzibs, ARREWR. RABER—5KH
IWER, BFRRRIER.
BB BRI ENRAE ZERRSEE.

Site Details
Add Pull Active Config
Show 100 # entries Search:
WAN Links
= Subscription
Site Name A T T on Primary POP Secondary POP Service Status liance Status | Details
T LAN to WAN | WAN to LAN i 4 t Bandwidth (Mbps) ape [
(kbps) (kbps) |
site2 10-WL-1 1000 1000
a site210 Defaut SEA(Seattle, WA) LAX(Los Angeles, 10Mbps Deployed Enabled (i ]
site210-WL-2 3000 3000 Reglon
Previous 1 Next
o]
License Details
Y
Show | 100 # entries Search:
Bandwidth (Mbps) ~ Available Used License Expiry Grace Period Remaining
10 0 1 Sun Dec 01 00:00:00 2019
Showing 1 to 1 of 1 entries
Previous Next
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Deleting sites will initiate Change Management.
Are you sure you want to delete the Cloud Direct
Service for the selected site(s)?

9] Ensuring appliance readiness for the Cloud Direct configuration change

Site Details
Add Edit Pull Active Config
Show | 100 § |entries Search:
WAN Links
Subscription
Site Name A Region Primary POP Secondary POP Service Status lance Status | Detalls
P LAN to WAN | WAN to LAN 4 wld Bandwidth (Mbps) Ape
(kbps) (kbps)
site210-WL-1 1000 1000 Default LAX(Los Angeles, Deletion in
site210 SEA(Seattle, WA) 10M NiA
site210-WL-2 3000 3000 Region = bps Progress o

Previous 1 Next
Deploy Disable Delete

License Details
Show 100 § entries Search:
Bandwidth (Mbps) A Available Used License Expiry Grace Period Remaining
10 0 1 Sun Dec 01 00:00:00 2019

Shewing 1to 1of 1 entries

Previous 1 = Next
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Configuration / Cloud Connectivity / Cloud Direct

Site Details
| Add Pull Active Config |
Show 100 & entries Search:
WAN Links
= Subscription
Site Name A Region Primary POP Secondary POP P Service Status | Appliance Status | Details
S — LAN to WAN | WAN to LAN Bandwidth (Mbps)
(kbps) (kbps) |
No sites deployed for Cloud Direct service.
Previous Next
License Details
Show 100 & entries Search:
Bandwidth (Mbps) A Available Used License Expiry Grace Period Remaining
10 1 0 Sun Dec 01 00:00:00 2019

Showing 1 to 1 of 1 entries

Previous Next

Citrix SD-WAN LW =HIERSRS

fZr it SD-WAN &% 363 Cloud Direct BRS3IRZS.

#%| Citrix SD-WAN GUI, SMFIRE > BFi8&18E > % Cloud Direct iz,

Dashboard Monitoring Configuration

= Appliance Settings Configuration > Appliance Settings > Cloud Direct Service

Administrator Interface

Logging/Monitoring Cloud Direct Service
Network Adapters
Net Flow Cloud Direct service has been configured and running currently.

App Flow/IPEIX
SNMP

NITRO API

Licensing

Cloud Direct Service

+ Virtual WAN

=+ System Maintenance

B 2A EBUUEZA Cloud Direct BRS.

Dashboard Monitoring Configuration

— Appliance Settings Configuration » Appliance Settings > Cloud Direct Service

Administrator Interface
Logging/Monitoring Cloud Direct Service
Network Adapters [
Net Flow Cloud Direct service has been configured but disabled currently. Please re-enable from the SDWAN Center.
App Flow/IPFIX O Service disabled successfully
SNMP
NITRO API
Licensing
Cloud Direct Service
+ Virtual WAN

+ System Maintenance
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HBEHERR
282 Cloud Direct BR3Et, SD-WAN Center LTI R E R IRE 2N TR,
iR RS H B BR7E SDW-AN gy B2E > =i% % > Cloud Direct T,
“Cloud Direct ¥ [iFstiR! 5 L3 {bandwidth} Mbps & 5= HERMFETE”
o SIMBIEEE > A > XHEEET, 7 SD-WAN Center 1553 Cloud Direct iFAI5E, SAG4F4SE
Itk ThEE
“BF Citrix Cloud Workspace & /7S Cloud Direct FEEEE A A"

o SinE BE > & EEET, 7 SD-WAN Center EE3% A Citrix Cloud Workspace BERE 1R,

“Cloud Direct FRE M IEHIR! i {site_name}(IP: {mgmt_ip}) ~%i% Cloud Direct”

o WEERKO EZERILIAIR SD-WAN &&5i8E (£ HAZBENERT).

‘it Cloud Direct RE ST BMHEEBEREHEIR: {site_name}”

o 10F HA SRR MRENERIE RS 5 EEERERYIE RAEN L.

‘WA B A E UM ATiAIE A BEH(T Cloud Direct Fi2&”

o 12 HA 337 # SD-WAN i&& £2BE Cloud Direct BRE58Y, HAEE RO EifmMBNIEEMELE.

“Cloud Direct it E & E5HiR! ih= {site_name}(IP: {mgmt_ip}) ;8% SSO EFi7H"

. 1% SD-WAN & &REEEB KO LEs/ETHIAIE, 4 SD-WAN Center 3£t SD-WAN & &HITE

RERE, BERIHEIR.

“Cloud Direct fi & IBT 2@ TR EZPELIR”

o XARERATERTEELENERMESEFHINSHERER. AR AUEFEEEATHERUITIEF

“Cloud Direct i BN EEEUE! MCN B &EE&ITFHITENRER"

« 1% MCN BEaiAEHBHIET, UNHENEERSEEN “network_staging’,
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“Cloud Direct it E &b IEEiR! uh= {site_name}(IP: {mgmt_ip}) xi¥ Cloud Direct, iEHITEISARLUKE
Cloud Direct %1%

o i@id MCN > B EE7E SD-WAN & & ERTESREA R, TREiEE, BEHRZRALIESEE Cloud
Direct BR53.

“Cloud Direct B2 E 2 1E5512! SD WAN EXEBIR RN

o ENEEREAAABIERY. BXFEAER, FEE SD-WAN Center B,

“Cloud Direct FtE L IE5EIR! 7k {site_name} L BARS LK

« X772 SD-WAN ig#% LB A Cloud Direct fRS. ERITEABERINRTREREHER S HA WhvgE
EEEENEERFEEMEE. BXEHER, FEE SD-WAN Center flig& ERIAE,

“Cloud Direct FtE L IE5EIR! 7k {site_name} tZARS KK

« X772 SD-WAN g% L2 Cloud Direct fRS. ERITERERNREREREYH HANPHIREREERE
RELFEEMEE. BXFEHER, FEE SD-WAN Center flig& ERIBE,

“Cloud Direct E2E 2 IBE1R! BB MU HEIZETIIL = {site_name} &KK”

« @ REST api k& £ EHRETFIRSHMRE, HELEXIHR HA SHHIRM N E.

“Cloud Direct fRSEECE R ITI2HiBEIHEIR, 72 SD WAN BB LRI 7 HIZHIR!”

o Zid4Ri¥ SD-WAN BCER AT EITHIR. BXFHAER, 15E%F SD-WAN Center B,

“Cloud Direct EZE 2 IESEIR! Fiks {site_name} 8B ik SKLM"

o 2R SD-WAN g &8I iE R HIARS mEEiR. &F SD-WAN Center HELRIEZFARIER.

“Cloud Direct EZE 2 IBSEIR! Jiuk {site_name} EfrikaKm”

o ZEBMAER SD-WAN g &8IE REXIREN HIARS miEiR. &E SD-WAN Center HELUREUE 134
(E1=8
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AEHEZMNEIZES (SDWAN_common.log)

FELLTLH1ER T, Cloud Direct BRES &8 EE SD-WAN & & £, BHEEERMBITT. EALUER SD-
WAN_common.log THMEEZM SD-WAN i&& EMBEUTREZFEES.

H=

“KM% Cloud Direct EBiAI& G - IAMZAZEERS! ““TEERSEREA, “ 7E4 SD-WAN & &
LEBETHRE KYM BERMEAA RIE T, EXMERT, && L Cloud Direct BRSINEER KA.

VE

“BE S5 DHNEEEIBERIES - UAMEATEERS ! ‘CEERSEHEMH. © SD-WAN &&#MAF Cloud
Direct lRSHIBXE I R Z BIEBRIFE, XrIseRHT wan-link BB iR, B EREMN wan-link RZEBMIE
. XIS A RAITMHEIE /config B&, AR AEMUTEET wan-link #ik UDP BHE IR @R
fenE7 UDP BEHIER, EXMERT, &€& LM Cloud Direct RRSINAEBHREA.

L&mEfEAAE Cloud Direct EEE#UE MCN EWECER (ia0: 79 Cloud Direct 287 NAT &2E), XEJREARS
BUREKATYT, BERRILIEE, BRILIRBUTHIRZ —EFRE LEENTRREH:

1. 72 SD-WAN Center GUI /1, SfZIEE > =i%# > Cloud Direct. “EREEEE, ABRERAETIL
BRATEERS.
Dashboard Fault Monitoring figu Reporting Administration Nitro API

Configuration / Cloud Connectivity / Cloud Direct

Site Details

Link Names

Cloud Direct

2. SHEECE > =% > Cloud Direct HHEUERACE LUREVEIREN, BRI BEHZFMNEEREERHN
BRI S BAIR, IRIEREAIRE EizfT8Y Cloud Direct BRS.
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Dashboard Fault Manitoring nfigurat Reporting Administration Nitro API

b z o i
Sites: sne210, br-RCN{duglicate) where Cloud Direct Service were previously creéated are now miISSing in the active SOWAN configuratioff, Cleanup Missing Sies

i Sites: site210, br REN{duplicate) where Cloud Direct Service were previously created are now missing in the active SDWAN configuration. Sites br-RCN require redeployment due to configuration
MISMITCh BETWEER SErVICe SETTINGS and 5 wan ConNguration.

Site Detalls

Mobile Broadband

Dem Pull
00 v
d Cor
WAN Links
- Subscription
i Site Name on | Primary POP y POF ' n Appl - C
Cloud Direct ) =T T Regn imary PO Secondary PO Bancwsdth (Mbps) Service Status ppliance Status | Detalls
Link Names.
[kbps) [kops)
HIRK1(Citrix, KIRXZICirix, 1
or-RECH W 5000 5000 RCN1 - . oMy Redeployment  Enabled
Security br-RCN n + 0 N SantaClars, C4)  SaneaClara, C&) | OMOF o !fe_' ! o

License Details

now 100 v entries

3. E#EkE SD-WAN Center ENEZRSS, UENREMIREERZERRS,.

£/ Citrix SD-WAN Center %55 Citrix SD-WAN #1 Zscaler

April 13,2021

Citrix SD-WAN #1 Zscaler #Bh i@ A Internet LIt BN ARFM BRI MR LM AMBRERE WAN
UE#HITRERS. EREMAMNERUENFE, i WAN 2ibiiai AR (Fiin SD-WAN) 15T MR REENYT R
BE, Mime#t T VAL AP AL,

SD-WAN fR 7 FEE AYPEE &KX A UIINE Internet, &6 THBE. SD-WAN 2IERNBEFEHIEES
meERBE Internet (MkkHR DCIFE) MRFE. BE, BRMEEED Internet SHRBANZ 2N, BIE AR
SRIPAMRWIIE P U A ERRT #iP D INEL L EMIGHNFTHE. FrEREihdg 2z mE+ i Citrix SD-WAN
A SRS Zscaler (BTFaMRLFR). EAILUEMRBRMEMIGH, FRIFPMEEZEMIIRENES

Citrix SD-WAN

Citrix SD-WAN @@ & &z a2 5 Internet BBSREE BRI R, ULIEARFSIELEREMND ZHT
B9 Internet iAiAlAYEEES, Citrix SD-WAN @it 4000 M AERF (B1E& 1 SaaS MARRF) WEMBIBEA SRR
RYARERE, HERREERNRARRIR AN ARFHNE#HITHE. EERAXLENAMIRRSISREN D ZHE
El Internet. =3 SaaS.
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Zscaler

Zscaler RXEMETZNRETE, EABRELMBEMH. REXNENBERATRESHNR M, Zscaler 27
Internet BEME—MMEIFRE, UERLERES M AZABRKRBERLINE, Zscaler zRLTEHELEK 100 %
MUBFOEA—RTIR eS0T, BT Internet mEEEME Zscaler, ®IATEIEHMRIPEM. 5 ZMITFR(I
B, Zscaler ¥iE#EZAFM Internet, REBIMFHHRE BIEEMEREE), UWERAFREHEFABREREMD
WHINEA AT LU N 1L RILE,

Citrix SD-WAN R iFEIZ AFRB O ZNMF Zscaler WEZ LT AMEE Internet SXMER, HEERERR
SHhE5RPEENATE Internet BERE, LUBRETSE,

Zscaler 3435 & (ZEN)

Citrix SD-WAN %z#% Zscaler API, BFEZHF#H=MLh eIz Citrix SD-WAN FZHr-E#58%15 = (ZEN)
Zi8fy IPsec f¥iE, ZEN B—FInaesT2mImER Internet ZemMx, BTFREFRE Internet mENAEK T, FHiak!
THER MM E TR,

Zscaler APl A MND TR TR RIZEREIEROMIE, & SD-WAN SR ESSEILERS, AL AYF Zscaler
BEhEREES L SEMN ZEN, 73523t ZEN &=F& Citrix SD-WAN LEER WAN §532089 |P #thhit, thal LIFahEE

Zens,

=

AR

MREFELT UP KRS, NRFBREZHLLTEDER. NREREERT, WHENNRATELEIE, EXMH
BT, Z—FREABRFET.

Primary IPsec PAC @ Secondary IPsec PAC

==l

Citrix SD-WAN
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s

5% Citrix SD-WAN #0 Zscaler 9{EHEE4E:
o ESHNENHEPIEA Saas M.

- BREEPECRSH, TRESIIXTERZRS.
- AEREXEE Internet FRARIREHITEELIE, XAWHZHEBIZH Internet #51,

o J@id BHEhEEE Secure Web Gateway %, @7 IT B,
- API Z3F¥BmELEERI Zscaler R EME

« BI4EIEEIHE SaaS RENEREHE T A F 55,
- HFR2EH, ERTPOESEEKEIXR

o SERRD M BRNRDHERK
- RV RBITED I ERE R E IR ASERIF o

R Internet BEMREBREERL M,

- ReRBRAIFARBEYIRUE,
- BEYE. REMAROMMY (8 SSL. URL TR, SREMFHIFE), UBALEEMSRKE,

FFHIThRE

15 SD-WAN i&&R Zscaler BE%4H LU TIhaE:

s BAPEXWEBMRERAS Zscaler, ML EREE BRI,
« BEFSNEPERER Zscaler #THEZEGEMIAR (DIA),

- ERLUSE, &9
- EREMRE, &7

#HEM DIA R4 R 2185, MAREA Zscaler,
KEFEERKERE (B—1MFFES) LUAE Internet,

o EMBRENRLIE.
o — WAN %%, EX Internet lRSZHI—IB49

Zscaler B—Mz=iRS. HMBHIGERRSHE KR WAN .

o EHIREF O ZihR EREERE A% Internet WAN $%#%.
« B3 Intranet fRS EahE2E IPsec &i&,
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£ Citrix SD-WAN Center T E=E Zscaler

TEZ7% SD-WAN Center hE X BTFEBE Zscaler W ILERIERFF B,
1. ¥ Zscaler iTiAE &} SD-WAN Center (—&xif), R Zscaler Mg LUIKEGTIRE Bo

2. 7£ Citrix SD-WAN Center GUI iziRZE,

o {EM Internet WAN 8EEMITAC R BN N AIEF R BIL RN E,
o BIEE,
o FREY/SE# IPsec R,

Zscaler iTi#

72 SD-WAN Center fh4k4:E0E Zscaler Zai1, EEZER Zscaler 17,

1. BR Zscaler MUELREUTIAE S, WEPBITH “=HiR" 5@,

< C @ https//admin.zscalerbeta.net/#dashboard/1 Q W 0 :
Web Overview 24tours 5 4 ©

CLOUD APPLICATION CLASSES Bytes TOP URL CATEGORIES Tansactons TOP USERS Transactons

SOCIAL NETWORKING APPLICATIONS Tansactions STREAMING MEDIA APPLICATIONS Byes  TOP ADVANCED THREATS

2. BEEE > SFRHFER.
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& C @& https//admin.zscalerbetanet a ¥ 8
5 A O
bem  TOR URL CATEGORIES Tomcio  TOP USERS T

Ahmiintric Mg

Pk Lsnagermert

sstiog

[ —

STREAMING MEDIA APRLICATIONS e TOP ADVANCED THREATS

3. EEMFEFERTIEL, %% SD-WAN, 2ERNSFERHERHR.

€ C @ hups//adminzscalerbetanet/£administration/partne a % P
Partner Intagrations
&
°
™
L Koy [— i
! .- .
&
e s c =
o St P p
- HEE dnta S —_— R ) )
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Add Partner Key

PARTNER

Type Name
SD-WAN NONE

Search...

VMware VeloCloud

Cisco Viptela
Silver Peak
HPE Aruba

Citrix SD-WAN

4. REFUEERIERE Citrix SDWAN, RAEREHEM. FHEAR.

£ Citrix SD-WAN Center HfZE Zscaler

1. 7£ Citrix SD-WAN Center GUI /1, SfiZIECE > R&THE. HEEITH Zscaler BLE b= T1H,

2. BEITIHE. MAELRSEROIERN Zscaler APl (G EEZH) . RIBIEM Zscaler B MTRE, %
Zscaler Cloud &#i. Zscaler BEA&7, AERFENA.

Subscription for Zscaler E3
API Key:

WzFb7qcelvew

Username:

abc@zscaler.com

Password:

000K

Zscaler Cloud Name:

zscalerthree.net

Zscaler Log Level:
Debug v

oy [

3. ZEN 12ttt Zscaler =1TEAETA VPN A M5R,
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C

Zscaler Enforcement Node(ZEN) VIPs

Show| 10 ¥ entries Search

Location A Geo Region VPN Host Name VPN End Point IP

No data available in table

Showing 0 to 0 of 0 entries

Zscaler Enforcement Node(ZEN) VIPs [x]

Show| 10 & entries Search:

Location A Geo Region | VPN Host Name VPN End Point IP ‘

Frankfurt IV Europe frad-vpn.zscalerbeta.net 165.225.72.39

San Francisco IV US & Canada  sunnyvalei-vpn.zscalerbeta.net 199.168.148.132

Washington DC ~ US & Canada was1-vpn.zscalerbeta.net

104.129.194.39
Showing 1 to 3 of 3 entries

[ Cloe

4. f Zscaler 3T ZEN #4ME B G, TR ARl Zscaler, BEHARM,

Configuration

<

Matwork Discory Configuration | Security
Netwark Canflg A For Region SD-WAN Center, add tostore SD-WAN SD-WANS. CIck Iere 10 Navigate [0 Aministration->S1orage Maintenance. =
Zero Touh Deployment Zscaler Configured Sites
Change Management Add 11?  Subserption IH
Appliance Settings tnow| 10 ¥ |enmnes searen
Mobili Eroadband TEN
Licensing Site Name m WAN Link Applcation Objects Primary secondary Deployment Status. Detaits
Cloud Connectrty L Brancn Brann w1 | sigavon. nex v | | seatmn +| connecuon acive o
I Security o o DEWLY * | sjce-vpn, net v | | seal-vpn * | Conmecnon Actve [:]
snowing 110 2of 2 entnes

5. 1EBILSECE N Zscaler IHEES, FHNibs.

WAN MM AREFNR. FRINMERT, Bah7E ZEN EB
RFEFRE,
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Configure Sites to Zscaler

!\ Note: Deploying sites will initiate Change Management
) ) Auto assign ZEN
Manually Select ZEN

| |
Site | WAN Link Application Objects | Action
-k v % v % ]
Showing 110 1 of 1 entries
Cancel |
»

ERILLF iR ZEN, BR, RERETRUTER, BHRREFNESRER.
(=]

Configure Sites to Zscaler

!\ Note: Deploying sites will initiate Change Management
Add Multiple Manually Select ¥

Action ‘

.‘* |

Site WAN Link Application Objects

Select Site v ‘* ‘ Select WAN Link v ‘* | Select Application Objects

Showing 1 to 1 of 1 entries

/& Changing the ZEN Selection Mode will revert unsaved changes. Please click on  to proceed.

4

6. EEFMENLR, ARREHE. EOILLETERRNS NMERFEFRMS N ER. KEEPMLLRH ERE
EDUH,

Configure Sites to Zscaler

' Note: Deploying sites will initiate Change Management
o+ || x

Add Multiple

Manually Select ¥

Site WAN Link Application Objects Action
|
oc v DC-WL-1 v zscalerappobject v w
Branch v Branch-WL-1 v zscalerappobject v | W
Showing 1 to 2 of 2 entries
B
q Deploy »
Configuration { Security
Zscaler Configured Sites
Add ZENs || subscription || €D
Show 10 ¥ |entries search
ZEN
r 1
Site Name WAN Link Application Objects Primary Secondary Deployment Status Details
Branch Branch-wi-1 Tscalerappobject S|C4-vpn 25calertnree net ¥ seal-vpn zscalertiree net *  Connection Active (i ]
oC DCWL 2scalerappobject ¥ | | sjcd-vpn.ascalertireenet ¥ | | seal-vpn zscalerthreenet ¥ | Connection Active o

Shewing 110 2 of 2 entries

WER, MM ZEN IPitBiEs, HESBBRSHERLTEDRS.
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7. MREFER T EEEIER VPN MRS AEFNR, ERHEHRIZ. 3 SD-WAN Center HERER AR
PRSI B R R A R 12 0 2 ik 0 DC b= EERCE RIS & ENE BRI,
ezt R

ﬂ Re-dephaying sines will inftiate Change:
Management.
Do you want to continue?

FRYE Rt = AR A BN E IR 12,

n Defeting sites willinitiate Change Management,
0a youwant o ?

WAL EEREER
ERERENESAUEEEXNARFWRMNE/HE) P it ¥ AE8. ErlgsE ¥4 G5 BRUEEEXE
R RITEER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 212



Citrix SD-WAN Center 11.4

Zscaler Site Details

Application Object

Match Criteria

IPsec Tunnels

Local IP:
192.168.100.2

Application Object Name: zscalerappobject

Match Type

application

salesforce(salesforce)

Zscaler_service_13311707_1

Peer IP:
104129.202.10

Application Family

Local IP:
192.168.100.2

Protocol

zscaler_service_13311707_2

Peer IP:
165.22550.22

MU Firewall Zone: MU Firewall Zone:
1500 1500 -

IKE Version: DH Group: IKE Version: DH Group:
ikev2 group2 ikevz group2

IKE Hash Algorithm: IKE Integrity: IKE Hash Algorithm: IKE integrity:
sha2s6 sha256 sha2sé sha2sé

IKE Encryption IKE Identity: IKE Encryption: IKE Identity:
285256 user_fqdn aes256 user_fqdn

Identity Data:
branch13311707@citrix.com

PFS Group:
none

IPsec Mismatch Behaviour:
drop

1Psec Tunnel Type:
esp_null

IPsec Hash Algorithm:
mds

Identity Data:
branch13311707@citrix.com

PFS Group:
none

IPsec Mismatch Behaviour:
drop

1Psec Tunnel Type:
esp_nul

IPsec Hash Algorithm:
mds

EBRIUE BN T Zscaler B, XEHERBTFXT Citrix SD-WAN Center Ha9ial Bt 1T EEHERR.

BEE Zscaler BEXH:

1. 7z Citrix SD-WAN Center Web RE®, F AW %+ > 287,

Citrix SD-WAN Center R11_2_1_47_864113 admin

Dashboard Fault Configuration Reporting Administration Nitro API

Monitoring / Diagnostics
Network Map 9 / Diag

Statistics

Log Files €]
Diagnostics Log File:
SDWANCENTER_access.log v

System Information

Diagnostic Packages @

These packages contain important real-time system information you can forward to Citrix Support Rep They may be directly through the browser or uploaded to Citrix (or another
server) by clicking on Upload to FTP.

Only 5 diagnostics packages can exist on the system at a time.

Create Package Manage Packages
Include Workspaces For : Diagnostic Package:
admin - SDWANGENTER_2020-5-15-14-14-26-diagnosti... v Upload to FTP...

Package Name:

2. M BEXH THYIRP, SEEEEMN Zscaler BEX Y. BHEE,

3. IREFAEXHTHIEHHEN L, BRETH.

IPsec [¥EfcE

SD-WAN Center GUI ffy “¥4I5 2”7 TIERMES THmAMBEERM IPsec BEREGXNER. XWFIPZEM
Zscaler $k1889, 7£ SD-WAN &% GUI BB 4Ri823HI0IF IPsec @iEA E,
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+ Y
:“::E‘ ntranet Service Type Name Firewall Zone Local IP Peer IP MTL Keepalive Delets
Intranet § ZScaler + Zzscaler_service 44472088 1 3 efault- + 10824 7 199.168.148.132 1500 " n
Intranet & ZScaler & zscaler_service 44472088 2 § < > : 10924 § 10412919439 1500 ] i
Refresh
IKE i&&

£ SD-WAN i&#& /A IPsec BBE BRI T IKE/IPSec 8B, BHXEE IPsec @iE-IKE BN FMEE, ES
Eanfa7E SD-WAN ME=7ig& ZBECE IPsec BhEE =,

 IKE hR7 - IKEV2
« IKE Ht3—FBF FQDN
o BFHE A - SHA-256
o SEEMEZ—-SHA-256
o INZEX—AES 256 {if
+ IPSec —pHEEL
+ IPsec m&—=

Intranet Service Type Name Firewall Zone Local IP Peer IF MTU Keepalive

B Intranet § ZScaler ¢ 2zscaler_service 44472088 1 7 <Default> v 10824 § 199.168.148.132 1500 v

IKE Settings ?
Version
IKEv2 $
Identity Identity Data: Authentication: Pre-Shared Key: ®
User FQDN % sanjosedd447208. Pre-Shared Key 3

Peer Authentication

Mirrored * Validate Peer Identity
DH Group Hash Algorithm Integrity Algorithm Encryption Mode
Group 2 (MODP1024) : SHA-256 : SHA-256 ¥ AES 256-Bit &
Lifetime (s) Lifetime (s) Max DPD Timeout (s)
3600 86400 300

|

IPsec Settings

IPsec Protected Networks 4
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Citrix SD-WAN Center 11.4

IPseci&E

BXECE IPsec BEIRENFAER,

:‘:‘é Intranet Service Type Name Firewall Zone Local IP Peer IP MTU Keepaliy
E Intranet ¢ ZScaler + zscaler_service 44472088 1 § <Default> + 10924 3§ 199.168.148.132 1500 "
IPsec Settings rd
Tunnel Type: PFS Group:
ESP+NULL s <None> T
Hash Algorithm:
MD5 -
Lifetime (s) Lifetime (5) Max:
28886 86400
Lifetime (KB) Lifetime (KB) Max:
0 0
Network Mismatch Behavior:
Drop H
IPsec Protected Networks [& "L 7
IVAZE S A0E S
WEREEENAEFNR, EXEENAEFERHNFAEE, ESRANARER D LER,
?
+
Search:
Order “"8;32"” Cost Service Type Service Name Cilﬂ’"::,': nfo Edit Delete
1 zscalerobject 4 Intranet zscaler_service_44472088_1 0] Y d 1}
3 zscalerobject 4 Intranet zscaler_service_44472088_2 0] V4 |
K< < 1 > »
Refresh
AR

ESRAWEE SD-WAN MIE =718 & ZEEE IPsec BEEH,

ER B TERN—&8D, 735 GRE BERE. BE, MATWFMEE. AXFAER, HSHAMER GRE

EiEH IPsec @& Zscaler £
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Citrix SD-WAN Center 11.4

April 13,2021

Citrix SD-WAN Center ##IR A T EERE N EEPEE SD-WAN REFKIHEEMER. EXFMES, ESRET
o

& a] LU7E Citrix SD-WAN Center & & SD-WAN RS E 4IRS,
WAERXE:

23l

EHE

BEXH

ATFEE

LR

SFitER

RGER

=R

February 18,2022

Citrix SD-WAN Center z%lik—B T A ERE RFAIHE BN FE, W TRAXIEEHE, M Citrix SD-WAN Center
FAIA MCN FERFEIHER. WNFESXKIEHE, EMErEXEM Citrix SD-WAN Center Yt 28 3REXFr %A &) 8] FRAY
FHER. BAUTEUTHIER:

. MEHE

« M4 QoE

o IR

o BR
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1 Network Management (97.85% )

Top Applications Families

Routing Domain: | Any

Filters: +

10 I page

Aggregate Data [ v |Aggregate Outgoing Data [ |Aggregate Incoming Data | o ‘ Application Family ‘ Aggregate Data [ v | Aggregate Outgoing Data B

Netwark Service

Showing 1+ 1 of 1

137.0968

select site:| o)

Def-Site1-SC
MCN-NY
RL-RCN-MUM

R2-RCN-5A

Natwork Service ( 2.15% )

Shaw Bandwidth/Data in KbgstB Select Time:| Last 1 Hour

He&

Search

Aggregate Incoming Data [ ‘ £ ‘

68543 68548

BRAINEE “TMRNARER" M “TREBERF R HIGRERNAER T %K.

EERIAE B E KIBAI BEF A I ARERF R,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

226



Citrix SD-WAN Center 11.4

EEERMXEHNNAEFAITER, ESMEZHIR > BOAZHIR > NARERF > A INBER, ARTEME RS
R — I,

ey DO uh S AR R B FRitE il & 24 /0B, @K 1 /\BSE A,

Dashboard Fault Monitoring Configuration Reporting Administration Nitro API

Dashboard / Default Dashboard / Apps
Default Dashboard

Select Time: Current/ Hour/ Day Regmn:

Top Applications Top Application Families

Netwark >
Apps

Top Apps Select Site: a1 - selectsite: | .
HDX QoE

Management Infra

Custom Dashboard >

W iperf (57.85% ) | icmp (245% ) 1 Network Management ( 57.85% ) | Metwork Service ( 2.15%
Top Applications Top Applications Familles
Routing Domain: | Any [¥]  show BandwistvData in | kopake [w] SeleciTime: | Last 1Hour [w]  Routing Domain: | any [ ] snow Bandwictn/peta in | kopsiks [v] SelectTime:| Last  Hour ||
Filters: 4 H & Filters: + Hri&
10 [v|/page Showing 1+ 10of 1 Search 10 M /page Showing 1-10f 1 Search
Application Name |aggregate Data [ v |Aggregate Outgoing Data [ |Aggregate Incoming Data B | & ‘ Application Family ‘ Aggregate Data[dl v | Aggregate OutgoingData [ | Aggregate Incoming Data B ‘ o ‘
Internet Control Message Protocol 16138 5058 806 Network Service 16138 5053 5053

HDX QoE

#3HE (QOE) B—MIERS|, TIUEBET# ICA RERAER, HIEHREHIIM WAN Btk HMFTE ICA R
BREFERETEN, QOE HERERTHIREER. HBMERNAIHES. QoE 2— M F [0, 100] ZiEkyEE,
HEdE, APAEET, FHREMEIESD, SEMERE LRIREE. ERMEESEFRITHE.

1R#E HDX EM QoE, B MEFRNIL DAL AR, AT, EFEE HDX RE. BXEZELR, BSRE HDX
QoE,

BERNZFNFAEXEFERIE R HDX QoE, #SMEIEHIR > 2B =tk > Apps > HDX QoE” , A7
X" THIERBEFEERESE,

Dashboard Fault Monitoring Configuration Reporting Administration Nitro API

Default Dashbosrd Dashboard / Default Dashboard / Apps / HDX QoE

Network >
Apps - Network HDX

~
Top Apps SelectTime:| Last 1 Hour

HDX QoE Fiers: + e &

Management Infra

QOE Across Sites

Custom Dashboard > ! ! &
Name Total Sites v Poor Fair Good No HDX Traffic Users. Sessions
Default Region 4 0 0 0 4 0 0
region2 1 [} o ] 1 0 0
region' 0 0 0 ] 0 0 0

Dara from 00/70/18 9-110m o 09/20/1% 3110m [Asia/Kolkata Time)
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FBAIEERMEER LT HDX QoE #5817,

o M4 HDX: BRERE

o W& HDX: BPRM=IE

o W& HDX: RHE LR (BRE)
« Ui HDX: AF

o Bh HDX: &iF

« Site HDX: #IHE

EEE HDX QoE FiHER, ESMERTHIR > FIATHIR > MAER > HDX QoE, AGTEXE FhIR B FEFE—1
KXo

Dashboard

Network HDX : Quality Summary Network HDX : Users and Sessions

Network HDX : Bottom 5 Sites (Quality) Site HDX : Users

Humber of Users

ol Sessions
~

BE, RBEAFRIERE HDX RIREIEN HDX REMFREL, AAS MRS EE MR,

7£ HDX (R NAG £, BRResFR—1M8E HDX REmih=, B HDX 2iIEMAFTREFAE, 8 HDX =
EEZIENERENANRBIETRSE, SREIRR,

W& HDX: RERE

HDX REHD AL T RES:

Fg QoE sz&E
RyF 80-100
—fg 50-80
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RE QoE &M
R 0-50
%74 HDX il FiEF

Network HDX : Quality Summary

B Good: QoE 80-100 (1)
Fair: QokE 50-80 {0}
0 Poor: QoE0-50(1)

B Mo HDX Traffic (0 )

ZRILBETERUEES MR HDX kS, AXFAER, FSRNMAES HDX KRS

W4 HDX: AFPM=IE

W NEHRIEE XER HDX AP RISIERENES. SIFRRIEENNERIE ICA (SSI) 1Z=1E ICA (MS]) 2iFH
<t

AR

EHARASR, BRHEFETFAENAFE. B, AOFREEN LS AR BHNENSERAE A
Fo

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 229



Citrix SD-WAN Center 11.4

Metwork HDX : Users and Sessions

1

Mumber of Users

1

Mumber of Sessions

M£% HDX: &Ry 5 Pidm (RE)
/BRI T QOE DERARE 5 PNt mBIFIR. CRIUEBNE B NRALRBF ALK

Network HDX : Bottom 5 Sites (Quality)

Site Name QoE

CH2K-BRANCHI 100

ifm= HDX: AR

/AR T FEFRIERY B B R ATER E b R 4 FIEsPIRSH A R BMER R T, G LUk Rt EEmAad & 24
MBS T E 1R ERE 5 5.
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Site HDX : Users

Humber of Users

= HDX: &i1E

e/ N M T TERTERT BlEIFE TR E ik R A F7EER S MSI # SSI 21ESBER R, &R LUERIL A EE]
EFFREE 24 N FE 1NNERE 5 5.

Site HDX : Sessions

Select site: CB2K-

Select Time: Last 1

Mumber of Sessions

5 10 1% 20 2% 30 35 40 45 350

Site HDX: A& FE

I/ NR R R T e RE B () B R4 E Uh R BV EE (K QOE BVEIIZR T, ERILUEFISRAMBEERAE A 24 /Nt ZX 1
NSRRI 5 38
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- X
Site HDX : QoE
Select site: CEZH-BRANC ¥
12y select Time Last 1Hour ¥
100
75
g
)
25
T 6 1 16 21 2% 3 36 41 46 51
Time
« I

Az QoE

NMAERF QOE REENAEFARRRENEENE. NARERF Qo 50BN 0 E 10, A+ 10 KXRAFHNRE, 0
RTREE, BXBEEER, B2H LARER Qob, BAUEFLNNRERNRENNAER QoE Dk

Applications. Applications.

TRILRIA R, MAEREL QoE XAMIENFARERF QoE HitE .

EIEEAE

WY “EEEMEN” TIE, EaEE Citrix SD-WAN Center #UBEFERERMEHERIHER.

NFEXIEME, TUBEMNEFRERESNBEECRER. EEESXEKEERITRE, BSMNBEHIR > 2K
INEHIR > EEEMAN, AREKETHEREPERELE,
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Citrix SD-WAN Center R10_1_0_132_695064 -

Dashboard Fault Monitoring Configuration Reporting Administration Nitro API

<

Dashboard / Default Dashboard / Management Infra

Default Dashboard

Network >
Apps » Database Usage (GB) in Collectors
Top Apps Database Total Size : 59.06
Usage
HDX QoE
Management Infra
Custom Dashboard

EEFERHEXED Citrix SD-WAN Center WEIEESRIHER, BSMBBTHIR > BIAEHIR > EREMEN, AR
FEBCHE TR B R — P X i,

HIEEERBERSS ETHIEERSRERBANERR UL RLEBHNNEE, SELEIENRSE. BaTUREERUE
BREEANTUE LRFARER.

o ERBR: YAEEERNIEESE (GB).

o BH ERBEECRERENNRE AERMIEFERAKNNES L WREET BFHEER, SRR
PAR/NBIILEREN, SRXEFHEEN. BXEZER, FSH SHEH,

o BRI BTFELESTIONEE RERKIEFERAXNNNED L. HEEXNEIIEEN, IFHELL,
BEXEMER, BSH EEMERE,

Citrix SD-WAN Center R10_1_0 132 695064 - admin

Reporting Administration Nitro AP

Dashboard / Default Dashboard / Management Infra
Default Dashboard o

Region:| Default_Region ¥

Network >
SD-WAN Center: Database Usage (GB)

Apps ~

Top Apps Database Total Size : 29.53

Usage Notification (%)  Stop Polling (%)

HDX QoE

Management Infra
Custom Dashboard
253 45% 50%

B X FEHIR

ZRIAEEX Citrix SD-WAN Center £k, HRIEEHNSOMBEREFEEEFIR LEBNRIHER. SIBRKIEIFH
EEHER/WENBEXIZHIR. EXTUEEXINERS,
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AR

IAER LTER S DUE L ERARINEATHIRED, KREFEN/NAGEE SR B E UTHIR.

Dashboard Fault Maonitoring Configuration Reporting Administration Nitro API

Reporting
Region: Defau\LRegmn @
?

Time: | September25 20181114 . [&] Last Hour / Day / Week / Menth Mode: | Relative (5 seconds ago) [
<

28 Aug 30.Aug 1.Sep 3.5ep 5.5ep 7.5ep 9.5ep 11.5ep 13.5ep 15.5ep 17.5ep 19.5ep 21.5ep 23.5ep 25.5ep

28 Aug 30 Aug " i sep 35ep 5.5ep 7.5ep 9.5ep " 11.5ep 3.5ep 15.5ep 17.5ep “19.5ep 21 Sep 23 5ep 25 Sep

A w o« Interval: | 1 minute

Routing Domain: | Any

Applications | HDX | MOS | Services | Classes | Sites | VirtualPaths | Paths | WANLinks | MPLSQueues | Ethernet | GRE | IPsec | Events

Show Bandwidth/Data in | KbpsiKB Filters: + i}

10 [v]/page Shawing 1-10 of 162 Search
Site A ‘ Virtual Service Name Type Wait Time (ms) Sent Bandwidth (4 Data Pending B ‘ Drop (%) § ‘ & ‘
DefSitel-5C Def-Site1-SC-MON-NY control_class control_class 000 17818 00 E [X]=]
Defsitel-5C Def-Sitel-SC-MCN-NY bulk_unused_class bulk_class 000 L] 00l
Defsitel-5C Def-Sitel-SC-MCN-NY bulk_background_class bulk_class 000 L] 00l
Defsitel-5C Def-Sitel-SC-MCN-NY interactive_very_low_class interactive_class 000 008 000 B
Defsitel-5C Def-Sitel-SC-MCN-NY interactive_low_class interactive_class 0.00 =] 000
Defsitel-SC Der-Sitel-SC-MCN-NY interactive_medium_class interactive_class 0.00 =] 000 g
Defsitel-5C Def-Sitel-SC-MCN-NY interactive_high_class interactive_class 000 L] 00l
Defsitel-5C Def-Sitel-SC-MCN-NY realtime_class realtime_class 000 L] 00l
Defsitel-5C Def-Sitel-SC-MCN-NY class @ bulk_class 0.00 =] (L=
Defsitel-5C Def-Sitel-SC-MCN-NY class 8 bulk_class 0.00 =] 0003

Data from 09/25/18 11:04am to 09/25/18 11:14am (AsiaKolkata Time)

BANRER, AEEE “BEX” EHR.

Add to Custom Dashboard

Report Name: | control_class

Dashboard Name: | regional Dashboard 1 |v

regional Dashboard 1

reqgion_2_dashboard
RegionalDB1

Add

X FEIFIFARE B BESGEHIR, AT LAM LU T X RS NA R Ti s

o MILHEE
o REINERTR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 234



Citrix SD-WAN Center 11.4

o MIXEH

o XIFEREE

- BREER (BMHKX)
o FMHIXAYRIIMS

. BiZ

o MPLS BA%!

o BIKM

« LAN GRE p%&

« |IPsec p%iE

. RSHE

o Uik

o THEREM

o SRR A

o XN IR
o Ui HDX: AP

o 5 HDX: &iF

« 34 HDX: QoE

« MOS ZF

o ¥iREER

NFEBREEBESUITHIR, FTUMM T RSB/ NA R TIER:

o ZXEEE

o PSRRI EINER R (2R
I

o BiREE

o EFEE

o PLEAREYIAIT]R L

+ M%% HDX

o S BRPRRIEEER
o AIINA

s RIINART

EREEMITHIR, FHRITUTERE:

1. SMEHEHIR > BEITHIR, AESEEIREHR.
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Dashboard Fault
<

Default Dashboard >
I Custom Dashboard

Global Dashboard >

Regions Dashboard >

AR

T ET LR

Monitoring Configuration Reporting Administration Nitro AP

Dashboard / Custom Dashboard

Welcome to
Creating your own Custom Dashboard

This View will help you create your own dashboeard and add desirable widgets into the dashbeard Choose from an exhaustive list of widgets available on SD-WAN Center.
To create your own Dashboard, click the "Create Dashboard” button shown below.

To import from an existing JSON file, click on “Import Dashboard™ butten shown below.

Greate Dashboard Import Dashboard

HRESNEHIRS N JSON XM EEHIR.

2. ERMFERSP, MABEXIEHIRE R,

3. ER/NAGRE, ER2REREEENRR/ AN, BERKEFAESEERER/ AN,
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Dashboard Monitoring Configura

“ Create a Custom Dashboard

MName*

| Regional DB1 ‘

Widget Type

(® Regional Details () Global Summary
Region Level Widgets

Configured (0) Remowe All

No items

4k Add
Users to Share
Configured (0) Remowe All
No items 4 Add
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4. BEAM, AEEFFRFER/NAM,

INAHDR=ARF . WL MAEFNEREMST,

Dashboard Fault Monitoring Configuration Reporting Admin

“ ! Create a Custom Dashboard

Mame*

| RegionalDE1 ‘

Widget Type
(® Regional Details () Global Summary
Region Level Widgets
Available (3) Select All Configured (0) Remaove All

Search Mo items

+ [] Network
+ [ Apps

+ Management Infrastructure

HE

AR

ERXKIEEES, (NAIEARERB/ AN
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Dashboard Fault Monitoring

Configuration Reporting Administration Nitro API

“ ' Create a Custom Dashboard

Name*

RegionalDB1

Widget Type
@ RegionalDetails O Global Summary

Region Level Widgets

Available (3) Select All
Search
= [ Network N

() LAN GRE Tunnels
[ 1psec Tunnels
[ senvice summary
[ classes
[ site Events
[ Ethernet
[ virtual Path
(] Region Events
[ Inventory Manager(Par Region)
[ paths
71 8001 Ao
Users to Share
Available (7) Select All
radsuperuser
root
shishi

quest_userl
mc_tbl

At

tmc_tb2

o |

BE

[
.«

Configured (3) Remave All
Site Summary -

Region Alarm Summary -
Top Sites Per Region -

Configured (1) Remove All

JohnDae -

BEAIUS Z T RARZEAEXEHIR. BXAPNEAEE, BFSH AFIKF.

5. BE “GIE7, MEIZHEREXIEFIRTITEBEXIEHR T,

R

TR AR BB IR B RE XIEHIRo

Dashboard Fault

Default Dashboard >

Custom Dashboard

Configuration Reporting Administration Nitro API

Dashboard / Custom Dashboard / Regions Dashboard

Network Summary
Global Dashboard >

Regions Dashboard \/

Routing Domain: | Any

April 13,2021

regional Dashboard 1 Time: | September 20,2018 3:43pm | [F] Last Hour / Day / Week / Month Mode: | Relative (1 second ago - 1 second ago)

1
region_2_dashboard 22 Aug 24.8ug 26. Aug 28 Aug 30.A0g 1.5ep 3.5ep 5.Sep 7.5ep 9.5ep 11.5ep 13.Sep 15.sep 17.5ep 19.5ep
RegionalDB1 o« Interval: | 1 minute

Active Configuration: | Gonfig_2ndFeb_2R.

W Atleast one Virtual Path is DOWN All Virtual Paths UP, but at least one has M AllVirtual Paths and associated member W Polling in progress
congestion or member path DOWN links UP
Total Sites Fair
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Citrix SD-WAN Center 11.4
LWEHMERAEEXH. RAEEUREMKENFMEEARM, XEEETLUEEE Citrix SD-WAN Z1FHBAZ

URFNERR R LeiR) R,
ERHERE, JURETHIENIEN L, AERKELRES Citrix WEFP X, IEEERBHE EHE Citrix ¥R

HiREE (B —EWRSEH).

AR

Citrix SD-WAN Center — xR Z a7 E NI E,

EEIRISERE, BHITLAUTHRIE:
1. 7£ Citrix SD-WAN Center Web REH, #HEMET £, AERHISH,

2. FUHEHSFHEEREET, MNE& X THIIRPEE— MR IIEREHZIIZEEFRIABF.

AR
PE R B8 BEFNER P RSN EMEE,
@

Diagnostic Packages

These packages contain important reaktime system nformation you can forward to Jiric Suppont Representatives. They may be downloaded directly through the browser o uploaded o
L ing on Uiplowsd va FTP

Citri for ancaher senver] by o
ar g2l O Ihe STl M

;i

Packape Mam
DiagnosticPackage |

3. ARHGERFFRF, WANIZHENRT.
BITRKVEFHERIZEZR &,

&

4. BEHOE, X

]

ETHIZUE, BHRITUTRE:
1. FZEHENSPNERET, NSERETHIIRD, ERETHIREE.

Diagnostic Packages
These ECRARES DXALE I DOrLIAL Feal-Teie SyEter iharenatan you can farwerd to Citri Supgan Repretentamived. They iy be domnlopsed dirsotly IRigugh Ehe Browaer oF upioaded 1o

Cri [or anotner server) by clicking on Uplaad to FTP.

Oy 5 CRAgreastecs PACHATES G SIS 0N T SYSTEM 8L & e

achage
Cocrwmiiciad

DuagnoascPaciage 1 16,92

Create

2. BETH, 2UERFF THEIER AT B,
240
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ERSUE EHE FTP ARS8, BHITUTERME:

1. EUHENOITHERET, NSEETHYIRS, ERE EHNRAE,

2. BEHE EHE FTP, HBHEITH EHE FTP RS B/INFE, LUEE ftp BHRIEER, HHZzHM4a £HF Citrix
B X% FTP lRS\BH5E—1 FTP 4 L.

Upload to FTP @ x]

Customer Mame:
John

FTP Host:
10.102.29.220

Username:

admin

Password:

Upload Cancel

3. BEPEFFEP, BWANE Citrix SD-WAN ZHHRIRIZETERZ T,
7z Citrix FTP RS 2B LRIEZ— AR RBMNER, BHXHR EHIIZUE.,

4. FEFTP IHFERF, A FTP BRSS2:87 IP ks 4% (WREET DNS),
5 EARPZFRH, MAERKRER FTP RS[HNAF B

o

EREFERP, BASHAP&XEKIER.
7. BEEH,
pE =1

BIERMBRIBIZER R, LUBALEBHATFHSARGSHR LR, EMFRNEIZERE, BMIZEE THIYIRPERE—
NOURE, ARSI,

E

April 13,2021

Citrix SD-WAN Center WSk BEREHAE L MBNRENEMHERS. EEHEERNETD, JULBNEEREME
Bo
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EHEFAEEEEUTER.

o BYiE): EREABYELE,

o MR EREARIERBIRT.

« %% ID: BRERBHNEEREILE (0) 258 (1) 8&.
AR
RIMERT, “&% ID” FIRTFRERS. BETEY, BRERTR/RE (GRER), AEMNTHRSH
®FIEE ID Si%iE

o WREAM: EREFHINREBT,

o XWRER: EREFHNRAIZEER,

o TEN EHHTEEERN.

o LRIEPRTES: EEHZAINREPRS, WRFER, REBRTIA KA 5

o HEIRES: EHRRENNREPRS.

o WiPR: FHEIAEHEIR,

BEEMN

TEUEREMN, SHATTRHAMN “SHEER @ FHo
BREHEERIH,

7 Citrix SD-WAN Center Web RE=, 2 #FE £+,
RIMBERT, BER “BHEER TH,

Dashboard Fault Manitaring Configuration Reporting Administration

Fault [ Event viewer
Event Viewer

Notification Sertings ‘ P | Open_. | Save A5 @

Severity Settings

Time: | September 23, 2016 2:14am Last: Hour / Day / Week / Month Mode:  Relafive (18 hours ago - § hours from now) (o
L4
26. Aug 2B, Aug 30. Aug 1. 5ep 3.5ep 5.5ep 7.5ep 9.5ep 11.5ep 13.5ep 15.5ep 17. 5ep 19. 5ep 21.5ep 23 Sep
| i
call 1
300am G:00am: 00am 1200pm 3:00pm 600pm %00pm 23 Sep
Fy » 3 e Imerval 1 minute

Rolting Domain: | Any

Filters: 4 | Severity greater than info X ‘ =

25 v /Page  snowing 1 -25 of 267 E—

Time w Site | Object Name Object Type Severity |Previous State  Current State Description £+ 3
08123116 , BR2-130-WL-1-5DC2- The state of wan_to_lan_path BR2-135-WL-1->0C2.201-WL-2 for
132:53 20 2012 WL RPER NOTCE  BAD BO00 Site: DC2-201 has changed from BAD 1o GOOD

r 3 a3
WRINE sy aR2135.002.20¢ S NoTieE BAD a0 The state of Virtual Patn: BR2:135-DC2-201 nas changed from BAD
13253 e G000
0012316 BR2-130WL-1.3DC2- The state of wan_to, lan_ path BR2-135-WL-1->DC2-201-W-1 for
132:53 0 201WL1 wentolanpan NOTICE  BAD o0 Site: DC2-201 has changed from BAD to GOOD
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AL AR B4R ERNEE R ENBRIRS. BXFAESR, BB ELE

AR

A UEEI L 30 REMHEIE, BHILREIERATE SIEE R BM SD-WAN Center 2371 BRI

g 2R I FRo

TEA LI, REFMITHREROE. AXERER, BSREENE,

fERTIES

ERILLGIZ B RE XS IEaRAE N EHRERTEE,
BEIRHNAIIES, BHRITUTRE:
1. 8F “Miks” BomEEN + Bif.
2. NTHIRSEREE—1EH,
FIREETEE:
o K/
o WREAFR
o WRHKH
. FEl
LARTEPIRTS
o YEPKES

3. M FHREFERE—MEE.

XEEEIN TP -

4. MANBTHRMERNFFFBRE
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AR

tFEBRXDRNE,

Filters: <+

Saverity vl is v || WARNING m
25 o L -
AR

TR AR M A Z Mg e,
WFSXEHMLE, AJLUERRFENKIRUERS M.

EHEUER MER XK AU S 25 P IREXAY,

Dashboard Fault

Event Viewer

Monitoring

Configuration Reporting Administration

Fault [ Event Viewer

Default_Region
ANZ

Region

Mew!

9]

Natification Setings

Severity Settings

APAC

Nitro API

EMEA
T
Time: | February 13,2015 12:47am | [ Last Hour / Day / Week / Montn Mode: | Relative (15 hours ago - & hours from now) ¥ =
[ 4
G.Jan 18 Jan 0.Jan  2xjan  24.Jan  26.Jan 2E.Jan 30.Jan 1.Feb 3.Fen 5.Fen 7.Feb 9. Feb 11.Feb 13. Fen
3:00am &:00am %:008m 12:00pm 3:00pm &:00pm 9:00pm 3.
A » » o ek | iminue ¥
Routing Domain: | Any v
Fiters: 4 | Severity grester than info % =
25 ¥ /pagze Snowing 1 - 25 of 2630 Search
Time ~ | Site ‘ Object Name | Object Type Severity |PreviousState |Current State Description | E -3 |
021218 . . . — - . o
— ANZ_RCN ANZ_RIN-gueus wanlink NOTICE DEAD GOoD WAMN Link ANZ_RCN-gueue 1 has changed to UP
0212418 ; . . , - - - .
233543 Dallas_MCN  Dallas_MCHN-gqueue wanlink NOTICE DEAD GOCD WAN Link Dallas_MCN-gueus! has changed to UP
T
;;_35 41 EMEARRCN  EMEA_RCN-queue? wanlink NOTICE DEAD GOCD WAN Link EMEA_RCM-queus? has changed to UP
= Taua: Taxzs-guaue] wanlink NOTICE DEAD GOOD WAN Link Texas-quaus! has changsd o UP
Feme ras-gue p CE . v s-queuel has cnangedzo U

AR

EREXEMEHES, KiE ThFIRATA.

EREHRTEA CSV X, BHITUTERIE:
BREARA LANTHER.

BEXEMHMTHERIFAREER, BBREHES.

AT LU Citrix SD-WAN Center FeB AL F B, SNMP FapiDk syslog SHEMNF N R X R EEHREWIMNIEH

B, BXFAER, FSHEMHEN,
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EfHEm

April 9,2021

ALK Citrix SD-WAN Center & 7 LA FHE. SNMP BEp#sE syslog JHE M AER R B 4L RN E 4B,
EEE TR FHRM. SNMP # syslog BAIRESG, FILUAERAEBMHLBN™EY, HiRFEX (BFERH. SNMP,
syslog) MAXEHEH, WFEFFTRETEHXENIEE™ERFINES, BEMER,

AR EMRNINTAR, UEFERIRRF:

« Z3ER

- BB

« DEBUG
N

AR U T A EREBMIGE | @i B 7. SNMP BaptaE Syslog JHEEMLEH Y Citrix SD-WAN Center
& Citrix SD-WAN i&& HiEGER,

182, 7 Citrix SD-WAN Center L@@ A T EEIKE Citrix SD-WAN B4 (B0 MCN LUK FIEIER)
MEMER. RAATE Citrix SD-WAN i&& LB A&, ENAFEMRRMGEREBGER.,

BNz Citrix SD-WAN Center EER@EEN, LUBGEMLEAHRE M Citrix SD-WAN && & B UsEH0,
Ao ERR B IR E

EEEBFHEBNIRE, BFRITUTERE:

1. 7 Citrix SD-WAN Center Web BIEREH, SAMIIKE > BHIRE > BFHHER.
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Dashboard Fau Monitoring Configuration Reporting Administration

Event Viewer Fault / Notification Settings / Email Alerts

I Notification Settings Email Alerts SNMP Traps Syslog

Severity Settings @

Host S
208.123.79.32 25

Apply || Send Test Message

2. EEBAEMB TR,
3. EBIREEFEHILFERF, RABEREAXEIRBEMBFARE L,
AE

ERT BN SN R F IR AE, U5 S 9 FRe

4, FEENFERF, BAIMNE SMTP BRS2880 IP #itit s =B, LUSSBFEREFLE Internet,
5. EHOFEP, WMABAT SMTP EZMIEOS. The default port is 25.
6. TEREBFERAMUFERA, HAKRIE B FHREIRA R FHR Aottt
7. #EEREA SMTP S4KIE,
8. TAFEFERYF, BAATHMHRIEN SMTP IRSBOAF Eo
9. EEWBFEP, WASHATIMHIIEN SMTP BRSSB[HAF & XKD,
EE

BFRAENAES, MEERERHARETHIBFEEER,

10. 2EHNA.

fieE SNMP [epHh@EMiRE

ZECE SNMP FEHHERIRE, FHITUTRIE:

1. 7 Citrix SD-WAN Center Web BEREH, SHMDKE > BHILE > SNMP EH.

2. ERBREH SNMP [k,
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Dashboard Monitoring Configuration Reporting Administration

Fault / Notification Settings / SNMP Traps
Event Viewer / o/ "

I Notification Settings Email Alerts SNMP Traps Syslog

Severity Settings
SNMP Traps @

¥ Enanle Event SNMP Traps

10.102.29.20 162

Apply || Send Test Trap

3. EEHFEF, WA SNMP 24500 P it st MK, ZEFARER SNMP [ERHERE S,
AR
BILURAZ A P itk s ENE, UDS DR
4. 72 UDP imOFRH, MAERAFRAE SNMP sy UDP 0. FIAMERT, UDP imOREN 162,
5. BEHMNAUA SNMP FEHHERIZE,
AR

&, BEAENREMUBIARARSEBREENBIRAIE SNMP B,

fiE syslog i@51igE

EEE Syslog BAILE, EHRITUUTIRIE:
1. 7£ Citrix SD-WAN Center Web 2R @+, SMEIKEE > @HMIRE > Syslog,
2. EEBASEHRABEHES.

ELLLLET] Monitoring Configuration Reporting Administration

Fault / Notification Settings / Syslo
Event Viewer ! 95 1 Sysleg

I Notification Settings Emnail Alerts SNMP Traps Syslog

Severity Settings
Syslog

) Enable Event Syslog Messages

10.102.29.230

Apply || Send Test Message

3. EENFEP, BANEATEREHRIER syslog HERIMNE syslog ARE 28K P st ENZ,
4. BENVAUNARSRSENRE.,
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==

&, RELXEVNEEUBARZREI S syslog HERIXFIBAEENEN.

ECEE @M

EREEMEM, BRITUTRE:
1. 7£ Citrix SD-WAN Center Web BI2HREH, SMEIWE > =EHIEE,
2. FRREFEETE, WEAHERFERP, EFREAXEHNFEFTERNIFENE,

Dashboard Monitoring Configuration Reporting Administration

Fault / Severity Settings

Event Viewer
Natification Settings @
I - . Email . Syslog, SNMP
Event Type Alertif State Persists ‘ |
senvice 2 Seconds Y @ | CRITICAL ¥ @ | CRITICAL MR CRITICAL v
virwal_path 10 Seconds MR WARNING v @ | WARNING MR VIARNING v
wanlink 600 Seconds v @ | ERROR MR WARNING MR VARNING v
path Alert Immediately v CRITICAL v WARNING v @ | VMRNING v
dynamic_virtual_path Alert Immediately v @ | CRITICAL MR WARNING MR VIARNING v
wan_link_congestion Alert Immediately v @ L WARNING Y ¥ | VERNING v
usage_congestion Alert Immediately MR WARNING v @ | WARNING v ¥ | VERNING v
hard_dizk @ | EMERGENCY Y @ | WARNING MR VARNING v
WARNING MR WARNING MR VIARNING v

virual_wan

3. WTFEMEMHRE, BHEFBEBNETHERTEMN,
AR

QBEAERETHENBIIRER, 7aEARFEM4. Syslog 1 SNMP @HIED,

4. BEHENA.

1B AT LLEE Citrix SD-WAN Center hECEZR, HIEHHEZXIIREMES,
E1£ Citrix SD-WAN Center FEEEZIR, BESMIEE > IRRIKE > @NIRE > LRELE, ARBEET +

Alarm Configuration +

PATH v DEAD v 0 GOOD v 0 EMERGENCY v ﬂ

WANLINK v DEAD v 0 GOOoD v 0 ERROR v ﬂ
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AU TFROEFESANE:

o EHRA: Citrix SD-WAN &AM ANEBEF R EFRAAXANRMELIR, XEEHEMASHRE
A AW E 4 KB GHE SERVICE. VIRTUAL_PATH. WANLINK. PATH. DYNAMIC_VIRTUAL_PATH.
WAN_LINK_CONGESTION. USAGE_CONGESTION. FAN. POWER_SUPPLY. PROXY_ARP.
ETHERNET. DISCOVERED_MTU. GRE_TUNNEL #1 IPSEC_TUNNEL,

o MABRUE: NEHRMAZIRNECRS. AN MRS EREUAFFNASEHRE,

o fRSRIFLEEATE XEIFEENE ), ATHRELEMATIRMNEE, WA 0 LUBKREINER, IEBWANT
15-7200 #Z EliME, MRMAFFENEANR— IR EREEMENF, WRSMEZIR, XREBFERFENE
Bid itk SFAAER, A aihg EMER,

o BRIRE: MABIREERSHRBEERNEGRS. AIANEMRRESERBUR FFTEMNMA SR,

o BRRIFLEATIE): UhisARATE) (R REEBREIRZASFNNK, WA 0 TiZAVERER, HEBWA
AF 15-7200 # ZEKE, MREEERNEAR— IR ERETZ—NERRESES, WRSBERER,

o mEM: BREXNTE, BEZIRNESIREE, mMENERTEMASEREIRNZIXNER UL N EIRTE
£,

o EBTER: I EBFHHRIEEHRINERM L BHERER,

+ Syslog: EHEANERMEB[BIEREIRIET Syslog ki%.

+ SNMP: ZiRftk2EMEREAHRINEIRET SNMP B LI,

NTFEEAE

April 9, 2021

HIZFH RS ERAFEE, JUE—NMENREER TRAR L URINFEREFEME, FHEH EHE FTP RSELUL
it Citrix ZIFHRHITIRE, BF, ERIURRENNEFEEE,

ETHREEME, BRITUTEE:
1. 7 Citrix SD-WAN Center Web R&EH, REHEHEIETR, REREHILH.

2. ERFEMERSD, NRFERES. THIIRPERRFEZES.

Memaory Dumgs @

These packages contsin saved memony dumps (<

t (cauzed by systemn ennor events) you can forwand 1o CRrix Support Representatives. They may be downicaded directly through the browser o
e to Citrix (oF ansther perver) By cicking Upload All 1o FTP

3. BE 28 TH. FAEEREEATFESHITEN L.

ERAFEES LD FTP RS, EHITUTIRE:
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1. ERERMESD T, MAFEREE. THIIRTEEREFRES,

2. BEHEHT FTP RS8R, WAEITA S L5E FTP XEE, LUEE FTP SHRIHEEHEREE LHE
Citrix P 3z#5 FTP RS 8: 55— FTP EHL.

Upload to FTP @[x]

Customer Mame:
John

FTP Host:
10.102.29.220

JsErname:

admin

Password:

| Cancel |

3. HEPEMFEH, WAMEY Citrix SD-WAN ZHTIRIZETEHIE #F.

7z Citrix FTP RS2 LRIZ— AR LBMNER, EHXHRE EHIIZUE.,

N

. £ FTP IHFEH, A FTP ARS8/ IP itsEMEZ (W0REE T DNS),
5. FARPRFERH, MABAKRER FTP REHNAF B

[¢)]

. EEWETFRE, MASHFRXEKEER.
7. BEEH,

BEXH

April 9,2021

BEXHGAIWES Web £Hl8. BRPRESRE. ARERSEEXNES. JUERXEFEFRS Citrix SD-WAN
Center R IRV ) EUHITEPEHERR.

EEFHEXH, BRITUTERE:
1. 7£ Citrix SD-WAN Center Web fm&Eh, M M%EmR+,
2. Bl
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3. EEEXHTHIERS,

Manitaring

EREERNBAEX .

Kietwork Wap
Statistics
Log Files
Drasgrostics Log File
WVE_accen kg L o
System informabicn . d

Feporting

Monitaring | Dlagnostics

L \lap
Statstics VWC_access.log
Dlagrostics Rt |
P RSpc:Ses: =5 @S INFD Leg

System information
BOOD0:A5D 1390946 THFD

FSecrBer:

=8 uS THFD
GO000 =000 : 6317

SO000:540:
OO0 =600 ¢
GO00D 66D
GDO0G=TI0:
OO0H:TE0 B0

5. MREBBWEEXH THEERIHEN L,

AN EEE

April 13,2021

R IEMLZMIRERERITEBHIE. RMRER,

SR KIEMZHERS XENELE,

n_.\ }) 1ﬁ

BERITIONEE, BERITUTERE:

1. 7z Citrix SD-WAN Center Web &,

Lowy file opered st Thu Sep B

mainbauthd. oo T

Log file opered At Thu Sep &
=ainBautha, c:

gliene_prossssingfaachd
suthenticate

£ile cpened at Tho Sep 1 18:48:51 2008
Current Time $9:Tha Sep 1 1&:47:51 3016
18:48:51 I01&
L1 Demadin socket opened, un.nrm-.g fer connmcticas
Cureent
Current
Current
Turrent
Current

'H
Time g Sep 1 13153151
18:%4: 47 201€
Domain pociet opened, lirtening for Sonnesticom
Tha Sap 1 DE255:47 2004
Thresd 3! RoJoest suth Feq £ar user assin
Fas_suthenticate suscesaful

T40

furcent

cequastBa for admin
Cures

Current
Current
furrent
Current
Current
Current
CUrsent
Current
Current
Cursent

Currenr

BRETH.

ERILIACHIR(FRCE BN H R RE,. AXRXIMRENE

SMEIRE > WELI > KNRE,
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Citrix SD-WAN Center 11.4

Dashboard Monitoring Reporting Administration

. Configuration / Network Discovery |/ Discovery Settings
Network Discovery

Network Configuration SS5L Certificate Discovery Settings Inventory And Status

Zero Touch Deployment

Master Control Node MGT IP Address:

Change Management 10105127 111

Appliance Settings ———
Polling Configuration @
Polling Interval iminy: Bandwidtn Limit tkopsy:
2 1000
Apply

2. EREEERFERTS, WARIIRE (D). SEEN 2 E 60 2. RIMERN S D,

3. EHEREIFERFR, WARBHEERE (kbps). FRigitE S Mig&ZH2 Citrix SD-WAN Center B,
MCN BRI ZHEEEMN T . SEEXR 100 Kbp-1 Gbps. BXiAEH 1 Mbps.

4. BEHENA.

SFIHERE

April 13,2021

ZRIAEE Citrix SD-WAN Center KEMSZITHEIE (WEXRER) . XEERALTINNEL, MASERER, UE
BT REMNENREENERES. EUEEMKEERNZAREFLITEEHNER. XF SD-WAN RE+HHED
R, AUBEEUTRESHHNER.

« Bandwidth (%%
* QoS

o EIERR
» EEXMARS
o NEXMIARSS
- HBRS
o WAN 5&%
o AIKRIEEO
« GRE @&
« IPsec f%&
- NARER
. AR

N

A LUREEHNERSIZNE, ®REHITAAEMNE.
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EEERITER, BRITUTERE:
1. 7£ Citrix SD-WAN Center Web Ul /1, Szl > FKitER.
2. EERXKIFA KB,
3. MRHMBEMMIENP, HEIHEFRBIEM,

Bk A] LAfER Thikes MRS BMig R ERE U ELNEFEIERTIZ,

4. BHEFHUBRTEERBIENER

S Monitering Coptibotsy Reporting Administration Nitro API
<
Monitoring / Statistics
Network Map
I Statistics Region: | Default Region | (2)

system Information

TIme: | June 30, 2018 1:18pm E Last: Hour | Day / Week / Month Mode: | Relative (1 week sgo - 3 days ago) e @
<
4 Jun 6 Jun 8.Jun Wjun  12Jun  14jun  16jun  18Jun M jun  2Jun  2AJun  26.Jun  28Jun  30Jun 2 Jul
Routing Domaln: | Any ~

Objects and Properties H KB B4 [l Appliication: Aggregate Data
. 10 i )
HE HE iy W s o s o P A no o U AR A A AT A AR L
2 aggregere Dot WABAPA A AR NS LA NN AN b
I Aggregate Outgolng Data o 25 Jun 26.Jun 27 Jun 28 Jun 29 Jun 30, Jun
1 sggregate incoming oata B ] ~opilcation: Aggregate Outgoing Data =
[ Average Bandwidth 0
[ Average Outgoing Bandwidth . ' n A L
TV NVSEN NG VIV W LW JOVN WV IV A

[ Average Incoming Bandwidth 0
) endpoint mapper

[ Aggregare Data PR [+] 2ppiication: Aggregate Incoming Data &3

25 Jun 26.Jun 27 Jun 28 Jun 29 Jun 30 Jun

[ Aggregate Outgoing Data 10
[ Aggregate incoming Data A A L
N 5 wboeteidasmiotntnlodasatealinh o oAb A
[ ] Averaee Bandwidth ~ 0 ~ AENVALY
25 Jun 26.Jun 27. Jun 28.Jun 23, Jun 30.Jun

LSRN [l App: Domain Name Service: Average Bandwidth x

BUBIERENEME, ARREEN, UMERERXIEFRRZEENER

5. REUFMEZEE—IEAR. BXEAER, FSHENELE T,
ERFIRIEFMER TR T
N

MREEREZIEN, BBUERATRERERUTEEETE. RHEXRGEAESTNRBTERANER.
T A LIEER E B rRMiREE S NENESL,
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Citrix SD-WAN Center 11.4

Objects and Properties

HE HE

B Aggregate Data

[ Aggregate Outgoing Data

[4 Aggregate Incoming Data

[4 average Bandwidth

[ Average Outgoing Bandwid

[0 Average incoming Bandwidth
E EndPoint Mapper

B Aggregate Data

[ aggregate Outgoing Data

[4 Aggregate Incoming Data

[ Average Bandwidth

R’

BEBER, FREHIER

KB

st Aot oAl e =

® App: Domain Name
Service
12 » App: EndPoint Mapper

25 Jun 26 Jun 27 Jun 28 Jun 2

25 Jun 26 Jun 27. Jun 28 Jun 2%, Jun 30 Jun

fiZ5S

A=

RARKEEREREEERNE, URF—HMN

& ‘BB BfF (o) EBEM.

‘Objects and Properties

BE BB

Wide-Application Satistics
B Apaiications
[E] omain Mame sanice
Azzregate Data
Agzrezste Ouigaing Data
Agzregste Incoming Datz
Average Bandwicth
# Average DutEping Senchwidtn
¥ Aversge incoming Bandwidth
HyperTet Transfer Prowoco
lepenoient Computing Architecture (Cit
et Contral Message Protocal
cation Familes

®

L B App: Domain Name Service: Aggregate Data

20. Jun 1z:009m 1. Jul 12:00pm 2.l 12:008m 2 Jul

50
o
40
20
20 A
1o 07/0218 €14 PM
App: Domain Mame Service : 0 KB
oo \

5:00am 8:00am 10:00am 12:00pm 2:008m 4:008m 5:008m 5:008m 10:00pm B.Jul 2:002m 4:00am

B App: Domain Name Service: Aggregate Outgoing Data

Whinansancapandlaoama i

28.Jun 1z:008m 29 Jun 12:00pm 20. Jun 1z:009m 1. Jul 12:00pm 2.l 2 Jul 12:00pm 4. 12:00pm
40
20
20
10
oo
5:00am 8:00am 10:00am 12:00pm 2:008m 4:008m 5:008m 5:008m 10:00pm B.Jul 2:002m 4:00am
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N

LB B (/) Bk ERMREESE L.

KB ¥ E App: Domain Name Service: Aggregate Data
' 1

\ 1
: / 'w”'/\hvv/ WAV A A ‘ar'\ /1
¢ 28. lun 29. Jun 30. Jun 1. Jul 2. Ju 3. Jul 4. Jul
6.0
5.0
4.0
3.0 'I
2.0 06/30/18 12-:34 PM
miye 2 Trend Line : 1.0 KB
T
|
1.0 ‘\
0.0 -\J
28 Jun 29_Jun 30. Jun 1. Jul 2. Ju 3. Jul 4. Jul
AR

ERILUTENERS, SORERZSE TH CSV Xt

RGER

April 9,2021
ASERIHELEETUTER:

« Citrix SD-WAN Center % fFhrzA: YaiREHTULEDIN LE1THY Citrix SD-WAN Center B R,
o BEEEMFRE: HaiREHEL Citrix SD-WAN Center M PiziTHVEC B 4w 18 28 (4 HIAR AN,

o EEERAER. BERFANEUED XEANEETEE,

- BEFRMNAF: YaiBRIL Citrix SD-WAN Center BN ENAFNAR &, Pt fIEREE,
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ERTRASKER, BRITUTIEME:
7£ Citrix SD-WAN Center Web REH, BHUMETR £, RAEBRERAER.

Dashboard Fault Maonitoring Configuration Reporting Administration

Monitoring | System Information
Metwork Map nitering 15y
Statistics
Diagnostics SD-WAN Center Software Version: R3_1_0_81_537013 (oulit 2016-08-23)
Configuration Plugin Version R9-1-0-81-537013 Partition Usage
System Information
Active 05 ™%

Logged-in Users

Username IP Address Login Type

admin 10.252.243.20 web

April 13, 2021

Citrix SD-WAN Center 12U TFRE:

- WARER: EREXEARE. FHUREBURAINARR. hRfNARFRFINERENEARES,

« HDX: ERENiESA0FHA HDX #38,

o bR BREIM WAN e SRERARFAIHER. hRITRAMERAESAFENRS &,

o fRSS: BARSARE (BIAERR. Internet. Intranet FM1EE) ERES WAN SN LAMNEERIHER. RS
TRAUERTIRS KM R MRS.

o EIMERE: 2R SD-WAN &M EMBEAENEMEBREFIINAITHER. EMRFTEAUETEMNERETRES
)= e

=z

AR
EERESIEMTE NRRNAERTRE, Bit, SMEMBEITEEMITHIZRAITE B SRIRR,

o B2 BREP WAN e MREMERERAIT IR,

« WAN %5 EEI WAN psE b m B WAN SRR 789E 1D WAN #EREFINAIHER. WAN 5
TRAUETZ WAN SEZNSMIRSEENERBEIRE, AL, SMTRSERTREAUERZEENEIN
BRSSHUERE L. 1R WAN SR — 1% B MPLS %, IIRET—MEE WAN 58 MPLS BAFIRISEZ
o

« MPLS BAZI: MPLS Queue T2RAUETRZMIINES MRS EENERERBE. AE, STRSERTE
BRAUERZEENETARSHIERE .

o 3£ BREEM WAN SN EMB RIS N ERRRIRITER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 256



Citrix SD-WAN Center 11.4

MOS 5% FHRRES (MOS) Rt T NARFRTARELBAFNELRENKFESR,

MAMEO: EREMN WAN e MRS MRORN KPR OLRINSRITHES.

GRE [%i&: 7 WAN gt ibsm £ E 784 LAN GRE BENFIHER.

IPsec %i&: £ WAN NGRS IP ReBENRIHER.

£ BREED WAN PR NERZENEFNRET . FHTIRAURENSREE BT ZIERIHE
. AR, SMTNEREEREAUBTZEENS INRIBEE T,

7z Citrix SD-WAN Center Web REMIRE X+ L, AIUEERBIRSAFMERS. SHEIUTERIRS.

Dashboard Fault Maonitoring Configuration Reporting Administration Nitro API

Reporting

Region: | Default Region [~ | &

NewView || Open.. | | saveas.. | ®
Time: | September25, 2018 204pm | (]  Last Hour / Day / Week / Menth Mode:  Relative (1week aga- 35 seconds ago) v | @&
<
28 Aug 30.Aug 1.5ep 3.5ep 5.5ep 7.5ep 9.5ep 11.5ep 13 5ep 15.Sep 17.5ep 19.5ep 21.5ep 23.5ep 25.5ep
o I
19.5ep 12:00pm 20.5ep 12:00pm 21.5ep 12:00pm 22 Sep 12:00pm 23.Sep 12:00pm 24.5ep 12:00pm 25.5ep. 12:00pm
A » » o Interval | 1minute |+
Routing Domain: | Any ~
Applications HDX Mos Services Classes Sites Virtual Paths Paths 'WAN Links MPLS Queues Ethernet GRE IPsec Events
ReportType: | Top Applications v selectsite v
Show Bandwidth/Datain | Kbps/KB |~|  Filters: + A& ®
10 [v|/page Showing 1-20f2 Search
Application Name Aggregate Data [ v Aggregate Outgoing Data [ Aggregate Incoming Data [ Average Bandwidth Average Outgoing Bandwidth [ Average Incoming Bandwidth ‘ Fos ‘
ipert 18747798 9373908 9373008 2416628 208318 203318
Internet Control Message Protocol a160 8 205808 205805 1196 0505 060

Data from 09/18/18 2:04pm to 09/25/18 2:05pm (Asia/Kolkata Time)

ERILUERR BAEERNER R ERBEIEENRS. BXFEEE, BBRNELE M .
TERTUSIR. REITHRERME BEXEAEE, FSHEEINE.,

NFZEIEML, AILUERSERNKEUERSITRS.

RS IR MABR X33 UL SE 23 R FRER AN,
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Dashboard Fault Monitoring

Reporting
[[osteut regon]s

region1

®

Region:

Configuration

Reporting Administration Nitro API

Default_Region
Time: | September 25,2018 2.06pm | [5] Last Hour / Day / Week / Montn Made: | Relatie (1week 200 - 7 seconcs ago) e
<
28, Aug 30. Aug 1.5ep 3.5ep 5.5ep 7.5ep 9.5ep 11.5ep 13.5ep 15.5ep 12.5ep 19.5ep 21.5ep 23.5ep 25.5ep
‘ = ]
19.5ep 12.00pm 20.Sep 12.00pm 21.5ep 12.00pm 22.5ep 1200pm 2.5ep 1200pm 24.5ep 12.00pm 25.5ep 12.00pm
A b » o» Intenal | 1minute
Routing Domain: | Any
Applications | HDX | MOS | Services | Classes | Sites | VirtualPaths | Paths | WANLinks | MPLSQueues | Ethenet | GRE | IPsec | Events
ReportType:  Top Applications Select Site: -
; .
Show Bandwidth/Data in | Kbps/K8 Filters: + Ariad®
10 lpage Showing 1-20f2 Search
Application Name ‘ Aggregate Data i v | Aggregate Outgoing Data | Aggregate Incoming Data Average Bandwidth Average Outgoing Bandwidth Average Incoming Bandwidth B ‘ o ‘
v

AR

ERXEMEHES, KiE THHIRATH,

BEXEETERENESZIFAER, BESHUTER:

FRiElRE
wRE

ot

W
REIRE

UK REZEORE
EMHRE

GRE fi&E#R S

HDX k&

IPsec BFiEiRkE
HERGRURS
EmNAREFERN MOS
MPLS BAFIIR S

NREFRS

April 13,2021
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https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/reporting/event-report.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/reporting/gre-tunnel-report.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/reporting/hdx-report.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/reporting/ipsec-tunnel-report.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/reporting/link-performance-report.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/reporting/mean-option-score-for-applications.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/reporting/mpls-queues-report.html
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WRBIEERS (DPI), SD @&FUBIMBLHERITE, HRENBEFMLAREFRYIEE, Citrix SD-WAN
RERREMNUAEFNEANELRENFTHAMER. SD-WAN Center 1Z7E X #%2if8¢ & [E1fR%2 18 SD-WAN i&
&, REULEYE, HREETEREFRMNKRED,

BRILEEA INARER. AJERMATINARFRIIRSG. XERSREHTEXSHR. EANEGHEENTENF
éEf%l%\O

Z7£ Citrix SD-WAN Center & ENAREFIRE, BHRITUTRME:
1. 7£ Citrix SD-WAN Center Web Ul &, SMEIRE > AERF.
2. ENELEGD, EENEER. BXFRER, BEENELET,
3. ERBEREIBNSAL, EAL%ERU Kbps. Mbps 3t Gbps A& UEERE B,
4, TEIREXBTHIIRP, BRUTRSELREZ—:

s RANARERF. EMEPHATAENEERNR EEANNERERF. Er R RE BRI ERER.
HIANERT, BETALRNR EE— M NAERF.

« BRI AREFRY: EMNEPEANRITLAREFRT, ErILURERRRMERILBEFRT. K
IWERT, BETHREMRBAINARFRY.

o REUAR FERTE)ERINER L AR E. ErRILURN AREF N AREF R IR RImERIE R

Reporting

Region: | Default Region v| @

Newview [ Open.. | [ savens.. | ®
Time: | September 25, 2018 2:04pm Last: Hour / Day / Week / Month Mode: | Relative (1 week ago - 35 seconds ago) || (@&
<
28 Aug 30.Au5 1.5ep 3.56p 5.5ep 7.5ep 9.5ep 11.5ep 13.5¢p 15. 5ep 17.5¢p 19.5ep 21.5¢p 23.5ep 25.5¢p
‘ 0 ]
19.5ep 12:00pm 20.5ep 12:00pm 21.5ep 12:00pm 22 5ep 12:00pm .50 12:00pm 2a.5ep 12:00pm 25.5ep 12:00pm
A > » m Intena L iminute v
Routing Domain: | Any <
Applications | HDX | MOS | Services | Classes | Sites | VirtualPaths | Paths | WANLinks | MPLS Queues Ethernet GRE | IPsec | Events
Report Type: | Top Applications: v|  seleatsie -
Show Bandwidth/Data in | KopsiB [v| Firters: 4 A& d®
10 [v]/page Showing 1-20f2
Application Name AggregateData[d v |  Aggregate Outgoing Data (4 Aggregate Incoming Data [ Average Bandwidth (| Average Outgoing Bandwidth [ Average Incoming Bandwidth oY
ipert 18747798 9373908 93308 416628 208318 208318
Internet Control Message Protocol as0@ 205808 20580 1198 0s0E 060 E

Data from 09/18/18 2:04pm t0 09/25/18 2:05pm (Asia/Kolkata Time)

ST EMiRERE, AUERMUTHIE:

o REMENEIE: K WAN k2895 A2 3IE.
o BRERHMUE. MR RXE WAN 895 B2 5dE.
o BEWE: FANEHRENZHM.

o PHENTER: FANBEFREN®.
o PEHTER: FHNAEFRENTER
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o PHE FANMEHNBERFRESBIT

B8,

&

R

NFEME, BRIUERFAREEEEESR EUEENEER, HEREUES— T EORITHER
NE, BXIFMAER, BEARIHER.

AR QOE K&

April 13,2021

AR QOoE EMENAEFARRENEENE. NAERF QoE F7EEN 0 E 10, Hd 10 RRMAFHRE, 0
RTREE, BXEMEER, BSHANBRER QoE 5.

EEENARERF Qob RE, FHRITUTERM?E:
7£ Citrix SD-WAN Center 1, SRS > MAERF QOE, AETEBREXRITHIREE— &R,
ERILEAR B4R ERNEE R ENBRIRS. BXFAESR, BRI ELE .

TERTASIR. REMITHRERMAE. BXEAER, FEHEEIE.,

Reporting

s v || G, - @

| apptes

e C] = B Featioe jerir) B sy B | ewacovepmenms = o
L] C] ] B C] Ll
] C] a8 B ] L]
] & -8 B & El
=] a8 «8 8 a8 a8
=] a8 «8 8 a8 a8
E) a8 -] B C] L]
) & =@ Cl C] |
B ] ey | B ] 8

A AEF U T

NABERF: NREFINAREFTRET.

o AR MBI,

o EINARSS . ERBIEMERRIRSS.

+ SEAY QOE: EATFSLATRER QOE H¥.
« XEX QoE: EATFREREN QOE D,
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o ERIER: KREPREMIER (UZEWHREA),

o KIFERK: KERENEZERB DL,

o SERtEIED: KEPRENRERIIATEIAZN N R

o XRERFER: RERENIER (UEMABN),

« REXAER: RERENEXRBEDLL.

o XEHE. KRERENRINEE (UZEWRE),

N

NFEME, BRI BRI TR ETEEREG EUEE NEER, FEREUES—MEORTHERALE,

ﬁ*ﬁém'fm %) 1ﬁ§|ﬁ|%l‘|’1§ =0

i
&t
i
of

April 13,2021
Citrix SD-WAN Center #24M SD-WAN MI£E AR RS R IS A T HERR P R E,

7 Citrix SD-WAN B2EH, I EMBERHNBERS XABTEN, REFMRBLLE, XLEXZMEXH, BEH]
MBREXXEXEANEN BN, EXFRER, BSHEEEEMAN (% P #utilins0s) .

£/ Citrix SD-WAN Center B, AJUEES MR, BEH WAN $HERF LB FXLLLBHN BIZF S ANE
BT HIEUN B AT TR IR,

EEEFRRITE, BRITUTERE:

7z Citrix SD-WAN Center 1, SMEliRE > b=, AREBRERES REEFE— B,
TR AN B4R ERNEE R ENEEENRSE. BXFAEER, FSRNELET,
TERTEIR. REMITHRERMAE BEXEAES, FSHEEIE.,
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Dashboard Fault Monitoring Configuration Reporting Administration Nitro API

Reporting

Region: | Default_Region v | (2)

New View H Open. ‘ ‘ Save s, ‘ @
Time: | September25,20182:11pm | [B] Last Hour / Day / Week / Montn Mode: | Relative (1 weekago- 12 seconds aga) |v| (@&
<
28.Aug 30. Aug. 1.5ep 3.5ep 5.5ep. 7.5ep 9.5ep 1.5ep 13.5ep 15.5ep 17.5ep 19.5ep 21.5ep 23.5ep 25.5ep
‘ = I
19.5ep 12:00pm 20.5¢p 12:00pm 21.5ep 12:00pm 22.5ep 12:00pm 23.5ep 1200pm 24.5¢p 12:00pm 25.5¢p 12:00pm
A » » oM Interval  Tminute |~
Routing Domain: | Any v
Applications | HDX | MOS | Services | Classes | Sites | VirwalPaths | Paths | WANLInks | MPLSQueues | Ethernet | GRE | IPsec | Events
Show BandwidtvDatain | KopsikB [v|  Fiters: 4 BEra®
10 [v|/page Showing 1-40f 4 Search
LAN to WAN WAN to LAN
| " o
Name A Bandwidth [ | Avallable Bandwidth [ | Permitted Bandwidth (3 | Control Bandwidth | Realime Bandwidth B | Interactive Bandwidth | Bulk Bandwidth B3 | Banawidth [ | Avallable Bandwidth [ | Permitted Bandwidth £
Def-Site1-5C 180G 20,000.00 @ 1633388 @ 18108 000 0005 000 E 15058 19,600.00 & 15762250
MCN-NY 19548 5000000 5 49,08895 @ 49546 000H 0008 LI =] 55708 49,000.00 48,99045 5
R1-RCN-MUM 5814 250,000.00 § 27,23067 5 3568 5 000 014 000l 388780 245,000.00 | 60.023.67 5
RORCN-SA 0147 100,000.00 & 1773728 20145 000 000 =] 18128 98,000.00 & 50,072.00 &

Data from 09/18/18 2:11pm to 09/25/18 2:11pm (AsiarKolkata Time)

TRILIE R U T 615

o W MEMIEEXESANGREE, H5K = 1THHE + LER + XEWR + HEBFE. fli, ELARE
HEH, SITE2. 3 =1120.99+166.61 +117.21 +810.78 + 26.40

o ATAWER: HERAIESFTE WAN SHENESHR.

o FHEIHR: BT EFRESRA. THNEHERITHE SNEGISIEaNH .

o AWHHEE: FRESTANSHR,

o LBIHE: BT Citrix SD-WAN BC B PRSI R BRI ARFRT S AT R, WRNAEFNMEEERARE
B EEURFMEIER, EREIBELLELNEIEE (fI70 VoIP. Skype for Business) %,

« XE#3: BT Citrix SD-WAN BB PHIR B LXMW AZFFT S ANER. XN AERFNMERERURTW
FIGRUNSIEEEX (170 XenDesktop. XenApp) BIEXIZE,

o MEHHE: BT Citrix SD-WAN BEEBFHMAREX LNV AEFATSANTR. XEVARFSRNALT
MAERL, BEBRASILIE (Fin, FTP. &1H2E),

REIRS

April 13,2021
AILUS BIAARSS 53 BRLA 15 ERY QoS 3£, H AR LB ARFEMHEERFINAF AR, —MEATURUT=ME 4K
z—:

o SRS RHEBRBFTRS A —EHEREIBERSR. MERRETEELE,
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o REX: EHEERMERIFEHRBER. KERNMARETREN, EERLRSTHER
¢« REEX RUFERSHREHANELAHRNBER. HERENRLRRMK,

HARHRIEERFNHRER, BRI F AT LR S AR RN S KN ESER BT

BEER “BREWATRSHE (HFSC) BERTIMELHNATF,

BXBEXENFARER, BEREEE,

EEFERRIMER, BRITUTIRE:

7z Citrix SD-WAN Center 1, SfZIRS > £, ARERARRERREZE—ER,

TR AN B4R ERNEE R ENBRIRE. BXFAES, BB ELE
AR

HEo

e 14

TAIEEI A 30 REREHIE, BHILHERFIAHEERFEEM SD-WAN Center Is2sM& BRIKIE

WagE 23 R lRR.

TR LR, REFEMITFRERAE. BXEHER, BSREENE,

Dashboard Fault Monitoring Configuration Reporting Administration Nitro API

Reporting
Region: uemu_new @
New View || Open... Save As..

Time: | October 3, 2018 3:10pm [ Lost Hour / Day / Week / Month Mode: | Relafive (1 second ago) ]
< |
4.5ep o.5ep a.sep 10.5ep 12 sep 14.Sep 16.5ep 18.5ep 20.5ep 22 sep 20.5ep 26.5ep 2.5ep 30.5ep 20a
' |
: a = H
4.5ep 6560 8.sep 10.5ep 12.5ep 14.5ep 16.5¢p 18.5ep 20.5ep 22 5ep 24560 26.5ep 28.5ep 30.5ep 2.0a
A w« intervat: [ 7 minate
Routing Domain: | Any
Applications | HDX | MOS | Services | Classes | Sites | VitualPaths | Paths | WANLinks | MPLSQueues | Ethernet | GRE | IPsec | Events
Show Bandwidth/Data in | Kops/KB Filters: 4 Arad®
10 /paga Showing 1- 10 of 162 Search
Site A | Virtual Service Name Type Wait Time (ms) Sent Banawidth Data Pending Drop (%) ‘ o |
DefSite1-SC Def-Site1-SCMCN-NY control_class control_class 0.00 1713 LXT =] w@
Defsite1-SC Def-Site1-SCMCN-NY bulk_unused_class bulk_class 0.00 (L= con g
DefSite1SC Def-Site1-SC-MCN-NY bulk_background_class bulk_class 0.00 (L= o0
Def-Sitel-5C Def-Site1-SC-MCN-NY interactive_very_low_class interactive_class 0.00 000E o0 @
DefSite1-5C Def-Site1-SC-MCN-NY interactive_low_class interactive_class 0.00 000E 000 E
DefSite1-5C Def-Site1-SC-MCN-NY interactive_medium_class interactive_class 0.00 000 con @
DefSite1-SC Def-Site1-SCMCN-NY interactive_high_class interactive_class 0.00 (L= @
Defsite1-SC Def-Site1-SCMCN-NY realtime._cass realtime_class 0.00 L] @
Def-site1-5C Def-Site1-SC-MCN-NY class 9 bulk_class 0.00 000 E con g
DefSite1SC Def-Site1-SC-MCN-NY class 8 bulk_class 0.00 (L= o0

Data from 10/03/18 3:01pm to 10/03/18 3:11pm

n_,\__“'/(ég L/(—F*E*T

o B HLRIF

o HHI: KA, Reeleatime. XEXFHME.

o EEATE: FiakiEEmEER (UEMAERN),
o RIFWHER FRNER

EEEEHE > ~
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o RIEMEUE: RXMEIE (U Kbps REMI),

o REHIIEEL KAXERIESR.

o FREIE: BREBHIE, U Kbps AR,

o FRYIES: ERENBIEES.

o EF ERANHBIERD L.

o EFHVEIE: BFHOEIE, U Kbps (i,
 EFNMIEE. BTRNESRFMERNERESH,
o HIEBEXR. FIBIENFMERERIE L.

=3

AR

BRIRBEEGLIAEESENETR.

ARz RS

April 13,2021

Citrix SD-WAN Center 217 SD-WAN W&+ AR Citrix SD-WAN i&& ERIFRHE LIKMZE OB R RME, XA
BYEEHREHFRIEPREEEESEEAROXF, EETUESMNOEEFRAERNHREHEESEAER.
TR EEERENERAXEREO R EERE.

7Ei% &8 SD-WAN R+, BESE Citrix SD-WAN i&#& FEE M ARMEO,

BXH MCN i EROANER, ESHEEEE MCN,

BXADXEREEEROANER, BSRAEED 2T o

EEURMZEOSRIHER !

7£ Citrix SD-WAN Center &1, Sf1%liksE > Ethernet, RE7EBERTHIFERE— P ETEIE,
faa] AR EZT RN SR ENESEENIR S, BXFAER, BSRNE&E G

TEAI LR, REMITHREROE. BXEAEE, BEREENE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 264


https://docs.netscaler.com/zh-cn/citrix-sd-wan/10-2/configuration/set-up-master-control-node/configure-mcn.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan/10-2/configuration/setup-branch-nodes/configure-branch-node.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/administration/timeline-controls.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/administration/manage-views.html

Citrix SD-WAN Center 11.4

Dashboard Fault Monitoring Configuration Reporting Administration Nitro API

Reporting
Region DelamLRegmn @
[ e view J[open- | e [smens- |

Time: | September 25,2018 311pm | [&] Last Hour / Day / week / Month

Mode: Re\auve(1weekagu—14sewnusagn) (3

<
28 Aug 30.Aug 1.5ep 3.5ep 5.5ep 7.5ep 9.5ep 11.Sep 13.5ep 15.5ep 17.5ep 19.Sep 21.5ep 23.5ep 25.5ep
‘ 5 I
19.5ep 12:00pm 20 Sep 12:00pm 21.5ep 12:00pm 22 Sep 12:00pm 23.5ep 12:00pm 24.Sep 12:00pm 25 Sep 12:00pm
A b » s Intenval | 1minute
Routing Domain: | Any
Applications | HDX | MOS | Services | Classes | Sites | VirualPatns | Patns | WANLinks | MPLSQueues | Ethemnet | GRE | IPsec | Events
Show Bandwidth/Data in | Kbps/KB Filters: 4 BEra®
10 /page Showing 1-80f 8 Search
Site | Name Worst State TX Bandwidth B RX Bandwidth Errors & ‘ o ‘
Def-site1-SC 2498 1871 =]
Def-Site1-5C 000 000l =]
MCN-NY 1”2 53333 68.45 =]
MCN-NY ”n 0138 000 & =]
R1-RCN-MUM ang 5268 =]
R1-RCN-MUM 000 g 013 @ =]
R2-RCN-SA. 373H 1923 =]
R2-RCN-SA. 000 000 =]

Data from 09/18/18 3:10pm to 09/25/18 3-10pm (AsiarKolkata Time)

A AE BT

o BN LIKRZEOBZ.

o RERTS! EEENERANEINRERS.
o TXHE: FRTHE,

« RXHE: BEKHR.

o TXHIER: FhanSiEes.

« RX#ES: BWHBIEES.

o SR RIS R EIBIHIRE.
« MIEBEXR. HETANEEREKRIES .

BHigEER IR EEERET.

EMRE

April 13,2021
EAIAEETE SD-WAN RMEHFHNE MR L ENRREHITER.
BEXEMFAGER, FERE N
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BEEEMRIHER, BHRITUUTEIE:

7z Citrix SD-WAN Center 1, SfZIRS > E, HERARRERREZE—ER,
TR LA B4R ERNEE R ENEEENRSE. BXFAEER, FSRNELET,
TR LIBIE. REMITHREROE. AXEAEE, BEREENE,

Reporting

Reporting

Region: | Default_Region v | (2)

New View H Open. ‘ ‘ Save s, ‘ @
Time: | September 25,2018 3:15pm | [& Last Hour / Day / Week / Month Mode: | Relative (1 month ago - 3 seconds ago) |v| &
<
2. Aug 30. Aug 1.5ep 3.5ep 5.5ep 7.Sep 9.5ep 11.Sep 13.5ep 15.5ep 17.5ep 19.Sep 21.5ep 23.5ep 25.5ep
28. Aug 30. Aug "1 Sep 3.5ep 5.Sep 7.5ep 9.5ep “11.sep 13.5ep 15.5ep 17.5ep “19.5ep. 21.5ep 23.5ep 25.5ep
A » » oM Interval  Tminute |~

Routing Domain: | Any

Applications | HDX | MOS | Services | Classes Sites | Viriual Paths | Paths | WANLinks | MPLS Queues Ethernet | GRE | IPsec | Events
Show Bandwidth/Data in | Kops/KB |w|  Filters: 4 BEra®

10 |v|/page Showing 1-40f4

Site Debug Events Info Events Notice Fvents Warning Events Error Events Alert Events Critical Events Emergency Events ‘ £ o3 ‘

Def-Site1-SC 0 o 7 15 i@ 6[E 0 g
[ [aTENg [ | 241 7@ nm 3@ 0 g
RI-RCN-MUM 0 o 1481 3503 0 6@ @ g
R2RCN-SA [ ] 7 14 2@ °om 0 g

Data from 08/26/18 3:14pm to 09/25/18 3:14pm (AsiarKolkata Time)

A BB U TR

o EEEMN EEENBRALKENEEEMHY. XEBBRLRINEH.

o BHIEMN EEENBRALKENENEFE. XEREERMNZ T BINEN .

o BEEM TEENERARENESENH Y. XEEHFTETFARERREERITH.

o HIREMH EEENRERAXENEIREFN. XEEHRTEMLENER,

o EIREMN EEENBRALKENEREHY. XEEHTEFERNTI.

o PEEM EREENBRAKENXBEHY. XEEHRARITIBERR,

« ERFM EEERERARENESEAR. XLEEHEREREN (B0, BRKE. NEKE. BHER
H{E. ZARS).

o BIAEMG: EEENEBBRANRENEREMHH. £ Citrix SD-WAN 1&& EERNXE FHR4ZNid Syslog i%
R, BERRIREMS

AR

B BEERUEFREEE ST,

TR T IREEHHIRIREE LB LB
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Event Object Type Previous State Current State
NOTICE LAN to WAN path BAD GOOoD
GOOoD BAD
WAN to LAN path BAD GOOoD
GOOoD BAD
Cynamic virtual path BAD GO0D
GOOoD BAD
WARNING Virtual path GOooD BAD
WAN link congestion UNCONGESTED COMNGESTED
CONGESTED UNMCOMGESTED
Usage congestion UNCONGESTED CONGESTED
COMNGESTED UMCOMGESTED
LAN to WAN path GOooD DEAD
BAD DEAD
WAN to LAN path GOOoD DEAD
BAD DEAD
ALERT Virtual path BAD DEAD
DEAD BAD
ERROR WAN-link GOOoD DEAD
Ethemet GOOoD UMDEFINED
UNDEFINED DEAD
INFO Proxy-arp UMDEFINED ACTIVE
UNDEFINED STANDBY

Al Citrix SD-WAN Center BE2&E A LU B FHRE. SNMP Bap#sk syslog BB R L X R RSB HRBNINBEHF
B, BXFAER, FSH SHEH,

GRE [FiE#k S

February 18,2022

BRI LAER B ENSIES —thiX P ER—MINBBIE S, EHEMINEIDNFR AR, MEHNDIRARE
il BAKHEIE (GRE) 2—F@EENS], ©EMA IP EAFEMIN, HAUEEFSTRNER DL

R Rt HEAN B ARtk A FARIRBEE BN = X R R BYPR NR o
Bx7£ Citrix SD-WAN &% LA E GRE BEM¥HAEE, 15 GRE &,

Citrix SD-WAN Center AT E/R1&89 Citrix SD-WAN MEHEENFE GRE BEIRE.
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EE%E GRE BERIHE, FHITIUTIRE:
7£ Citrix SD-WAN Center /1, Sf1%/ikE > GRE, AT HERITHIPEEFE—BTEEK,

TR LA B4R ERNEE R ENEEENRSE. BXFAEER, FSRNELET,

TR LIBIE. REMITHREROE. AXEAEE, BEREENE,

Citrix SD-WAN Center

ElarY

Worst state. MU T Banawion B mipanowon@ | PacketsDmy ppea @ Packets Fragmented @ ‘ o ‘
275 g g o8 og

A BB T

o RERS! EEENERANEINRERS.

¢ MTU: SAEHMBEM—-ATLIEIHEERERIRA IP HIERBIK ).

o TXHE: FRTHE,

« RXHE: BREKHR.

o TXHIER: FhanSiEeS.

« RX#ES: BIBESIEES.

o EFMIEE: BTMEAMERNEIESN.

o THHNMIES: SEHNHIEEN. HIEEFSRUER/NEKES, ZMEETLEI N MTU /N FRIAE
EiR. XA REWENERAE,

o WIEBER WEFANEERBEKRIED .

AR

BHIREERIEREEEBEIT.

HDX &

April 13,2021
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MTFHITIRAEENATIRERE 2 —:

« HDX B 54t iR

. HDX$E (EMT HDX {ZRiEEn AR ANRE)
. HDX AP &iE ((UERTX HDX 2 8@Em AIaiE)
« HDX Apps ((iEATFX HDX & BiEE A AIAIE)

HDX &Mt 7 8 Mb=RIF4 HDX #uE, S NMEmNHIEERER MIESR,

Summary View (FEZEWE)

HEMERRIGR AL TEHE:

+ QoOE 15 #-1x30 & (QoE) M F 0—100 Zialfv¥fE. MMEHE, AFEKiT.

o AFR—UaR ERERAP .

o TCP 7 -uhi 3 Ef5F TCP Y AYERD HDX £1E#K

» UDP 7i—if= L5 UDP thiXa9iEsh HDX &iE#K.

o RE-EE EEIE)UEER (SSI) MRS (MSI) 2iEMERD HDX 21EH S8

FENE
BRI B H BN R UEERM QO WA ZENIFAER. SNTHERAEEMBREREARMITIERITENHE
8 QoE AF,

&M QOE WIER. #izpfuREEFLER Citrix SD-WAN EEEENEMNBERETF. FlM, MEPHNIIESEFHN
BOtEIREER, EX Citrix SD-WAN @2 B EMAEREE RS, NARFEINEREEEEAERNES,
M= HDX RZFE=ERFRY QoE,

I, B HEEESRIHTERERKGH HDX AR QoE, #a)iER, Citrix SD-WAN @idekE®m QoE 1
FEZE*kiEE HDX REM QoE, HXIFMMER, BHEEHDX QoE,

28E HDX iReE, BHITUATIRIE:

7z Citrix SD-WAN Center /1, Sfn%l #ke > HDX, ST aliiz4HiEE—1HhiE,
TR LA B4R ERNEE R ENEEENRSE. BXFAER, FSHENELET,
TR LIS, REMITHREROE. AXEAEE, BEREENE,
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Dashboard Fault Maonitoring Canfiguration Repaorting Administration Nitra API

Reporting

Region:  Defaull_Region § @

Mew View || Open... Save As... @
Tirme: | May 15, 2019 11:56pm [B] Last Howr | Day | Week | Manth Mode: | Relative (1 wook aga - 1 weok ago) EIR
<
26. Apr 28 Apr 30, Apr 2. May 4, May B May & May 10, May 12. May 14, May 16, May 18. May 20, May 2, May 24, May
I 1
& - - | B i &e - -
15. May 200am 4:00am &Ddam &00am 10:00am 12:00pm 2:00pm 4:00pm 6:00pm 8:00pm 10:00pm
'y » % » Interval minie  §

Routing Domain: | Any

Applcations | HOX | AppQoE | MOS | Services | Classes | Sies | Vinual Paths | Paths | WANLinks = MPLS Queves | Ethermet = GRE | IPsec | Events

Report Type  HOX Ste Stats -

Show Bandwidth/Data in | KbpsKB & Filters: + Mra®
10§ /page Showing 1-1af 1 Search
site QoE Index ~ Users TEP Flows UBP Flows Sessions o |
F EEET—— . : : ‘
Data from 05/15/19 12:00am to 0! D0am (Asia/Calcutta Time)

HDX ##2

MTHIFIZFRFERE HDX HERSMIER. “HDXHE” RS ETEEERERAZERNEMNARIRS.

Applications. HDX App QoE MOs Services Classes Sites. Virtual Paths Paths WAN Links MPLS Queues Ethernet GRE IPsec Events

Report f\frn} HOX Summary = SelectSite: pc .|

Show Bandwidth/Data in | Kbps®B & Filters: + Mrad

| 10 #|page Showing 1-3af 3 Search

User Client 1P £81 sessions MS1 sessians Bytes From Client v Bytes From Server HDX Channel Availability o |
192.168.1.60 [ 2 148,816.00 62323700 Mo

ravindra 192.168.1.66 4 4 54,548.00 290,657.00 Yes
ranindra 192.168.1.60 2 [ 2,006.00 TA4900 Yes
Data from 05715719 12:00am to 0571619 12:00am (Asia/Calcutta Time)

£ HDX BZiREH, ERAIUEBEFUTEH

RBF: BRBETR.

ZREIP: ZFE IP sk,

SSI =i&: EzNER ICA (SSI) 2iEH.

MSI 2iF: JEzhE 7 ICA (MSI) 21F8.

« REFFARNFHH: BERER)N UFTREN),

RERSBOF TR RSB[OK/N UFTHENM),

« HDX BER AE: R4t HDX ERBERAMRERNR/E. NRVERTAH, WAFEERAEFH ().
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HDX BFR&i&

£ HDX BR2IERES, BAUEES M MAFERNS I RIEFAREER. NThdIRPEFER. AR SSIE MSI,

BUANERT, EEAFMEE SSIIMSI FEER2E,

Applications HDX App QoE MOS Services Classes Sites Virtual Paths Paths WAN Links Ethe:
Report Type {_ MDX User Sessions __ w|  SelectSite : pC - SelectUser: Al Select SSUMSI: Al
Show BandwidihvData in | KbpaKB & Filers: + MEs®
10 & /page Showing 1- 100 10 Search
Session Key ClientIP | ServerIP  SessionType SSI/MSI  ServerName Server\ersion (CARTT(ms) WAN Latency(ms) ACR Bytes From Client wBytes From Server Connection State  Packet
61C2934DC106462CBIBTATRTEGETDESD 192.168.1.66 19216827 APP MSI VDAL 7.18.0.6 2 2 19,159.00 17344000 G
46BSBEASEIACAIBBEFIBGACTFFACASD 102.168.1.66 19216827 DESKTOR msi vDAS 780,16 3 2 1170400 17.853.00 @
741764DDOGEDIECEIGDAADCEAZELCITS  192168.1.66 192.168.27 APP 551 VDA 7.980.16 4 12 9,521.00 38.233.00 @
A6BSBRASEIACADBBAFIBGACTFFACASSD  192.168.1.66 19216827 DESKTOP s8I VDAY 718016 9% 2 8585.00 17.508.00 @
45205CBE8D5441 AMADDECFOSSDEEFDI7  192.168.1.66 19216826 APP MsI VDAS 7.980.96 NA 1 179200 13.067.00 @
S0BCOFI035414600A23E290453007F58  192.168.1,66 19216826 APP ssi VDAZ 7.18.0.16 NA 2 1,740.00 19.030.00 o)
46BSBEASEIACAIBBRFIBGACTFFACADS0 192.168.1.60 19216827 DESKTOP  SSI VDAL 798096 35 2 1.460.00 416200 @
1ED25680619843COB1E187E1ZTFC2I1C 192.168.1.66 192.168.2.6 DESKTOP MSI VDA3 7.18.0.6 n 1 1.311.00 7.597.00 (0]
1ED2S6E0610B43CDRIEIETEIZTIFCIC  192.168.1.66 19216826 DESKTOP  SSI VDAZ 718096 7 12 736.00 3929.00 @
1ED25680619843COBIEIETEIZIIFCIC  192166.1.60 19216826 DESKTOP 58I VDAS 718016 2 2 546,00 3.287.00 o)

TRILMER 8% 50 “Thikat+” EURIEEIERIHFAE

« SIER: SFERARK ICA TENH—IRIR,

o BRI IP: SMKIENE UG P ik,

« BRS58: IP: 8P 2IERARSSES |P sthik,

o RERE: FENRE (RE. LARERF).
+ SSI/MSI: 272 SSI 21FF R MSI =i,
o [RSBB|R: BRRSB|HIRM

o BRSS8hRA: BRARSS2RBIARA,

« ICARTT (2#): 2= ICAFEREE (RTT), U REBM, XEEFHARS 28 2885 E ik R A El,

IRIEER.

« WAN ZE:R: WAN EREER, 7EEMERE LIRS SD-WAN Zig), HIERAEIER A RS ARS SR IHMBIER,

« ACR: BREFinEaEMERITH.

« REFFHRNFHH: BERER)N UFTREMU),
o RERS|HFTHH: RSB[BOKN (UFTHABNM).

o EERTS. RERTAERERRS.

- XF MSI, BENEE, XEEER L4 45 (TCP/UDP &),

- XF SSI, RE—REE,

MSI SSl

Stream 0 : CLOSED
Stream 1 : CLOSED
Stream 2 : CLOSED
Stream 3 : CLOSED

Stream 0 : CLOSED
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« REFFIRNBIES: ERHEHESH,
o RERSH|OKBER: KERS[OLIESH.

HDX N AR

BRI EERERFHFARFERNENARER. ERESMAR UEENRAREFFEES.

Applications HOX App QoE MOS Services Classes Sites Virtual Paths Paths WAN Links. MPLS Queues Ethernet GRE IPsec Events

[Hopr.'l Type : HOX Apps «  SelectSite: DC = Select User: all - I
Show Bandwidth/Data in - Kbps/KB & Fiters: + Mrasd®

10 % /page Shawing 1- 10 of 28 Search

Application Name Session Key 551/ M1 Application Launch Time ~ Application Termination Time Application Duration (min) £
Task Manager 3D2BA3ERAIFAFIESIETBIALADS 1676E Ms1 2019-05-16 18:14:36 20190516 18:28:42 1410
Task Manager DBACFSSIEGEBAI95IABICIDTI 74210CA Msi 2019-05-16 08:40:20 Active 15570.25
Calculator DESEDASES34A44B58CIBFFASOTAA29F ] 2019-05-16 08:17:16 2019-05-16 08:30:52 1360
Task Manager 4841 ADF54532460D9560488F4TICCB0S Msi 2019-05-16 08:09:58 2019-05-16 08:14:58 500
Calculator C1148CTDESF2439FBIEADSFIFORSSEES Ms! 2019-05-16 06:16:48 2019-05-16 06:26:26 563
Task Manager TRE43C228C 184BESBFI0SCEIBIDE1ATT Msi 20190516 04:41:01 20190516 05:01:07 20,10
Paint S0BCOFI0354146D9A2IE298453597F58 ssi 2019-05-15 15:53:06 20190515 15:56:52 a7
Adeinistrative Tool 741FE4DDOSEDAECEIEDAADCE4282C975 ssi 2019-05-15 15:52:55 2019-05-15 15:52:56 002
Task Manager 741F64DDOGEDAECEIGDAADCE4ZB2C975 ssi 2019-05-15 15:52:39 2019-05-15 15:56:36 395
Paint 45245CBEAD5441 AMADDECFOSSDEEFDST Msi 20190515 15:40:35 2019-05-15 15:43:41 ERL

utta Time)

o WAREFHR: =i HDX RARFRIE .

o DEER RUATZRENAREFNE—IEEH.

+ SSI/MSI: 272 SSI 21EFF=Z MSI &,

o NAREFEEE: RIENAERF B IEM B,

o MAEFKILRE: RHNBEFXLERENAR IREMNNARFLATENRS, WENAEFFETRNE
RS, MIFLLEETEL

o NARRFRHENE (98%): REZPRZFHNEIER (9%).

AR

o MRFETMBINEIR, HIg0, R HDX 2FBEBETRELATA, WEEEFRT HDX AF#kE, BF
SETETFT HDX AR & RERPHELFER WAFRR. RS[EW. RSB[R, ICARTT) AlgE
BRARER.

« 25 SD-WAN M Xen R FTER/Xen KERS B[IFWN AREFLLREN, 722 HDX ZARFR
SRNNAREFALNE. TN, BMEEXHA, BDNAEFBIRELTENRT.

IPsec XiEiRE

April 13,2021
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IP 22 (IPsec) iR R LIRS (NMEBSREIE. FHWIE. BHIEERUK IP BIRGHNEENZE) . HEREHE
M3 (ESP) MEHIIEK (AH) RATFREXLERLRSHFHM IPsec REMINL.

£ IPsec @ERNT, BNRIA IP #UEERE IPsec RiF. FiA IP HIEESITEHME, HEETD VPN @l Fii
fEEZETAI— N IP #HRko

Bx1£ Citrix SD-WAN &% LEEE IPsec BEMNEZER, 58I |Psec RiELLL,

Citrix SD-WAN Center AL 2R Citrix SD-WAN WEHEEERNFTE IPsec @ERIRES,
EEE IPsec BERITHUR, IBHITUTIRE:

7z Citrix SD-WAN Center #1, SfiZliks >IPsec Bi&, AG7EBERIEH PIEE—BIEE,
TR AN B AR AN EE R ENEEENRE, BXFEAER, FSHENELET,

TR LIS, REMITHREROE. BXEAER, BEREENE,

Daihbosrd Fault Menitaring Corfiguration Bepar Adminiitration Mitre AP

Reporting
R Detac_Pegon & (T}
Bepw Virw | Clpan. S A @
Tome: | Gegmeter 122008 20iom | [B] Lt Howr | Day W | e W Platve (| ool a0 - 2 aecoedingsl 8 D
£
W
! 1hual: =1 1
B 5 ] ] Tap N Sng w b T
i o mrts 1§
S L]
1 et
Thom BarcwiTale 0 KDpaSB | Flen 4 MEAD
i [ Showeing 1 - 1 of
Marme A e v Typs IranE S Ty e Tunrs Yoot St B4 ["4i%] TH Bandwioms 5 RO Bandwio B Dot Oropeed B &

P irdrieed, Sorvice B-CH 1000 re Serleat _ wmE amBE amB

TRILIEF U TER:

o B MARFET.

o UheR: BESEYE R,

o IRSBAE: PRSI,

« Intranet RS2 : 5 IPsec @i#@ XA Intranet fRSS2KE!, TERE Intranet RRSAIAKE:

- RiAE

Microsoft Azure EM 1M
Zscaler

Citrix SaaS Gateway

+ IPsec RERS: EEENBIRNMBINRERS.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 273


https://docs.netscaler.com/zh-cn/citrix-sd-wan/10-2/security/ipsec-tunnel-termination.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/administration/timeline-controls.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/current-release/administration/manage-views.html

Citrix SD-WAN Center 11.4

« MTU: SAEHBEM—ATLUEIHEERERIRA IP HIERHIK ).
o TXHE: FHrHERE,

« RX#3:. BB,

o TXH#IEE: FhanSiEeR.

« RX#ES: BWHBIEES.

o EFHVEIE: BFHOEIE, U Kbps (i,

s EFHIER. EFNEUEE.

=z

AR

B BEEIRIEREEBBIEIT.

April 13,2021
Citrix SD-WAN Center RILATESA R BRSS. EPAREZEL WAN $ERRE 5 B RIEREFRIHE R,

ZE—NMAR ABC EENM D AN, SITE3 BEIRE T RERRER. WilEi, [ITHENTEEE Intranet
TiE, BHEEXEENREEEIEEE.

EE LRI BAR AR R FEERERIR EORMEHE LRk R MEEROZENEE L, REEEFITEENERA
B,
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Netwaork Map

Configuration: L!Il:".l-lru'lﬂ

Routing Damain: | Any s
Lo
SITESSHEL
e
er-SITE3 ’. SITE4

— Master-5TES [HERE
Master-5#t ouch to view the Wirtual Path Repart

* Avarages from 11/2.11:24 PHita 11/2.11:35 B
Path Namdl?.rarst statdlstate Reasun: kbp‘.-JILaterH:ﬂm-EIjl LnsﬁI
|

a1
CITC-EITEY Mastar-WL-2-»5TEZ-WL-2 SILEMCE 0.00 0
Mase: SITEFWL-2-=Master-WL-2 SILEMCE 0.00 0
Mastar-WL-1 =STEZWL-1 [ Ban | Loss 1591 11 B 101%
SITEI-WL-1 =Master-Wl-1 | BAB LOSS 1278 11 6 2ER
'HIII-?

ELEMNEFREES, bR 3 5EF8T R (MCN) ZEEm™ WAN §% (WL-1F1 WL-2), HERRIE 10 58
FitER.

FE 0% 2 Master-WL2->SITE3-WL2 and SITE3-WL2 ->Master-WL2 X A IE & T 1, &£ E Master-WL1-
>SITE3-WL1 # SITE3-WL1 ->Master-WL1 A FARRWR, ALESHERHELRET L, X2 SITE3 £BE
FREY AT REIR Eo

HE, EAILSMERE > B, UEEEERITER.
EREREHF, BRI IER.
TR LA B4R ERNEE R ENEEENRSE. BXFAEER, FSRNELET,

TERT SR, REMITHRERME BEXEAEE, BSHEEINE,
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Dashboard

Fault

Reporting
Region: | DefauRegion| | @

(v o] -

Monitoring Configuration

Reporting Administration Nitro API

Time: | October4,20181001am 5]  Last Hour / Day / Week / Montn Mode: | Relafive (1 second ago) e}
<
o.5ep &.sep 10.5ep 1250 10.5ep 16.5ep 18.5p 20.5ep 22.5ep 24.5ep 206.5ep 20 5ep 30.5ep. 2 oct 2o
- 1 ~
H 1 i o H
650 8.5ep 10.5ep 12.5e0 14.5ep 16.5ep 18,500 20.5ep 2250 2450 25.5¢p 2.5ep 30.5ep 20t 2.0
A w o« ivervat: | 1 minute [v]
Routing Domain: | Any
Applications | HDX | MOS | Services | Classes | Sites | VirtualPaths | Paths | WANLinks | MPLSQueues | Ethernet | GRE | IPsec | Events
show BandwidthvData in | Kopsiks [v]  Fiters: 4 Hriad®
10 I page Showing 1-9 of 9 Search
From To LAN to WAN WAN to LAN
— — r ) "
Name A |site ‘wnn Link ‘Site |w,m Link ’w\nm State B ‘Enndwid(h B [Control Bandwidth & [Realtime Bandwidth 3 [Interactive Bandwidth ka Bandwidth & knngtsﬂnng Worst State [ Bandwidth [ [BOWT Latency (ms) @ Lm,(mj, ‘Lnss(!i)E |aou
Def-
Siel- Def
SCWL-  Sier- DEFSTEl MCN- MCN-NY: 1780 17608 000 000 g 0005 134 g g5 2 =]
SCWLT WY WL
1aMCN: S
NY-WL
MCN-
NY-WL Def-
1opef.  MON- MONNY g, DefSited 13186 158 E 000 L= 1760 @ :g 2 w@
NY WL scwLt
Sitel- sc
sCwL
MCN-
NY-WL- .
1SR MCN- MON-NY- RI-RCN

1358 1358 000 0.00 1879 2 00
RN MY WL e MUMWL 1 B 8 8 = = 4 2 =
MUM-
wet
MCN-

NY-WL- R2-

1oRe N WENNYpey, FERCNSA 12508 13503 0w0E LTz 1B73E :8 2 oog

RCN-SA- SA a

WLt

RIRCN-

MUM- RI-

WL RCN :‘J::"J;L s ZVCN :’;E":'NY' 18898 18898 0@ 000l 135E 28 2 w@E

1->MCN- MUM o a

NY-WL

RIRCN-

MUM-

WL ORI R1-

15R1- ReN- RIRCN Sitet- RISiET 1300 13498 000 000 g 2595 8 2 @
MUM-WL BLR WL

Stel- MM BLR

BLR-

wet

RIRCN-

MUM-

we ORI 71-

o Ron RURON o spes RSEEIDe 5@ 15E 0@ LTz 000l om

Ste3 MM pel

Del-

wet

R2RCN- oo

SAWL- RZRCNSA MCN- MCN-NY-

1856 1856 000 0.00 1336 2 00
1oMen: T NY WLt B 8 8 = = 4 2 =
NY-WL
RERCN-

SAWL  R2- R2-
R2-REN-SA R2Site1 45
1>k ReN- T set. p2 ot 1158 1158 000 @ w0l 000 UNKNOWN 00l =]
Site14B- SA 18
wet
< >

ERILIE R U THE1R:

B BERT.

M (355250 WAN §£#%):
3 (5270 WAN $%):

LAN %/ WAN

- Iﬂz)lku_.\ .

- EHE
- iﬂfﬁ“ﬁ.
EBURTFRLIER, ER

Fﬁﬁﬁk*&@a%i Iﬁﬁﬁ E’J'FEJL:II_.\EO

. BFEmes

FRuq =0 WAN 5%,
Birud =0 WAN 5,

BT = IR + SREYHE +

ERE. ITRIFEEHZRAIHE B RER SRR NHE R,

REHE + fHEHRE.

IREILLRLMEIES (770 VoIP. Skype for Business) =,

BT SD-WAN ECEFHSEREXBNWARERF SANHERE, EVBEFNEEERAREE
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N

- XE#3: £ SD-WAN BBHEFREXKENNARRF SANTER. WWENAREFIMERERURATME
ERUKREEEESK (B0 XenDesktop. XenApp) HIEXIZE,

- #tEH3: 7 SD-WAN BB E FHREXRRUNNARERF HANGER. XENBAREFESRMATFMIE

BEHAREGRE (FlW, FTP. SHH21E).

- % BT WAN 3B aEiaEgms L mEINER SR H IBE.,

EHJ:E

+ WAN =/ LAN:

- BRERE: T—REBEINMEE LAN KEV&EERN WAN,

-

BOWT &R (£7)): BEBEEM—ITSBHES—1 s UZRREBM) FANRESAEIE (BOWT).
Elap (270). BERRBIERERNEN, U= AR,

EK (%): BIEEERKMED L.

000 (%): FIRBEHIFIEF (000) HFIMEIEER T L,

A% BT WAN R F e g e H MEINER T S H M,

BHREE, AREREEREPEENSH.

EERNAERFE MOS

February 18,2022

FHRELEFS (MOS) RETNARFRNARLAFNERRENKFTES, ©EXERT VolP AR, £ Citrix
SD-WAN 1, MOS eI LUEd K& I Vol P 1ol skiF(tiE VoIP R AEFRIRE,

Citrix SD-WAN Center it 8 H E /@S EINRRAFEN MOS, A& Citrix SD-WAN i&& ENEIMNNBREFE
B8 MOS %1, LUfE Citrix SD-WAN Center R RXLEENRIEFH MOS 4.

B*A Citrix SD-WAN @9 AEFEA MOS MIFAE R, BF2RHM MNLEHZER MOS,
AR
£ M T, BE “BRERME Em, UWEENBERR MOS #7E Citrix SD-WAN Center 18R, BXM
MEFAER, FSEHMN (% P #itfimns)

EEENARERIN MOS, BEHRITUTRE:

7£ Citrix SD-WAN Center 1, SM2IRSE > NARERF, AREHREREHPEE—HER,
ERILERR B AEMERNEERENEERENRS. EXFAEE, BSRIELER,.
TEA LI, REMITHRERAE. AXEAER, BSREENE,
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Reporting

Region: | Default_Region v (D
Time: | October 3, 2018 3:38pm Last: H Day / Week / Month Mode: | Relative (2 minutes from now) ©
< |
4.5ep 6.5ep 8.Sep 10.Sep 12.Sep 14.Sep 16.Sep 18.Sep 20.Sep 22.Sep 24.5ep 26.Sep 28.Sep 30.5ep 2.0ct
o = = SRR ! _ o
4.5ep 6.Sep 8.Sep 10.Sep 12.Sep 14. Sep 16.Sep 18.Sep 20.Sep 22.Sep 24.5ep 26.Sep 28.5ep 30.5ep 2.0t
A «« Interval: | 1minute ¥
Routing Domain: | Any
Applications | HDX | MOS | Services Classes sit Virtual Paths | Paths | WAN Links | MPLS Queues Ethernet | GRE | IPsec | Events
Show Bandwidth/Data in | Kbps/kB v | Filters: + A& ®
10 /page Showing 1-20f 2 Search
Site A Virtual Service Name ‘ Average Virtual WAN MOS [ ‘ Lowest Virtual WAN MOS [§ ‘ o3 ‘

Data from 10/03/18 3:32pm to 10/03/18 3:39pm (Asia/Calcutta Time)

ERILIE R U TER:

B MARFRET.
TP WAN MOS: 755 BBl BRI E A R E 2 #
RIKEI WAN MOS: 7EEEREERNITEIRERESD o

BRI TR B TS

« 5 -APIFEHR.
4 —BRREHE.
3-BRFR#HR.

2 —APEERHER.
1 =,

MPLS BAFIIRE

April 13,2021

MPLS BAFIIREEITEZE S BRS R8s (DSCP) IRSIE I AR S AT, XEATEIEHIEIN WAN Ef k=R 2 EHIARSS

J\%O

MPLS A 3F MPLS fR{E12FRYE DSCP tRigRImiRRE, UERMIZF BN RS X,
HX7E Citrix SD-WAN i&#& LEE T H MPLS WAN #5289 4M= 5., 15518 MPLS BA%l,
EEF MPLS AFIGHER, IEHITUUTRIE:

£ Citrix SD-WAN Center #1, SfiZlike > MPLS BAY, A/G7E BI2RITHI %R — N EiE .
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ERILEAR B4 ERNEE R ENEEENRSE. BXFAER, FSHENELET,

TERT IR, REMITHRERMAE. BEXEAES, FSHEEIE,

Region: | Default_Region v | (D
New View H Open. ‘ ‘ Save As. ‘ @
Time: | October 3, 2018 3:41pm Last: Hour / Day / Week / Month Mode: | Relative (2 minutes from now) v®
< I
4.Sep 6.5ep 8.5ep 10.Sep 12.5ep 14.Sep 16.Sep 18.5ep 20.Sep 22.5ep 24.5ep 26.5ep 28.Sep 30.5ep 2.0t
4.5ep” 6.5ep 8.Sep 10.5ep T125ep 14.5ep 16.5ep 18.5ep " 20.Sep " 22.5ep 24 Sep " 26.5ep 28.Sep 30.Sep 2.0ct
A I I | 1 minut
Routing Domain Any
Applications | HDX | MOS | Services | Classes Sites | VirwalPaths | Paths | WAN Links | MPLS Queues Ethernet | GRE | IPsec | Events
now Bandwidth/D: Kbps/Ka Filters: + A& ®
10 pags howing 1-8 of 8
LAN to WAN
Site A |MPLSWANLink | Name  [Bandwidth (g (Control Bandwidth (5 Realtime Bandwidth [ [interactive Bandwidth [ |Bulk Bandwidth (§ Mismatched Bandwidth [ |Available Bandwidth 5 [Permitted Bandwidth [ [Bandwidth 3 |BOWT Latency (1
ANZ_RCN- - "
ANZRCN-WL-2 . 4026 4026 0.00 0.00 0.00 0.00 198,000.00 198,000.00 53.88
e | s a a a a a a a a a
ANZ_RCN- . . - -
ANZ_RCN-WL-1 . 2006 1891 0.00 115 0.00 0.00 2,670,000.00 2,670,000.00 1479
& | e a a a a a a a a a

ERILIE B U T 615

« MPLS WAN §%#%: MPLS BAFIFT/ERY MPLS WAN 528893 7R,

o &¥R: DSCP tFi2&#F.

- W FIERIEEXESANTRAE, WK = IEHHE + LNFER + XEW

o FHEIHR: BT EFRESRA. THNEHERIHE SNEFISBEENH R,

o LB BT Citrix SD-WAN BC& PR LBT R BRI ARRFH & ANT R, WENAEFSEEERKRE
ELEURTFRSIER, IEREECLLERNEIER (170 VolP. Skype for Business) %,

« XE®HE: BT Citrix SD-WAN BLBEH MR ERRBN ARFHOANE R, WENARFRIEEIVATM
FIERU N EIEEESL (5170 XenDesktop. XenApp) MEAXZE.

o MEHE: BT Citrix SD-WAN EEBEFHNAREX LNV AEFFTSANTR. XENARFESIRNALT
AEE L, BEHRAKAFLIE (Flg, FTP. &HIEE).

o WRALA: 5FXH DSCP 2R AR MUK RS ZIHEE T R LA BEAYERIABAT !,

o ATAWR: DEAILSRNFTE WAN SEENHERELSE,

o AT FREEAANER.

« BOWT ER: BIEaMN— B0 RS5— = (UZWARG) FANRERREETE,

o HE BERWNBIEEERNTY, UV AR

. HIREERR: HEERERRTH.

o R HUREEKESLT.

+ 000: |RFAERIEBIBENE .

o 8% BF WAN PEEEEREEMN=E B M EIMNERTSHH IRE,

+ MEHRE,

et
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} =r

AR

BRIRBEERLUAEES BN

April 13, 2021

ATAE A A T EIEETME ML Citrix SD-WAN Center VPX,
Ao & B AT

HTTPS iEH

SN\ MCN E2&

EIRHIERE

TEME

3]

TR
B B) etz
)l v

Ao & H HARIEY 8]

April 9, 2021

AT Fahak@EE A NTP AR5 28REe Citrix SD-WAN Center BB RS A HAFIETE, NRiEZFMFER NTP RS2

Y, MTE3EFehiaNSiaT B EAFaTE),
EFNGEREAFBTE], BERITUUTIRE:
1. 7z Citrix SD-WAN Center Web f@&E, ##EEXH+,

2. BE2RKRE, ARREHHRKX.
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Dazhboard Fault Manitoring Configuration Reparting

I san | Clobal Srifings § Timelane
Unarf Authentic ation Settings
I Global Settings Management nberface HTTPS Contificate TemsZone Saltmane Upgrade

Cutabae Mantensnce

Date ana Time @
SEOT i MISTEN -

ute v| 0 ueoee e

Cuatr Tirrwr

Lk il 123 P

3. ARKXFEYP, ERYFNXPNET. HE, BAEFRENKR S B IE,
4. BEHENA,
ALk Citrix SD-WAN Center BES$055M8 NTP ARS8
EfEM NTP BRS5 2R E BEIMATE), FHITUTERIE:
1. £ Citrix SD-WAN Center Web RE+, #EEEEM K,
2. BE2RRE, ARBRENEK,
3. E#EFERA NTP RS2,
XEEABRMNETER, HER NTP RSHERE.

Dashboard

Adrm r bal Seet Tunelon
Unaerihuthent ation Settimgs
I Gizbal Sattings AT P HTTPS Corficats TimeZons SoMwan: Upgiass
Databate Mantenange
Dt ared Tama @
Orage LIRE:
SE0rage LI ENTE T Sareirs
Litgans ﬂ WU A Ver #y Deirie
o
o B8

4. BT NTP BRS58:, BH8E NTP BRSEBEZL89 + EiR.
5. TEihtFERH, W\ NTP ARS58569 IP tthit,

REZULIEE=48 NTP RE28, BRAEMEE—. XERSBAESHD NTP RSEE, NR—IRESHBLT
XERES, Citrix SD-WAN Center % B8z15%—1 NTP iREERED,

S0RA NTP BRSZBBIEE TR, WiEKHEE DNS BRS585, FRIFLETMIIRIE. EMREPRBRRS B[BF
B, BRERFEN ‘MR FIRa9mERET.

6. ENAKIREZ R, BRGIIERIARSSEEEAH.
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7. BENA.

HTTPS iEH

April 9,2021

2177 Citrix SD-WAN Center MR 2EIE HTTPS EZFE HTTPS IEH,

EEREWN HTTPS iEHi#1E

CitrixTo IMEHFHES, WEJUARRIERFAES,

Z 8 Citrix SD-WAN Center LB &R/ HTTPS IERBAIFAMER, BHITLUUTIRME:
1. 7£ Citrix SD-WAN Center Web REH, #EEEEM .,
2. BE2R/IRE, ARBRE HTTPS iEH,

HTTPS iEHi#4AE 8 EREE LR HTTPS IEBE 5,

e = e S S e _

. . Administration / Global settings / HTTPS Certificate
User/Authentication Settings

I Global Settings Management Interface HTTPS Certificate TimeZone Software Upgrade
Database M na
Installed HTTPS Ceruficate @

Storage M

Country: us Country: us

State/Province california state/Province California

Locality: san jose Localtty: san jose

Organization Citrix Systems. inc Organization Crtrix Systems, inc.

Orgenizational Unit.  Engineering Organizational Unit.  Engineering

Common Name: crtrix Common Name crrix

Email support@citrix com Emall support@dtrix com

Detalls

Certificate Fingerprint: 55:58:28:00:FC:0A:A2:26:64.43.97.BA F9.70:06:A0:77. 43.47.F5

start Date AU 23 06:39:53 2016 GMT
End Date AUg 23 06:30:53 2010 GMT
Serial Number ECO0282F6CIES034A

E#HHZE HTTPS it +H

EIRETER ZAT, R HTTPS IEH&% Citrix SD-WAN Center BF 43R, 121EEMIE, Web REBRHERS
&h, EFEEEENSIERY. NMREHEE Web RSB SRS B[AVERI, #IFRAREREsERME L—
PEAENGSEPETREEN, NRERREWNME, FRLREEHRINEF AR TIE,

2 EEHZE HTTPS IES, EHITUATERE:
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[y

. 1£ Citrix SD-WAN Center Web RE+, #EEEEMF,

2. REHERIRE, ARSE HTTPS IEH,

3. £ HTTPS iEB L HMREI 5 HTTPS IEBXHFEEHR, BHRIBHEE— HTTPS IEH,
4. 33F HTTPS TAZEAXM, B2 ENBHEE— HTTPS THBHAX K-

5. BEH FHHAHRE,

HTTPS Certificate upload and Install @

w

Jp\oadlng and \ITS'.B|I|ﬂ; the certificate and private ke;.‘ that are used 1o secure the Managemen: HTTPS connection to this SD-WAN Center will cause the HTTP server to restart,

Invalidating all connected sesslons.

HTTPS certificate file:

HTTPS private key file:

Erowse_

EWEMR HTTPS it

eI UEFMAERATRERE HTTPS iEZEE 2 Citrix SD-WAN Center WBERIEP, 1EIRIETHZE, EMER
HTTPS iEH%3% Citrix SD-WAN Center BF43P1ER, #IF5EME, Web RREB[EENEH, ERBEEEENS
EE S8

INREFHBE Web BRS B S5RS[IOERINF, SFEXRBEEDERMAL—NTTEHENEEHETREE
Mo MRFEARET, FRELHREENRMELFIRITIE,

EEMERL HTTPS IEH, BHRITUUTIRE:
1. £ Citrix SD-WAN Center Web REH, #EEEEM K,
2. BE2RRE, ARRE HTTPS iEH,
3. EEMEM HTTPS iEHEoH, REEHRLER HTTPS IEH,

Regenerate HTTPS Certificate @

REegeneratng the Management HTTPS Ceruaficare will invalidate all connected sessions.

Regenerate HTTPS Certificate..

BET “EfREMR HTTPSIER” BR., REEMEM.
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Regenerate HTTPS Certificate E

Regenerating the self signed HTTPS Certificate will
cause SD-WAN Center to enter Malntenance
Mode and the HTTP server to restart, Invalidating
all connected sesslons.

For best results: wnen the operation Is complete
close the browser window and reconnect to SD-
WAN Center.

AT yOU SUre you wish 1o regenerate the HTTPS
certificate?

= e

SAMCNEE

April 13,2021

1% & Citrix SD-WAN Center #7£E #4175 (MCN) #0 Citrix SD-WAN Center Z @l E#8t, ATLUE MCN &

ES A Citrix SD-WAN Center HZEEM RIS,

SANEEREE S NTIFTAMNZEF Citrix SD-WAN EEH, MREEHSAIIEER, Citrix SD-WAN EARSS2:EC
BATHITFRS, #89 Citrix SD-WAN ERSBEBEREZZAEREMET, MRKITH Citrix SD-WAN ARS8

BRE, WReBE— ARG,

3% MCN EZE S A Citrix SD-WAN Center, EHITUUTRE:
1. 7£ Citrix SD-WAN Center Web RE+, $EHREEXET,
2. BENMKEE, ARREESN.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

284



Citrix SD-WAN Center 11.4

Import Virtual WAN Configuration ®E
«From Network: «From File:
or A
Active MCN M Browse... ‘

Valid Extension: cfg/zip

Import to: Use Network Maps from:
New Package E New Package 9

m& Cancel J

3. ARHAMBFERF, EELUTERZ—:

o JEBH MCN: EZEENE MCN H FHHAIERE.
o Hith: E#ENSZ— MCN B IP it H THYRE S, SIS FE MCN FR% % Citrix SD-WAN
Center IR 2IEE, FRESNEE,

BXIFMER, EBRE%E Citrix SD-WAN Center iE#,
4. SE, EMXHEDF, REHENE, RAEEEFENEHNITEN EHHNEE,
5. ESANIFERP, ERHFEURMMEXHHNRA SN AT ANREEH,
6. EEAMNKRITRENFTES, EEREUTEHZ—

o YFIE ASNGRELFREFMEZRTE,
o R ERAMSANRGERMLIRE, HEFURN—AE,
o XIWHEAGE: BRATMREFANES, TERINAKR.

7. BESN. BREESN.
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scale_256Branch_1DC_aes128_cb5100_2048Pathsospf_routefilters

New |Open, H Save |Savz As... | ‘ Import... H Export... | Q.MI v Global Actions ¥ ﬂ @

Network Map

“m
®

Sites

[ ocsc @ &
[# Bras7

BR258

BR253

[ Brzeo

[ eraes

[ erze2

[ sraes

[ sross This Network Map is currently empty. To populate it, drag
[ sr2ss individual Sites from the tree on the left.

[ erzes

[ srze7 You may also set a background on this map by clicking
[#] srass Configure ( £3).
BR269

BR2T0

BR2T1

BR2T2

BR273

BRZT4

[# srars

[ prars

BR277

[ .

8. EMBIRFERDH, BE “RE”™ BENR, ARERENEFUESHFIEETHS N ERAEELHEBE,

Metwork Map

- :)'t-_ e - —y & ®m¢
- L \ = & roe T
‘® .E'E - ey e i P ke S
Branch-EE, 2= o 008 y . L5
P, = T Branch-EE-Bi@navt @ Brancht
% P N )
. W) o L B ot
“MCN DCBrancifinch-£6-Branchd — MCN_DE Branc@lanchi-Branchs ' -
MCN_DC - - &
, » MCNLOC-Bran&_in.m“(.M »
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EIE%EE

April 9,2021

TRILUS MM EREIERE, UHRE BB A AR T ERFENEFAE XML SR IHIE,

BEEWIEEST

FIHEERBETIANIBERITE HE2ATIEEREEEREERRENENNL M TR,
EEEWIRESRITERIE, BRITUTRE:
1. 7£ Citrix SD-WAN Center Web Ul &, gEHEEET+,
2. BERIBEAR. ERITEEHST, BERUTESR.
o REEYE: ETMEETRIBIZRNSMERNBHNNES, HFEEUTES:
- FA: BREEESRIRIZRAE B EE,
- %R DREUREFRIICRA BRI EE.
o JEERNEMEA) (MB): ERUENEEMENERTIE,
« ¥uEEA) (MB): ERYaBEEANMIERER. KIIBSUTESR:
- 2it (MB): ZR¥IEENZAN (MB),
- EAER (%) BRYaiEFENEESE P EEER R ERE R SN E S,
Statistics @

Record Time Database 5ize Thresholds (%)
1

Start End Actlve Storage Size (MB) Total (MB) Usage (%) Notification Stop Polling

g 5
2016-09-06 08-59 2016-09-19 18-49 7416 893 12 46% 0%

RIREBMMLIEE, FHITUATRE:
1. mENFRP, RAERFERBUIEECERENNHENSIEENNSESNFEA N ESNE D, SHEERE
BEEIIEERN, $RIXEFRFE,

2. EFLEREFEHR, AAFLAIHERRIONERNKIEEREERRE (o), MNTHSEPEE—MN
10% % 50% 8918, FRINMEH 50%.

3. BENA.
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& BhAIE

EEHIEEREERARSERSZT, ATLUEERE, BTIEs, SABEEPRELBIZRABERRIE,
ERARIEEFEHECERE, BHRITUTRE:

1. 7£ Citrix SD-WAN Center Web Ul &, BEHEEET+,

2. PEBURESER.

3. EEMFEHST, EEUTERTZARMRRAIER - ERELS A EESE,

Auto Cleanup (O]

Based on cumrent usage. SD-WAN Center will reach the storage threshold In 51 days.
Remove oldest records by day when.
..database usage exceeds = 50% | of active storage size

AND ~

database has more than 6 Months of data

Apply

MRBATILINE, WER—XSIEER 2:00 BapEHUIERE, NRAZHBIEERE, LERBHEEE
A MINERT, TEALKRE,

zal, SD-WAN Center #4E2 B S BRIRNKEN T :
« EUTERT, SXRBIFRKIE

- - BUREEAFEIIEFMER )R 50%
- BIEFREREFEA AND
- - EEER 6 AL EREE

£ 11.1.1 %XE=hkaH, SD-WAN Center #EEBohEERNEINEENE BT :

o EUTERT, SXBIFR&IE

- HIREFRXBIIENEMEAND 50%
- RIUEERIEREN OR
- BUEER 1 MBAULEREEE

AR

RENEXRA=ZMBEERN SD-WAN Center &4, XLERFALRT 11.1.1 k. ©OERTHE
BEM 11.1.1 IR E=hiasiy SD-WAN Center &4t

4, %5 - BIREEREETEDEFEAN (%), AEMTHREFEF— I EDLL, LIEERTFHIEESENE
B, XLERIAVIZET 10% £ 50% , &2 5%
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5. #%# AND 5 OR, N\ THIREFEE - -BUREEAEET " M “-HEFEABY -7 REZENEER, U
EEEERINFARIBELAN, B 11.1.1 FRALSR, BRIAMEHR OR.

6. % - BIBERFET [# months] AR, AEMNTHSEPEZEAY, IEEERIBREFTIUREH
REHEEFENNEEERE, E58 1 1ME2 12 M8, U—1MARE(L

7. BEHENA.

B FAE

TR LURIBIE E M S MEURE R F IR St E R EHIERo
BRITFIHIRESE, BRITUTRE:
1. £ Citrix SD-WAN Center Web REH, #EEEEM .
2. PEBIEEER,

3. EFohBEREOT, MBFRER FHEREFIERE— TR, LIS EIE:

o BF: MEREIEE BEIZAIIRERIER. SRR, B2T “BFR M “BHERE” KRl 8&
BARHELGEE B, FrB R T8 BEIRICREBIGHMIFR.

Manual Cleanup ®

Remove records v 000712018 =

Remave

o WFUAR: MIBRERRE ARZAIRERNIZR. ERILTIERN, 2T ‘BREFER M “BHEE" &,
BHEERRHELERBH. AR TEE BRI RERFRMBIER.

Manual Cleanup ®

SITES

. N SITE2
—1- -
" e Master

SITE3

4. BEMRRR.

EIREME

April 9,2021

B HEERET. LRSS TE, ATMER. B EARiRE S IRE,
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AR

diEPEANFERENERAEEEMNR, BABRT LA R EH.

EEIRMMNE, BHRITUTRE:
1. SEHMEREN, FelR—NMraRG2NE, HRNEMEEE N YFIE,
2. QIEHNALIER, AEMCENEN,
3. BF HHFN.
4. EREOEMEER, BARENZT.
5. BERE

Save Report View E
Marme:
| Viewd| |

ﬂ Cancel ‘

EITHHEIENE, FHITUTRE:
1. BEHITH,
2. FETAMESNHEESR, M RPER—MREDE,
3. BEITH. HERITH “S64" MNE.
4. RIBREHITUENEN.

5. BEH R
Open Report View [x]
View1

EMFFAE, BITFZOE, ARREMFRET.

TR

April 13,2021
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BILER “BEAL” %0 Citrix SD-WAN Center AR EIRFhR A, IEHAHHKSIEE Citrix SD-WAN Center
BETFHIPER, MRFTEIBHIERE, LWIRARFSE/L NN, EXEREEIN, F=MEM WAN RESITHEIE, Fr
& Citrix SD-WAN Center ThaelER<al o

BE

B 4IP BT B NIETTH K.

=1

BaRzA9 Citrix SD-WAN Center R4S THEEMAITEN. EIUM TH E FHIREE,

FEfnZ s Citrix SD-WAN Center 24y AR s

1. 7£ Citrix SD-WAN Center Web REH, BHFEIFRAE,

2. BE2RRE, ARBEREHAR.

Softmane Upgrade

I Gobal Settings L it L L il St Upgiade

SIMWAMN Center Software Lipaste

CuvenL VT B9_1_0_BY_SM013 b 6 OUTL6

Brcrarue.

3. BENRITAXMNKE, AREEE EHAHRG 6.

4. BEH LY, BEENREE LHELHF89 Citrix SD-WAN Center EZ4#l.
5. E#HZEME, BERE,

6. RFRTHIAN, BERE,

7. EETRHHEED, ERBRESELAFPFAIHNERE, ARRERR.

B lE] 2

April 9, 2021

“WEET. RET. MRS M FIHERT UEIRER ARREM T B TR SeENEEENE Y. ERILUMY
HIEIBETE K 30 RAVEIERETESERE.
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} =r

AR

RIBFTIERYIEER, ERIUEBREEKIE, MAZEHF Citrix SD-WAN WEEE,

B 78]

I LUER LT TR iEE S aitlERIAEEE
o BY[E) -FERYE)FERPaM N\ BEARNRTIE), LOSERE RS\ I ER BN E. BXATURUTEEAS:

- Month Day, Year Hour:Minutes [am / pm ] §l40: September 7,2015 2:00pm,
- MM/DD/YYYY HH:MM [am / pm ] 5/g0: 09/07/2015 8:36am,
- M/D/YY H:MM [am / pm ] 5lg0: 9/7/15 10:14pm

« B - (HFEE) 8&F “NiE” FREMNNVEHER, AREEREEERRFNZAHEH.

TIme: | September 20. 2016 11:50pm | [

<

o BEMELHEDE BRER EEMS, LUEFEED 30 23R EEE,

6. Aup A Aug 30. Aug 1.Sep 3. Sep
3. Aug 30. Aug Se 3. Sep

o BryNEIRIBIA - gE—NER (N XK. BZA), UBEBLERREAETLNEEERET.

Last: Hour Day / Week Month

R
‘BB ARIVHE R B LN AR R A ESR ENE SR, DU SRl EMIEHIR L RREEEH. AR MEIUED: 18
Xt GEEBRTESEE) Mex (EERTESEE), HP keI atEEENEFRPIEENREEE,

BN EHRT, FMEEMNRS L AR TR R R EA LI,

AR

NREFAART, MBS R A EEE R ESEE M AN FRERNE, MRFFZABHEUERHEITH,
WARERETHERFEN T ZAENTANEER. NMRESBEDERHENISIHEEEN, NERENTHE
FEP IR EIRET R E .

YEiEER ESEEFAENRKEETN—E2 EREES P, flN, MRERRKE: BIEANESEER, AEIEE
TR XY (1 XA - MILFER 1 980,
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IR

MR ERRLEIIRT, WESEHSR AR E: 5NN ESEEM ALY (FS) HiEm. MERERFREERE, BEER
FZOBHEUEITH, REFWREATEHEN, LEMtt. HaEENRESEEEREESH, FASIRERENR
B—8857, ERALUTHER:

#3¢ (start_date start_time-end_date end_time)

g0, MBHEERE: REAMEEE, Y51 AMBMENTF 9/7 4:43, NAIHERE T4 (9/6 4:43 PM - 9/7
4:43 PM),

0l v

April 13,2021

U ELEFEER Citrix SD-WAN Center EIAHBIFAAE At FITI2 A A K B95I1R—R. @:id RADIUS 5
TACACS+ SRS B83mAZ A P ik P #4T B 9581, iR LA Citrix SD-WAN Center FRFRIIFTEY A A F ik
Fo

AR

MRAFKFERES MRS LA, BEMFRATFER Citrix SD-WAN Center, MIAREREAFHIR
H,

Z#F SD-WAN Center Web REFHAFIKF, ESMEIEE > AR /SHKIERE,

BRESoPRER—TRAPIKATIR,

Dashboard Maonitering Configuration Reporting Administration Nitro AP

Administration / User/Authentication Settings

UserfAuthentication Settings
Global Settings
Users + @

Database Maintenance ——
Storage Maintenance

Name A Type Level Created Modified Last Login Last Active Two-factor Enabled Write Access to Firewall Manage
Diagnostics admin  Local User  Admin  2019-04-11 08:29:47 2019-04-11 08:29:47 20190513 090313 2019-05-13 09:03:29 No Yes £+ ]

root Local User  Guest  2019-04-11 08:30:13 2019-04-11 08:30:13 Never Mo Session No Yes £+ ]

Primary Authentication

RADIUS Authentication @ TACACS+ Authentication @

Enable RADIUS Authentication Enable TACACS+ Authentication

Secondary Authentication

RADIUS Authentication @ TACACS+ Authentication @

Enable Secondary RADIUS Authentication Enable Secondary TACACS+ Authentication
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BETUTER:
. AR AP &,
o KA BAPKPEE, JURUTEIZ—:
- ** A **: A SD-WAN Center RE7EA#IAI B EERIAF K,

- RADIUS: & RADIUS RS 23:#1TE R RIERIZIZAF KR,
- TACACS+: i&d TACACS+ fRS3 8817 B IIERITIZ A F 1Ko

o A AT =DERANEIKF AR
- EER EERKFAAEBEENR. CXFERIEHATIRE KRR,
- RE: REWKFAZAILOAREGR. IREMERTTEBI RIRKA

- Z2EER REEMERBSEERFHERNERT, ReEERTRARERESRT S AEN
L 2EXIIRERIRIN-5 AR,

Add Local User L%
User Name:
User1
Guest
' Admin W

Security Admin B
iaaiiainan

Confirm Password:
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Administration / User/Authentication Settings

Users +

Name A Type Level Created Modified
admin Local User  Admin 2019-04-05 07:00:08  2019-04-05 07:00:08
guest Local User  Guest 2019-04-23 0B:42:11  2019-04-23 08:42:11
preetham Local User Security Admin  2019-05-07 05:34:10  2019-05-07 05:34:10
root Local User  Guest 2019-04-11 06:47:54  2019-04-11 D6:47:54

Primary Authentication

RADIUS Authentication

O Enable RADIUS Authentication

IRZLEERNEMBERARERTHAEEANR, NEamrERAFErEM%R.

BN ERAPCIHINE S 7 sl FRiZE .

Settings

@
Last Login Last Active Two-factor Enabled | Write Access to Firewall  Manage
20190507 05:33:50 2019-05-07 053721 No Yes n
2019-04-23 08:42:24 2019-04-23 08:4459 No Yes =
20190507 05:34:54 2019-05-0705:37.45 No Yes
Never No Session No ves Nesel
(@) TACACS+ Authentication @

O Enable TACACS+ Authentication

ENEAR 2R, Bt

& Firewall “write” permission for user(s) guest has been changed from "Enabled” to "Disabled™.

x
Users + @
Search
Name ~ | Type Lewvel Created Modified | Last Login Last Active Two-factor Enabled | Write Access to Firewall  Manage
|
Local User  Guest 2019-05-08 07:50:14  Mever Never Mo Session No Yes o
admin Local User  Admin 2019-04-05 07:00:08  2019-05-07 05:38:49  2019-05-14 05:52:31  2019-05-14 05:52:54  No No o
Buest Local User  Guest 2019-04-23 08:42:11  2019-05-14 05:53:08  2019-04-23 08:42:24  2019-04-23 08:44:59  No No o
preetham  Local User Security Admin  2019-05-14 0550041 2019-05-14 05:50:41  2019-05-14 05:52:51  2019-05-14 05:53:10  No Yes o
root Local User Guest 2019-04-11 06:47:54  2019-04-11 06:47.54  Newver Mo Session No Yes a
Primary Authentication
RADIUS Authentication @ TACACS+ Authentication @

O Enable RADIUS Authentication

O Enable TACACS+ Authentication

« NBEER: MEAEEFWAEKIFEFRENR, HFAAUTeRERLEREBRFHMNABENZ2EXIRE

UMY 332,
Add Local User

User Name:

Guest

Admin

ecurity Admin
+ Network Admin

Password:

Confirm Password:

*

Cancel
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&

FKERRTEEAREMMETR. AXMBERT, MEEERBASNHELE, NEMTEEXIKEYH
EER (BER) #iF

BLRk

&

MEAEERNRLEERATUENRE, A URESEINSE L,

F=3

AR
WEEERMRZEEERATERNNIMBRAFKS, 1R eE%REE K ZEE,

o SUEEYE: NTFAMAFKS, IZAFPKFNERM. XTZEAFPKS, AF—ITERIENEH.
o fBERAYIE) NFAMAFKS, ALXBREBHNBY, WFEERF, AE—1TERENAH.
o PRER: BRRE—REWERNBH. TARTETATERNREN IP ik,

o LRED: RE—XRARSH[/AHIERNEH,. TRRETETHATERLEN IP ik,

o B BHEKREMAIEREESUT EHARE:

REENY . EXAHAFKFRNERE, BB root BREE, FEEAYFIN root BRER. ETEEE
PUTAZFE I B 228G,

FE: BFRLLAFA KN TERAEED,

fER: M SD-WAN Center ififFAstt A tKA . TIEXMEED. EXERFRTIZKANEESKA,
ERBRESMHRIE: AEMMTERFKFBANESHRIE. BXFAES, BEAVNESHRIL

NPMIBHNENR: BRERBHERANAENE N,

E A Citrix SD-WAN Center FNFFEIZ#tA A IKF, BHRITUUTIRME:
AR
7£ Citrix SD-WAN Center st 8RB KPR ENR, TEREMBSRERFEHFEESHEE MCN,

1. ERFEY, RERNER +. AR ERAMAR AP 3HEE,
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Add Local User E

Iser Mame:

JohnDoe

Level:

Guest T

Password:

Confirm Password:

#| Erable Two-factor

2. WALUTSHHE:

« BRE: FHAAKPRAFR.

o 3 PR, KEAFIKFZRIR KA, XRFEEEHIR.

BN EERHFHIHE MCN B9IR,
o T AFIKF YRR,
o WIAERD: EWRWNER LRI

3. ERBERAWESHIIEAZRMAF KR BANES K RIE.

4. BEHAM. RAECIEMARIKS, FRKAESRNIEIAAERT,

AR

+ =

AR

REEE T RS MIIERS SR, 42ERBBANER,

TEMFEIHER.

KE AP RER

BB S I0IEARSS2: (RADIUS 3¢ TACAS+ 5HIIE) . WIRTEMENS M IIERS S LECE T AFIK

Fo BXEAER, BERA-RSHRIE.

Citrix SD-WAN Center &% ] LA%E 600 M2,
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12l

April 9,2021

Citrix SD-WAN Center i2ks- RIERFiRM Ping. Traceroute f#IBEIHIKINEE, AT MIRFIAE Citrix SD-WAN
Center 8% _EAEIERIH, Citrix SD-WAN Center i&#IiRizHI4ESE & P AYIZHTEDT

RERZITR, BSMEIEE > 2.

Citrix SD-WAN Center R10_2_0_94_727224 ~

Dashboard Fault Manitoring Configuration Reporting Nitro API

User/Authentication Settings Fing
Global Settings Fing
Database Maintenance
Storage Maintenance Ping
I Diagnastics 5888 5 50 Fing. @

Ping

B LUER Ping %11 PING SD-WAN Center W& -REERIERE IP i,
Administration / Diagnostics / Ping
Ping Traceroute Packet Capture
Ping

8888 5 50 Ping ©)
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RE—NEHH P IR ping it E (RiX ping IEREREN) MEBEEX/) GUEFTH). REEL ping
LUSLEIETE#1THY Ping %,

Traceroute

M Traceroute &R |P it A LA R, @8] LUEE B/ BN 2R SR EHIDE KB RN PREMEE

IP thht,
Administration / Diagnostics [/ Traceroute
Traceroute Packet Capture
Trace Route
8888 Trace Route @

Trace Route to this IP address

BANBMHERE P it LIRS, P HREREH.

AR

traceroute ERET~&®%Z 30 Bk,

HIEEIR

fiE FRERIE BB IR AT BUR IETER 0 Pt i /= FR 2 B P ide & s L R R Lo
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S = Hentee Sentsieen Sepee e _

ninistration Diagnostics Packet Capture
User/Authentication Settings

Global Settings Ping Traceroute Packet Capture
Database Maintenance

Packet Capture
Storage Maintenance P

I Diagnostics et

[ = 1000 % Capture | (D

NEEAHRIRFREL TN
o Xig-MTHIYIRAEZEH SD-WAN Center BEIEHXIH,

o UAR - PRI ARR AT AR, MTHIFIRAPER—MIER.

o O -SEMEOTBTEMEGR PHRSIES. M THHIRFEFZOIFMZED, EEE—MEORME
IR EHIR,

=

AR

REB—RIEFFAEO LEITHIR MR, BB TMIREIEHRES

o FREEYIE (F)) - AURIREERRSATE] (LIRS
« EEENMIREEN RAUE-THEERRERFEEENMIEEN KRR,

o HIRTmER (FNE) -AEHRHERFRIERATHERRMLELECNHESRFTH. JUEESTRFHH
MAELER, RLERERN true, MWHRBIER, MRLRER AT, WHEHBRFIBHRIER. BXFAES, BS
IR 8RR,

TERILER T IEEFN—LER5:
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- Ether proto\ARP - {%3#3% ARP $iE&

- Ether proto\IP - {33k IPv4 RS

- VLAN 100 - 12##3% VLAN 1 100 %R\

- Host 10.40.10.20 - {X4#3k Sithiik 10.40.10.20 BYEHLZ[EHY IPv4 #iEE

- Net 10.40.10.0 Mask 255.255.255.0 - {X3#3% 10.40.10.0/24 FM=H IPv4 #iEE

- IP proto \ TCP - {33k IPv4/TCP #uE&

- Port 80 - (UBRAZEI KRB 80 #Y IP #iEE

- Port range 20-30 - {X##kiR O 20 2 30 ZiEgy IP #iEE

- Host 10.40.10.20 and Port 80 and TCP - {X3#3X£#1 10.40.10.20 £ TCP %[O 80 &4y IP iR
a

=

AR

IR HIRAK/NREIS 575 MB, #UREHRSHFARIE AN, LR RHIR,

BHEHRUEERIEEHRER.
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