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[SDW-21082]

FaMALS

ICMP &

&M F 4B Citrix SD-WAN Orchestrator 245 ICMP R, EfEERRMEBHREHRL SD-WAN &M BREN
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[SDW-12077]
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[SDW-12076]
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% AR API B HTTP 3R 75%,

K& APHERBIER, 4 APIEREMET, MREBE—FKEIRES.
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ERAEMGH: RAERT, LETLATFERRS. BARE, APUEBRBEREXRKRERE “HitER" BT,

[SDW-18937]
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hRZs 11.4 iR RESE)E,
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=H9) ZTD ThEek#i T SD-WAN Orchestrator BRS 7 BEIEE 1T, X MAIBUEEENE 4% /9 SD-WAN Orchestra-
tor A ERIRR, B2, BEFEEFRERT A Citrix SD-WAN Orchestrator,

[SDW-20307]
MREEZFETUMR EERET= ZTD, M SD-WAN = ZTD RETEA T HA ih=,
[SDW-20208]

R%& SD-WAN 8% BiEiZ3I2#p9 Citrix SD-WAN Orchestrator, Bk Citrix SD-WAN Orchestrator
FIREETA “KEE,

[SDW-18280]
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11.4 FRPFERIE,
ECEMERE

TS AREAF 4489 Citrix SD-WAN Orchestrator £ £, EEEEE “E&8RHEE" KE. MRETEIEHEM
NMEFABEHEAEH#IE, MaHIULR,

fRRF % EREFRE.
[SDW-20863]
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iz17 Citrix SD-WAN Orchestrator for Inclouse 11.4 B9~ Citrix SD-WAN i&&FH% 3 11.4.1 kAR, &z
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© 1999-2024 Cloud Software Group, Inc. All rights reserved. 20


https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator-on-premises/network-level-configuration/security.html#intrusion-prevention
https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator-on-premises/network-level-configuration/security.html#firewall-policies
https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator-on-premises/network-level-configuration/apps-and-groups.html#application-settings

EAF Ay Citrix SD-WAN Orchestrator 14.4

[SDWANHELP-2317]

izfT VMware ESXi 13 B97sithZBEhR Citrix SD-WAN Orchestrator TiAEBHH#HNEIRRS.
fRRTSE: 5 VMware ESXi FrZx 9,

[SDWANHELP-2182]

BFRREE GE” > ‘MEERETR M “RE” > “BE° nELEREIRE SD-WAN &R HRE, ST
RSB, ERAPHITEEEIEZET, Citrix SD-WAN Orchestrator E& IRtk R RR,

[SDW-21018]
% Cloud Direct i SiRIELINEY, FIF RELEETEIRHES,
[SDW-21009]

‘B AR IR E TH “REFARA" FRITIR B RAAE IR R, MARRERE “BitiZH”> “Orchestrator
EIE” > “MHRET TRBBBLARE KB,

NREDUERARPFNHNRERRATEE “E%HE” > “Orchestrator BIE” > “REME” > “§& T&H,
M FEEINZAR AT ED 73 U = 4Ro

[SDW-20992]

ERPFREMNESE > WNEEREE 1L, HEREXHE, B SD-WAN i&%#1 Orchestrator EEIRS BN E R EL
o B2, REHANRERS, RERERIIRS,

[SDW-20913]
EREHEENRET, REFEESMINASFTEETRERNETSA M,
[SDW-18491]

EEBHERBERAA Citrix SD-WAN Orchestrator for Inclouse R —8&18% SR ENHIEEE MR, FakE
BREAER. EMEMNSE L, NMREQENAFRZS&MEEETNREFAZHER, NEERUTHEIR:

User has a role already assigned
ARG E. EREHHREEFRFENTRARSIZBF,
[SDW-15984]

Z<ih 11.1 k<Y Citrix SD-WAN Orchestrator %173%B8
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&iE

BRITAPXEFEESZLEXNENMERF. BXTLEXNBENENGIR, 521 Citrix 222,

#igThae

11.1 FRAIR AR E L,

Citrix SD-WAN 11.4.0a Rr4s

ERATF A Citrix SD-WAN Orchestrator z#% Citrix SD-WAN 11.4.0a hg4s.
[SDW-19785]

Citrix SD-WAN 11.3.2 h7s

iBEA Ty Citrix SD-WAN Orchestrator 323 Citrix SD-WAN 11.3.2 ks,
[SDW-19038]

HHEE

B F A Citrix SD-WAN Orchestrator 3|\ 7 3R EC BINAERIGR, it thigs8InaE, TRl IERIEEM X
IP stuatp91E R T A InC 2B .
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ECMP th &%

EMN%&E (ECMP) ARAFEXN S KEHRHTHAE, FRAERNRA. BRMMRSXE, ECMP AFIERIHRR:
o BISNEMERDERE,
o REFAEURT

o MRBATLEIE, WapSFREfmzIHM ECMP RREH.
« ECMP ArT iR EPAE 2 F XM AR SS 4 o

=
Do

[SDW-17452]

FEEE (FUYEhR)

EATF A Citrix SD-WAN Orchestrator X FHSR BB —MERTHE S —MER. R URITHRTS
LASE i 2 == (8] 2 A F A8 IR E

o AINFHEE: ERILURII—NRGE, HE#EANELD R Citrix SD-WAN Orchestrator for Inclouse SE#E#Ry
HHTHIBI RS,

o RMME: RERMEN, EALKESBETARMEER Citrix SD-WAN Orchestrator MBI R IEZRE
BT A E AT Citrix SD-WAN Orchestrator B9#rs2fl,
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AR SIEIRINAE

E2RRETRATOEFBEEATMELRBEEFTRBRETNR, ABRT, ETHREMROEE, EMED

RBPWRNEREERETATEEEMNERAEERNERENSNRETRIRE, BERLUERIFEHT [ IERLE
REERET R,
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IPV6 SiERE I

EAF A Citrix SD-WAN Orchestrator 3% Citrix SD-WAN #hk7s 11.3.1 siES ARABI LT Citrix
SD-WAN & &EER IPv6 Hiht:

« DNS fr$523

L

o BANIEER

o IP4H

o XiF

« DHCP EFis

o IP FIFR FEFER AR
o ZSHIEERHR

+ GRE [R3

o O

« Internet RS

o BEEMIIN

o BIEZEIRA
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JHFETF 11.1 B9k 4, {€F 11.2.0 #9 SD-WAN & & k4 3% E 3 5 Citrix SD-WAN Orchestrator, 0
RAPEEEESITHRT 11.2.0 3 H4ARAH SD-WAN &%, NEEERERF4# 11.1 89 Citrix SD-WAN
Orchestrator.,
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[SDW-19558]

EER FAs#A Citrix SD-WAN Orchestrator /il s 53 Bk A AT IER K

[SDW-19556]
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tor RShRAFBRIFRR, B2, BFEEARERAT A Citrix SD-WAN Orchestrator,
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Zs
AL

WE, BEILERIREIRE RE B9 RHIITUTERE:

BR/2R Citrix B EMARS
. ERHAEH
B2 R EMRE

BF/% B WAN #%

[SDW-13977]
MEEERMNZLEERAE (Fikhk)

ERAFA#A Citrix SD-WAN Orchestrator iFU T A :

+ Provide-Network-Admin: REEEENHIEMEEXESNEER.
+ Provider-Security-Admin: REEEENREELSBEXEENEER,
s BERFMKEER: ,\ﬁb_Eﬁﬂiﬁiﬁﬂﬁ%ffH%G%E’J%F‘AEJ\O
c FPREEER: REEENRERSEXEENEFREER,

[SDW-13845]

orE, EAILGEE Citrix SD-WAN Orchestrator it R4k BIECE B #AFIBY (8l ERIAFRIECE B EAFIAT(E), HATIX
@i NTP BRS323ECE B HARNRT B, WATLURERN X,

[SDW-13321]
DGR

ERTF Ay Citrix SD-WAN Orchestrator 232 P, BE1ZHBFIHEE, ALUERER TAMELFIRIEA Citrix
SD-WAN Orchestrator EEZMNEF WA, ERILUERUTI&EERR Z—,

o RUBTEIRE: TRERZHEPEEER Citrix S1E AR EAIEE Citrix SD-WAN Orchestrator for z
MRS,

o BRIEEIGE: BRBEERTAHA Citrix SD-WAN Orchestrator fERB R BREIBRSES HITEIE,
ERNREBRERELIFN—I, SINTLUTIHEE
o A AT UTREREINNBE:

- Provider-Master-Admin-All
- Provider-Master-Admin-Tenant
- Provider-master-read-all

o EHE @@ R: ANT—NNAFRRERE, REREREENFE SD-WAN ZFSEE.,
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+ 5 SD-WAN &&MEE: TIREBFAEIRER, RERHEEEEASHRIEREHERLER Citrix SD-WAN
Orchestrator for Incloudal 3. FF A EFEEIESR,

o IhSFRENAFERF WAN SHEER . XERIRAFERT P RFOIR i mEE X4 WAN SHEEREE X .

o Rt ERAT A Citrix SD-WAN Orchestrator A REEER G THMETFAIEIREFEN Citrix
SD-WAN & & has, RIEHAI AR FTHNRERE, BERARNRGEE THAFEEERF A Citrix
SD-WAN Orchestrator #r, ZEFREEBRATLUEBLHBIRHAEBESIS Citrix SD-WAN Orchestrator 129
FRrE A& & o

o B IREBEEATUAEERE IP. DNS. NTP RSSBMNTESHIITRS 2,

s NE REBILUER AF ENHEEFR ZRXASHEH.

o RS RME SRS RUBTENFREEFLANEIR. EREEMEFN W,

[SDW-12589]
SHEARERE - IBiE =

WE, EAUSAN CSV XHRRNAZZMBERNZ N ER. AR REFRET A THORGRIR, THEHIZERHFE
MBI RIFAE R,

[SDW-12249]

FaMARS

mhmiRE: WAN 38t E

WAN i1t 8 IRERMBE X ITER WAN ERERFRIFAREE. BRUEERE, RANTRRREITERN WAN
HER BV HFEE .

[SDW-8892]

BEia)

10.3 FRFPFERE,

EEMERE

SHFHR HA, GUI BHREZFRIRSAXEIGE RN “ER" WEFMNBNA R, MSREEMUEY. #EigEE [EC818]
At Site site-name: HAMENHIEE, RIRETIAEARSERE “any’,

[SDW-16968]
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REFFEERITNRRERESHIRIERS2E, GUI MsERMBRENR. B2, HEXRTHRREN, SBRUTEH
iz

User is not authorized to perform this operation
[SDW-18945]

EREBEFN “EE > “2EF NEF, NREMIHRBEPEEER, WSETR—MU WKERE MrEN=A
T,

[SDW-18944]

BEZAEZFEENRE LMERRHBEENRETCIRNIMIEEED. B, B ERENEENRELMERE
B EENRERSIZIBIEES D,

[SDW-18904]

LN RREARRRNANBRNEFRZ2EERAABRARELEN, SETHARIREEBNIEHEE, MARET
REFAETIHIR

[SDW-18840]

Z#tohi Citrix SD-WAN Orchestrator B IE IR E IR BRI FHFRI AL, RUB T ULSEER XA B
60 XBYZEMRHR.

[SDW-18831]

Li5& 5 Citrix SD-WAN Orchestrator for Inclouse ByEZEHETIET 20 D HANEFTIMNEEN, ST
BERPRIEEIRNFT S,

RS E: EFBEE.

[SDW-18781]

SANERNEFENGE, BMEE BIFeNEDRAIREZH], WAILIE “YFa” TER “AREIEFS &,
fRRAE: REE ARESRIFAILE, 48E “FRIES,

[SDW-18721]

BEAFAHay Citrix SD-WAN Orchestrator 5i8& Z B Rz 1MLt (NAT),

[SDW-18703]

EREFESENSES, REBEERFNASARERFERNERAMI,

[SDW-18491]

CLI ¥ RF e EBH 21 8—128 KESEEMNERN, BMREEKERBEAFER, GUI BREKRNK.
fRRAE: BR GUIN, BHAFRBEEKEERARTIER,

[SDW-16068]
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HAPZHERN, TEEEIEIERENBERAE MM, ARATETRERTHE.
[SDW-16024]

EEBEHERERAA Citrix SD-WAN Orchestrator for Inclouse R —8&1i8% FiE R ENHIEEE MR, FakE
BRPIEAER. EMEMNSE L, NREENAFRZS&MEEETNREFAZHER, NEERUTHEIR:

User has a role already assigned
RS %, ERENEEEFRFENTRAREIZBF,
[SDW-15984]

Z<ih 9.6 FrAs#y Citrix SD-WAN Orchestrator % 17i%AH

July 17,2023
AR ATIRBAS AR TiE A T A#hpy Citrix SD-WAN Orchestrator 9.6 hxB9H#EaRINEEMENR. EEEFERRIH,

AR

ARITHAXEFEIESR2EXNEE, BXRLBXNVBENRITIR, FSM Citrix 22 %,

iEThEE

9.6 hRPIRHAVIERM BN,

EEMERE

IASEREH

M Citrix SD-WAN 11.3.1 iR#AFIE, EEIUABEMMINEEE— 1 EHE ID, WAL AS N EEEEE—M&H2E D,
B IEIESRINEE, ERIMUESMEGIZEERRENSEEA, FARNKESE ID URENARES,

[SDW-17097]

Hith

HTTPS iEH

B 5aAR Citrix SD-WAN Orchestrator £ &1 HTTPS &2 EE HTTPS iEB. Er]UEAER T4t
GUI 9 Citrix SD-WAN Orchestrator LiZHAIZGAES, BRI EEMEMEMESS (FI70 OpenSSL) £mME
EX HTTPS iE#H, BEX HTTPS iEBAFEEH R M UNSIEPHEXNEMERSE,

[SDW-16359]
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O
M Citrix SD-WAN 11.3.1 hRAsF8, ERJUER “BA” S%E BA IBEARDED.
[SDW-15993]

BEERIRHR
9.6 hRARREYIEEL,
EEEMERE

xtF Citrix SD-WAN 6100 SE i&#%, AFREFRTE BB > B5RKIRE TET LAG MH,
[SDWANHELP-1895]

Hith

iEATF A GUI B9 Citrix SD-WAN Orchestrator I AP SR—/NRER—RK, BME GUI A FHRHFEERRS AR
WF =R,

[SDWANHELP-1902]

LB RN AL SRR, BBEE/ NG > BIEARE XK.

[SDW-16103]

BE1a)

9.6 hRPFTEAYIEEL,

Hith

MNREF BRI L RERIFTHIIZPIEFEM £ HFTF Citrix SD-WAN Orchestrator for Inclouse GUI, T 512ss#g
FRE A REBRREHE.

[SDW-17719]

NRFHEANEETBE 1.8 TB, WARKBEEEZNIA/N.

[SDW-16404]

CLI ¥R FeIRBH Y 8—128 KESCEMEN, B2, MRERKEBHAWER, GUI BREENK.
AR E BR GUI R, BB REEKEERARITISER.
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[SDW-16068]
HAFPZHERN, IERBETESENANBERAE M, AT ETERNE,
[SDW-16024]

EEBHERERRZR Citrix SD-WAN Orchestrator for Inclouse M3 —&18%& SIS EHNBIEESE MR, F&ikE
BRPEAER. EMEMNEE L, NREENAPZSEMEEEETNREAZHER, NEERUTHEIR:

User has a role already assigned
ARG E. ERENEEEFRFENTRARSIZRF,.

[SDW-15984]

Zsih 1.0 kR4sEY Citrix SD-WAN Orchestrator %1735

October 21, 2022

ERTF A Citrix SD-WAN Orchestrator 2—IMBIRENEIERS, AFENREMNIHREBASIEF. TiRM
—BEERNKIEEETYS, FEEBERE. KT SD-WAN W4 _ERIFRE SD-WAN &%,

S FEEIEENAEIERAATE R EEERNER, BIUERERT A1 Citrix SD-WAN Orchestrator.
LT 22— X IhAE

o SHWIE: ZHFAA RADIUS/TACACS+ S5 311E,

o &PicE: EPECE SD-WAN W48, RIESISAIIERE. MM TREMEEX 4.

o SIEMEE: TESIMENEE,

o UNARFARONER. BTUARFHNRESS. RSHEE (QoS) My Gk, 2Rk Bkt =i E,

s PEREETITION: EEBEPREERIMNZNEITRL. ERER. REMMEE, HEBRNARZ M LRME
KIEH,

o WEEHR: IREMEZBE. BMEHAER, FI90 Ping. Traceroute. ¥IBEHHIR, ATFWMEEZAHIT
HPEHEERo

WEFM

o B2 ELRAKRE, 81 SD-WAN Q&S EM LG LIECE —1 P itk

+ Citrix SD-WAN Orchestrator [R5tk : ErrAt{ER Citrix SD-WAN Orchestrator, @47i7E Citrix
SD-WAN Orchestrator [RESHiBE—MKF, BXEZER, E2EBEA Citrix SD-WAN Orchestrator g

o
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ERAF Ay Citrix SD-WAN Orchestrator 1.0.1
B8 ra)H

« SDW-16456: &/ T 489 Citrix SD-WAN Orchestrator Rz {E{aI R B,
« SDW-16063: 7EM%4%3], Wi-Fi BERERATA,

+ SDW-16054: iR 7E Citrix SD-WAN Orchestrator fR$3 EEEEMX ZHMIBEF WK, , NEHMNEE
(IDAM) zi@E M Citrix Cloud %1889 AP| £hETRE1ER. ZPERAHUAR Citrix SD-WAN Orchestrator %4,
HERUTHIZES: “EP ID. EPK ID XFABEHER .

M7z, TERBE Citrix SD-WAN O rchestrator for Incloudator B, e[ LUEIRERIEM AR POP,

[SF3E=

« SDW-16068: CLI niFFHFQIEEBH TR 8—128 KESEEMZEN, BNREFBKEBHAFER, GUIE
FRHEM

- BRAE BRGUI, BHAFARBEEKEESLAARTFIER.

+ SDW-16024: HHFAERIAFAEN, ZETERNEZA, NHENSTESET— M EEERERE—
o

« SDW-15984: EG#HEERrZAH Citrix SD-WAN Orchestrator for Inclouse B —&i&& LIRSS &R
EEEME, T2MERFEMAER. EMENIRE L, NRECEMNBRISEMEIIEETNRFARZER, N

SETRUTHIR:
BENARNET ARG
- BRAE EREMHRIEFET A FENTRARZEIEAR,
« SDW-16103: &I M BILH RIS, “HEGLE/RE > “RIERE” XK.
- BRGE FEEIRENERREIRIER,

+ SDW-16404: MRFHEA/NEAEIET 1.8 TB, MWAKAREHERK.

RAGERMEE

October 21, 2022

TEEMIA (VM) E%2t Citrix SD-WAN Orchestrator for Orchestrator Z &, &EHRIRENI T BB ERH
FRIREM,
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} =r

AR

AP BRI F BRI MR S X RLZEIRE Mo

B ER

AT 2 Citrix SD-WAN Orchestrator for Indealistrator F£19776% 1 MAEIESHE Mt =/m D WAN 58251
PIRABEHEK:

MR E PSERS RAM =&
2000 256 ~vCPU3GHz =& 512GB 2TB

—'%—
1000 128 ~vCPU3 GHz & 256 GB 1TB

—'%—
500 64 ~vCPU3 GHz 5¥E®m 128 GB 500 GB
256 32vCPU3 GHz &= 64 GB 256 GB
128 81~ VvCPU3GHzE¥E®" 16GB 256 GB
L/

ERAF 4 VPX 89 Citrix SD-WAN Orchestrator B LR T & LERE :
EIM ERREF

o VMware ESXi 7.0 &5 1.
o VMware ESXi fR5328, k7 6.5
« Citrix XenServer 6.5 S{E SR,

FEBRHAMB A cookie, HEBREHBAT JavaScript,
LA ee 233 AT At Web #2089 Citrix SD-WAN Orchestrator:

+ Google Chrome 40.0+
« Microsoft Internet Explorer 11+
o KIMAIN 41.0+

WEFM

U T2%EMERZ Citrix SD-WAN Orchestrator AsithZF By RE 14 :

+ SD-WAN iz#l55 (MCN) MG E P i 5 2 AR &##Y Citrix SD-WAN RS,
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o EiFE SD-WAN MErhigtHEcE DHCP BR335.
o (RAFEERTFAHB Citrix SD-WAN Orchestrator &eitscit,

=

AR

BT R1EE R F Ay Citrix SD-WAN Orchestrator FBE X R REFTME=ZSF M. BE, EALUER
VCPU. RENEFH#EIRE,

TEHERF Az Citrix SD-WAN Orchestrator

NTHERE T & ERTFAuERESI &89 Citrix SD-WAN Orchestrator i REXH, EAFAERAMES,
BERTFAMZE 4R Citrix SD-WAN Orchestrator (£ Tap R 1&RH:
« ctx-sdw-onprem-build.ext

« ctx-onprem-build.ext
« ctx-onprem-build.ext

Fa e

Citrix XenServer .Xva
VMware ESXi -vmware.ova
TENEEEFSE

REFDIRE T Fepg At e N ZRZ M Citrix SD-WAN Orchestrator FRE (5 B A E,
WESHBEUTER:

+ 1 Citrix SD-WAN Orchestrator BFZtE 41 (VM) B9 ESXi BR$328%0 XenServer 89 IP ik,
o DERAZHIEIMAA Citrix SD-WAN Orchestrator BE—=Z R,

o AZAMEIUMA Citrix SD-WAN Orchestrator S EHARFE,

o BEX VM MENZESENEERE,

« EATFAHIAY Citrix SD-WAN Orchestrator BF 55 MEIMLBERIMX [P ik,

o REFRTAMEBHA Citrix SD-WAN Orchestrator BIRILEHIF M,

} =

AR

Citrix B EEB AR EMA SD-WAN BECERIIRER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 35


https://www.citrix.com/downloads/netscaler-sd-wan/

EAF Ay Citrix SD-WAN Orchestrator 14.4

iERAFafy SD-WAN Orchestrator 71 Citrix SD-WAN Orchestrator iRs5 28]

B!

October 21, 2022

BRRTEE
Zscaler BB
Azure B IEMARS

Citrix Secure Internet Access Ak

5

HERAIE

g DP| AR BE X ARERF
(2T FQDN = IP) MM FRERFE
=]

SEMNSELRENNNARR (fim
Office 365. Citrix Cloud M#%iF
R FRER) LRI FEEFRE,
Orchestrator-=rT 1%

E3K

2K

=E SD-WAN H %

BEENEFHIRE

SD-WAN i&& B BX Wi

Citrix SD-WAN Orchestrator fRs%

fii #0 #D #D

i

il

ll

il

i

Citrix SD-WAN Orchestrator fRs3

28 (I REEhRA)

=

ERATFA#A Citrix SD-WAN
Orchestrator

17

7|

H o

iz

all

iz

iy

Z<#h SD-WAN Orchestrator

Citrix SD-WAN 10.2.7. 11.1.1,

11.2.0. 11.2.2 11.3.0 RE=hR
7 *

Citrix SD-WAN 11.2.2, 11.3.0 &
BB, *

B IET
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=K Citrix SD-WAN Orchestrator k%5 73t SD-WAN Orchestrator
BITHBIBA NG IR O 443 443, 22. ICMP
Licensing R BN BEAR T R PRFAS BRAE

o &5 Citrix SD-WAN BERRABUAFE A F A1 #hR4cH SD-WAN Orchestrator,

£ ESXi RS2 E hastthZ & MEIE SD-WAN Orchestrator

October 21, 2022

%% VMware vSphere P i%

UTETHMZERTAEMIBEZERTAMEMN (VM) 89 Citrix SD-WAN Orchestrator #9 VMware vSphere

P IRBEA R,

ETRHHRE VMware vSphere &%, BRITUTIRE:

1. TR KR HSMEEE vSphere Client 89 ESXi AR 53 23 #1315 B F 25 30 52 X4 52 61 49 Citrix SD-WAN

Orchestrator, FH I VMware ESXi il TE,
2. g “T#H vSphere Client” %LU T# vSphere Client 232,
3. &% vSphere EF i,

BT THM vSphere Client RERREXH, HEHMIRRESESNRIANET,
4. REFTMIG, B5hvSphere ZEFIHERF,

¥ I VMware vSphere Client ER0E, #R7EHAN ESXi lRES2EEF R IR,

5. N\ ESXi RS BEREIRE:

sT2MRERS (FQDN),
« APZ. BANRSHEERKF B, RINMENR.
. WMASHERERKP XEKNEE,

6. B&F “BR".
BHI vSphere B IHERE.

IP #uhit[& 7R #AIEE Citrix SD-WAN Orchestrator for Zsith g2 S25IAY ESXi ARS328RY |P thtikak
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[ localhost.localdomain
() Get vCenter Server | {41 Create/Register YM | [f Shutdown [E5 Reboot | (3 Refresh | £} Actions cPy FREE: 37'25%':/1
[E—— o
localhost.localdomain USED: 46.6 GHz CAPACITY: 83.8 GHz
—
Version: 6.7.0 (Build 8169922) MEMORY FREE: 14741 GB
State: Normal (not connected to any vCenter Server) e ] 42%
' Uptime: 207.07 days USED: 108.25 GB CAPACITY: 255.66 GB
= STORAGE FREE: 937.81 GB
44%
USED: 730.19 GB CAPACITY: 1.63 TB
~ Hardware ~ Configuration
Manufacturer Cisco Systems Inc Image profile ESXi-6.7.0-8169922-standard (VMware, Inc.)
Model UCSC-C220-M58X vSphere HA state Not configured
» [ cpu 40 CPUs x Intel(R) Xeon(R) Gold 6230 CPU @ 2.10GHz » vMotion Not supported
% Memory 255.66 GB
~ System Information
Persistent Memol 0B
L 4 Date/time on host Friday, May 21, 2021, 07:31:14 UTC
» Virtual flash 0Bused, 0B i
@ Virtual flas us! capacity Install date Monday, July 13, 2020, 08:56:18 UTC
v Networkin,
g 9 Asset tag Unknown
Hnstnama Incalhost Incaldamain
SRS SEESS SRR,
|7 | Recent tasks
Task v Target v Initiator v Queued v Started v Result a v Completed v v

£/ OVF &R At 2 a1 2 Citrix SD-WAN Orchestrator

%% VMware vSphere BFinfE, AasitEdilelE Citrix SD-WAN Orchestrator,

1. tNRMEEFXEEM, 5% Citrix SD-WAN Orchestrator for Zsith OVF #k>x# (.ova Xff) TH 4t PC,
BXELER, BFEE AAERMELE,

2. 7T vSphere Client /r, i “GURBLEMEMN, REMFIFRFIERE “M OVF ¢ OVA XHEREEMN. 8
a-:l—F_ﬂ;o

41 New virtual machine

< (ECTIIITINER  Select creation type

2 Select OVF and VMDK files
3 Select storage
4 License

How would you like to create a Virtual Machine?

e Create anew virtual machine This option guides you through the process of creating a
5 Deployment options. virtual machine from an OVF and VMDK files.
6 Additional settings Deploy a virtual machine from an OVF or OVA file

7 Ready to complete . .
Register an existing virtual machine

Back I Next I Finish Cancel
P

3. NHREHTEBAN— T HE—R T,
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4, EEREDT, RAEEEEREMN Citrix SD-WAN Orchestrator for Inclouse OVF ##& (.ova Xf§), HERE
A LU ST HENEH

5. %E—F_ﬁo

31 New virtual hine - Onp

¥ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage

4 License agreements

Enter a name for the virtual machine.

5 Deployment options
6 Additional settings
7 Ready to complete

‘ Onprem-orchestrator

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

X @ ctx-sdw-onprem-10.3.0.202_vmware.ova

.
Back I Next I Finish \

6. %E—F_ﬁo
RER “F 0l

7. BE T8 BERRMAEFHERR.
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¥41 New virtual machine - Onp

Vv 1 Select creation type Select storage
V' 2 Select OVF and VMDK files Select the storage type and datastore
B4 3 Select storage
4 Li t
S SR SR Persistent Memory

5 Deployment options

6 Additional settings Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

7 Ready to complete

Name v  Capacity v Free v Type v  Thinpro...v Access v
datastore1 1.63 TB 937.81 GB VMFS6 Supported Single
1items

Finish

8. ZEULATE L, 8& “BAR", AREE “T—F7

#4] New virtual hine - Onpi

V' 1 Select creation type License agreements
V' 2 Select OVF and VMDK files Read and accept the license agreements
v 3 Select storage

4 License agreements
icensing agreemen

5 Deployment options

6 Ready to complete

CITRIX LICENSE AGREEMENT

This is a legal agreement ("AGREEMENT") between the end-user customer ("you"), and the providinc

1. PRODUCT LICENSES.

a. End User Licenses. The PRODUCT is made available by CITRIX under the license models ider
Your license to the PRODUCT will be activated by license keys that allow use of the PRODUCT in i
b. Partner Demo. If the PRODUCT is labeled "Partner Demo," notwithstanding any term to the
C. Evaluation. If the PRODUCT is labeled "Evaluation," notwithstanding any term to the cont
d. Archive Copy. You may make one (1) copy of the PRODUCT in machine-readable form solely 1
2. MAINTENANCE. The MAINTENANCE plan applicable to this PRODUCT is identified at http://ww
3. DESCRIPTION OF OTHER RIGHTS, LIMITATIONS, AND OBLIGATIONS. You may not transfer, rent, t
ALL RIGHTS IN THE PRODUCT NOT EXPRESSLY GRANTED ARE RESERVED BY CITRIX OR ITS LICENSORS. CITRIX
4. INFRINGEMENT INDEMNIFICATION. In the event of any claim, suit, or proceeding brought age
58 LIMITED WARRANTY AND DISCLAIMER. CITRIX warrants that for a period of ninety (90) days 1

TO THE EXTENT PERMITTED BY APPLICABLE LAW AND EXCEPT FOR THE ABOVE LIMITED WARRANTY, CITRIX AND

I | agree I
T
Back Next Finish ‘ Cancel

4,

9. EMBETNE L, MTHFIRFEREMNNEHZZHEMFRIOMINRE BE TP,
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41 New virtual ine - Onp!
V' 1 Select creation type Deployment options
v 2 Select OVF and VMDK files Select deployment options

v 3 Select storage
v 4 License agreements

4 5 Deployment options INERTE RS VM Network = VM Network v

6 Ready to complete

Disk provisioning @ Thin O Thick

Power on automatically

Back I Next I‘ Finish ‘ Cancel

4

10. £ “BMRsERR” TiELE, B TSRS ASIEEIMWL.
AR

K2R ERERERIARSS 23 LRTRER B/ LD o

41 New virtual machine - Onp h
¥ 1 Select creation type Ready to complete
V' 2 Select OVF and VMDK files Review your settings selection before finishing the wizard

v 3 Select storage
v 4 License agreements

¥ 5 Deployment options Product Citrix SD-WAN Onprem
R4 6 Ready to complete VM Name Onprem-orchestrator
Disks ctx-sdw-onprem-10.3.0.202_vmware.vmdk
Datastore datastore1
Provisioning type Thin
Network mappings VM Network: VM Network
Guest OS Name Unknown

f ' E Do not refresh your browser while this VM is being deployed.
.

Back Next \I Finish I Cancel

4
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EEMIZHE ESXi RSB EMERE IP ithit
EIE |P #hht 25&E A F A LAY Citrix SD-WAN Orchestrator #9 IP #uhit, fERALE IP it & Rt Web AR R
mM Citrix SD-WAN Orchestrator,
BRERERE P ik, FHITUUTRE:
1. £ vSphere EFimERNE L, EFERFAMEMNAHF Citrix SD-WAN Orchestrator,

2. 7£ Citrix SD-WAN Orchestrator #3t#E0Em LM “EHES” F, SHERETHNETR.

vmware ESXi” r00t@10.105.483 v | Help v | (Eua -
€ VM Onprem-orchestrator successfully imported
~ [@ Host
Manage 1 Create / Register VM | onsc P c P off E | @ Refresh | ~ (Q search )
Monitor [.. Virtual machine & v | Status v Used space v Guest 0S ~ | Host name v Host CPU v Host memory v
Dv 5 10_3_0_202_onprem_base ° Normal ~ 21.45 GB Debian GNU/Linux 6 (64-. sdwan-onprem 313 MHz 16.08 GB
B storage O. & sw1 @ Normal 847 GB Oracle Solaris 10 (64-bit) ~ BW1 38GHz 476 GB
€ Networking O.. & w2 @ Normal  8.47 GB Oracle Solaris 10 (64-bit) ns 3.1 GHz 4.76 GB
0. @ swa @ Normal 847 GB Oracle Solaris 10 64-bit) ~ BW3 4GHz 477GB
O.. & DR @ Normal  18.11GB Ubuntu Linux (64-bit) Unknown 95 MHz 2.03GB
(.. (%1 onprem_9_6_1_170_base @ Normal  6.03GB Debian GNU/Linux 6 (64-... ~ Unknown 0MHz omB
(.. (5 Onprem-orchestrator @ Normal  Unknown Debian GNU/Linux 6 (64-... ~ Unknown 0MHz omB
(.. @ Ubuntubsktop @ Normal  24.11GB Ubuntu Linux (84-bit) Unknown 15 MHz 404GB
O.. & VPXL_802.1x @ Normal  20.19GB Debian GNU/Linux 6 (64-... ~ sdwan 81GHz 16.21GB
(.. @ VPXL_dot1x_HA secondary @ Normal  20.19 GB Debian GNU/Linux 6 (64-... ~ sdwan 15.3 GHz 16.22 GB
| (.. @ VPXSDWAN @ Normal  19.28 GB Debian GNU/Linux 6 (64-... ~ sdwan 1GHz 15.51 GB |
O.. & win10Dsktp @ Normal  48.11GB Microsoft Windows 10 (6...  Unknown 12 MHz 8.06 GB
O.. & Win2016ser @ Normal  68.01GB Microsoft Windows Serve... ~ Unknown 26 MHz 7.97GB
2] Recent tasks
Task v Target ~ Initiator v Queued v Started | Resuit a ~ Completed v ~
Power On VM {51 Onprem-orchestrator root 05/21/2021 20:22:25 05/21/2021 20:22:25. @ completed successtully 05/21/2021 20:22:27
Upload disk - Pr X V. 51 Onpr root 05/21/2021 20:11:27 05/21/2021 20:11:27 @ Completed successtully 05/21/2021 20:29:09
Import VApp Resources root 05/21/202120:04:36. 05/21/2021 20:04:36. @ completed successtully 05/21/2021 20:22:25

3. EE EHIA IR, ARRHEHSKIENNEEMEFENTH SEN.
AR

ERBIEHI A HATHES], BRHET <Ctrl> fl <Alt> &,

4. % Enter BETRIEHIEERIETo
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b M OnpremOrchestrator

usr/bin cgroupfs-mount rc=0

loading docker image dounload.1Z26.tar.gz. done
load
load
load
||m d
load
load

1
ing docker image edge-proxy.44. » . gE.. done
ing dc *r image logging tar.gz . done
1|\|“] 4 - ir‘r‘”l" minlio Tl‘l U Z I!Illlf'
ing cer image postgres.tar z done
ing 0 »r image redis.tar.gz.. done
ing ) *r image sdwan-applmgr.3jo4.tar ... done
load i
loadi
loading cer image config.598.tar.gz... done
i
1
1
i
|
i
1
|
1
|

ng *'r image sdwan-change-management.138.tar.gz done

ng docker image sdwan-config-compiler.362.tar.gz... done

load -
I|II|I1
load
IGLY
load
load
load
load
load
load ing *r image traefik.tar.gz . done
‘bin/tar local stack

i 11 onprem orchestrator done

ng cer image home .56 .tar .gz done

ng ) - image s licen illli 97 .tar .gz. done

ng do image wan-policy.43 .. done

I'H'J ) e 1mna E{f' > wan ["l?lll‘l‘" | |'I|'i A . . A . f.il'll'l'.b

ng cer image sdwan-saasgw.?5.tar. . done

ng »r image sdwvan-scheduler.Z24.tar.gz. done

ng cke image sdwan-statistics-collector.Z257.tar.gz... done
ng ¢er image sdwan-trust.999.tar. .. done

ng - image sdwan-ui-standalone.6ZB.tar.gz. done

onprem login:

5. BFREEMNITHE.
1B AT At IANAET Citrix SD-WAN Orchestrator NERIAB R ERIN TR

« BR: BER

+ Password (%%3): password
AR

BRERNUAESFNINNEE R AP KA ZNE, FEA CLIA Ul 2T IER.

M OnpremOrchestrator

sdwan-onprem login: admin

g word :

You are required to change your password immediately (administrator enforced)
hanging password for admin.

current password:

few passuword:

Retype new pas: word :

L login: Mon Nov 23 08:13:43 on ttyl

onsole to Citrix acquired

3DUORCH>management _ip
IP Addre - (Not Configured)

subnet Ma : (Not Configured)
sjateway IP Address: (Not Configured)

dhich would you like to do?
"set interf : Lip ldress> <subnet mask> ateway>"” Stage New Setting
for IP Addr Subnet Ha and Gateway IP Adc

"cle: Clear the management interface
"main_menu" Return to the Hain

set management ip>

6. 12 Citrix SD-WAN Orchestrator B FA#EIMHAER IP #itit, ZiEEE RN ERNIDESPER
REH P sk,
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@ OnpremOrchestrator
et_management_iprexit
ieturning to the main menu...

sDUHORCH>ex it
sdwan-onprem login: admin
‘assword: onprem_local-stack started successfully

.ast login: Mon Nov 23 08:13:43 UTC 2020 om ttyl
.ast login: Mon Nov 23 08:18:07 on ttyl
Console to Citrix acquired

»DUORCH>management _ip

IP Address:
subnet Mask:
Gateway IP Address:

hich would you like to do?
"set interface <ip address> <{subnet mask> <gateway>" Stage New Setting
s for IP Addre subnet Mas Gateway IP Addr
C . e management interface I[P sett
"main_menu"” ieturn to the Main Menu

et management ib
AR
« DHCP fRE 83 mEfEH B7E SD-WAN LRI E, SNt BT ATR.
« fEIEHlaT, WA CLI &< set_dns LIHIALHETH DNS BRS2EE, WNRMBE DNS RSB/
#2fit DNS fRSS, WEHACE DNS fR528. AXiz set_dns @SRENESER, BESHAT &
#hERA Citrix SD-WAN Orchestrator,
WNRKTE SD-WAN WLEHEE DHCP fRS28, NARMFohRNES IP #hit,
ERES P MR E AEIE 1P #hhl, 1ERITUUTIRIE:
1. EPWERGE, BE “THlE” EH-R.
2. BRIEPH. ERTAHEIUNIAIH Citrix SD-WAN Orchestrator BZUAE R ERINTFAT:

« BR: BER

 Password (%%3): password
3. EEHlasEA CLI &< management_1ip,
4. mAH% set interface <ipaddress> <subnetmask> <gateway>LEEBEEE IP,
5. BHEEENEEREO IPREE?
ERRER M 518 & MERE, <y/n>?
# “y” B P HERIE 6-7 DR EINREENFHEE P,

7T XenServer - ZEMELEIiEA T A#A9 SD-WAN Orchestrator

October 21, 2022
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1z XenServer IR 28 LI ERFAMEIMMAAY Citrix SD-WAN Orchestrator Z g1, iBIRE LEMEEFETH
IR ERENER.

Z23t XenServer 528

B & ERE Citrix SD-WAN Orchestrator ;@B F At ZiM#189 Citrix XenServer [R5 28, HAEITEN LLE
XenCenter, SNREERXEM, BT HFZE XenCenter,

EE XenServer RS 2S, BEHRITUTIRE:

1. FitEH LITF XenCenter AER,

2. EEMMERS, AEEE XenCenter HikF Hil,

=) 1_,._[
= [{[E  Add..

@ New Pool...

Connect All

Disconnect All
Expand All

3. 7T “IFARSE BOF, EUTFRPBANREER

o PRS323: WAFEERHEBINILFE Citrix SD-WAN Orchestrator 89 XenServer fR32:89 IP thiiitsg
w2fREFZ (FQDN),

« APA: BMARSHREEGHKSE. RIMENIR,

o FE3: MASILEER RS XBERIE,
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© s o 3

Enter the host name or IP address of the server you want to add
and your user login credentials for that server. ‘

Server: 10.102.29.2 v

User login credentials

User name: |[root

Password: |eesssse

Add Cancel

4. BEHM.

MRS 2EM P #ilt B REA BT,

£/ XVA XAzt E i elz Citrix SD-WAN Orchestrator

EAFAHEMN IR Citrix SD-WAN Orchestrator 75 XVA X593 K. INRERFTH.xva X, ETFHIZX
fro BAXEZER, BRI ARERNLE,

BN eIEE Citrix SD-WAN Orchestrator, &EHITUTIRE:

1. 7£ XenCenter Fr, T XenServer , REHEE FNo
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= {3 XenCenter

General |
=9 New VM...
{3] NewSR..
Import...
Add to Pool »

Enter Maintenance Mode...

@ Reboot
@ Shut Down

Restart Toolstack

s & = =

Disconnect
Reconnect As...

=F] Properties

558§

i C

2. WREITHE.xva X, FHEES, ARREE “T—F7
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° Import _ X
% Locate the file you want to import o
Enter the pathname of an exported VM or template, an OVF/OVA package or a virtual hard disk image file or
. click Browse to find the file you want.
Location
Storage
) Filename: Browse...
Networking
Finish
citrRIx’
iou Ne Cancel
3. EFREAICIZER XenServer [RSBIEASANEMNOMUE, ARRE “T—F7
€ Import XVA - X
g Select the location where the imported VM will be placed o
Import Source Click on a server to nominate it as the home server for the imported VM or for any new VMs to be based on
the imported template. The home server will be used by default to start up the VM and to provide resources
RRE SER such as local storage.
Storage
Click on a pool if you do not want to nominate a home server: the most suitable available server will be
Networking used.,
Finich

CiTRIX

Y wenserver 292

[k Add New Server

< Previous Next > Cancel

4. EEREFEREMNENEENEEE, AREE Import (8N),

WE, BEULERRIAERERR. SE R URESREFE.
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) Import XvA

g Select target storage

Import Source

Home Server

Networking
Finish

ciTRIX

Select a storage repository where virtual disks for the new VM will be stored

Q Local storage on xenserver-29.2 758.09 GE free of 909.01 GB

| € Previous | Cancel

SNBERTFAHENBY Citrix SD-WAN Orchestrator  REABEIKT,
5. EBREEEEMNIMG, RAE8EE “T—5F7

9 Import XVA

Import Source
Home Server

Storage

Finish

citrRIX

g Select network to connect VM

The default virtual network intefaces for the template you have selected are listed below. You can add,

modify or delete virtual network interfaces, if required.
When you have finished, click "Next” to continue to the next page.

Virtual network interfaces installed on the new virtual machines:

Name ~ MAC Address Network

interface 0 62:c9:d5:e6:f9:3b Network 0

Add Delete

6. BETTH.

< Previous

o> | [ |
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£ XenServer - EEMIZRERE IP sk

BEIE |P thht 25E A F A AR Citrix SD-WAN Orchestrator B9 IP t#thtib, AL IP #htit & R4 Web BR R

mH Citrix SD-WAN Orchestrator.,
FE

DHCP RS 83& 07 H B2 SD-WAN ML+ a o

ZRREIE IP sk, BHRITUTERE:

1. 7£ XenCenter REMEEIRTR, AP IERTAMEMYIAVE Citrix SD-WAN Orchestrator, AEi%ER

BEo
2. EMNEDGE, Bh EHET &5,

dwan-onprem login: admin

‘assword : [;\

You are required to change your password immediately (administrator enforced)
Changing password for admin.

urrent password:

New password

letype new password:

.ast login: Wed Nov 25 09:13:56 on ttyl

Console to Citrix acquired

3 DUDRCH>management _ip

IP Address: 10.105.5
subnet Hask: 55 . 2¢

255.2
Gateway IP Addres: 10.105.5

dhich would you like to do?
"set interface <ip address> <{subnet mask> <gateway>" Stage New Setting
z Subnet Hask, and Gat ay 1 Address
Clear the management interface IP setting
Return to the Main Menu

et_management_ip>_

3. iETEE IP itk

P =

DHCP Brss 2347977723 E7E SD-WAN REHRRIA, SIS BERETETTR.

4, ERINEMWH. ERFAMEMHANE Citrix SD-WAN Orchestrator BIZRIAE REIRIN TR

I
HEd
pali

BR:
Password (%#B): password
AR
BRERNUAERRIANERR AP KB, FeS6EA CLI A Ul sg85MiTIthEN,
MR K1E Citrix SD-WAN MEHEZE DHCP ARS8, MAAFaNEES IP ik,

EREES P MU E N EIR IP foht, 1EHMITUATIRIE:
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1. EPNBEsE, B “THE” Bk,
2. BFRIEMN. BEFAtEMHAE Citrix SD-WAN Orchestrator BZHAB R ERMN TR

R

m
HE
pali

Password (##3): password
3. EEHashEmA CLI &% management_1ip.
4. A< set interface <ipaddress> <subnetmask> <gateway>UEEBER IP,
5. EHEBRENERED IP RED?

EARES M S8R IERE, <y/n>?

& Yy’ B P HEEE 6-7 DHEIHNEENEE IP,

AzAHEE SD-WAN Orchestrator A7)

October 21, 2022

UT2EAFa#H Citrix SD-WAN Orchestrator NI T2 :

o NEUREEMMAF,: BAIWEFF T LUER Citrix S1ENERHEIEE SD-WAN RS, ZRSHZHEF Citrix
SD-WAN Orchestrator IR BB,

« N1 “B2F” (DIY) ik: Citrix SD-WAN Orchestrator BRE Al ER BB EIEIRS IR LA L,

NER{R At R ANFE A

FUNAT Citrix SIERFRETEF NIRRT,
UTBANRRIZHRE:

1. BESEWEEMR SN Citrix Partner,
2. Citrix Partner £t Citrix SD-WAN £,

BIEKEEEMEI Citrix SEK T

RBESEUEBEM Citrix BRSRAFEITRI (CSP)- CSP *if,
BIEMR AR R LUEA Citrix SD-WAN H£E RS REBF IR, Zit%I2% » Citrix SD-WAN & E K550 ITH9-
SD-WAN MSP 7.
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& c @ citrix.com/en-in/partner-programs/managed-service-provider.html e e H
cifrix Products  Downloads  Support  Partners Q_ Contactusv ENv 2
Partner with Citrix 18001022489
Overview Partner Programs ~ Partner Insights

Solution Advisor

Service Provider

. Citrix SD-WAN Managed Service Provider
D e l. I System Integrator v/ |- Of
.
b u S I Independent Software Vendor i n d
Citrix Ready Partner .
ent o » with SD-
Distributor ’
WA r Authorized Learning Center \
’

As enterprises with geographically dispersed locations continue to migrate applications to the n
cloud, new branch locations are just outside the traditional leased-line service footprints.

TERERLI RN —E05, R AEEUELIR Citrix Cloud (CC) kP, BXEZER, &SI £ Citrix Cloud,

BYENEEMAL A Citrix SD-WAN 255

aEtkEE R Citrix Cloud 1.

g o ™
CIthX C |OUd Enter your Citrix credentials.

(Citrix.com, My Citrix, or Citrix Cloud)

Move Faster, Work Better, Lower IT
Costs
A single place to simplify delivery of Citrix technologies.

Provide secure access to apps, data and IT tools. Deploy on
any cloud or infrastructure.

. Remember me

Forgot username? Forgot password?

Contact Support

Don't have an account?
, . Sign in with my company credentials
Sign up and try it free

@ English (US)

Citrix Cloud LiZtMFFE R BRSMREEREET L, Citrix SD-WAN Orchestrator fR<3 BRI LI “AIH
RE” o3, SEMEREERLEMN & SD-WAN”, EB23M Citrix SD-WAN £S5 iRS 24,
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Available Services (15)

o

1
Analytics

Security, performance and usage insights.

Learn more

ITSM Adapter

Provision and manage Virtual Apps and
Desktops.

Request Demo

Learn more

©

Secure Internet Access

Comprehensive cloud security services for
Saas and Cloud apps

Request Demo

Learn more

&>

Application Delivery
Management

Hybrid management and analytics service
for Citrix Networking on-premises and
cloud.

Learn more

&

Intelligent Traffic Management

Optimize application routing with network
experience metrics.

Request Trial

Learn more

®

Secure Workspace Access

Security controls for VPN-less access to
intranet web apps and SaaS apps.

S
Content Collaboration

Secure data access on any device.

0

Endpoint Management

Enable subscribers to use corporate or
BYO devices.

Resell Content
Collaboration

’ Request Demo

How to Resell | Learn more

®

Microapps

Streamline workflows and deliver
using
insights

Request Demo

Learn more

&

Virtual Apps and Desktops

Deliver virtual apps and desktops on any
levice.

Request Demo

Request Demo

Learn more

Learn more

v

Learn more

SD-WAN Orchestrator

Centralized cloud management service for
SD-WAN

Resell SD-WAN

How to Resell | Learn more

Virtual Apps and Desktops for
Azure

Simplest, fastest way to deliver Windows
Apps and Desktops from Azure

Request Demo

Learn more

Your account has been provisioned and is being validated

Go back to Launchpad

Citrix SD-WAN Orchestrator RS MMIIEETE “BIRSE" ThH.

&8

Gateway
SSO to SaaS, web and VDI apps.

Request Trial

Learn more

&

Secure Browser

Protect corporate network from web based
attacks.

Request Trial

Learn more

&

Workspace Environment
Management

Optimized resources, user environment
and profile management.

Request Demo

Learn more
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&40 Ino 1 ©o0 2o ho

Customers Library Offerings Resource Location Domains Notifications Open Tickets
[ View Details | [ View Library | [ Edit or Add New | ['Add New | [view Al] ["opena Ticket |
My Services (1)
SD-WAN Orchestrator

Centralized cloud management service for
SD-WAN

Manage

How to Resell_ | Learn more

ANIIDIY &Rk

FENEMA DIY Rl FFREUREBIFEEREEH SD-WAN WEHERF.

AIDIY &R

1. &P &S Citrix Cloud P,

A ™
CItI"IX C|OUC| Enter your Citrix credentials.

(Citrix.com, My Citrix, or Citrix Cloud)

Move Faster, Work Better, Lower IT
Costs
A single place to simplify delivery of Citrix technologies.

Provide secure access to apps, data and IT tools. Deploy on
any cloud or infrastructure.

. Remember me

Forgot username? Forgot password?

Contact Support

Don't have an account? ) . . .
. . Sign in with my company credentials
Sign up and try it free

€ English (US)

Citrix Cloud H2tMFAE R BIRSHFEERET T L, Citrix SD-WAN Orchestrator AR5 BEMGE] LITE
“BTHRS” 291
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AR

BERENER—NEAKP M Citrix Cloud. ERRFAFRFAETFHME ID BANE5—4 Citrix

Cloud t¢f 8%,

2. BReE “\iEdA".
Available Services (15)

of

i
Analytics

Security, performance and usage insights.

Learn more

ITSM Adapter

Provision and manage Virtual Apps and
Desktops.

Request Demo

Learn more

©

Secure Internet Access

Comprehensive cloud security services for
Saa$ and Cloud apps

Request Demo

Learn more

&G

Application Delivery
Management

Hybrid management and analytics service
for Citrix Networking on-premises and
cloud.

Learn more

Intelligent Traffic Management

Optimize application routing with network
experience metrics.

Request Trial

Learn more

O]
Secure Workspace Access

Security controls for VPN-less access to
intranet web apps and SaaS apps.

Request Demo

Learn more

EEETZF#R SD-WAN P,

S
Content Collaboration

Secure data access on any device.

0

Endpoint Management

Enable subscribers to use corporate or
BYO devices.

Add Service v Request Demo
Learn more Learn more
® py

Microapps

Streamline workflows and deliver
actionable notifications using behavioral
insights

Request Demo

Learn more

el

Virtual Apps and Desktops

Deliver virtual apps and desktops on any
device.

SD-WAN Orchestrator
Centralized cloud management service for
SD-WAN

Request Trial

Learn more

Virtual Apps and Desktops for
Azure

Simplest, fastest way to deliver Windows
Apps and Desktops from Azure

Request Demo

Request Demo

Learn more

Learn more

Your SD-Wan account is being provisioned

Go back to Launchpad

3. Citrix SD-WAN Orchestrator fR$s MLIIE R TE “BMIRSE” TH.

Gateway
SS0 to Saa$, web and VDI apps.

Request Trial

Learn more

&

Secure Browser
Protect corporate network from web based

Request Trial

Learn more

&

Workspace Environment
Management

Optimized resources, user environment
and profile management.

Request Demo

Learn more
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Yo

Library Offerings

View Library

“01

Resource Location

©0

Domains
[ Add New |

2o d»o

Notifications Open Tickets

[ Edit or Add New ] [ view Al | [ view Al |

My Services (2)

SD-WAN Orchestrator
Centralized cloud management service for
SD-WAN

Learn more

Available Services (15)

off

1t
Analytics

Security, performance and usage insights.

Learn more

0

Endpoint Management

Enable subscribers to use corporate or BYO
devices.

Request Trial

Learn more

&

Secure Browser
Protect corporate network from web based

Request Trial

Learn more

&
Application Delivery Controller
Intent based application delivery of Apps on
AWS

Request Trial

Learn more

Gateway
SS0 to Saa$, web and VDI apps.

Request Trial

Learn more

@
Secure Workspace Access

Security controls for VPN-less access to
intranet web apps and Saa$ apps.

Request Trial

Learn more

>N

ér%ﬂﬂ/

Application Delivery
Management

Hybrid management and analytics service
for Citrix Networking on-premises and
cloud.

[V ELET-LY

Learn more

ITSM Adapter

Provision and manage Virtual Apps and
Desktops.

Request Trial

Learn more

&

Virtual Apps and Desktops
Deliver virtual apps and desktops on any

©
Secure Internet Access

Comprehensive cloud security services for
Saa$ and Cloud apps

Request Demo

Learn more

&
Intelligent Traffic Management

Optimize application routing with network
experience metrics.

Request Trial

Learn more

Virtual Apps and Desktops for
Azure

Simplest, fastest way to deliver Windows
Apps and Desktops from Azure

Request Trial

Request Demo

Learn more

Learn more

S

Content Collaboration
Secure data access on any device.

Add Service v

Learn more

B

Microapps

Streamline workflows and deliver actionable
notifications using behavioral insights

Request Demo

Learn more

&

Workspace Environment
Management

Optimized resources, user environment and
profile management.

Request Trial

Learn more

BF Atz FH Citrix SD-WAN Orchestrator

July 17,2023

AN BEFPINEIE REFAMAR Citrix SD-WAN Orchestrator,

U TF2&FAHAR Citrix SD-WAN Orchestrator 2 HiEEE &M IOREH:

o &G CCitrix Cloud #F, BEXEZEE,

&5 & Fih1e SD-WAN Orchestrator,

o EeAcHfER Citrix SD-WAN Orchestrator, &#7i7E Citrix SD-WAN Orchestrator BRSSHiBEE— MK,
EXELER, ESEBA Citrix SD-WAN Orchestrator iz,
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« SIRABBEEXNRNEES,

o MAPIFlEIESIBZ A5G, UFREREF ID. ID &A= S, £ Citrix SD-WAN Orchestrator for zkith
EREEEXLEFMER

AR

NREBETHER, WEERGEHITRME R,

IEEER

REEFEELEFAIUBIEEEREEH SD-WAN WL, ERIFEER, BERITUTSE:

1. &= Citrix Cloud #SME SHAMIHREE,

X Citrix Cloud SD-

Home

My Services

Library

License & Usage

Identity and Access Management

Resource Locations

Workspace Configuration

Support Tickets

Notifications

2. %I EER NE, ABEMN SHRME THTIRPERE Citrix 54,

13

« ldentity and Access Management

Authentication  Administrators APl Access  Domains  Recovery
—

Select an identity provider

Add administrators from... -~

Citrix Identity

Display Name Identity Provider

User Active Full Citrix Cloud

3. RAMNEERBFHMID, AREE “&IF
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« |dentity and Access Management

Authentication Administrators APl Access Domains Recovery
—

Select an identity provider

Citrix Identity ~ Bulk Actions

Access Identity Provider

User e 4+ - P . Active Full Citrix Cloud

4. ERILLER “E2pERR" B “BEGHERR. ZAXER SD-WAN RSHNERRIZE BE X HERR,
R “BEXIAR RERHEE, BHAM “EMEE" 95 SD-WAN EREFES “ReBFiE ERE,
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will be added to Citrix

Systems Inc.

Before sending the invite, set the access for this administrator.

O Full access

Full access allows administrators management control of Citrix Cloud and its services, as
well as adding or removing other administrators.

© Custom access
(1 Switching to custom access will remove management access to certain services.

Custom access allows you to determine exactly which part of Citrix Cloud your
administrators can manage.

Select all | Deselect All

I:I General Management

|:| Domains
‘:l Library
|:| Notifications

D Resource Location

| Secure Client

|:| Workspace Configuration

SD-WAN

Customer Admin: Full Access

Customer: Read Only Access

S

5. BHERXBIE.

IREERAKFE, BIEERKAERUER APl Z1H,

MREELREEEXEERAR, NALUERTEREIE APl T,
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&5 APl X

HITUTHEERAMAR Citrix SD-WAN Orchestrator,

1. &= Citrix Cloud #SM% SHHHRERE,

X Citrix Cloud

Home

My Services

Library

License & Usage

|| identity and Access Management

Resource Locations

Worikspace Configuration

Support Tickets

Notifications

2. ¥%3| APl ifie DiE,

- ldentity and Access Management

Authentication  Administrators | APl Access |  Domains Recovery
—

Secure Clients Product Registrations
h]

Secure Clients are used to interact with Citrix Cloud APIs. To use this secure client in a silent connector install or to access any of our APIs, use the customer ID nishantgus as the customer

parameter.

How does it work?

Create your client  Download client to get your ID and Secret.  Manage client

3. BIEE P, IETHEERAMAR Citrix SD-WAN Orchestrator FRER ZF ID .
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Authentication  Administrators APl Access  Domains  Recovery

m Product Registrations
Secure Clients are used to interact with Citrix Cloud APIs. To use this secure client in a silent connector install or to access any of our APIs, use s the

customer parameter.
\

I testabicd Create Client |

Named -] Created By Creation Date Last Used Date Actions.
test_athanasial 0 - B o
rbac-test . —— - - - s = o
thac r—— . e —— a
rbac - - —— - o @
bac

- - e - - o

g

—— - )

4. 8F CREEFFR &, E2NERMEID M BB, EIUEH. REXTHEXLEER.

x

ID and Secret have been created successfully

ID: - s e - . Copy

Copy

L]

SECTel: S Re N e eeeeRERRRRRE O

5. #%3RM Citrix Hypervisor (XenServer/VMware), AERohHERF 4y Citrix SD-WAN Orchestrator

6. BEnAsHikR Citrix SD-WAN Orchestrator /g, 12HBHARFRE (BIER) M (FBHE),
FE
BRERNANERINNEER B ZER, BER CLI A Ul saslHh Tt B R,
7. R K7E SD-WAN MEhEdE DHCP BRE2S, MMATFEhmNEES P ik, BREES IP il B hEE IP
ik, ERITIA TR

o EEHEF, A CLI &€ management_1ip.
« A®< set interface <ipaddress> <subnetmask> <gateway>.

AR

o &I |P it SERTFAMEIIAY Citrix SD-WAN Orchestrator #9 IP tthtit, (SR IP #hib &R
i Web B R @&/ Citrix SD-WAN Orchestrator,
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o AILLEE M AE (CLIA DHCP) EEEEREO.

8. /& #h A& i ik Citrix SD-WAN Orchestrator /5, EBRIAER T, €& 5 503 DNS iR 55 88 9.9.9.9 A
149.112.112.112 BB N F RS BMNMEENARS 2. WEME, EEJLUERLUTaH<SER DNS BRS328 |P tthit:

o EEHAF, A CLI &< set_dns,
o WMA®S, set primary <ipaddress> ZEH Y N, BWIAEX.
o MAB$ set secondary <ipaddress> #H#@y N, BAEK.

[SONORCH>set_dns

nameserver 9.9.9.9
nameserver 149.112.112.112

hich would you like to do?
"set primary <ip address>" - Stage New Primary DNS IP Address
"set secondary <ip address>" - Stage New Primary DNS IP Address
"clear” - Clear all DNS IP Address
"main_menu" - Return to the Main Menu

set_dns>Set primary 8.8.8.8

re you sure you want to change your Domain Name Server IP settings? <y/n>?

nameserver 8.8.8.8
nameserver 149.112.112.112

hich would you like to do?
"set primary <ip address>" - Stage New Primary DNS IP Address
"set secondary <ip address>" - Stage New Primary DNS IP Address
"clear” - Clear all DNS IP Address
"main_menu" - Return to the Main Menu

et_dns>set secondary 9.9.9.9

re you sure you want to change your Domain Name Server IP settings? <y/n>?

nameserver 8.8.8.
nameserver 9.9.9.

hich would you like to do?
"set primary <ip address: Stage New Primary DNS IP Address
"set secondary <ip addre - Stage New Primary DNS IP Address
“clear” - Clear all DNS IP Address
"main_menu" - Return to the Main Menu

9. EAEE IP {TAMNKEE. HIUTRER:
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Ci|'|"|)'< Enter your Citrix credentials

Custornerid ™
Client1d ™
Client Secret *

POP

uUs1

usz
EU1
AP1
AP2

10. REEZHEMST i Orchestrator 812X FIHIMREZFH THMEF ID. FF4 ID B HEH, E5EF

ZWPERMN POP, MINERETEEX POP,
AR

RBEEE 15 REM—R, EHRENERIHEF, BRERIXMERNE.

11, EARERIUE HRHERIANAEFP 2 FEE,

Cilrix_sign in to your account

S sono |

fRAT LAES) Citrix SD-WAN Orchestrator Atz HIEARTEEIR T -

e

§:)
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SD-WAN Orchestrator for On-Premises STV o

Citrix Systems Inc.-int4b241c4c All Sites v (@) @ q'p
) DASHBOARD o
< Network Dashboard & Relative Time inteval:  Last 1 Hour Site Group
4 REPORTS > _
£2 ALERTS See Al © UPTIME See Details TOP APPS See Al © TOP SITES See All
33 Overlay Underlay ica_pri... icmp ica_pri... branch_2100 mcn_2000
@ CONFIGURATION > Critical 100.0% 50.0% 996.11 MB 850 KB 400 KB 0.64 % 032%
New Si M List 2 2
R, TRouBLESHOOTING S w s
7 i
i Clustering OFF r
. ADMINISTRATION > Map  Satellite / 9 o
, Canuon
o
fing Se: &
S0 INFRASTRUCTURE >
Sea of
khotsk
Mongol wa ;
o
2 v
apan W Unit
chi SouthKorea  J3P %
i
North
it E: hina Sea Pacific

BFaihiFapy Citrix SD-WAN Orchestrator

October 21, 2022
EAFAHiFa ey Citrix SD-WAN Orchestrator @B F B 25F (DIY) BF—HiZERIER,

£ Citrix SD-WAN Orchestrator &84t F oIy REH, BEHREEER CitrixCloud. BXESEER, 5%
i# BT Az FH Citrix SD-WAN Orchestrator,

FAFA#uEER Citrix SD-WAN Orchestrator 2% Z#RME, BEF EEAIBERRSFBEMBEMAEINNER,

HAEI

Z i Citrix SD-WAN Orchestrator Z&tiik P 2 AR TREN, HARINERSEIN 60 X,

RARIRE, ERNEUBRERDY, FLEBRFEZE, BEDFEEMER, HE—NERFIIEREERF
#9 Citrix SD-WAN Orchestrator EBt, ZZEFH Citrix Cloud SRS ML BRER AEF R, RIBEEHIFRIEN
WEMAE, HERENE ST LUIREERIERENF . —FIFEES: ENXAREZHA. 7£ Orchestrator tiv%&
EO—IERWTAIENRR, BIRARBIE=IFE, UREMEEHAEFER, INNEEFRET. BXEZER,
BEH RN 2 EETA 2R i+ ZR TR R,

T BRIk SR 0

AztEFRE T Citrix SD-WAN Orchestrator B9Ffd 281t B8, AT = FhRBUAYTI(S 2R 1T BRAE T AT fitie 4%
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o MNTREEITI: MNEITHAE 1 £/ 3 F£893t%l. ITHEEHABE R FFRMETRHMEIRENENNREE
T EPFRNEESEITREH R, AFREAREEMBRTFRE,.

o TG ERRARR: ERAMMEKAFEIE, WRHERAREIRS. BREARKEE. B2, BA4rIFaEErft
BRMTINAA MR, BABRME, BFFMERHFEIREHENIEXAITIH.

E1£ Citrix SD-WAN Orchestrator for Inclouse hEEHEER, FEMRREIISHE BIE > F0 > EFIHHE
N HEEXETH “TUEER" M KR

RFANE LEREIFER bR, BXEZER, F5H RRMD KM BT EE AR,

O FFH 7 BC TS BRI SRR AL RIARF

eI LAEA Citrix @i B FEpH R MAVIS IR R IBITIF elERA, &, FFERUTE Citrix Cloud 89 ¥FFEHEEE |7
FPHREEREAE. TR EUENEPER FITAASE T FEEITH it EER.

SoREM: HERBEIEFZIFAIE SE|IPEHAE Citrix SD-WAN Orchestrator zs#h i a]iF, WL 4SBT F AL,
BERR/ECH D EIFANE, SARBMEA Citrix SD-WAN Orchestrator zith®= @By el iE i8S,

1. mERFAARREM Citrix SD-WAN Orchestrator &, SiZl BIE > 7], AGET ERITEER, %
BitBEn, AERE 1RR.

Customer OnBoarding

Cancel

2. BF “RRIFIIE

Network Administration: Licensing Licensing Model:  Prepaid Annual And Perpetual

Retrieve Licenses

License View Site View

SDWAN Entitlements

Device Model Device Edition Bandwidth Expiration Date License License Access Licenses Assigned To Actions
i Sites

Page Size: 50 Pagel of1

3. B +iFNERRAE, BAFRRHERNHRINEUREREREN, ARRE R
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Retrieve Licenses

+ License Access Code

ERF A Citrix SD-WAN Orchestrator i ZEB N HIE R IFRIIER,

Network Administration: Licensing

License View

SDWAN Entitlements

Device Model

CB110

CB1100

CB2000

CB210

CBVPX

CBVPX

4. BF “DE[EUVEDE,

Device Edition

SE
SE
SE
SE
SE

SE

Bandwidth

Expiration Date

December 1, 2022 5:30 ...
December 1,2022 5:30 ...
December 1, 2022 5:30 ...
December 1, 2022 5:30 ...
December 1,2022 5:30 ...

December 1,2022 5:30 ...

Software Maintenance

2022-12-0100:00:00.0

2022-12-0100:00:00.0

2022-12-0100:00:00.0

2022-12-0100:00:00.0

2022-12-0100:00:00.0

2022-12-0100:00:00.0

License Type

SD-WAN software Subscript...
SD-WAN software Subscript...
SD-WAN software Subscript...
SD-WAN software Subscript...
SD-WAN software Subscript...

SD-WAN software Subscript...

Licensing Model: ~ Prepaid Annual And Perpetual

License Access Code Licenses Assigned To Actions

Available Sites
9 0 Assign Unassign
9 0 Assign Unassign
9 0 Assign Unassign
9 0 Assign Unassign
19 1 Assign Unassign
9 1 Assign Unassign

Page Size: | 50 Pagel of1

REER “BRFA". BRETREETESF TN TIFNEHRENMRERIFAIER,

Details of UnLicensed Sites

View:

All Licensed (e) All Unlicensed

All the unlicensed sites with configured bandwidth equal to or less than the license bandwidth are displayed.

Device

secondary

Platform

VPX

Page Size: 200

Configured Bandwidth

200

Pagel of1

Cancel

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

66



EAF Ay Citrix SD-WAN Orchestrator 14.4

5. &FMR, Bl “Nic”, ARBH FARIES

£ “FrEFH” MEF, BFETREWAERNTIR. S8 LUEFREUED BT rEH B ERRE .

Details of Licensed Sites

View: (@) All Licensed All Unlicensed
Site Device Device Model
secondary CB1100
primary CB1100
Page Size:

Configured Expiration Date
Bandwidth
200 1732838400000
200 1732838400000
200 Pagel ofl
Cancel

£ UROE T, SRERENTEMTANEFE BRI R SIFrNE#TRR, KMESESRESEITFAIE,

AR

BENSEDEVFANE, RSV NEEEITRIENFETIS,

License View Site View
Site. License Status HA Role Device Model Device Edition Configured
Bandwidth
Inactive primary CBVPX SE 20
s ST
VFEIIEE HR

Licensed License Software License Type Action

Bandwidth Expiration Maintainence

500 December... December... SD-WAN s... Unassign
Page Size: 50 Pagel of1

WENERIHAE, B1EF 30 RAVFEIRER, SFk#/B P RIEIESITHIFIE. SRARIMAE, TR HMEHIERE

Repit, FEEWFAIESIT 2R ASERMEL.

5 Citrix SD-WAN & &19iE1E

October 21, 2022
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7% Citrix SD-WAN Orchestrator EAZ#E BRI, FRERTAH#A Citrix SD-WAN Orchestrator fEitis £
8 Citrix SD-WAN i&& Z e Bi0EE. ErLi@T I TARNZ —BILEE:

o BmBMHIIE: SD-WAN &&xtatpy Citrix SD-WAN Orchestrator #1789 %iF. BRBRSHIIES,
T Citrix SD-WAN Orchestrator Zs#iF H33§H H{£3 SD-WAN i&& L.

o WEEHIWIE: SD-WAN FRXIRMIEBERHTE NI BANESMRIESE, B SD-WAN &&
P £ AR Citrix SD-WAN Orchestrator £, #4717 SD-WAN i&#& £ EfEz#thfy Citrix SD-WAN
Orchestrator iE+.

o TEBMIIE: 7EA#A Citrix SD-WAN Orchestrator #1 SD-WAN i&& B2 ILERE, TESHRIE. X
Ef#E A SD-WAN &% Citrix SD-WAN Orchestrator $RkERZ#iEH, MREMER LML (Hlan MPLS) ,
=] AR T B 43383,

} =

AR

B ER BRSMHIIE SNEEMIIE. MFRLESMIIE, WBIEER e DNS RS,

TRIUFHEES SN ILRIERE, thelLUERBmTHEMEE,

AR

Citrix SD-WAN 11.3.0 2i8&&EE324#89 Citrix SD-WAN Orchestrator FrEM SRR HERR S,

TIRMERE

SEMBEZ—NERE, BTEBEIRES5AM Citrix SD-WAN Orchestrator ZElfiEiE, EaUERIERL
TREMNENSRESEMBBRE IR IER,

TR E

E=TEMIPEIGE 25 ST SD-WAN 8% LEE Citrix SD-WAN Orchestrator KB AMIER, EEHEITH
NITRO API & IBIFHHTHM EE, ©MEAFAHA Citrix SD-WAN Orchestrator F&iiE+H, &F SD-WAN i&
%, RRLEIEH, ©F=TH SD-WAN EZIEPHIEE LEFERT MM Citrix SD-WAN Orchestrator L,

AR

1517 11.3.0 AESRAR SD-WAN & & FETSEMEE,

TERMIBENZSF RS MHINIE N W@ HIIE. FXFEFASFHIIE. ORE “EE° > SIBSHEIE TELE
BT “BMWIEEEE”, NREINAS M. MREASMIIERE, NWEIERS DT,

ERILLFEAMIER, BaEJUSN CSV XAURNFINS M iR,

ERBFSTEMIELE, FSNT BE > ZTD &8 > = ZTD, ABHRE + ih,
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Non-Cloud ZTD Cloud Brokered ZTD (Preview)

e Non-Cloud ZTD Settings helps to configure On-prem SD-WAN Orchestrator Information on SD-WAN Appliances running 11.3.0
@ and above releases.

e Multiple sites can also be added by importing a .csv file with all the site details.
Click here to download a sample .csv file.

Non-Cloud ZTD Settings

Site Name Management IP Configuration Status Actions
Page Size: 50 Showing 0 - 0 of 0 items Pagel of1
=
AR

TEA LM MBEEE TURRES N ERNIFnTERINBRE, SHRIGRBREER, AEEE IRl ZTD,

) DASHBOARD Network Configuration: Home S
4 REPORTS » Software Version: 113153
@ CONFIGURATION y
: - Sita Hame Sha Role DwvicaModel  Sarisl Mo Barcuidth Actions
bty e
Netwark Cantig Home MCNva MEN VPK-SE AFFBBITT-FOC2-8HCO-530.. 100 Glore .
Delivery Services > BranchVPX Branch VPX-SE BEADZDCD-BDEE-BOGETAT.. 100
Delete =
Rauting
: 0 Rebeot (U]
) Link Sottings 5 PageSize: 50 ’
QoS » Reset
Security Update Password &
Site & iP Groups »

App & DNS Settings

Prellan R Tamelatos

M “UERBIR FRITIRPEZE— PSR, ABRA Citrix SD-WAN &&H BIE IP ithit,
BR “EAZTD &0 EMaMR ZTD #OMAFIE= ZTD, #ilRE7%E SD-WAN Orchestrator EEA7T ZTD #

o MNRFKENEZE S D-WAN Orchestrator -2/ ZTD 0, &R “6/A ZTD #0O” &M,

« 4 SD-WAN i&#&arbligial ZTD #0 IP #iiHB 415 12 IP #itey, SR “fA ZTD #0A” %I,

« BAZTD #OBKREE “BA ZTD O %W, HARKEEEED IP #itAF SD-WAN &&5
SD-WAN Orchestrator Zi@lfi@fs. £/ ZTD &0 EXATERIES ZTD SHg&# TR E.

REISENAFARNED. NREERIREXONELRNFELENR, HER “2NEE S%E, M5l £
EEEMEEIES, RAREEERNFED,
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AR

WNFHMEENLR, YAEERERNESIIAZL,

Add Sites

= The 'Use ZTD Interface' checkbox will allow the initial transport and all the subsequent requests via ZTD interface if configured. By default, the behavior does not

® use ZTD interface for initial communication to the appliance
Use ZTD Freshl:
Site Name Management IP Username . y Password New Password
Interface Provisioned
BRANCHVPX 10102.29.220 v admn [ e
Add Cancel

BE + BRERMEZ IR,
BTSN CSV XHFLURRME N iaR. AR RESRRET I FHORGER. THHRMHIERIFRES.

Non-Cloud ZTD Cloud Brokered ZTD (Preview)

e Non-Cloud ZTD Settings helps to configure On-prem SD-WAN Orchestrator Information on SD-WAN Appliances running 11.3.0
® and above releases.

o _Multiple sites can also be added by importing a .csv file with all the site details.
Click here o download a sample .csv file.

s onprem-orchestrator-sample-template - Excel

Insert Pagelayout Formulas Data Review View ) Tell me what you want to do Praveen Kumar Q. Share

=2 = E & = AutoSum ~
P Déi:::y ) Calibr KA = 57 Wrap Text General - U; ) . [;.'4 %{4 l(-EIm D;.:?XFE] énuv ?Y& F&
) Eahguscanar | § % 3 |58 41| Sndsiol T 98 | bt o g o S8
Clipboard & Font © Alignment ® Number ® Styles Cells Editing ~
K13 fi v
A | B C D E F G H Ly (4]
1 no applianceName li Name li d li 1P isPasswordExpired applianceNewPassword isPrimaryAppliance
2 1 Site1Primary siteladmin sitelpassword 10.102.78.154 FALSE TRUE
3 2 SitelSecondary siteladmin sitelpassword 10.102.78.155 TRUE sitelnewpassword FALSE
4 3 Site2 site2admin site2password 10.102.78.156 FALSE TRUE
5
6
7
8
9

o IGEBM: FIERABEHERLENLRET. BXELER, B8R EARLE,

- KEAFA: FHRIRE LRENAF 2.

o IGEENE. MRIRENERZE,

- ZEREERH: BEREREELHEE. MREN True, BIiRM REHEN,

o IRENEN: FERENISENENE, R “BEEIH BN True, 1HH 8ERMHIEN,

o BEIEE: NREETSAAM (HA), WENEENEXAR True, ERIGENELTA False, MRKFRE
HA, MZEXHZH True,
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B SN, %EECSVXH, RERE “LE

Non-Cloud ZTD Settings

|

SiteName ~ Managemeni Configuratior  Action:
P Status

BRO_110 10.105.1...  Siteis... ||

MCN_211 10.102.... Initiate... |

Page Size: 50 Pagel of1

Import Sites

Click here to select the file or drag and drop the selected file.
Allowed file type is .csv

onprem-orchestrator-sample-template.csv

Cancel

ERESANEERS, ERLOERRiaibRits, HEMRAEE LS TSEMIE, WA LUEFESIEMbR.

Site Nai Management IP Configuration Status Actions
MCN_23 10.102.78.154 Site is configured successfully Tl
Sitel 10.102.78.156 Site is configured successfully Tl
Page Size: = 50 Pagel ofl
—/hTmEs 3
~ESEMEE

=RIEZEMEFEMEA Citrix SD-WAN Orchestrator IRSSE s #ZBE R Citrix SD-WAN Orchestrator # Citrix
SD-WAN ig& ZiamI8, ERF A Citrix SD-WAN Orchestrator @ Citrix SD-WAN Orchestrator BRE %
REoEEMBEREES. cSENBELREEESUTER:

FHHER
BHEIERE

AHIEH

BREFE (FFISTIR)

Citrix SD-WAN Orchestrator fR&572fM Citrix SD-WAN Orchestrator 2 AtE 8, HiREFERHFTISE
% Citrix SD-WAN Orchestrator BRs38$, Citrix SD-WAN Orchestrator RS FREMNBIRRE ZI&E VA Citrix
SD-WAN Orchestrator zxith&E3, Citrix SD-WAN Orchestrator fR33&id Citrix SD-WAN Orchestrator §sith
FE B ERAIRE, Citrix SD-WAN REEHEIEH %1% Z Orchestrator fs5. Citrix SD-WAN Orchestrator A&
SERHFEIEEIER,
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ERFAE Citrix SD-WAN Orchestrator EHAM Citrix SD-WAN Orchestrator BREZIREUEZIEP. EEEF &
#fy Citrix SD-WAN Orchestrator 51§ &z BB L %EiER, ERATF A9 Citrix SD-WAN Orchestrator 1§#&
BEMERHHIERIESE,

SRETERBEBRENERTEFRERETHNER, REBREREFIFHoNETEMIZRE,

WM
o IGRFEEIFRIUTIERZ A S Citrix SD-WAN Orchestrator fRSZEITiERE:

sdwanzt.citrixnetworkapi.net
T#.citrixnetworkapi.net
trust.citrixnetworkapi.net
sdwan-home.citrixnetworkapi.net

o H1RIEA T a#A9 Citrix SD-WAN Orchestrator 14225 LUZEEE Citrix SD-WAN Orchestrator fRs3 LUE
=31 E SD-WAN 8%,
o 1R Citrix SD-WAN R B EVBB T2 LUK 7E SD-WAN i&& EmE B iR B R A LUEEZR SD-WAN

Orchestrator fR%3.
ERE-RNESEMIBEIRE, BRITUTRE:

1. EiEATFA#E Citrix SD-WAN Orchestrator 1, FRA5ISRITIERECIEMEN LR, BXELER, &
B iR E,
2. FREEBRERVIIHFFLE. AXELER, F5H WEERE THAFMN “FBRERR 50,
3. Mzl E1E > ZTD i&E > Cloud Brokered ZTD , AF# T + i,
Network Administration: ZTD Settings

Non-Cloud ZTD Cloud Brokered ZTD

Cloud Brokered ZTD Status

Pull Appliance Certificates Delete Cloud Brokered ZTD Settings

Site Name Configuration Status Actions

Page Size: 50 Pagel of1

4. NTFIRFIERE—NERZTR, AREE BN, XEBRERIEENERETHN, ERERENERRS

MiE o
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Add Sites

Site Name *

Sitel X MCN_23 X

Add Cancel

5. =EEMBERECDSEH L%E Citrix SD-WAN Orchestrator BRS3.

Non-Cloud ZTD Cloud Brokered ZTD

Cloud Brokered ZTD Status

Pull Appliance Certificates Delete Cloud Brokered ZTD Settings

Site Name Configuration Status Actions

Sitel Cloud ZTD Site Configuration is created o]

MCN_23 Cloud ZTD Site Configuration is created W
Page Size: 50 Showing 1-2 of 2 items Pagel of1

6. EHIEDOMDZILSEHEESHITFF SD-WAN &R,
7. XS EAEFETISEZ Citrix SD-WAN Orchestrator BRS.

8. Citrix SD-WAN Orchestrator AR$3 78 2 AthZRZ /Y Citrix SD-WAN Orchestrator #1ig& 2 @ RIE, E4
HAZHRIES, Citrix SD-WAN i&& 54#A9 Citrix SD-WAN Orchestrator Bir 2 iEiE, SEMITERIN
&, BN H 2RE Orchestrator % 5chfy “BiE” > “WMKEEER To

9. WEH H FEE, BEEMRFHEIRE.

10. ZARE/HRHE, BRILENRE, HERAENNENERRESENR 8" > “WEREXR” TH “TAY”
5o

AR

EATFAHA Citrix SD-WAN Orchestrator AAEE 30 S50 A fERIUSZIEBH L MEIEE, EIEMHE
BREIEP (EEFF 3098, BREE “RBUKEIER .

WMERE, EAIlEEETE Bk Cloud Brokered ZTD i E”, ERMIMRSABIMEREXMES. NREFEEHIE
REMNERES, BRES5 &R N AIMFRET.
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Cloud Brokered ZTD Status
Delete Cloud Brokered ZTD Settings

Pull Appliance Certificates

Site Name Configuration Status Actions

Sitel Cloud ZTD Site Configuration is created

MCN_23 Cloud ZTD Site Configuration is created o]
Page Size: 50 0 g 2 2 S Pagel of1

PR

o SD-WAN &L EEZEINHZ=EFEERM Citrix SD-WAN Orchestrator for Inclouse B9% 24, 1l
i, SD-WAN & &RFS5E REE B AHAR Citrix SD-WAN Orchestrator 89%E#, #ETFREEM Citrix
SD-WAN Orchestrator Zthi¥ 4z EAR a2 2 SD-WAN &%,

o i@t LTE #3289 SD-WAN @& T2 S5EMEML LITER Citrix SD-WAN Orchestrator BiriE#,

ZTD #NigE

{RE] IAE A # A9 SD-WAN Orchestrator L2 BZ#EAEE (ZTD) 0. B WE S HIIERIFHN ZTD O
SD-WAN i&#& fz#py SD-WAN Orchestrator 12t 72 2miEEE,

BA ZTD #0105, @d3k= ZTD # Cloud-Brokered ZTD ZFZ#93r D-WAN i&& A ZTD #£0 IP it 549
SD-WAN Orchestrator i&{z,

TERSERE M, EHERBTRBEDNIE SD-WAN Orchestrator b7 EBiEOZIMEE EMIED,

General Memory Storage Networking Console Performance Snapshots Search

Virtual Network Interfaces

Networks

| Device « MAC Limit  Network IP Address Active
=Y} Ta:2b:48:ed:14:7b Network 0 10.105.172.131, fe80::782b:48ff:feed: 147b Yes

0e:01:54:f4:ad:95 ZTD_Interface_Network Unknown

s F VMware ESXi E2##, EWRTESN ZTD HFINEGIMEOGEHR BRI
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J ~ Hardware Configuration
» [ cPU 8 VCPUs
#il Memory 16 GB
» ) Hard disk 1 64.97 GB
» M Network adapter 1 VM Network (Connected)
» MM Network adapter 2 VM Network (Connected)
» [ video card 4 MB
» 5y CD/DVD drive 1 Remote device CD/DVD drive 0
> E Others Additional Hardware
B ZTD &0

EEATAH GUI A9 SD-WAN Orchestrator &, iz 12 >ZTD&E, ASER BERA ZTD #0 UERA ZTD #
Oo $2f# ZTD 0O IP #uhit, FRIIERIFAM X IP ik,

WE ‘WAL SEREEEN", URFRELE3IES ZTD 5 Cloud Brokered-ZTD #8Z89 SD-WAN @& 4454
AEEEO IP it 574489 SD-WAN Orchestrator i,

e g==
E=]

MRKERE “FERANALSNEEEO”, NE@TIEx ZTD 55 Cloud Brokered-ZTD &8&#y SD-WAN i&&
Bir A 5 aitpy SD-WAN Orchestrator B9iEiZ,

() DASHBOARD Network Administration: ZTD Settings

Non-Cloud ZTD Cloud Brokered ZTD ZTD Interface Settings

47 REPORTS >
@ CONFIGURATION >
ZTD Interface Settings
S\ TROUBLESHOOTING > @ Ersbie 71D nterface
Selecting the below option will allow the previously configured sites to continue using already configured Management IP on eth0. Deselecting it would cause the previously configured
sites to lose management connectivity with OnPrem Orchestrator.
S0 ADMINISTRATION v

/| Use Management Interface For Existing Sites

IPv4 Interface
User Administration

Licensing | Enable IPv4

ZTD Settings IP Address

Certificate Authentication 1721318757
Domain Name .
Subnet Mask
HTTPS Certificate
255.255.255.0

Gateway IP Address
£ INFRASTRUCTURE >
172131871
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R ZTD #O6REEs ZTD MRER “FHENEGLESNESIEEND” %W, NEFERIER ZTD SBEMIGRIFHRE(FE
REEED IP thhtiEiEA#Asy SD-WAN Orchestrator, 7£i18& EEEIIER ZTD, /A ZTD 0 IP it 52y
SD-WAN Orchestrator &2i7i%#z,

AR
f£FrA SD-WAN ig#&i@id ZTD #0 IP #hit 54389 SD-WAN Orchestrator #BirE#fE, EaIUEA “FH
MBI SAEIREDT E,

MRKREE “FRUGHANERED XM, WEMFEHAIES ZTD HE X SD-WAN &K EKLS5A My SD-
WAN Orchestrator 89iE#E, 8 ZTD #0 IP tthit7E SD-WAN i&& EEshiEs ZTD, UkE S54H#hk SD-WAN
Orchestrator 9%,

R ZTD ENRESRIE ZTD WMRER “SRANALSNEERED” %M, NEMA Cloud Brokered ZTD #E
RIS SIS EAEIRED P thhbEiEa#pg SD-WAN Orchestrator, 2R ZTD #0 |P il 54ty SD-WAN
Orchestrator Biri&E#, BRITUTIRMEZ—:
« 7 SD-WAN i&& £, E3ha#hhk SD-WAN Orchestrator 89 |P #itF13iE+,
AR

QEEFHEMERIERNA EMES, IRKEELBIEH, WEFEMIES.

o MEWMIGEHTIGE LR Cloud Brokered-ZTD, {8 ZTD #0 IP it 5as#Ay SD-WAN Orchestra-
tor BiriEi,
R
1£FFE SD-WAN 1&&&:d ZTD ##0 IP it 54#p9 SD-WAN Orchestrator E37 %G, EalUZH “fF
BUALSNER 207 %E,

WMRKEE “FERIALEMNEEED %W, WEMEA Cloud brokered ZTD £#BE#y SD-WAN & &G E K 574
B9 SD-WAN Orchestrator B9iEsE, EfE ZTD #0 |IP #hhtihE 54k SD-WAN Orchestrator fiE#z, i&EH1IT
LU FgfEZ—:

o 72 SD-WAN i&& £, E#Hathk SD-WAN Orchestrator 89 IP tthitF1EH,

o MEWMIEEHEIRE LB Cloud Brokered-ZTD, f§/ ZTD #0 IP #iit 5as3A9 SD-WAN Orchestra-
tor BIriEiE,

FohEEiE

Frft BiEER, KM T Citrix SD-WAN Orchestrator Zs#iE$H, AREE LEINKHIHNEMEE L K
FohEREMEE U LEIES,

EFiiEEE-
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1. SME B2 > IEBSHEIE HER BHRIEEE,

BRSMNIEIELEES, SD-WAN &% R 6@ WE S I EE &R F4i#hay Citrix SD-WAN Orchestra-
tor, ZHEBKMINIEXES, SD-WAN E&TTLUES TN, 2@ B4 I0E SN A & 49363 EREE Citrix
SD-WAN Orchestrator for IndLocials,

FE
EREFSEEIREY, RERUEBSAEEESHRIERBMAARMIEPEHEM Citrix SD-WAN
Orchestrator,

2. BF “EFER H T# Citrix SD-WAN Orchestrator zs#iiE$H",

3. M BEIUER SHEFE—MEE, ABLEEM SD-WAN && THMNENIER, BX THIRSIEBIFAEE,
i&521% SD-WAN 1&& 89 Citrix SD-WAN Orchestrator Z#th iR &,

AR
o XZFF.pem X,
- AEEFEERATRELEREIER.

4, EF SD-WAN R&HFRE, SME GBE > M Em > <t SD-WAN Orchestrator. 1% M Citrix
SD-WAN Orchestrator FHMAHIER, BXiF4ES, iS5 Citrix SD-WAN Orchestrator £ SD-WAN
REEHITEAMEE,

On-prem Orchestrator Certificate

Certificate Details:

Certificate Fingerprint: F2:3F: E:9F
Start Date: January 09 05:45:54 2021 GMT
End Date: January 07 05:45:54 2031 GMT

Appliance Certificate

Click here to select the file or drag and drop the selected file.
Allowed file type is .pem

EylpE::

EWERENERRTS, BSNE iR > MEREXN, AEKRESENLAXRA Cloud Con nectivity i,
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Network Dashboard

Relative Time Interval Last 1 Hour Site Group:
£8 ALERTS SeeAll ® UPTIME See Details = TOP APPS SeeAll © TOP SITES See Al

0 No Statistics Available No Statistics Available No Statistics Available

Critical
+ Newsite Map  List

Total sites |[KNRV
Availability Cloud Connectivity Site Name Site Role Device Model Serial Number Bandwidth Tier Management IP
[ ] Online test Branch 210 20 Unknown
Page Size: = 25 Pagel ofl

5=
AR

TRIATE B2 > Orchestrator BIE > MM > RE TR BBV RGUALIKE, EXESER, &
S RN

[CRECE

ZHARBETHRFEREIEENERNEIE IP REES5 Citrix SD-WAN 8 & E I B F A thiZE#Em Citrix SD-WAN
Orchestrator,

Eruhm k58 Citrix SD-WAN Orchestrator EFEB&BEE, EUSMT BE > 8&8E > 0E #8+ “‘BH
ELRACE” .

@ DASHBOARD

@ Administrator Interface NetFlow Host Settings Network Adapters AppFlow Host Settings SNMP M DateTime Syslog Flows Mobile Broadband Status
~7 REPORTS >
‘Day 0’ Default / ‘Day N’ Fallback Config
&) CONFIGURATION

The fallback d the system can no longer function.

Site Configuration

Advanced Settings >

Appliance Settings LAN Settings
WAN-OP Settings VLAN D [
0 1921681011/24
2, TROUBLESHOOTING > Enable DHCP Server
DHCP Start DHCP Eng
192.168.101.50 192168.101.250

BEXERRENFAER, BEH TREE
AR
WNREEAMZ Citrix SD-WAN 110 SE LIS, EHERIEITHIZ SD-WAN 11.2 siEShrA LS BEIAL
RECE,

TREMTEFRTE LBATFEREENTSIEE WAN # LAN i5OpFAES:
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Ta WAN 0 LAN %01
110 1/2 1/1
110-LTE 1/2, LTE-1 1/1

210 1/4,1/5 1/3
210-LTE 1/4. 1/5. LTE-1 1/3

VPX 2 1

410 1/4,1/5,1/6 1/3 (FTB)
1100 1/4,1/5,1/6 1/3 (FTB)

Port Settings

Port Mode

1 WAN (o) LAN Disabled
2 . A LA isable
3 A LA e Disable
4 A LA e Disable
5 A LA .

6 A LA .

7 A LA .

8 A LA .

MGT WAN LAN (®) Dis

Fail to Block

RMHIEFRSECE

December 7, 2020

BENXMH

REXHE KNEERIR. BAEIRSEHECIEMKE, B, CIZERG, RIRPHELENTERTFEREME
REIERFLAF. BEEXHFRBIFEIRRESLME, FIBFREBMELGEHE, MABEREXFHEN EGAR,
S5iZECE X REXBIPRE F L= B e R BC B X A FFT BV E S
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flin, ERRE—NRIVNEZERE NEREEREXY, HBENATARMENME NEZERE, WE, &
128 TE Y (Bl VLR E [ R TR AV E A B e ER R B sh N A B A FEE X RIFR B &S, ECEXHEEPRRLESE
AURBARIKRE, BEBRTHAERENERBRURTRERMPLEIEE, LEXSHATBEEN, FHERE—MREX
HHBR N ZBIRRERBPRER .

ARSI ARV B SRR

BIFKERT LIS AFZRHER, FRA LSRN AR ER

fan, REEFTUEIBONEREEXHER, BNEDR. FRDN. REDIMBIERO. XEERGERE
LBEGFUHXBINEFIKF. TR ECIREEN IR UERXERER,

i, RIE—PNEFPRAEANNEDLZRECNE—IMREXH. BERATLUERESEWEREEMNERZ —, ZBIREELT
HIFIRER, FAREXHREN—Z9. ERUUERFEREEXHZFIREEMSEERTEH#HITES, BiEXHIER
AEEDLE, XREEWEFTFPRICNERENH, AJUEZFFREACIEREX Y, HEAXEREXHNREEXERE
B RAERN LR,

RUEFAIUCREEXH, AUREFESHOIMETAHEXEREXH. Haikiritmil WAN BEXH.
I RECEXHFRIR

REEXHFRREHRSREBEIZNLREERER, BTFEERL58IZ2IERREX .
ZEIREREXH RN, ESME BB > REEXHER, ARRE + BREEX

Provider Configuration:Site Profile Templates

+ Site Profile Template

Site Profile Templates Actions

BB RRREXHER, SEERE FMMER. ** 0/ WAN 8% . AXRBMLSEMNE, BESH il
RFAER.
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Provider Configuration:Site Profile Templates

@ Site Details  (7) Interfaces () WAN Links

Profile Information

Site Profile Template Name *

l Florida l
Site & Device Details
Device Model * Device Edition * Sub-Model * Site Role ™
210 SE BASE Select Site Role

Cancel Prev

BERE + AEET AR S EREZEOD. EANED, EREEETERORBS. MEROMEIEOFR. AXEERON
HWAIRER, EEREC,
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Provider Configuration:Site Profile Templates

@ Site Details @ Interfaces @ WAN Links

Interface Attributes

Deployment Mode * Interface Type * Security Interface Name

Edge (Gateway) LAN Trusted LAN-1

Physical Interface

Select Interface

171 1/2 RIKR 1/4 1/5

Virtual Interfaces

VLANID* Virtual Interface Name DHCP Client
0 VIF-1-LAN-1

Routing Domain * Firewall Zones
Default_RoutingDomain <Default>

Save

Cancel

B BRETIR At WAN SRR **. ** IFEE0M ** RS . BXECE WAN SEERRIFMIREA, E558 WAN 5
S
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Provider Configuration:Site Profile Templates

@ Site Details

WAN Link Attributes

@ Interfaces

@WAN Links

Access Type ™ ISP Name * Custom  Internet Category
Public Internet v Verizon Comm v Broadband v
Link Name * Public IP Address Auto Detect
Broadband-Verizon_Comm-1
Egress Ingress
Speed ” Mbps Speed * Mbps
100 100

Access Interfaces

Access Interface Name Virtual Interface *

AlF-1 VIF-1-LAN-1 v

Advanced WAN Options

Virtual Path Mode *

Primary v

Enable Metering
Congestion Threshold (us) Provider ID

20000

Standby Mode MTU (Bytes)

Disabled v 1350

Cancel

Frame Cost (Bytes)

1
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WAN $E1E1R

WAN EEEX (R 1R 2 HARSS e it 1328 WAN S#EHZECERIR, BTEEF %562 WAN EEEEX %,

Provider Configuration:WAN Link Templates

+ Wan Link Template

Wan Link Templates Actions

262 WAN #EZ1ER, B8 E + WAN SRR, EFEEETS WAN #1258, fli BEXHRM. HREi. BB
MEF). BEME WAN 28R E, GXEE WAN 5EE0I405EE, 18500 WAN i

4 E DT

October 21,2022

MR EN FTHMBECENHER, REEIWMKRREEIRE, FENEEDR I SD-WAN MEBHVEE R,

MEE TR TWEHRIE S S5, HARENG S SRR SR TR, TR RSN, RIBUTRESXNEE
=

K -FE REKEPARR I T R ARSI R

o B -EOE-FEMBRRELTRARSHER.

o I[E% -IhRBIFRE EINBR R REXRIRL RER1ZITE BN,
o FEDD - IR TARBBENIDEDIRT.

o KA -UERRSHRE.

BERSERBERIPRESHEER A R TEAES. EEATUER #R SRIBESSMN. A6, BEER. BS.
BEMFIISERERUERNIFAES,

EWRILUER “Sthin CSV” 1 “Stin PDF” &8, ¥itik/EM%ER SHhE CSV 5 PDF XX+, CSV #l PDF X%
L SiteList 7#i4%, FIRSHXHH BEERETEL,
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Configuration / Network Home Verify Configuration Software Version: 11.4

Site Group: Add Site

Network Sites

5 1 3 0 O

TOTAL SITES CRITICAL ~ WARNING ~ NORMAL  INACTIVE  UNKNOWN

Export as CSV | Export as PDF

Site Name Role Overlay Model Bandwidth Orchestrator Connectivity Serial No Actions
Connectivity Tier
myLTE Branch CRITICAL 210-SE 20 PRIMARY | ACTIVE | ONLINE
SantaClara MCN WARNING VPX-SE 50 PRIMARY | ACTIVE | ONLINE
Boston Branch NORMAL VPX-SE 50 PRIMARY | ACTIVE | ONLINE (@]
Kansas Branch NORMAL VPX-SE 20 PRIMARY | ACTIVE | ONLINE
Dallas Branch NORMAL VPX-SE 20 PRIMARY | ACTIVE | ONLINE (@]
Page Size: 50 Pagel of1

ERENE LA, ERAUEEARNRGMNRE, 86 “WIERE” USIEFMAHRITHEIR. AXEZEFARER, HEH K
L&,

R LAE R bt T IRIRIE MR PR YA /IRt o

Configuration / Network Home I Verify Configuration Software Version: 115 -GA |

Sie roun: Add Site

Network Sites

1 3 0

TOTAL SITES CRITICAL WARNING NORMAL INACTIVE UNKNOWN

Export as CSV | Export as PDF

Site Name Role Overlay Model Bandwidth Orchestrator Connectivity Serial No Actions
Connectivity Tier
myLTE Branch CRITICAL 210-SE 20 PRIMARY | ACTIVE | ONLINE
SantaClara MCN WARNING VPX-SE 50 PRIMARY | ACTIVE | ONLINE 0
Boston Branch NORMAL VPX-SE 50 PRIMARY | ACTIVE | ONLINE ©
Kansas Branch NORMAL VPX-SE 20 PRIMARY | ACTIVE | ONLINE (@]
Dallas Branch NORMAL VPX-SE 20 PRIMARY | ACTIVE | ONLINE ()
Page Size: 50 Pagel of1

EMEERPATIHAZTEEN HEMRE RE. IRGSATSAMIRES, N Orchestrator iEiZ SISERE
RENHEERSE. F7S FIRRRENFTIS, EaAMEER, SETRFIRENHERENFETIS, &
FEREHEIREFIRENFTIS.

fER “BF 7, BALEEFAERE. RiE. =E. Hiif. EENEMGLRNER. SERIUERBS R KKK
o
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5 1 3 0 O

TOTAL SITES CRITICAL ~ WARNING ~ NORMAL  INACTIVE  UNKNOWN
Export as CSV | Export as PDF
Site Name Role Overlay Model i o] Ci ivity Serial No Actions
Connectivity Tier
myLTE Branch CRITICAL 210-SE 20 PRIMARY | ACTIVE | ONLINE xkcxas)
View Details
SantaClara MCN WARNING VPX-SE 50 PRIMARY | ACTIVE | ONLINE (@] 44|
Edit
Clone
Boston Branch NORMAL VPX-SE 50 PRIMARY | ACTIVE | ONLINE 3EBH
Delete
Kansas Branch NORMAL VPX-SE 20 PRIMARY | ACTIVE | ONLINE 7573 Reboot
Reset
Dallas Branch NORMAL VPX-SE 20 PRIMARY | ACTIVE | ONLINE yaba
Update Password
—_—
Page Size: 50 Pagel of1

TRILMER B EIRITHMEE, FILEERE. 2RISR, T#H JSON F.

Deploy config/software
5 1 3 0 0 O
TOTAL SITES CRITICAL WARNING NORMAL INACTIVE UNKNOWN .
—_ = Backup Config
Exp
Download JSON
Site Name Role Overlay Model Bandwidth Orchestrator Connectivity Serial Ngj| Pownload DB
Connectivity Tier
Batch Add Sites
myLTE Branch CRITICAL 210-SE 20 PRIMARY | ACTIVE | ONLINE Add Region
Add Group
SantaClara MCN WARNING VPX-SE 50 PRIMARY | ACTIVE | ONLINE
Upload Config DB
—_
Boston Branch NORMAL VPX-SE 50 PRIMARY | ACTIVE | ONLINE
Kansas Branch NORMAL VPX-SE 20 PRIMARY | ACTIVE | ONLINE (@]
Dallas Branch NORMAL VPX-SE 20 PRIMARY | ACTIVE | ONLINE
Page Size: 50 Pagel ofl

AN G

fER + MG ETAINFIER. BAXRUREELERENESES, BEH LRkE,

EEREMIRMT

“BZ” > “BERE/RM ETRHEEHEN BE” B9, ZHAEHTFEMELEIE. EEFENEERE. AXBELR
BENRHNESER, 55H 3.
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+HERE
B% > HERRE EMAFEN S EE URRENEEZ—, LGN ERIEMEHEIEEE,
Load Configuration

Choose File

Browse No File Selected

Valid Extension:json

&R ER

“BE” > “SHEE ATRHEEHEAN ‘FH/MER" TH, LEEBEHNNERE, HETEREFNVRER.

BackUps / Checkpoints 2

echports

BF “WIFEKE" UIEEREITHR.
BE ‘BHLUKE", BHAREFAINERBITEND, UERKRER.
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Canfiguratior BackUps | Checkpaints Wity Confisuration 11504005 HOTFIX

BackUps / Checkpoints ©

Back Ups | Checkpoints

202192.22 1:22pm
202112.20 243pm with the change in firmware ta 12.x
2021127 2280

202111-26 11:36am

202111-26 B:22am
2021-9-7 Z4%pm
2021-9.1 E:08pm

=
2021617 4160m

202146186 1004 Tpm

2021-6-2 Wrxi5pm Auito-garserated

BE “MBEE" (E “BF T) UNBRENEE, SHH%%,

Load Configuration

Review the differences between the current configuration and the configuration checkpoint you're trying to load, in terms of the sites
configured, as a quick sanity check. Are you sure you want to load the selected configuration checkpoint?

Site Current Config Saved Checkpoint About To Be Loaded
BR3 v v
BR1 v v
BR2 v v
HQ v v

BE G (T R T) UIBRIBEENEMEIE, EETUTH. FEMNNRERENRENE R, XEHRE
£ B THR.

T%; JSON

B% > TH JSON EMAFELL JSON A THNSHUARE, UMEBLEE,

TEIERE

B% > THHERE ERAFEU DB R THMSHUEE.,
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HEARMIL R

“BET > “WERNLR ERAFERERERNS MES. SHANEERATFE M RNLREEXYS, R TH

—HSE, FI90 IP sk, XESHEER/ATIEREE,

Network Configuration: Home
Site Group:

#of Sites 10 Site Profile : Show Lat/Lng

Site Name Site Address Site Profile (Optional)
Search for a Site Address
Search for a Site Address
Search for a Site Address
Search for a Site Address
Search for a Site Address
Search for a Site Address
Search for a Site Address
Search for a Site Address
Search for a Site Address

Search for a Site Address

AR

B% > RNXKE R A TS ERIEHEEHN thmf IP A > XiF TTH. BXEZER, BSH Xig,

ANINEFAR

Actions

Eb

G GG CEEEEEE

‘B > “RINBA” ETUEETHE S A IP B > BENEA TTHE, SUEEPEX, BXELER, B8
i BENEH,

BHEE

fEET L@ Ay Citrix SD-WAN Orchestrator #EM4E Bk R EIL 9 SD-WAN & &35,

EFENEDE, WTBENIGSE, FRE “F27 BinHER “EEEET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 89


https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator/network-level-configuration/site-and-network-groups.html#regions
https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator/network-level-configuration/site-and-network-groups.html#custom-groups

EAF Ay Citrix SD-WAN Orchestrator 14.4

Network Sites

5 1

TOTAL SITES CRITICAL

Site Name
myLTE
SantaClara
Boston
Kansas

Dallas

HNUTFERREME:

WARNING

3

NORMAL

0

INACTIVE

Role
Branch
MCN
Branch
Branch

Branch

0

UNKNOWN

Overlay

Connectivity
CRITICAL
WARNING
NORMAL

NORMAL

NORMAL

Model

210-SE

VPX-SE

VPX-SE

VPX-SE

VPX-SE

Site Group:

Bandwidth

Tier

20

50

50

20

20

Page Size:

« BRE. NEREENBRYIR PEREBENERNAF R,

o HEIEEE: WAZHEIER. YTFEERBR, hFBREEN.

o HEN: MANEEFREREE.

o WIAERD: ENWANZEHITHIA

Orchestrator Connectivity

PRIMARY | ACTIVE | ONLINE

PRIMARY | ACTIVE | ONLINE

PRIMARY | ACTIVE | ONLINE

PRIMARY | ACTIVE | ONLINE

PRIMARY | ACTIVE | ONLINE

50

Serial No

Export as CSV | Export as PDF

Actions

(CX45) E

View Details

Edit

Clone

Delete

"™ Reboot

Reset

Update Password

Pagel of1
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Update Device Password

User Name*
admin
Current Password *

New Password *

Confirm Password *

EER

October 21, 2022

C onfig Diff ThEERI N EEEERRA MRANRERE R ZENER, REEZR HTENERFIN EE > REER
THA.
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Diff

Regions
Go E Configurntior

Qo E Profile

EEERE, EOUEREENEMRELRE. RENEEMANES, EHBRBEMHREZRINERN, BFEMN
Config Check Point 1/2 FHFIRAIERFIENAEIE,

TR LEERE > N etwork Hom e > ) “E2” THIFIRFERE “G§HEE" TEERENRESD MLERTIR.

Network Sites m

I U .

(o]

HITEEN, SXEsBENEEE, SHAUFHEREFEE. Alt, FRE “SHIUFEE BT,
BackUps / Checkpoints C

Back Ups | Checkpoints

RUBMURFENRENIR (A1), BHERT.
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Backup Network

AR
BREZTUURE/QIBENMIESD. IEFENSBHINRRIENEHNESE,

BERMEENEE R TR

« 2R%F: F2REHT, EALEEERN2BREETIR, FIUKE. BIEMEE,

Diff @

o WRRF FERENT, EEUMMTHIIRPERFESIHEEEREFARGS, Fmia. WAN g
DNS AR5
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Diff @

Drs Sorvices

BERENIEERET, HERS, BNH/FANMNEUNZEERETR, FEMSHS.

Diff

Canfig

=BE

October 21, 2022
ESRSRE, ‘& NEAFEEINEERRERE. EENHERE,
BT RERAE FERPEFISEREME, E]UARNE LFrEI1%E 89 SD-WAN 4,
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@ Current Deployment Deployment History

Software Version: 11.4.0.123-GA v
11.3.0.106-GA

11.3.0.4002-HOTFIX

11.3.1.53-GA

11.3.2.25-GA
11.4.0.1000-HOTFIX

B oo

| 11.4.0.123-GA

11.4.0.8000-HOTFIX

B 2 R—KFIAES. BEMLE,

() SOFTWARE UPGRADE

Are you sure you want to change the software across the network to
11.4.0.123-GA ? The change will be reflected on next deployment. Please
confirm
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@ Current Deployment Deployment History Change Management Settings Site Details
Software Version:  11.4.0.123-GA
Stage v | (ctivate V4 Ignore Incomplete Settings ...
37
Staged Appliances
37
Activated Appliances
Total Appliances Ready For Activation Activated Failed Offline
7 0 3 4
Online Site Status HA State Software Version Actions
Yes Sanjose Activation Complete Not Configured 11.4.0.123.888881 O]
No branchHaNew (primary) Staging Pending Unknown 10.1.0.151 O]
No branchHaNew (secondary) Staging Pending Unknown 10.1.0.151 %)
Yes Home210 Activation Complete Not Configured 11.4.0.123.888881 19}
No LosAngeles Staging Pending Unknown 10.1.0.151 (O]
Yes Raleigh Activation Complete Not Configured 11.4.0.123.888881 )
No testvm Staging Pending Unknown 10.1.0.151 %)
Page Size: 50 Pagel of1

HEERENR

BA “HiRIER" MG,

£ ITRMRBUER

(EREEN—

SRR BEEIREILEINMRAE (DXEENRGE) URHAMEER,

BEEIR(GER TRAEEEE

QEEIEEELXK Citrix SD-WAN Orchestrator fR$3 %

| Citrix SD-WAN Orchestrator BREZMiL S, Ri&E

Eiﬁz/\lﬂ

84y) FoiEiEER Citrix SD-WAN Orchestrator R

ERERASMAER, EEMBERSXAFEMBERLTAZM

RER,
MRMEHEDE PR BHER, WESHERETEAZRERNIERFIRUKRBMAEELLRNEMEIRE

WL, ] LU B X R i Y 32 FE S AR N YR 1

EEAHEREIRIEE, BSME BEE > 5E > RE > HENDR.
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Deployment @
Current Deployment Deployment History Change Management Settings Site Details

Software Version : 1.4.127-GA

Stage All Failed Sites

Partial Site Upgrade

Staged Appliances Rollback On Error

0/2
Activated Appliances
Total Appliances Ready For Activation Activated Failed Offline
2 o o 2 o

AT “HEERNERR” 83EE B AEE G R AEERES) Citrix SD-WAN Orchestrator IR 8L B RIELR, £
FeaEEZ A, HABA “HENERR" g7 sEE A EINEE,
Effihafdk BHER, EATEREEEMERE 30 0% (BRFATENR) WBELRE. MRESALUE 30 HFRiE
#%| Citrix SD-WAN Orchestrator fRs%, NA&fAEIR,

Deployment ®

Current Deployment Deployment History Change Management Settings Site Details
v/ Rollback the Sites which failed to connect to Orchestrator during deployment, to attempt restoration of connectivity

Minimum time that Appliance has to be offline before triggering Rollback (Minutes) *

AR

QEENERERAREERN, 7EER ERITOR, MRERKLTFELRSERERY, WASMELLER.

BRA “HERER" &, BE TR

Rl 1: AR

I RIEIEE R BRI ERAUETTR, K& “BUEHTH,
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I T [ Settmgs ) 1

b 7

Staged Appliances

Activated Appliances

2 0 1 0 0

Export a5 CSY | Export as PDF
No test_mcn Activation in Progress Unknown 11.4.1.27.888881
Yes test_210 Activation Complete Not Configured 11.4.1.27.888881 ®

EiZBNZfE, NRESMAFHRIIRE, Citrix SD-WAN Orchestrator BRE5EBEERF 30 28 (EIRBENER), UL
BURBNSERER, THME, KEBTH “BEBN". “FHBMER" (RREIUD#HARA).
L v e PrreT—— [ Sewngs ) -

e >

Staged Appliances

Activated Appliances

2 0 1 0 0

Export as CSY | Export as PDF
No test_mcn Activation Timedout, Waxlmg:kl IUnknown 11.4.1.27. 888881 ®
Yes test_210 Activation Complete Not Configured 11.4.1.27.888881 .

£ 30 PSR E, RESMALBEIRIREILETNEES (F1) 2, UEiAE Citrix SD-WAN Orchestrator
BRZ1ERE, Citrix SD-WAN Orchestrator BRZ%% 20 9% (FAREMIRE) , 1&&7#ZEES Citrix SD-WAN
Orchestrator fRs3, 7EUtHAE, REETRAEE BR (RIREUDHAEN),
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Staged Appliances

Activated Appliances

2 0 1 0 0
port as CSV | Export as PDF
No test_mcn Rollback in pr#resst 19 Mins) Unknown 11.4.1.27888881
Yes test_210 Activation Complete Not Configured 11.4.1.27.888881
y Siz

NRIGETZEIIERE, WEX 20 58K, Citrix SD-WAN Orchestrator BRESIEERIZEIRIE ALK, REETR
7 R ERIRKM,
EMEH, MRELE—8RERHTBHER, NemAFR BTN TRE:

Current Deployment  Deployment History  Change Management Settings  Site Details

Software Version : NAL2T-GA

One (or more) Sites in the Network have lost ivity te Orch after Activation and are 1o Rellback to the previous configuration orfand) software to try and restore the
connection.

To view these Site(s) and take appropriate action Click here

You can also select the below operations directly.

Ignore Network Rollback Rollback entire Metwork

[ hcioe P4 woomcsvin (" semrern )

Staged Appliances

Activated Appliances

RIEMAECERHIMNER, BRADETHITIUATIRE:
o BESMLKER:

- WFEREARS R ERYFIHE.
- Hitless ARHRHNE—F . BBHNPENE_S,
- Hitless ARHEHINE_S . ERYFBE,

o [ERENMMLE:

- WFEPIARTR: EMNEROREELER EMERIR,
- Hitless ARZRHTNE—F . MAMEPREELFIILENER,
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- Hitless ARZRPNE_S: HEFREHELLS CEHMHN) LMEER, EXMERT, BAME
EHNEFERUTHY R AR ER.

BRIEEES “BEHItA” BitE, TEEELRANESMEIRNIESTIR, HTZRERIT EREREE,
&b a] UE R fih & BIRAY IS SR THE R M G B E M & £MEIR,
Deployment @

Current Deployment  Deployment History  Change Management Settings  Site Detalls

“  Deployment Page

The fallowing Sites in the lost ity to the as part of this and are Fallb

Natveork nethal) ifiad e

K ta try and restore the connection. The following options are available for this deployment,

1. Ignore Network Rollback :

Far " willl end th nt

First step in Hitless upgrade scenario :Deployment will proceed to Second step of Activation
‘Second step in Hitless upgrade scenario This will end the current Deployment.

2 Rollback entire Natwark :

Far is will trigger an all Online sites in th
First step in Hitless upgrade scenario :This will trigger Rollback on all Online Standby devices i
Second step in Hitless upgrade scenario This will trigger Rollback on all Online sif ive and Standby). Near-hith it upgrade for HA devices will not be applicable in this scenario
Mate: You can go back ta the page to chack th of the Sites and decide on the oparation.
Yes GeoMCN_194_21 Device Rolledback Succesfully Mot Configured 11.4.2 42 8888

Ignore Network Rollback

NRER “EIRENMLET ED, NI TH#EE,

@ Rollback entire Network

This operation will trigger a Rollback (Activate the Staged
version) on all Online Sites.

Note: Near-hitless software upgrade for HA devices will not be
applicable in this scenario

AR
SR AMIRER Near-Hitless AR MER T XMER, LIEiR, NEMEIEETASTRMSS, ML
2MEREFENEEZIEANAEN ST AIRE, XSS —LEMEE.

BE WS FRERBELMLR LHITERER.
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Fif5) 2: THERFR

7 Hitless ARMIERT, BEAREERIRE, AT ENNESTRLEE. (FIE—FHN—HD, NREMK
BEACERBNFBEIENR, MAT LR LT &M

o ZBEEMEOR: ZERATEVRSHENIRE, BEBEEMES.
o ERBINMG: ORFIEESMEENELAERAISEHEREAEHTHHRE, EXMERT, FEEEHNIES
ATAMIEE.
THEFFHEN T—S 2 ECEEMIES T BMILE, WM EE IFFHAR BOFR, EEBENEIREIRIERE, EiX
FERT, MNREEE “CREAIWMSE, WfAFRE GEshFEN) R&MEIRIENE.
U mSeRREIRFEER] Citrix SD-WAN Orchestrator iRSS /5, Zibm MRS EER IGEEIRMTI Bitm 0 FEALIR

o

Staged Appliances

Activated Appliances

Configuration Changes did not affect 2 sites.
Sites displayed in the below table are being staged and the rest would just receive a timestamp update.

Exnont as CSV | Exoont as POF

Yas Mot Configured 11.4.2.42 BRAEET

Yes Active 11.4.2.42 588881

Yas MCN_124_20 (secondaryl Standby 11.4.2.42 BRAEET

RCN_194 23 te Mot Configured 11.4.2.42 BBBES1

BR_194_22 (pnmary) mple! Star 11.4.2.42 8B8881

Yes RCN_BR_194_26 (primary) Activation Complete 1.4.242 888881
PR

FXFEFEIRFEIR G EMWEH#ITEDELE,
AR
BalibmERRE—M&EGNE, BFEiRMES Citrix SD-WAN Orchestrator BREBFFRIEE, NRIGED
RATcEEREER Citrix SD-WAN Orchestrator fRS5, A E GRS,

ERILUER “Sthin CSV” 1 “Sti PDF” &5, ¥ifik/EH4%ER SHhE CSV 5 PDF XX+, CSV #l PDF X%
W BB RTIR ARER, FRSHXHE BB,

o MER: RIWRIEEERS, #f Stage BEEXH D AZIMEPHFFEIRSE. HRINERT, Citrix SD-WAN
Orchestrator REEAFRAFPEEZISEFFAEEHT S (MCN. RCN. Geo MCN. Geo RCN) f7E4
PZREHFNEERS

IREBIREEAERKY, BER “RF° 7T “BERE T EIRENRB T EHE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 101


https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator/network-level-configuration/deployment.html#use-case-1-non-hitless-upgrade

EAF Ay Citrix SD-WAN Orchestrator 14.4

o BUE: B BUE LIEMSEFFALR ENEFRE,

o BEERTTAL: EFfE, BUE SEENEFRBELEFTR (MCN. RCN. Geo MCN. Geo RCN) t&EREMA.
BMERERL D REREF, BHAILLERNE. TAEFNEND REFRBEE,

o BRURARIRE: B BAUMRFAR” ETLAERE thhR AR Pkl RE TR SRR, B FBERSE R AR
ThaE, AJLATERSHThRAERB I BN ML 2 AT AR 2N,
fER BB UL TR ThRE, RILASEFALR, MR TYERYIE) 2R A A RAIRME,
pE=

RBELNEPNFAEERENETT Citrix SD-WAN Bz 11.2.2 SAESRAE, #BERITER D IR A R,

BRLRAR NEAREENNFTELEEEAREEREN. PO RAR DEFRERAEFEMRERRAENEE,
YRMELT “BRUWRAR EXE, TEWXERHIIEE,

YEER B IE R A R MR AR R ERIBAR AR, WRFEINRERIEBIRAPR 2R (MhRAMIBhRAP97F7E
EIECE) , WSHIMEITHIR. FI0, EFT —PREBMREZFNHTE, BAFSIREITHER

BRITEBRIER AR, FEHITUATEIE:
1. R RE -EfHER “SBomRAR” ET.

@ Current Deployment Deployment History Change Management Settings Site Details

Software Version:  11.4.1.1-GA

\/ Activate \/ V| Ignore Incomplete Settings ...

Partial Site Upgrade

Staged Appliances

Activated Appliances

2. &R BRUERART SEE, EERRE, ARRE SRR LIRS R,

@ Current Deployment Deployment History Change Management Settings Site Details

/| Partial Site Upgrade

Software Version -

Partial Site Upgrade Settings will be applied to the sites listed below Select Sites

No Sites have been Selected

3. EFMR, ARBEH “RE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 102



EAF Ay Citrix SD-WAN Orchestrator 14.4

Site Selector

Browse or search the list of sites, regions and groups below. You can add/remove entire Regions and Groups, or click into them and choose a
subset of its members to add/remove.

Search

Filter By Region / Custom Groups

Available (2 sites) Selected (1 sites)
Name Name
Branch_2 Branch_1
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@ ACOALLUEE  Current Deployment Deployment History Change Management Settings Site Details

/| Partial Site Upgrade

Software Version

Partial Site Upgrade Settings will be applied to the sites listed below Select Sites

Sites (1)

LosAngeles

INRZNRECEREH, WNEEFNAEREELNER. WTFHERER, REHEEHMLE,
MRBENRMRRE, NEEMRGEHBENEPOFIEILR EEFEMRE
HERLIER BOEHTEBUANSEIRFENER,

@ Current Deployment Deployment History Change Management Settings Site Details

Started At Total Appliances Total Activated Total Failed Mot Needed Offline
February 15, 2021 3:... 9 5] 0 0 3
February 15, 202112... =] 5} i} 0 3
February 12, 2021 3.... s} G 0 0 3
February 11, 2021 4-... 8 3 0 3 3
February 11, 2021 3.... a 7 0 0 2
February 10, 2021 6.... 9 7 0 0 2
February 10, 2021 3.... 9 3 0 4 2
February 10, 202111.... 9 3 0 4 2
February 9, 2021 4.... 9 3 0 4 2
February 9, 2021 3:1... =] Fi 0 0 2
February 8, 2021 3.... a T 0 4] 2
HA JLF ey R4 A4

EREAL (11.0.x XERhA) A5, MEFRERESNRSTIEERANTERN. XeiEFsaatk (HA) 3, §
BB IEN. E8) HA BT HBraaEA&IhAE, Citrix SD-WAN Orchestrator IREATHFRIEAHE (11.1.x &%
EEhRA) SRR el fEE S E AR i HA i,
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AR
HA VR LR ARIER T U T AE:

« EEA AN (HA) BXTHENLR, EFERTIFEERML,

« Citrix SD-WAN Orchestrator (REFIRESHIZHE, FiEATFEM SD-WAN Center 3t MCN ZEHIMLE,

o (UHITHREAR, MAREKREEM. MREAEIEFHARG—EETRTERSE, W Citrix SD-WAN
Orchestrator lREFREHIT HA L FTHMTHIRGEFAR, MBRALURENAR (BFHEK) Ao

FRIRFHE:

1. Citrix SD-WAN Orchestrator BREZHEMLE B IZEN HA RS
2. ABFRERT R RENHENE S

3. fi& HA PIiRH IR SEED A SIS EIRTS.

4. FARIMIELRTF Rl RSN EIRE,

HA LR RN HARZ— RS RIARIIRE:

S 1 EREFAELAE, £ 11.1 A ZE, Citrix SD-WAN Orchestrator RS E 53t TF #51 RESHFRE
RERITREAR. 1E Active i&&E MUMERT, RENEESTH.

RFrE S IREARISMRME, FEIMEME HA TR, &A1& (BERFRT) Th EERS.
TR 2. ERIAMAMRARN LR Fl IREEARIIRIHUMG, HRHULE FHH B TET.
FURAEALZIIER, FIEHEMIE HA iRt ERRR RS,

BXEZER, B2 B LRE#EES,

ErRILLEE SME “BERERE > “HaiEE” REBEALKS.

L L]

@ m Curmpnt Deploymaent Diplorprespnt Higlory Change Maragement Semings Sitg Dotads

Softwane Viersion

Stage \/ Restore previous version gnore ete ! Semings

Staged Appliances

Activated Applisnces

Configuration Changes did not affect 2 sites.
Sites displayed in tho below table are being staged and the rest would just receive a timestamp update.

ik Saska Baivmars Varha

Yoy mcnl Activation Complete Mol Confapured 11.3.2.2% BREAR1
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o MEL: i Stag e BEIEXH S L EIMEFHFAEIRE. BIAMERT, Citrix SD-WAN Orchestrator fRES =
EFFTAEEHT SR (MCN. RCN. Geo MCN. Geo RCN) MELDZIGEHENEERS, RET AIFRPEE.

o BUE. BE WE HEMKHAAELS ENEERE,

o MEMFINMRA: B “MREURTIARZE" AIEIREIMS L2 sisERNEE, R UFIIEMRE R BRRE
ENMAREEEN, WEMESHRANER HA EETHRRGHR. BXLINENEZEL, H5HR I
8 MU FIRIARZ,

o REERTER: EPE, BE ERERERBELEH TS (MCN. RCN. Geo MCN. Geo RCN) t&EEHMH.
BMEREELNZIREREE, BHaLUERRE, TAEENBIS ZIE&FRZEE,

NRBNRECENERH, WNEFENRIMREFTHNIER, WFERIES, REBEEMMNLE, “FEE” JIHTRH
TEMEEERNERME,

MRBERRMRRE, WEEMRGEHBENEPOIEILR EEFMRE.
& LA BY ki

e SeRikRAsHThEERR, Citrix SD-WAN Orchestrator lRSENSSEERBRNSRIEEREIE, FHEEHMNE LR
SEZRISCENERE R/,

WERE “IE LA S, BERUTHIAER:

Are you sure you want to Restore previous version ?

=

=

LMBREFEHFIRSH, AT “MELRIRIANRAE" #F. WFIERMLE, HEmLFERRS.

BEhEIERENR A%

7£ Citrix SD-WAN Orchestrator fR539, BEIEEFHAERELEEET/EFRHPIINM,

H—PMARBEERME, MREFAUNEREENTR, WREEKRIEERMESGEMER. MREFTRE
BBRM, WASEA “WE #ill. MIREFRVHNERENZTR, WHAFEAEHITHE B2, BEEZDZ
WENERY, BRITHHREBER,

AR

- BEEERENERE “WE RHBRBE, HE Citrix SD-WAN Orchestrator RS AF REA L T—
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MERIEIFLE,
o BIPRNINEE(CER T EIEERE. MRERE “E7F N 3E, WEAEPEANIRELSRERGEM
BB ITEN,
HENESHIRIETIREIRORINEE, HAEEFRMEY, BERENFIZ RN MEEMRAHEXE HIBEN S, 7
ZREHS YFIMERY . BaiEIEEERTAXT R ERNEBRMAMERT R EREER K.
UTZEREFBHBRMA R
« 7z Citrix SD-WAN Orchestrator RS EERIREAF REF, —BIRE “BERK R “WERK HE, B
B IEMSTRERAET. AaTME, BMEIERERTIE.
o MBRGEAEERLE, RELERUTMANWREMEERRE, Citrix SD-WAN Orchestrator RS & FIEE
LR BN ML E R SR IR EH TS,
EFINREHRTHERR, BEA “ENEERE THNEPEAERE HERERTFEHREFTENEIREU
HITEBEIE, BREFEXEIRES, BMEERERESMERGMEERRERD

@ Verify Config Current Deployment Deployment History Change Management Settings

Scheduling Information

Site Name HA State Scheduling Information Maintenance Mode Actions
HQ (Primary) Active 2021-02-09 at 21:20:00 (Maintenance window of 1 hours and repeated every 1day )
HQ (Secondary) Standby 2021-02-09 at 21:20:00 (Maintenance window of 1 hours and repeated every 1day )
BR2 Not Configured 2021-02-09 at 21:20:00 (Maintenance window of 1 hours and repeated every 1day )
BR1 (Primary) Standby 2021-02-09 at 21:20:00 (Maintenance window of 1hours and repeated every 1day)
BR1 (Secondary) Active 2021-02-09 at 21:20:00 (Maintenance window of 1 hours and repeated every 1day )
BR3 Not Configured 2021-02-09 at 21:20:00 (Maintenance window of 1 hours and repeated every 1day )

B

DERZBTH HRFAEE" S FRHAXMNEZTAERENER, ZRxESI&ERBM. Citrix SD-WAN
Orchestrator fRS3&ERE. ST AN (HA) RS LHEESITHR IR,

@ Current Deployment Deployment History Change Management Settings Site Details

Online Site HA State Software Version
Yes sitel{primary) Standby 11.2.1.56.864672
Yes sitel{secondary) Active 11.2.1.56.864672
Yes men] Mot Configured 11.2.1.56.864672
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WirAcE
BRI EE “WIFEE" REEMNBEEFNEREFEEMHEITHERNES. 4ERE “WIRKE” i, $Ex k&
ZR7 THE, IHESHEITHERMESNFEAER.

REZRETHITHIRMESHNEZH. EIRFEFITLE (BRRES) WERETHE, HERFENHFEABET.
AL B M FIEHEE BN IELS R,

KB BRI ERUETERHBIRERE S, HiEE FHEEHRNES BRI IERERNERF . MRBIRNES
BREETENERE, W2ERZERNZR. IRERHAESUT2EL, WIRETR £BHR N 2BES. #Hit
HE FESEIRABRMERES.

ERILUERRRERELRE, HRAN. WRIBFHHRESEREARENHIRNES.

Configuration results X

Search

4 0

TOTAL MESSAGES ERRORS WARNINGS
Type Audit Scope Audit Message
A SantaCl (EC723) At Site 'SantaClara', Dynamically learned routes will not be imported into Virtual WAN route table since no route
antat-tara learning filters exist to include routes.
(EC450) in Virtual Path Default Set 'Standard' -> add Rule [Src 1P:0.0.0.0/0|Dst IP:20.20.20.0/24]: if Protocol is TCP-based or not
A Global Warning set, cannot set 'Transmit Mode'='Load Balance Paths' and 'Retransmit Lost Packets'=no. 'Retransmit Lost Packets' has been set
toyes.
A Kansas (EC723) At Site 'Kansas', Dynamically learned routes will not be imported into Virtual WAN route table since no route learning
n filters exist to include routes.
(EC450) in Virtual Path Default Set 'test' -> add Rule [Src IP:0.0.0.0/0|Dst 1P:20.20.20.0/24]: if Protocol is TCP-based or not set,
A Global Warning cannot set 'Transmit Mode'="Load Balance Paths' and 'Retransmit Lost Packets'=no. 'Retransmit Lost Packets' has been set to

yes.

YEETRBET “WIERE” Y, BITA “EEER nE, ER DRIEEERIERSR N BAMEEE. mEw
Z, AEE “BRE I UERETRIL
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Last verified result X

July 28, 2021 4:54 PM

Search

4 0

TOTAL MESSAGES ERRORS WARNINGS
Type Audit Scope Audit Message
A SantaClara (EC723) At Site 'SantaClara', Dynamically learned routes will not be imported into Virtual WAN route table since no route
n

learning filters exist to include routes.

(EC450) in Virtual Path Default Set 'Standard' -> add Rule [Src IP:0.0.0.0/0|Dst 1P:20.20.20.0/24]: if Protocol is TCP-based or not

A Global Warning set, cannot set 'Transmit Mode'='Load Balance Paths' and 'Retransmit Lost Packets'=no. 'Retransmit Lost Packets' has been set
to yes.
A Kansas (EC723) At Site 'Kansas', Dynamically learned routes will not be imported into Virtual WAN route table since no route learning
n

filters exist to include routes.

(EC450) in Virtual Path Default Set 'test'-> add Rule [Src IP:0.0.0.0/0|Dst IP:20.20.20.0/24]: if Protocol is TCP-based or not set,

A Global Warning cannot set "Transmit Mode'="Load Balance Paths' and 'Retransmit Lost Packets'=no. 'Retransmit Lost Packets' has been set to
yes.
Pead—R\
RSB E X
October 21,2022

RRBARD NRSEXHE DB

32 ftARsS 2 Citrix SD-WAN EeJ BRI GHE, BFRELSEEGHERMZNAERSISTRNKAEFERE
BB, ERIERERERS, FINEEKMN. REM. EiMEEE. IPsec #1 LAN GRE., XYRSELHEEREX,
HEABTFE R WAN &% RUERME) .

S WAN $EET] N AL B BHEXRRS, HEMBRMRSTIEBHRAEHE (%),

BIANBRT, EMEREIRSEFAEZ LHMAIA, AILREZFERMEMARS.
ERERMRS, BERFLNSNE EE > IRl > REEN.
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Delivery Services

Delivery Services empower enterprises to flexibly choose an intent centric steering of On premises, Virtual, Cloud and SaaS Business applications using apt SD-WAN delivery methods

SD-WAN Services

Cost 5 Cost: 30 Cost: 21
Static Virtual Path Dynamic Virtual Direct Internet
Path Breakout

EH RS AABALAUTARS!

o EPRZMRSS . WiHE M0 SD-WAN BXE, 8 SD-WAN B BIALFNFHE s S 2 BiIRHR L. PSS
FRERZERE. U Kbps ARMIIEES M EMNBENS/ LT, LISENATMEPFRBLS ERNFRE WAN
5%,

o BEXMARSS: SD-WAN thi IR EBRM 7 B EREEE, FF5Kk SD-WAN ., Citrix SD-WAN ZiF=iE
HETETEE, ATES M ERNEENERNAERSE.,

« Intranet [RE: ETFRE5EEM SD-WAN it = 2EmIE SD-WAN iR i0iERE, RERTERETUFERE
IEEIMER R EEE, 40 IPsec. GRE, ErILUEEZ A Intranet RSS.

Internet R

IAMERT, EBEMRS FAXMRSHN—EOTH, BERE Internet RS, iIENEFFPLFNEME BB E > 2 1RE >
REENX. £ SD-WAN [R5 289, %+ Direc t Internet Breakout i, AAGEE “Hil”.

Cost 5

®

Direct Internet
Breakout

Direct Internet Breakout at Branch with Integrated Firewall

&

SD-WAN - '5I:FE

1
— ::::| = 1
SD-WAN - 5E/PE I_ I

Data Center
or Cloud

G LAECE A N EBXMIARSS
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o BMEFMEXREABEZHATRARE, BETUREMEEREEMNARE: Ea UEEBN THEMR GRS A B
MRS ERIZMAS. EALLARSS, BMERA XXM TXERS, Ethrl URE MR EI B EXMAYEEH, 1R
5 WAN SEEXBXHFRARREHIRE, W SD-WAN &AL H&E/#ZI Internet i &,

o £ ICMP RNESHE ERA B XM eI SE M ErRI LI BN LR E RS B[EVFE Internet WAN 3
EBA ICMP RgR, £/ ICMP HRiigER, SD-WAN &S E RS KEZE AR MIRSEKE ICMP
BN e R B EEX AL A BB .

 IPV4 ICMP imsistisit: B4R IPv4 sthnksiBRSs 28tk

o B (A#PJ9814) . SD-WAN i2&7E Internet BEBERY WAN $5#% 2 BRNAETEEFR. FRINER T,
SD-WAN &% 5 #eh7EECERT WAN SR8 B2 IX—/ERiNIEs,

o EIRRE: EHE WAN ERESHBZATAI USHIERRE. TES: 3 ENKWE, WAN SERREIAL
Mo AFHRAEIRNXEHRN 10,

< Edit Internet Service

Advanced Settings

SFFHEREE

AUEULTEERDA TER Internet fRS:
o WEXEREELN (SD-WAN Z&)

Citrix SD-WAN A UfEABEZMAR A ERBEETAMES, (ENBMBRAE, SD-WAN BEHEENEINEERH
BRI/ NI EE. R SD-WAN SEEMKHAEEE, NETLUSIZIEOEBERNTEED, EBEMRERTUER
Internet MX(ZXEIRA A IE,

o BEHMKIRI

Citrix SD-WAN BILUEBEHINEIEE, BIRIMENNSEE R RN/ AERE. REFHABEIIEER T SD-WAN RiF
MERZEE Internet i&HE, FRERT, EEZAQA Internet SHEMEORENTREE, BFBANE, HEH
B IEFNENZS NAT Thak LURIFRIZE

MEXMIARSS

ZAILIBIZZ A Intranet BRS5. ZAMN Intranet fRSS, IBEMEFLRISME BE > XARE > RSEX. £ “WE
MARss” &, BE R,
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Intranet Services Add

=

Mon_SDWAN _Sit

[a1]

E2BEFE Intranet BRSSE, ERIUTE WAN Link REISTE#IT5IH, 1214 BRSBHR, EFFAEN R M
NEEX S, AINMLEHBIFRA Intranet P ik, MERRIEMIE RIS HITRE. BIMERE XBKBREHEXHA, B

AT LUREE MBEEES Intranet AR ER,
< Edit Intranet Service

Note: Make sure to allocate bandwidth globally or specific to site

Non SDWAN Sites

Intranet Subnets on a given Non SDWAN Site Add Network

Advanced Settings
[ Preserve route to Intranet from link even if all associated paths are down

] Enable Primary Recla

m Cancel

GRE k53

f&EI LB E SD-WAN 1g& &L LAN £ GRE B%iE,

Z70 GRE BRS3, IBMEFLRISME BCE > RAURE > RBEX. EHALUM “BEE” > “*e” FME GRE RS

BCE T,
7 IPsec 7 GRE #539, SfnZ IPsec fRss H&EE “FH7.

GRE Services Add
f%'\. = _‘-; =
GRE gre2
GRE i#i5:

+ ARSSEE: R#F GRE BFEFANRS.
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o B BEM GRE BRSSHIE R,

o+ BAIE: GRE BEREHE,

o BRAOBXIE: ABERENAEXE. BRAMERT, BEKREE Default_LAN_Zone H,

« MTU: SAEREBEM-FTLUBFERERERNREA IP #UBRIADN. STEEM 576 El 1500, BRiAEH 1500,
o REFESIRES: REFRPENREEEZENHENREEN 0, WASAXRFENRSHHIES, EEER

RIERIBIT.
o REPEMREEIRRE: Citrix SD-WAN iR &7 X HIREE 2 5I7ER B MM AER T LR RS RS KIS
REo

o M BANEARKERN GRE #RKEIRIEM,

< Edit GRE Service

GRE Details

PIUESRRE -

o WEmBF: BIRG GRE BEMIER.

« RIP: BERYR IP tthit, XBEMIMEREENEMEOZ — EENBRREVAE 7RI AR IP i,
o RFRIP: BEREET NAT FHEAER IP,

« BFIP: @ER BT IP ik,

« B%E IP[a14%: GRE BXi&RY IP st ANai4s,

o BERX IP: BFRAREREN T P thut,

o BEMFX IP: BEFEMREEF T—BE IP thit,

Add Bindings

IPsec fR55

Citrix SD-WAN i&& a5 LAN 5 WAN imMSE = AXEAMEEE IPsec @i, &r]LUE X B8 IR S H ik = g
EIRRiE IR o

TR LLUAEREH N AR T EXZ2NA IPsec iIREH IPsec ZEBE XM

EMERINERRE IPseci8E, EHRITUUTIRE:
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o RFEE FIPS SAMRIFRE RINRZ B A EIEEZ IPsec @E,

o B IPsec RAE L AH ¢ ESP+ S RIERECEH S S HIIE, HEA FIPS #EMMAERE. SHAL #

FIPS #%, {B3RZMEFER SHA256,
o IPsec £ AV EEFEE 8 /)\bd (28800 #),

Citrix SD-WAN ERHEMHZRHAM IKE i 2 FRUTRERT IR ZENE IPsec BHE:

« BEE194H: ECP256 (256 futfEmh%) ZRHE
256 fii AES-CBC m#

« AT ERSMIIERN SHA256 1%

o AT ERTEMR SHA256 Ia%

« DH4 2: E2@AifRER MODP-1024

BRHE=HEE IPsec [FiE, EHRITUUTIRIE:

« BCE FIPS #it)#/Y DH 4H, 1R4E FIPS, % 2 A% 5 AR AITHY, (Bs27UETF 14 AR LA,

ERE FIPS #/ERIa AR SR, SHAL #% FIPS #%, {BsgzUtt%E (R SHA256,

o MNRFEA IKEV2, 1BEE FIPS #EREIEThEE, SHAL # FIPS 1#%, (Big7UtE R SHA256,
« ¥ IKE £asBHfIR XL FAHREENTBIE 24 /)it (86,400 7).

o B IPsec A BN AH 5 ESP+ SHIIERACE IPsec HESMHIIE, HER FIPS #IERGH R,

SHAL # FIPS #%, {B327U#F &M SHA256,
 BCE |Psec £asFHIMRKESRAFED 8 /8t (28,800 ),

EE IPsec %@

AEFE@E, BME RE > XNRE > REEN. EHAUM ‘BE” > “®e” Mz IPSec fREHME.
7 IPsec #1 GRE > IPsec iR o7, BiE ‘BN, RELEETR “EiE IPsec IR’ W@,

IPsec & GRE

|Psec Serviceg Add | Manage Encryption IPsec Profiles

¥ ¥

psec IpEECE

1. HEERSFAER.

o RREEM: IPsec IRSBHEZ R,
o ARSSEEY: %R IPsec BEERMIRS
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BEEE: X F@#ET LAN 58 [Psec B, HXE—1EHE. MR IPsec BEFRA intranet RS3,
intranet RS FHHE R B,

FRAEXE: E@ERAEX. RINMERT, @iEKREE Default_LAN_Zone #,

- BAECMP: &+ “BH ECMP” Ei%iES, BB IPsec X&) ECMP AT,

ECMP %£E: RIEFEEE ECMP AR FHENFIMLE, HX ECMP XBENELZHEAREE, ESH
ECMP fa#39%,

2. AIBEAER,

o B HARSEE FIntranet BY, EFFEERFH Intranet iS5, BN, FEWMNRSHET,
o X IP: mIEXSEERAY P ik,

o IPsec BB H: EXREWMINA IPsec i&ER IPsec REB BN,

 MAZZH: AT IKE SHEIINTEEEH,

o WEEMEZZHA: BT IKEV2 SHBIENTAEZEZER,

o BINEUE: FRFHSMHTAF FQDN B B EA S 4RI EUE,

o SIEERFHEE: FRFHEHIAF FQDN HEBBIEXTEAE S HIVENRE.

o IEH: MRFFEBRIER IKE SHRIE, BEMEBERIERH#HITIEE,

3. RS BRY B @B R Ro

« %1% Endpoint: EBURTIIASLIRT S,

o MRBRTR BIRGTEIARIET AR,

o EIMEORM: R ERFRERT RBVEPNED.
o 7o IP: FfEAHuEE R R AR P sthiik,
o MXIP: T—BkIP tthtik,

4. BIBRZRRIFBIMLE,

o RS IP) /155 |Psec BERIPHIMLRENR |P tuit a4,
« BEWLE IP) #i5%: IPsec @ERIPHIMAREN BT P ALAIFIS,

5. MR EFIRE LK IPsec EBE#HITHR K.

« Edit IPsec Service

Service Details

Tunnel End Points Across Network Ads Endpain

Map Sites to Tunnel End Points 222 Endpoint Mapping

endpoint2 1 o}

El Cancel

BX FIPS 6HIMNESER, BEH MEL2,
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} =r

AR

EATF A Citrix SD-WAN Orchestrator 2 #Fi@id IPsec i&i%2) Oracle =EHi&HE (OCI).

IPsec INZREE X4
EARM IPsec MEREXH, BEZTFHIISME BE > RTRE > REEN. BHAIUMN “GE” > “®e” EMF
IPsec MMZECE X HERE TUHE,

7 IPsec #1 GRE o, %#F HIENNZE IPsec BLEX 4.

IPsec & GRE

|Psec Services Add | Manage Encryption IPsec Profiles

IPsec 2tz ei@i8, Citrix SD-WAN 3% IPsec EBINERR, FE=HIGEEEBLLE Citrix SD-WAN &8 E M
i MinRY IPsec VPN @i, mTLAEA 140-2 Level 1 FIPS SAIERY IPsec 1033 &I RiP7E SD-WAN 8%
FRIFMIE S EIiL S IPsec @i,

Citrix SD-WAN Z X :ERFEER MBI R BENH 83 Psec B,

7255 IPsec IRSBECENRXAIIRSER, ¥R IPsec EBEEX M. £ IPsec ReEEEXHEY, BWALUT IPsec iz
EEEX#. IKEZE M IPsec SERNFTHRIE,

B “BIEERE” UESIEEREITER.
IPsec MEREXHES:

EEEXMHRTR: REEEXXHRT.

o MTU: AR AH IKE 8 IPsec #iEE A/ (UFTAHENM),
RIFENRE . EFZEEETEREFRE IS HBERBRREER.

o IKE fRr7s: MTHIFIRAER IKE thil ks,
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Manage Encryption IPSec Profiles

IPSec Encryption Profile Information

IKE i2&

o 30 MIKE % 1 MR s RPiER “ERA” ;0 "R’

- s WEBEFREEEREEHBEALS, BREEEFRREN. T BRHEE FIPS Rk
- i DEMEEEEREE HEELES (HI, HENSRNSE), EREESTFEER. 5 BR
T2 FIPS,

o SHWIE: NTHERFERSMHIIEREN IR R “WHEFH,
o WESHIIE: MTFHFIRPEZETESHRIELE,

o 5 MNTHRIIRPIERSH .

o WESH: MTHIFIRPIEEFENES G HE,

« DH 4: %A AT IKE &AL Diffie-Hellman (DH) 4,

« DPD i8rt: A VPN EZIAM S NEN (WUFRERM).

o BEEZE: NTHSIRPIEZREEEXUGIE IKEHS.

o EEMEL. WEAT HMAC 188 IKEV2 IRFEEE.

o MNEENX: N THISIRFER IKE ESRMEER,

o REXBBEWE: BN IKE R2XBEENREE (UM REL),

o REXBRAEM: BAAY IKE REXBEENRARE (WU AEA),
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IKE Settings

IPsec i&&

o BXERE: MTHIFIRFEE ESP. ESP+AUTH. ESP+NULL 5 AH 1A EIIERE, XLEHRKIFIATE
FIPS fREMARFE FIPS #RERIZER,

ESP: {XhnzmF e

ESP+Auth: mZRF#HEHEE HMAC
ESP+NULL: 3UEELEd SHIRIEERME
M. 2EE HMAC

« PFS 4: MTFHIEEHiEE Diffie-Hellman AU AT EMRIAERBEALE R,

o MR MTHIKEFER [Psec JHBRIMERT,

o MFEIE: MD5. SHAL #1 SHA-256 ie& AT AT HMAC i,

o MEARLTA: M TFHIREREREELHIBES IPsec BHERSZ RIFMLE R LACET ZRENIIRIE,

o REXBBYE: WA IPsec Z2XEKEENNEE (UM ARM),

o REXBREABMH: WART IPsec REXKEFEHRAMNE (UFARM),

o ReXBED (KB): N IPsec RXBEFENHIEE (UTFFHALEM.,

o REXBEDEAR (KB) RAE: BAAYF IPsec REXBEENRAKIEE UFFHRENM,
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IPSec Settings

FSENRRE

EMRFIREHKEAB2E WAN #iZEEBEFIRE, EAUBSEXERE, AREFMSMERRRERER, X LURIELL
RMIEZ AR QoS FREX T IBEMERE. J9 WAN HHEEE —MRER IP #otik, ZMUteT OB Ping RHE WAN 5
BHRTS, BERIUARBEFEERBRE IP, % IP sJLUEE Ping RIAE R MEFHRES.

EEHSEMNRE, BMAERRIISME KBE > RMB8E, ARRE HSEMRKET ik

Static VP Cost: 5

Static Virtual Path

TRt IR E
. BRI

- BE2RRFHERY: BAE, 2RHERGIERSRNSETFIERIE,
- WAN % LAN R AEHE, SEMEREPIER WAN SERRRENTENE DL (%) ERRAHR
R, LB EEASNAL

- SRERNSBIIAME: EMBRFEEHE Provisioning:

- BREMBZENBHE Provisioning: BAE, BRIBERMEENGEEEBMITENNAMRE
BRSZBIH o

- SRENRENS/NTIEHE (Kbps): ERHEN WAN R NSRS MEHRAH 5.
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< Edit Static Virtual Path

On-Demand Bandwidth Limit

oo

SEMBRIRE

LRMSENBERIREATFEERENS LREDSEMNBZIRIAE,

MSEMNRFER DR ZEIEIAEGK, USNERERERE, THREMTRIE SD-WAN TTRBkEX. I, shaSEMRE
ERMREEHR. shSEMBERNIZMNBIRERSREREREMNEIREM A,

BEEMNSEMNRE, BMAEFRIISME BE > XURE > RSEX, ARSEE shSEMNBEE Hlh.

Dynamic VP costs

Dynamic Virtual
Fath

UTR—EXHFNRE:
o BEEUEAREANE ERESEMREZE
o ESEPAREAIBREMRAE
« 2EMY QoS EXMH-FRINA 1Rk,
o EIESEPRECIRITAE:
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- NEER ®): NEKESHENTEURERSVIEM MERZE (EAFIPALED ZHEFTR
Zi8) eIEEISEIAREZAREKE,

- BiEHE (kbps): WMESZENSELERE, £ VEERANE, FHNMLHESEMNRE. £
XMERT, EEERTEHTR.

- BILEEE (pps) -EAASEINREZN NEERAVENH N iR ZBN2 L 2HE,

o EHTSEEPARRIZMIPRATAE

- WEERE (D). NEXEEHENTEUBESSOIMFR MR ZE FEEGIPRELTED MTH
TRzZIE) RS EMRZFEERNNEE,

- BitEEE (kbps) -FMERZEMSELERE, T NRERANE, 7L EHSEMEEZ MBI

- BHEEE (pps) -BMESZENEELEEE, £ VEERANE, ISR BRBIR.

o ITHYER

- EREETAMEMERZEMNEE (m): 8k DEAD shSEINERZAVET 8],
- EEHUE @@ KMEMBRE ZANEFENE (m): FLEEZERIUEHRIRREKEMERNESE
PRI,
o BEHRIIR
- BERRFHRERG: BAG, 2RFRRMNEFSERANETIERIE,

- WAN % LAN B AZHE, SEMEREPIER WAN SERRENHENE DL (%) EREAHR
R, LB ARNL

< Edit Dynamic Virtual Path

7| Enable Dynamic Virtusl Paths Across the Network

Dynamic Virtual Path Creation Criteria

On-Demand Bandwidth Limit

A Override global on-demand bandwidth im

BE “IIEERE" MISIEEREITER.
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E&ER

October 21, 2022

BRER BB HR M LA

o EREREREY
o BRECE
o ERERI

]

><\

SE TR

& R R

SANRHEEXH
HESHECE X

HEREASTFRAREES. RIEEE (XAREFREM IPBH), SUERTENAIRSISRE.

@ Application Routes IP Routes

Cost Ranges: Custom Application (1-20)

+ Application Route

Application (21-40)

Application Group (41-60)

IP (1-65535)

No Match Type Name Delivery Service Routing Domain Sites Cost Actions
1 Custom Applicati... customapp23 Internet Breakout Any Global 19 W
2 Application Group Default Cloud Dir... Cloud Direct Service Any Global 45 @
3 Application Group 03650ptimize_In... Internet Breakout Any Global 50
4 Application Group Citrix_Cloud_and... Internet Breakout Any Global 50
Rz FRf2FFER R
BE+ VAEFEAR, QIBNBREFRER.
o BREXMNFAEFLERE:
- [CEREEY: MTHISIRPIERTEXRR N ‘NAREF/BEXNAREFIZAREZFA.
- NMARRF. KNIRPEE—IRAER,
- BREE EEREE.
o EE: BULUE2RRSSiE R AR ER M E N AR RFREEE,
o W3R
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- BOEARSS . MPIRAIER—TECEARSS.
- A RESHFRBREOEXNRTR. BAREK, RARkES.

o BETRENER:

- AINERR: ERFUERF0 WAN g%, MRERNBRHINE, WNAEFBEFIBRERE.

@ Application Routes IP Routes

Cost Ranges: Custom Application (1-20) Application (21-40) Application Group (41-60) IP (1-65535)

Apps & Domains Match Criteria

Match Type Apps & Domains * +New Domain App  Routing Domain

Apps & Domains Ecommerce Default_RoutingDomain

Scope

@) Global Route Site / Group Specific Route

Traffic Steering
Delivery Service Cost ™
Internet Breakout 21

RAMT N AEFRE, WEHRARGHEUL T EREA:

« BEXMNARERF: 1-20
o AiERF: 21-40
o NMZAERFA: 41-60

IP B&4%

#3 IP BRE EIE, A% E + IP BB B IP BRERIELEISRE,
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@ Application Routes IP Routes

Cost Ranges:  Custom Application (1-20) Application (21-40)  Application Group (41-60) IP (1-65535)

IP Protocol Match Criteria

Destination Netwark ™ Use IP Group Routing Domain

Any Any

Scope

®) Global Route Site / Group Specific Route

Traffic Steering

Delivery Service Cost*

Internet Breakout 5
Eligibility Criteria
/| Export Route

Cancel
o IP il ICECAT A

- BN ANAB TR ABESNBEIRNS.
- EAIPA: ELURMBFEMEZRER “€H IP A SiEEUM ThFRPEZFEM IP 4,
- B MTHRSIRPEE—ERBE,

o SEE: &I EE RS sih S AR ERR LHE IP BRESEE,
. XiB5|T:

- BOEARSS . MTHIFIRPIER—HEGERSS .
- A RESFEREZHEN AR, MAEE, LEgkES.

SNRAM T Y IP B, MERBFHLIE 1-20 SEER.
o HABITAE:

- SHERE: MREd ‘SHRE SEEHBZBERAHMER, NRINERTRBRERESHE S W
REEHFET INTRANET/INTERNET 89B& e, MUsA WAN 2| WAN AT 8ESH. MRER “S
HERE" EFE, WAMBERFESSHEIEM SD-WAN %4, HEEBARMENX.

o BETRENHER:
- AINERTR: AR WAN SHE, IRFMEVERZHIEE, W IP REFSRREMRE,

BE “WIFRE" URIEEFHEITER,
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iz:dz IS
BEC SR BHABOIENNEEL. CRRERATRTZMBRENENRR, CEBIRXENMBHAAERTET

B, MBS EMERAE, ERUTERE, BARRE— RSt @@ R@)3Eik, CPU RIRAILL
BAERMER. THREEMX IP kBRI AT 28 Ho

ERERIE

HBmiE ATREET VLAN RE. SIZBmEE, BrE2R% (53] Intranet ARSS) suEO%35IAEN .
1t A] LUEHEE B T PR E il R BERIARE FRiE.

@ Routing Domains

Routing Domain

+ Routing Domain

Name Default Actions

Default_RoutingDomain .

ENEREFERBENEE, BREG + BAE, AN THIIRPER—EEENKHEE,. BHRE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 125



EAF Ay Citrix SD-WAN Orchestrator 14.4

Network Configuration : Routing Domains

ﬂ“ Routing Domains

Routing Domain

Routing Domain Name

sitel I

Virtuallnterface-1

MCN-2100

MCN-DC1

ServerVPX197

DC-410

BE “WIFRE" URIEERHEITER,
BXEZER, SR BhE,

B8 ERE)ISAR S5

BT A Citrix SD-WAN Orchestrator 125 SBAIENEHRS, AFENSANRREZEHARESZ 8
KRS, XERAEENSRHASFOERBMR, Inter-VRF ARSI LUE— S A TFISBIRA. BHAREHEERH
NAT #m,

BXEZER, B8R BAHEERS,
Z@T Citrix SD-WAN Orchestrator JzsithEl & IR EIHARSS, EHITIUTIRME:
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1. EWEES, SME ECE > BRE > B > BRhEERS.
2. B+ BAEE, RARBAUTSHNE:

o BIR: BREREIRARSS A9,

o ERERIEE 1. XIB9EE—PEREE,

o BRERIN 2: XJB9SE - EREE,

o BRAIBRIE: BRSS9 AR,

- Rik: ESDE Inter_Routing_Domain_Z one B5A3EX 1,
- & ZIRSWITARMTEE, ©REXIEHEPHIEENRIIBX I,
- TRERERMEZPEENFE X,

Routing Domains ®

Routing Domain

+ Routing Domain

Name Default Actions

Default_RoutingDomain (®)

Domain1 @I

Inter Routing Domain Service

Name Routing Domain1 Routing Domain2 Firewall Zone
Interroutedomain1 Default_RoutingDomain Domaint Default_LAN_Zone

EEARMAEINARS CIRIRH, FEIE— MRS R NRAEIHARSEE, AFERKHEERS. BXEERHN
BEZERE, BEH BHEERK,
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Routing Policies ®

Application Routes IP Routes

Cost Rang: Custom Application (1-20) Application (21-40) Application Group (41-60) IP (1-65535)

IP Protocol Match Criteria

Destination Network * Use IP Group Routing Domain
172.16.18.0/24 Domain1
@ Global Route Site / Group Specific Route

Traffic Steering

Delivery Service Service Name *

Inter Routing Domain v interroutedomaini

Eligibility Criteria

Export Route

[EIBSARINR B E R RIS AR R, LU S ESER IS 2 (BB

GE Al UL B R A S RBERITHI B I 2 BIRTRE, EPAIEREES, NIRARS M BARARSS &R A EINARSS, AEE
BFTRRIBAEIRIE. AXEEMAERBNESR, BEH PIAEER,
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Firewall Policies ®

Policy Information

Policy Name *

poliicy1 Active Policy

Firewall Type

Built-in Firewall v

Match Criteria

Match Type Routing Domain

Apps & Domains v l Default_RoutingDomain v ‘
Apps & Domains * + New Domain App

Base virtual protocol v
Source Zone Destination Zone

Any X v Any X v

Source Service Type Source Service Name * Source Port

Inter Routing Domain interroutedomaini Any
Dest Service Type Dest Service Name * Dest Port

Inter Routing Domain interroutedomain1 Any
IP Protocol bscp

Any ~ Any o Allow Fragments 2&\/:&9 Match Established

Actions

Action

Allow v

Connection State Tracking

Log Connection Start & End Events

Log Packet Statistics Every5mins

R RTLAESE Intranet IR EESRECEFHSHM oA NAT B8, BXEE NAT REEMNBEZER, BSH ML
i,

SABRREENXMH

ER BB IR 2R R A R B SR 1T /5 o
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SNIEERNZ RSB SN SD-WAN B #IEEZ s FUR RN, FIAERT, FSNBH.

@ Import Route Profiles
+ Import Filter Profile

Profile Name Actions
Default
one |

AN SNRESREEXM, HPEE “SAEREXHRN. “REXHAANL M “SAMESR UKRUTFR:

o Y -MFIRPEZE DN

o ERERIE -EILECR BT ERBRIENERE, BMIIRPIER—EEERNRKHE,.

o JRERERZS -RINFEAR R EHNENE R EMEN R P st FIMLEH#E,

« B17 IP - N\B#5 |P ik,

o BIER -EIRAIRILERE, EMFIRPER—NLEER, ARERSFERPEANRBIZ.
o TRk -SNT—BEE M,

o BREATE -HERAIRE.

o A -BTENSHEBEEREENSE (8iE) 1 SD-WAN BB,
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@ Import Route Profiles

Import Filter Profile

Import Profile Name *

Sample-import-filter-profile

Import Filters

Protocol Routing Domain Source Router Destination IP

Use IP Group Prefix Next Hop Route Tag
Any Default_RoutingDomain eq

Include Export Route to Citrix SD-WAN Appliances

Citrix SD-WAN Cost Service Type
6 Local

Profile Availability

Import Filter Profile Settings will be applied to the sites listed below Select Sites

Sites (2)
Boston

Dallas

BF “WIERE" UIIEEREITHER.

SHEREENXMH

E X B s hiGES SD-WAN BB IUAR M. BIAERT, FIEREBIBELANEFS.
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@ Export Route Profiles

Export Filter Profile

Export Profile Name *

sample-export-filter-profile

Export Filters

Routing Domain Network Address/Mask /] Use IP Group Prefix Cost Service Type Gateway IP Address
Default_RoutingDomain ipgl eq N eq . Local

Export OSPF Route Type Export OSPF Route Weight Include
Type 5 AS External Weight

Profile Availability

Export Filter Profile Settings will be applied to the sites listed below Select Sites

Sites (1)

Boston

BE “BIEERE” MISIEEREITER.

PETIR

EMEMPETR

.
Z

RBTREBEBEKIBA— TSI DT Z B A RENIER,

VI

BT FEBRERE, AUEMANNRZENREEFERETRENPEBR. PHET BT RSRERBZFEDE
T BN, dR1E A-B-C RIIPERET =N, WA AT CHBIERTLUBT B BH, &R LE Citrix SD-WAN
Orchestrator BRSHIEEEMT A EEIFHT REEHMNIER, EIRFRMANFFEEF, BHEMA, Rk

o

o
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Subnet 10.1.10.0
— 8383
Subnet 10.0.10.0
Data Center Branch Office 1
Route table:

10.1.10.0/24-Local
10.0.10.0/24-MCN
10.2.10.0/24-MCN (Branch Office 2)

MCN as Transit Node \ Subnet 10.2.10.0
Route table:
10.0.10.0/24-Local q
10.1.10.0/24-Branch Office 1 — —

10.2.10.0/24-Branch Office 2
Branch Office 2

Route table:

10.2.10.0/24-Local
10.0.10.0/24-MCN
10.1.10.0/24-MCN (Branch Office 1)

RINEREMBMRBE TR EALIEEESIT = (MCN/RCN) F13I2#EET = (Geo-MCN/RCN) {EA ML HZRIA
NEREMNSNZBETR. BRBIEASHTOIMOTBEEFEALBREN D, RINERT, RIFFMBILRE
RBEENEHTREARET RETRNRBE,

Global Transit Node Settings

[] Enable Spoke-to-Spoke communication via Hub by default across the network (Recommended) <> Restore Default

Control Transit Node Settings

This section hosts the configuration to override the global transit node settings on a specific or a set of control transit nodes in the network. (MCN/RCN and

related Geo control nodes)

+ Add Node + Add Geo-Node

Default Virtual Path Cost Default Virtual Path Cost
Transit on Control Node _ Transit on Geo-Control Node 5
(Site to Control Node) (Site to Geo-Control Node)
Sitel S3
/| Override Global Transit Settings 6 @ /| Override Global Transit Settings 6 @
() Spoke to Spoke Forwarding () Spoke to Spoke Forwarding
B Route Export @ route Export
SiteRCN SiteRegion2
6 o]
/| Override Global Transit Settings 6 @ Override Global Transit Settings

c’ Spoke to Spoke Forwarding

Save

ANERFEMEMET RBEH T RAIEER TR, AREEENRERS, ERTHStEERNTRE6 M7
AR BRRAEINBRERAE, SR LIEFREMZERELEMRIZHE. RBE “RERINME” UMERKIARZBETR
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BIBRIA B BR 1R RE Ao
AR

@& 2 A LRI 3 NMEHIT A 3 MHIBIEEI T SER BT o

AIAMERT, ESMmEEFIT Mt IERTHT R XEXBFTABE EER WAN 2| WAN #%, WAN 2| WAN #%&% 2 iF
RALSEMEREER. EEMERBKMNRENR MEDIE R ZBFREBER, H7YohSEIMBRRZEEER,

ZRLBEERFETRIRE, ERNEEENEFNERT R LEANERANRINZRK. BA “9OXELR &, £
REFNTRESHESHERNIERZEINREH, BA T NERIFET RAEREN R B EM S ENERR.

B BHESY JEMARRRE EEAENBRRIEMRREZAMBESEH (WAN 2] WAN 32.8). £RTIRIZENE
BEMNBRRIENBERR, ARAMELRRBE LNBRESH. RSEBANX JOXEL H, TEEAREBSH,

Control Transit Node Settings

- | This section hosts the configuration to override the global transit node settings on a specific or a set of control transit nodes in the network. (MCN/RCN and
 related Geo control nodes)

+ Add Node + Add Geo-Node

s Default Virtual Path Cost 5 Default Virtual Path Cost
Transit on Control Node Transit on Geo-Control Node
(Site to Control Node) (Site to Geo-Control Node)
Sitel S3
/| Override Global Transit Settings 6 @ /| Override Global Transit Settings 6 @
@ svoke to Spoke Forwarding @ svoke to Spoke Forwarding
B Route Export @D routeExport
SiteRCN SiteRegion2
6 o]
/| Override Global Transit Settings 6 @ Override Global Transit Settings

(D soke to Spoke Forwarding

Save

EMEMZETRNERSEEER  ENSNET RN RREEEERA T EESNERRE LR 2BEMNEM
RETRIZE, EErLUERIFHEH T RENEREERET R, ST Ret RN R EA RN E =3E
Ro MIRFPHTRXHA, BRFEERAMPRETR W%Igﬂﬁﬁﬁﬁﬁﬁﬂiﬁ,Mﬁﬁﬁﬁﬁ%_xﬁn,o
BEZETRBME, ARERNARETFILRENENOET RIRERE R,
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Site Specific Preferences for Virtual Overlay Transit Nodes

Primary Transit Node ™ Cost Secondary Transit Node Cost Tertiary Transit Node Cost
Germany_Masternode 6 London_Site 7 Greece_Site_Clone 8

sites to be Routed via Intermediate Node

Select Region/Groups Select Sites
| Select All | Select All
| default | London_Site

Sl Review | Poge 1 ora

EEMRZET R

TR LR R AN BB R, UEBAEERMNpRXELR, FEERERNERNGLRUAELE—TERA
Internet fRSSHVHEE, XEKE, ELE - MHEBRENFESFTELZ %

ARSI R R D ECRRAMA. REERMARSHMERE UERAPERWN, FRNERBHGEMAREEHE
2. REEEMRSHERALUEIRENFRGRBHIERN, KEEENRBIRGE, BdXE@ELRE
PIBVER FR G B EEIXEIPFRB ISR, BEMAEI =2 B A EERMARSS B <o

fian, MRFIESWMALHEENEBEMTBILR, BB UMAYNERMEEAS BohEEEIFE IR,

BAT Internet RSWEMBMER T AR ETERKMERT R, NMREHNSMEFRT R EREBAEKMRS, #
B/ & EBRE T R B IREEET BN S,
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@ Virtual Overlay Transit Nodes Internet Transit Nodes Intranet Transit Nodes

Primary Default Internet Transit Node for the Network

Transit Node Description

Virtual Overlay Transit routing node for each site doubles up as the primary Internet transit node, if Internet service is enabled on the Virtual Overlay Transit node. If not,

Virtual Overlay Transit Node
Y the secondary / backup transit nodes provide a route to the Internet

Secondary / Backup Internet Transit Nodes for the Network

Service Name

internet

Transit Node Settings will be applied to the sites listed below Select Sites

No Sites have been Selected

REXF TSR

Intranet 15 SEFREIE Intranet iR #AEFIRIEERREM Intranet Mg, AIUASRBIL R D ECELER D, B
A Intranet RS AR R EZAR Intranet M4, EABERRARKARENRERE, &F Intranet RS A4
=A] LUEIE BB M (5 ik SR R BN B E, BEBERBIARE, BidXERi@iESE Intranet MR EE B
XA S,

a0, R 10.2.1.0/24 BHEMMLE, MELSTAANHERRBENBIL S, BT Ry TS EXZ ML I
BESBEMEXRIFA LS,

BH Intranet RSMEBIMSIIHETRFITEE Intranet FET S, IRFEEMSMHETS LB Intranet RS
MI4EBL /& Intranet Asg¥s SR M E Intranet A9ERH,

@ Virtual Overlay Transit Nodes Internet Transit Nodes Intranet Transit Nodes

Primary Default Intranet Transit Node for the Network

Transit Node Description

Virtual Overlay Transit routing node for each site doubles up as the primary Intranet transit node, if Intranet service is enabled on the Virtual Overlay Transit node. If not,

Virtual Overlay Transit Node
v the secondary / backup transit nodes provide a route to the Intranet

Secondary / Backup Transit Nodes to reach the subnets selected

Service Name

Non_SDWAN_Sites

Transit Node Settings will be applied to the sites listed below Select Sites

No Sites have been Selected
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BGP

eI LUBIE M TFHRIFIRPIERFENIESH R T G O RASEE BGP 88, XEHEH NSRS BGP ;LB H,
BXEE BGP BFHER, ES5 BGP,

Note: BGP settings are available as part of site config. Please choose a site from below dropdown and click Go. This will take you to site level page
Select Site: branchvpx Go

BEMTRIFIRPEFFARENIGR, ARRE “FFR7, TUNGEREE OSPFiRE. XRFHEHNIERS OSPF ELE
TiE, BXEE OSPF WF4MER, iH5 OSPF,

Note: OSPF settings are available as part of site config. Please choose a site from below dropdown and click Go. This will take you to site level page
Select Site: branchvpx Go
EZ i

R LUBE M THIFIRFIERFIBNER A RE TR RAMREES REERE, XFFEHNERRASRAKLE
NH. BXEEZRBHNFRES, F5H 24,

Multicast Groups ®

Note: Multicast Groups settings are available as part of site config. Please choose a site from below dropdown and click Go. This will take you to site level page

Select Site: branchvpx Go

VRRP
EELOET M THRIFIRPIEFFIBNIG A RS IR RAOMGARERINERBBZ TR (VRRP), XEHE#H Nk
=% VRRP ECETUH. BXEEZRBHFAES, 55H VRRP,

VRRP ®

Note: VRRP settings are available as part of site config. Please choose a site from below dropdown and click Go. This will take you to site level page

Select Site: branchvpx Go
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HERR BB

October 21, 2022

HERENEEIRERTEREH WAN R EISIZBMEKE. EaUE “BRiEE” 1 “ERE” TEEXERE, 7

DITEH R NG E R INER R R BB IR B D A R B 1R
B, BUTRMIRERTA:

o ATFEREH WAN iz 8| BaheIZ B MM,
o SENRENE/EIAE

XERBEME P MEFEIFTE WAN SRR,

B8 “BIFERE” MEIEHERHEITTHER.

RAIABYHERR [B) @ 54

FIABOHERR BB IEA SR BRI SIZ U T ZERIERE:

o EEFMNEEEMHEE
o HERSEHEBNEERD MPLS §588, UK
o« HERJSTEFHETEFRNLE Intranet g%

BITE X iR EE 5 LH

HEXEBMEEAFESE Intranet. A Internet 5 MPLS #1%88% B 2S5 FRARSIREE Z BN EMIAE

Intranet. A%t Internet = MPLS 3&E/HIE& R,

BN, UXMERAG-—RABEZEMENERAENEL. ZENELER AT & T MPLS ####%, MENEAHELER
Airtel MPLS $##%, fRi%& AT & T # Airtel MPLS #5872 DSCP ixEfMEX SR EEREN, HETLEE IR
2. BEXERENESMMAFEIERE ISP X (JEAFIFA ATT —Airtel) , HERABTFXL ISP Wi ZEH B5HE!

ez tE
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@ Verify Canfig Interlink Communication

Default Inter-link Communication Groups

No Group Name Description

1 Internet-All All Internet links can talk to each other by default. If a sub-set of internet links need to talk only among t...
2 MPLS-Same-ISP All MPLS links belonging to the same ISP can talk to each other by default, through auto-creation of paths
3 Private Intranet-5ame-ISP All Private Intranet links belonging to the same ISP can talk to each other by default, through auto-creati...

Custom Inter-link Communication Groups

MPLS Groups ~ Private Intranet Groups  Internet Communication Override Groups

Group the desired MPLS service provider names, to enable the corresponding links to talk to each other.

+ MPLS Inter-link Communication Group

No Group Name Service Providers Actions

« MPLS 4H: &R LIXIFRFERI MPLS IRSIRMHERIFHITHA, LUEBNAEREBEEEE. 24 + MPLS i
ERIE)E(E4E HiRMH MPLS A&, MTHIYIERAERE DSCP 5%, SR LUBE M T Y IRHPER ISP &5k
00 MPLS fefitis. BRNE SEEGMTASMIEENX MPLS #REEEHBBME, ERVBIERT, B
TIHFRINEFFE, ATURALED,

« FhF Intranet 2848 ERILIXFTERR Intranet IRSIBUBZMHAITOA, UEHENNEZEBELEE, 2
i + A% Intranet InterLink @540 HIREFAERBMAZ TR, M ThIFIRPEE DSCP 155, ERa]LUE
B M TFHIFIRAFIER ISP BFRAFMFAE Intranet IR1EH. EANE SXEGHTER/ZASIEENFE
Intranet InterLink 3&{E£AAINZE,

o Internet BEEZA: MR 5 Internet EEREEREIBRE, FEESHR Internet HEES, MALIXTHE
B ISP Z2#R#iTo4H, LUEMEAASTHEDR,

EERMEHENERBAMATURIGER. 2i+ AHERW InterLink EE4 HRMAHEHMAEZT, MTH]
xrpik$E DSCP 5%, SRR LUBE M THIFIRAPER ISP BFRAM AL EKMIRME. BRAME ST HREE
BB R L &RxRERR B E (S AN SRR LT NE,
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@ Interlink Communication

Default Inter-link Communication Groups

No Group Name Description
1 Internet-All all internet links can talk to each other by default, If a sub-set of internet links need to talk only among themselves and not with the broad
2 MPLE-Same-I5P All MPLS links belenging to the same ISP can talk to each other by default, through auto-creation of paths
3 Private intranet-Same-I1SP All Private Intranet links belonging to the same ISP can talk to each other by default, through auto-creation of paths
Custom Inter-link Communication Groups
MPLS Group Mame ™ D5CP Tag

k4] Enable Encryption

+ MPLS Provider
e

Re

October 21, 2022

TRAILEREERTMETAERENREIRE, FIINMERE. EPRRE IPsec. BASEHIES,

5 A DI

ER LATE LR FECE X IgH E X SR SRIEH R EH HEKIHH AN FIAERT, UTFXEAA:

+ de@@fault_LAN_Zone: iEAT#HEESUEEXIGNNRIRE, EZKEHKIEE,
o Internet_Zone: ERFFHEHAAGEEORL EEMRSHRE.
« Untrusted_Internet_Zone: EFFFERAAEEORHEBREMRESHRE,
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Firewall Zones ®

+ Firewall Zone

Name Actions

Trail-firewall-zone @
Default_LAN_Zone

Internet_Zone

Untrusted_Internet_Zone

Inter_Routing_Domain_Zone

TR A L2 B EHKIEH B E DA U T RENR:

o EINRILEO

o HNEXMARS

« GRE @&

« FEEM IPsec i@

BE “OIFRE" MISEERETHER.
B ASERRIA

TRIEERT M AT SD-WAN MEHAEIRENE /AL IERENEBHAIFRE, ERIUEESLFIRENIE
REERNEIRE.,
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Firewall Defaults @

Global Default Firewall Actions

Action When Mo Firewall Rules Match
Allow

Action When Security Profiles Cannot be Inspecied
lgnore

Action When Security Profiles Inspection Traffic is 1PV

lgnore

II%IHHHilHHHHHHHI%EiHiiHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Default Connection State Tracking

Denied Timeout {s)

30

TGP Initial Timeout (3] TCP Idle Timeout ()
120 7440

TCP Closing Timeout TCP Time Wait Timeout (=)
60 120

TCP closed Timeout ()

30

VDR Initiel Timeout 5) UDP Idle Timeout (s
30 300

ICMP Initial Timeout (s) ICMP idle Timeout (3]
30 60

Generic Initial Timeout (3] Ganeriz Idle Timeout (g)
30 300

o BRASEAN A LECESAUIRIE: MPIRFIER S AERIEALENKIESNRE (RIFHEF).

o TENERSEEXHNIRE. AREHIEANHEARTSEEXHEEN AR Edge Security ¥R
KENSIEEEFRE (BRHEF). MRER B, WAEXPAERWSHEAARLE, HRIRFTHET
— MBS, g0REEF Drop, M5 XE AN LA BRI ER.

o BRIABFASEIRIE: MPIRAIERESRIERLENSEGCHNIRE (RIF/HE.

o BOIANERRSRER . W5miEsRega NAT MNAREAR TCP. UDP #1 ICMP /2 BEREZERSRER.
AR
BR “BAERKSRE &, EKBEXHIEHRE, FNRREHLSWKAEL. MREKEFELI
FFFRE, WENIELRSHRBEEIMARELKEERNBAE.

o EAEEBRT: FEXHIRIELNIER Z AR IR REE (AR,

« TCP #4458 . 7EXHRTTAMH TCP RIFZRIFFFNHRESNRE (UF R,

« TCP = Ri8rY: 7EXHER TCP B2 S FMEEaeE (R,
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o TCP XA : FARIIEREXH TCP 2iEZ2iEFHEEaEMRE (U REMI),.

o TCP &H5HEEA: EXHEL LM TCP 21EZ iR iEanediE (IR,

o TCP XA : EXARLER TCP B AISEREEIEaREE (RSN,

« UDP #5188 EXAKREBIWNEREN UDP 21EZ sl IEERIETE (LR RS,
« UDP =Ri8rY: 7EXHER UDP RiE 2 sl SR e medE (L8,

« ICMP #8888 : EXFREIWNEREN ICMP 21EZ 5iEREM IR EETE (RS A)
« ICMP = HiERY: 7EXEER ICMP 212 s SHiEarIedE (R AR,

o BRAVEEN . EXEARENERENBASEZAIFFHTMIESNIE (UFREA),

. THREERT: EXHAEIBASIEZ ISR SIEEREE (R A8,

B85 “IIIERE MISIEEREITER.

B A SRR B

PSR E X RS RS REN R TR ERG SN, EAERRTFRESRE, HFEIHARERERREEZ 2.
PSR B8 =185

o 2BRIN -2BMINRBZ/L I AERNNES, B7F 2RIV 20 TIZNRENATREFHRE
I

o WIS ISR LU E M BIBA ASE RN 2 A T R A5 RE U =

« 2RES -EALUERERESRRK BE2RMISEM R BVRE,

Firewall Policies

Global Default Site Specific Global Override

+ Global Default Policy

No Name Active Actions

TR LARE X B A SR FARIB RS R HITINE . ERILUEEMTIRINER. FIREESAFETH AR IR,

BIGETNE AN AREFHFNAEFREEAEENAN, AENARE ZREBNNAEFHFRAEFEAFTKRRE
P
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Firewall Policies

Policy Information

Policy Name *

Active Policy

Firewall Rules

Create New Rule
@ Top of List Bottom of List Specify Row Number Row number

Src Zone Dst Zone Src Network Dst Network Action Actions

No Match Type Application

EOURMAEMN, ERE IR,
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Firewall Policies

Policy Information

Policy Name *

FIREWALL-13 Active Policy

Firewall Type

Built-in Firewall v

Match Criteria
Match Type Routing Domain
Apps & Domains v Default_RoutingDomain v
Apps & Domains * + New Domain App
Ecommerce v

Source Zone Destination Zone
Any X v Any X v

Source Service Type Source Service Name * Source IP Source Port

Any v Any v Any Any
Dest Service Type Dest Service Name * Dest IP Dest Port

Any v Any v Any Any
IP Protocol DSCP

Any v Any o Allow Fragments Reverse Match Established

Also

Actions

Action Schedule
Allow v Always On (Default) v
Add Schedule

Connection State Tracking

Log Connection Start & End Events

Log Packet Statistics Every 5 mins v

o NREBNFAFAERHASENN, BiRMH HEZ LT Activ e Policy Si1E,

o EFRHEXANRE, 50, NAEF. BEXNNAER. NAREFH. NAEFRTISHET IP hilsR
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RECIE: TRB AR K,
BiRXE: BRI AEXKIE,
TRARSS A R SD-WAN ARSS 2B -, BINERZ. Intranet. IP A EIKMRARS XA H,

RERS 2R SRSEBEBRMRSHIRM. Hli0, MRARRSLKEEF T EMRKRE, WZBREBERE
EEMBRENGM. XHFERETEN, BURTFFMERS LR,

R IP: AN F ARy [P stntAn F /e,

RO FENAREFERNIRRC.

BniRs32E: Bin SD-WAN ARSS KA -7, EIMERTE. Intranet. IP EH BN EMRS LRI A
BirRS R SIRSEEXKHRSHET. IHTSZRUEN, BURTFMERSEE,

B85 IP: hikas AFILACRY P stk A FREeg.

BirimO: HENBREFEANERRD (B0 TCP #Hisy HTTP BfrinO 80).

IP thil: SNSREFILITECRE, IHEER 52N LA IP thil. EmesE “ER". “TCP”. “UDP ICMP”
Fo

DSCP: sniFFAF7E DSCP f7%ig & E#{TILAS,

RWFFE: AFLELRN IP 5.

ERE: Bt mEREERIA, FEREENENBITE.,
MEEERY: LREAFEHIMIESIERIENSIER,

o AILAXIEACRYRAZ T LA T 18 4E:

RV AVFREBRIH A

EF . BEEFRIEGFRIELREH AE,

B4 ELBIMABREBFLEDIITENMEN, TCP ZXEE, ICMP 22X HIRHER.
TSR I RIRNESIESE MM F T, ARRLLARIETIRE 55,

BT EXBERITHRMEIN, EERLIEREHRRIAE,

MR

EERREMLE EERRMENS. EIURERIPED SD-WAN NEN2REZ2IRE.

ML MERNEX AT SD-WAN MEHFAEMZERENEE, EFERTIFMERR. ERILRKMEIREN AES-128
8¢ AES-256,
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FIPS &/t

FIPS &R={52HIA AR AEH IPSec BHEARE FIPS B iRE, NEIMRIZEE IPSec 28,
BR FIPS RV rI R LA T IhAE:

o BRHE FIPS 89 IKE 1,

« BRAE FIPS #R0ERY IKE DH 4B, AP aILUMAERTE FIPS BER (2,5,14-21) TREEREMENSH
o TEEPIEBER IPsec REHPETTS FIPS 1R IPsec @ELRE

o IKEm#M (IKEv2) TEMER, IPsec AR,

o SYETF FIPS M4 ARIGERITHITHEIR.

Z1£ Citrix SD-WAN Orchestrator BRs3 B FIPS &%

1. B3 KE>R2>NELR,
2. £ ‘MBREIKE” BH+P, 82E “BA FIPS BRX” Bk,

BA FIPS BEXsEEEMHEEENITIRE, UHRMES IPsec BXMEESHERAS FIPS iR, RASBIHIT

HIRMNESRTE IKEE IPsec,
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Network Security ®

Network Security Settings

Encryption

AES-128

Enable Encryption Key Rotation
Enable Extended Packet Encryption Header

Enable Extended Packet Authentication
Trailer

Extended Packet Authentication Trailer Type

Enable FIPS Mode

Enable Appliance Authentication

Network Secure Key

Regenerate

WMREHA IPSec BEBEMNARRTS FIPS 154, NoJgeft L HitiEiR,. U TEEEER T4 Ul 89 Citrix SD-WAN
Orchestrator L#& “RIFAE” A ERAVEITEIRER,

« BA FIPS B HEZEAFT S FIPS BIEIHEY,

« BA FIPS #{ BB E s FAHRET ERY,

« BF FIPS #X{H B A EMBEZN IPsec RER, RINREHWLTFEARS, HEEETHIRNEERN (ESP
5 ESP_AUTH/AH).

« BA FIPS Bk, *2BREMBREIRINRERN IPsecigE, HERANESERERER.

BRMEZALE. BAG, MERASMRE 10 E 15 2#ieiR—R,

BRY BREEEMERK: BAG, BEMEREZARN— 16 FHHUINEITEE, BIENRLRE, HIEN3HITH
EEemE,

BRY REEESHUIEES: BAE, SHNEIIAEIWMENERENAS, URIEHGEEREESBNEE,

FREIEESMHIHEELRE . XRATEIIRESRTEERE, MNTHEREPERU TRz —: 32 (RN
SHA-256,
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SSL &

R2ERTFRE (SSL) wEREH. BN HTTPS ke SMTP REHREFEEENBMNERE, SSLREAR
ANIREENARRERHER2RE, ERILERM EEFARNR CAIES, HPREH#ITHEALE,

AR

Citrix SD-WAN 11.3.0 hx A& LU fE%#F SSL 167,

ZRH SSLIE, BEMEELNSHE BEE > %2 >SSLeE > EE, AREXUT SSLEEIRE,

« BF SMTPS &L E: &2 SMTP RELE SSLE,

« BA HTTPS REIE: HTTPS mELT SSL 6%,

o FRIEEXEB HTTPS & FOAERT, ZEk AL HTTPS 8" Si%4ER, w0 443 ERYIEHTTPS
MEBR WA R ITHETERIRR. 4T EIETME HTTPS JRE B, §FELEIE HTTPS & LU#1T SSL &

o BRI SBRARENREREL, B0 443 E89 HTTP R8sk EIEBE#iit e HTTPS

L&Eo

o BPRMEEMIN: ERFAENZT AN aTENHINE sslvHello. SSLv3. tlsvl, tslvl.1. tlsvl.2 0
tlsvl.3

o IRESBVEZMHIN: EERAEWRSBHIL. TRAMNINE sslvHello. SSLv3. tlsvl. tslvl.1. tlsv1l.2 #0
tlsvl.3,

i It

AR

FF TLSV1.2 WRARMAZ R E, FIFRAEREREE, SNREFER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 149



EAF Ay Citrix SD-WAN Orchestrator 14.4

SSL Inspection @

Configuration Root Certificate Trusted Server Certificates
/| Enable SMTPS Traffic Processing
+v/| Enable HTTPS Traffic Processing

Block Invalid HTTPS Traffic

Client Connection Protocols

SSLvHello SSLv3 TLSV1 TLSv1.1 TLSv1.2 TLSv1.3

Server Connection Protocols

SSLvHello SSLv3 TLSV1 TLSv1.1 TLSv1.2 TLSV1.3

£ RIER” EME L, SHIHMIEENASRIERTENN (CA) MRIEBMZER. 1R CA BFIBMEERKASIE
BHWERIA, UERIT SSLEE. REMBRER CAIEBREEMETUNERE SSL #1THRENE P in T(FiLH
®’E L,

SSL Inspection ®

Configuration Root Certificate Trusted Server Certificates

Root Certificate and
Key

Import the files or copy paste the Root Certificate and
Kev

Root Certificate Root Key

Cancel

AR “EERINAELNFMARSSIEBMN TETIHENER" EH%SH SD-WAN RIBRIEBIRET RN TFIER
BHR CANPRERSS|IERHITRIE. EXRSEFIERBERNIRSSE. BEBERITN, BE FIERSHIER EHF
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£ EERERARSS 209 SSL BERIER. BEr “FIER" HRES, NEH LEER. &, IREER “EEFRE
ARSEIUEE", WEICEIEBRIPRFMA, Citrix SD-WAN #EIEFRIEIRS BANIEEo

SSL Inspection ®

Configuration Root Certificate Trusted Server Certificates

Trusted Server
Certificates
Trust all server certificates

o) Trust all server certificates signed by root authority and certificates listed below

Add Certificate

Certficate Name Issued to Issued by Valid date Expire date

FRREEEXHN—EE, ERLIEIR SSL ANFAFHBALU#HT SSLIEE, BXAREEEXHEIZ SSL ANy
EZER, EHBH Edge 22,

NIZ B

ANEBIHERS (IPS) Al NH A LB EE# NGNS, IPS REMEREHWAEENREXRNEMRE. ©8E
— 1T EEEE 34,000 MERNNABTROPBNEARNERNBIERE, EEEBEICENMELLEARS KIS
Ko

IPS EAEFHEREN, ©RENNSIESSBEEH—MRANRRMNKEEXEIEEHTLE, SRUEESXK
BEEH. ATFERTLEANER, RLERHDHENLRIAERE,

ERILAGIRE IPS MNFHNE BMEFAHRNEREFFHHELE, BFARHIFE—MITESRNEE, RALENERS
THIMBEXNRDER LKL,

R LIe)i2 IPS REXHHERA IPS INEE, AfE, XL IPS EEXHAIUSBIMNNELBERE, WE]LUNSHER
RXEX,

SMINATS S IPS BEXMHEXE, 81 IPSEEXHIUSE M LRXEK. BA IPSEEXHE, ESRES
IPS BEE X 1 REXRVIL m B8 8 AR IZECE X 4 = AT IPS FN,

O IPS AN, BEMBRISME BLE > e > NEHHE > IPS AN, AFRE “WHEAN,
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@ IPS Profiles IPS Rules

Intrusion Prevention

To prevent intrusion attacks, rules can be configured below based on signature attributes such as Class Types and Categories.
For more information on signatures, visit the website Emerging Trends

Total Rules: 4 (Preset -4, Custom-0)

Rule name Description Type Categories Class Types Action Actions
Critical Priority Critical Priority Preset 0 15  Enable Block if Recommended is Enabled

High Priority High Priority Preset 0 15 Enable Block if Recommended is Enabled

Medium Priority Medium Priority Preset 0 7 Enable Log

Low Priority Low Priority Preset 0 1 Recommended

SREAINE IR, AIRIAARIR KRS 2R, SMUEE—NEME, ARISEEMA. EELUML AT
fErhit TR

MR E TheE

HE ABNERENT BIERF. MERRITRINEIERF.
BRBE AWFHIER SN PEAERLEHRE,

BR “NR#EE" BAML INRMNIRER “HE", MEINEFREN “BABE
&, MUMIERS MNP EAIE R AR R E.
= FARELE EF MNP ERER TRENRE,

@ IPS Profiles IPS Rules

€ Rule

Rule Name *
rule-block-chome-dos

Description

Block denial of service through chrome browser.

IF THE FOLLOWING CONDITION IS MET*
is browser-chrome X

OR

is denial-of-service X

THEN DO THE FOLLOWING*

Enable Block
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s BFANRFIFE— T ITESRNEE, AtREASUSREHERXNRMRENZER LIS,
« SD-WAN BB EFERIE O A BT IPS 5I1ZHAFRA A WAN L4 50 ERRE. XA/ ERT
&R DOS MK ERM T IR 2R,

20012 IPSEEXH, BEMELNSME EE > e > \EWiF > IPS BEXH, AREE “MREEXH .
@ IPS Profiles IPS Rules

Each IPS Profile contains one or many IPS Rules applied to sites

Total Profiles: 1 New Profile

Profile name Description Status Rules Sites

Profile-1 e 4 1 e

fefft IPS EEEXX MR MRMMEAR. £ IPS AN EH+ L, BAFMFEL IPS N, AR “BA IPS BEEXH .

@ IPS Profiles IPS Rules

<~ New IPS Profile

Profile Name *
Profile-2

Description

IPS Rules Sites

Rule name Description Type Status Categ Class Typ Act
Critical Priority Critical Priority Preset (D 0 15 blocklog
High Priority High Priority Preset (D 0 15 blocklog
Medium Priority Medium Priority Preset () 0 7 log

Low Priority Low Priority Preset () 0 1 default

e Enable IPS Profile
Create Profile

£ R EWRLE, BF ERMR7. BFMR, ARRE “RE. BE UEMIAER
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Site Selector

Browse or search the list of sites, regions and groups below. You can add/remove entire Regions and Groups, or click into them and choose a
subset of its members to add/remove.

Search

jo)

Filter By Region / Custom Groups

Available (5 sites) Selected (0 sites)
Name Name
Boston >
Kansas
SantaCl:

BRINERZ2EEXHNERAREAXE IPS BEXH, ReEBEXHATEIRBAENN, EXESER, 7S
i Z2EEX - N,

BN IPsec
ELERE IPsec EX IPsec BHEIRE, UHFREBESHSENEREMNDSEMNBRRLSERIE. EER “HEEMRE
IPsec” = “GhASEMERRER IPsec” MIRELUEX IPsec BHEigE,

o FEERA: EERNUTLeER T —:

- ESP: #UEEHEMME.,
- ESP+Auth: £/ HMAC S3#E##{TEI%E. NZEMRIL.
- W #uEEE HMAC #1738,

o NERN: B ESP RMERNMEE .
o BEEZE BTFEM HMAC M H B %o
o LA IPsec REXKEENEERIFLENE, UWNEM, BN 0 RRLRE,

BXEE IPsec REHEE, BB IPsec fRSS.
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Virtual Path IPsec ®

Static Virtual Paths IPSec Dynamic Virtual Paths IPSec

Dynamic Virtual Path IPSec Settings

Encrypt Dynamic Virtual Path with IPSec

Encapsulation Type *

ESP

Encryption Mode *

AES 128-Bit

Hash Algorithm *

SHA1

Lifetime (s) *

28800

Save

B “WIFRE" URIEEAHITER

IEH

ARMERMIES: SMEBNETELER. SMEPATUHRERTERIME, UWSIEESHNRATHAGFARNS D,
EEIEPATFRIDESER. Citrix SD-WAN R&EEZFHMEEIED. ERRAINERERERPERIER,

Certificates ®

-+ Add Certificate

Certificate Name Actions

B “WIFRE" URIEEAHITER
ERINESR, BBEE RINER".
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o IEBRIR: RAEGEBRM,
o JEFEE: NTHITIRPEREREE,
- SHESE: SOIEBERIEBHNABAIHRERERER. NFEEENSDIERHEIEBHERIIER AR
ABMEH. EENSMEBREBNIENEREEERERP.

- TEIEH: AEIEREEEZANPEERMENM (CA) iR CAER, BTFRIENEANSH. AISIES
FRENSR, A7HT BRENFEIERREENTES.

Certificates ®

Certificate

Certificate Name * Certificate Type
’ Trusted ‘
Base64 Certificate * I Trusted
Identity
VA
Base64 Key

Cancel Save

uh= A 1P 4R

October 21,2022

BRI R P k#1759 4E, UEEES MR WEM T BN AEF R, Er] UBERSHIEIR
#¥o

EEEXIH. hEM P4, ESME RE > =M IP 4,
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ﬁ Configuration b

Network Config Home

Delivery Services >

Routing >

Link Settings >

QoS >

Security >

Site & IP Groups hd
Regions

Custom Groups

IP Groups

X1

KBS FEBSHMAIHT RN ARERNEFIZERLR, IRENALAEEEZNMERE (SR BRNK
BImLE, Ma]LAE e KR M4#iT 7 Ko
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Verify Config Regions

Default Region Sites Actions
. Default-Region 0 +

Region-US-WEST 0 + W

Region-US-EAST 0 + W

B, S§MXIERS % 1000 MER, FitEMXIGEE — M EEHF S (RCN), fERZKIFEH O Controller,
Fit, MRENNEREED 500 NbR, WEERERSKEEE, RIABRT, FENKHREKENSE, Hphx
TR (MCN) ZRLFIE R mI R OFIES T R RM— I RSIMKIEE, EMETHSXEMLE, 5 MCN XEHX
AR BIAX .

SXEWMEZFFHERE, HP MCN 2620 RCN. kIR, &1 RCN EHS M 0ZihR. BIMEESXKEEES,
A LUE MCN MEERNEDMRNERFOT R, FELERGEREAZBH RCN EAFOTH R,

M MCN E#EEmi4=, B RCN KX FIaEH MCN BE#EENEM—LLE S, \BiRAT BRI Kig. ERMEM Kif
ZHl, FA KGR ML, RIEMKERE, ErTLUERFE BN ETLUERFREXEERERIAKE,

EeIRXE:
1. 8 + Xif, EHXERFMER,

2. RIBERBE JEIME VIP LEE 2 2 1F5MNEE VIP IUEC/S AiafE VIP i,

o SRHIAER VIP LEC: BAMRE, KIEFRIFREIEAEEN IP it ERsRH S ECE R F M ILEC,
o AVHISNEBVIP LES: BAE, AFRBEMXIEYIEFAEEMN IP it SEER FMITEC,

3. BE+FW RINFM. AR 45 sttt RZnEE FRIEY IP stk F#863.
4. EFEIER.
5 BE “BF, ARRT “RE . MEIENKERAMIMENKETIRP,

AR

FR R XENRA FS S EMNR R,
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0

Region Attributes

Region Name:  Region- US-WEST

Description
a
Force Internal VIP Matching Allow External VIP Matching
+ Subnets
Network Delete
Eg:a.b.c.d/e W

(o) Import Sites from other Regions Search Sites Search
Select Region(s) to Import from Select Sites to be Imported
Select All

Default-Region

FRIhEIEKIEfE, ErITEZKIE THRE S,
AR

TAEERRXIER D T 2 BB L ahS EPAER R

Bf “OIERE" M ERE T HEIR.
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BEXBA
BENXEA AP A LREFER EMNIER#TOH, BRAIU—REN—HIER AR, MAGRMGES L

Ro BIARPILUBENERR. REFINBERENTHESR. SKEFRE, BHATURASENUES, REIER, HE
RAURZMEN—ERS.

Network Configuration : Custom Groups

ﬁ Custom Groups
+ Custom Group

Group Sites Actions
Group-Large Branch Offices 3 + &
Group-Large Branch Office 3 + B
Group-Europe 3 + &
Group-G1 2 + &
Group-test_group 0 + ¥

flan, BRAUEIR— N RN KBS R7 NBE, NFEXBISEREEERREE. BRERIUFN—1E8

ISR EIETRORMMERE, 0, Hh—LifQWallE KBS A Ea—55.
BENMERA RET MBS AR LR D EE—RUBTFIRGENNGZE. G UEIRBEXEFAHIGIERRME

STMEEXEE, BEOEBENEA, FRE + BEXEE, REARMIHERHRMLER, 2& “BF, ABRE
“REF
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Network Configuration : Custom Groups

ﬂ Custom Groups

Group Attributes

Group Name:  Group- sitel
e +5Sjtes Search Sites Search
Select Group(s) to pick from Select Sites to be Added
/| Select All Select All
+/| Default-Region Bangalore
/| Region-Main_Office Belgium
| Region-Sales_office London
/| Group-Large Branch O Madrid
/| Group-Large Branch O NewYark
/| Group-Europe San Francisco
| Group-G1
+/| Group-test_group

Showing 1-6 of 6 items Page 1 ofl

BF “WIERE" UIIEERHEITHER,

IP 48

Citrix SD-WAN Orchestrator BRSSIATHM IP A (MEITR) AL, EALIET, S8 LUERE X KBy
{EF IP 23S IP AIMLEHIAEHRITHE, MARAE N FMEIETHILSS, XA DIRIEESEECEMRIEPER, mA
DERERENEIRAY |P ik,
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IP Groups @

Hame Actiong

MCN.GROUF
BRI_GROUF

[y Ep @&

BR2_Groupl

ERILLCYE IP AAHRMMS A%, EeZ IP A, HEFIPAHSE +IP A, RHARWN, 2E +IP i,
ARRANESRME IP 2689 |P it

IP Groups ©

IP Group identifiers

1P Group Neme

IP Addresses

+ IP Address

Network Address/Prefix

Cancel q

B “WIFRE" URIEERHITHER

LURIORERER IP 4H:

o SR IP B ERILUAINBEAANEHER ‘€ IP A" SEERERZNE IPH. EXEZER, 55 IP 4,
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@ AELTECLUE  Application Routes IP Routes

Cost Ranges: Custom Application (1-20)  Application (21-40)  Application Group (41-60) IP (1-65535)

IP Protocol Match Criteria

Destination Network Use IP Group Routing Domain

Any Any v

Scope

() Global Route Site / Group Specific Route

Traffic Steering

Delivery Service Cost™

Internet Breakout v 5

Eligibility Criteria

| Export Route

Cancel Save

s SANBHAREXH: SIRSNMEEEXH, ERLUMME EAIBR IP A5 RPHITERE,
ERILURINBTMEHERE ‘€A IP A SEEREFENE IP 4,
BEXEZER, BEA SABHEEXF,
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@ Import Route Profiles

Import Filter Profile

Import Profile Name *

Sample-import-filter-profile

Import Filters

Protocol Routing Domain Source Router Destination IP Use IP Group Prefix Next Hop Route Tag
Any Default_RoutingDomain  * - eq

Include Export Route to Citrix SD-WAN Appliances

Citrix SD-WAN Cost * Service Type

6 Local

Profile Availability

Import Filter Profile Settings will be applied to the sites listed below Select Sites

Sites (2)
Boston

Dallas

 SHERHBEEXH: IRSEMEREXH, FJLURIMNShuSEsER “€H IP A” ERELEENSE
IP 46,

BEXEZER, BEH SHEBBEEX T,
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@ Export Route Profiles

Export Filter Profile

Export Profile Name *

sample-export-filter-profile

Export Filters

Routing Domain Network Address/Mask /] Use IP Group Prefix Cost Service Type Gateway IP Address
Default_RoutingDomain ipgl eq * eq * Local

Export OSPF Route Type Export OSPF Route Weight Include
Type 5 AS External Weight

Profile Availability

Export Filter Profile Settings will be applied to the sites listed below Select Sites

Sites (1)

Boston

« BGP ¢F/E5EME: EAEDRASFIANNELER BGP RiglY, AJLURMMLAtIRER “EA IP A” SiEER
ERIA IP 4H,

BXEZEE, H2HBGP,
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Dynamic Routing ®

OSPF BGP Import Filters Export Filters

Neighbor Information

Routing Domain * Virtual Interface * Neighbor IP *

Default_RoutingDomain

Neighbor AS * Hold Time * Local Preference * Password

1 180 100 @

(/] IGP Metric [v/] Multi Hop

Neighbor Policies

Order Network Address Use IP Group Community String list BGP Community(AA:NN)

100 N Manual

AS Path BGP Policy * Direction

AR IR EMEEA

October 21,2022
D AR EEXNBEF. BHAEFSAUEESRIEPER. QoS BBk DNS 8E,
TRILIATMEXNBEX NARFEXNARFH, NARFAE O8TEEXTLEBNEERMNENEARER.

ERESGEN RN AEFIES I AEAN 2 KAV SR, IUEEEEFEANAEREA. eEFNE T HNAERFIESZ
%8, @, EEREANBRERRSH, Application Groups XiFEEM—RMNE DN BAER, MERLINI—H
MBS,

BEEE NAREFAE, FEMNE KRE > LAEFRENE,

AN BER

ERILRIEE S M BREFIENER BN AEFYRPLENEZ BRI ARERF. BEETHICIRNARER, &
EMERASME LBEFIREMFAE > B2 NYAER > ETEINNARER &0+, ARRE MEETEHINN
BEF. MANBREFEMHRNMRZHRN. EFUEFRBNTRBINE S EA BT,
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Domains & Apps ®

Domain Name Based Apps Pre-classified Apps

Domain based App Name ™

Ecommerce
Configure Ports

Add Domains

Domain Name/Pattern Delete

www.amazon.com @

www.flipkart.com| o}

PREETEHRNNBEFERUENBER BH. MNAEFINMGAEREREER,

M Citrix SD-WAN 11.4.2 hrAFia, “REWRA” SFEEETE “BTEHSNEERER TR, BA “RERA” £
EAES, AIURERAETFENYARFEE—AS MNEO. WOEEM MY (TCP/UDP/Any),

LARl, MAER ToARZRmA 80 1 443 LUK Any. MRER “EERA” SiEE, WSBIBERNITA.
AINERT, “RERO” ERELTERRS.

v “BEERO” SRER, sTLURIEFRERE. MNSBRERROSEOEE LR TCP. UDP 5 Any FihilGERE.
FINERT, EIRER ANy, iHmOEER 80 71443,
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Domains & Apps @

Domain Name Based Apps Pre-classified Apps

Domain based App Name *

Ecommerce

/| Configure Ports

Select Protocol

TCP

Add Ports

Port / Port Range Delete

80 W

443 0]

500-4000 W

Add Domains

Domain Name/Pattern Delete

www.amazon.com

www.flipkart.com @

BERILTE ‘TR D RNBRER SRR TEEREXNARERF JIR. ERIUERERE B BENNAER, Akl
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RIER AR R YIRS R,
Domains & Apps @

Domain Name Based Apps Pre-classified Apps

Filter Based on App Family: All X
App Name App Family Description
Base virtual protocol Standard Base is a virtual protocol, specific to ixEngine, that is always present at the beginning of the protocol path (e.g. base.:
Unclassified Protocol Standard Unclassified is a virtual protocol created for DPI that represents flows that are not recognized by the system. Most ol
Malformed virtual protocol Standard A packet belongs to the protocol 'malformed' if the protocol announced by the lower level protocol does not corresp¢
Incomplete virtual protocol Standard Incomplete is used when the protocol signature is too long.
802.1Q Ethernet VLAN Network Service 802.1Q is a protocol which allows sending VLAN membership information of a frame.
AOL Instant Messenger (formerly O... Instant Messaging AIM (originally AOL Instant Messenger) is an instant messaging application. The protocol name is OSCAR (Open Syst
Advance Message Queuing Protocol Middleware AMQP (Advanced Message Queuing Protocol) is an open standard application layer protocol for message-oriented i
Apollo Domain:XEROX Routing Apollo is the routing protocol implemented natively in Apollo workstations.
Address Resolution Protocol Network Service The ARP protocol is used to determine the MAC Address of a PC for which the IP address is known.
AppleTalk Network Service The AppleTalk Protocol Suite implements services for routing, file transfer, printer sharing and emails in Apple envirc

Page 1 of 359 > 10rows Vv

BENXNABERF

BEXNARERF BTFIEZRBNARFR IPROAS, XEASEECRHBUARFIRPATH,. EERFTEEX—
NETF IPNNBEEXNBER, ZNBEFAIUREZEESMRIEPER, MALSRERR IP tutflinO S8
BAER.

EREEXTAER, FEMKLNSNE ‘VAEFREMEEA" > ‘BEXNARER", 8& “+BEXNBER
HREBEX T AREFNEM. ISELEAVE, B9 IP thil. W4 IP ik, w0550 DSCP 4712, FEULFRAEE
MWD HENBEXNBERF.
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Q LEde il Custom Apps:

Custom App Mame *
HTTP_SERVER_INTERNAL

| Emable Reporting
Reparting Priarity

100

Match Criteria

Add Match Criteria
Application Protocal MNatwork IP Port DSCP Actions

Any TCFP (8] * &80 DEFAULT |

REE, BEXMARFRETREIIRT, ALMREREHTHREIMIR.

HETF IP UM BEEXNAEFNNAEREFARNT “BRIRE" S&iE, 4Juth ‘BRREG” SREHREREMN
ko

wh “BRERE R, EALWE RE > “ERER TEEIP BEXNAERFR &,

REMARRAREEEREET IP NN BEEXNAEFINAREFANIRT. YEFEZITLENEREBAREN, EERA
FiRENBSNALEBEXNBEFIXNBEFASERER. fli, MRAEXNAEFREMARREN 1, ME
TZEEXNBREFEREPRAGRSMAR. MMRKREMLKLEN 100, WEEXNBEFERSFHRLRE
K18%,
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Network Reports: Usage E Relative Time Interval: Last 1 Hour Site Group:
Application Usage Netwaork Usage
Report Type Apps
Top Apps All
Top Applications
M HTTP_SERVER_INTERNAL (94%) M youtube (6%) Ml amazon (0%) Ml salesforce (0%) = STREAMING (0%) mm Others (0%)
Top Applications
No Applications Tatal Data Upload Data Download Data Total Bandwidth Uplead Download Bandwidth
| 1 HTTP_SERVER_IN..  10.13GB 3.42GB 6.71GB 82,94 Mbps 26.82 Mbps 56.12 Mbps |
2 youtube 638.21 MB 218.21MB 419.99 MB 1.49 Mbps 510.32 Kbps 98219 Kbps
3 amazon 1712 MB 6.06 MB 1.06 MB 129,54 Kbps 47.23 Kbps B2.31 Kbps
4 salesforce 549 MB 251 MB 298 MB 12.4 Kbps 5.68 Kbps 672 Kbps
5 STREAMING 4,27 MB 2.05MB 222 MB 11.61 Kbps 5.58 Kbps 6.03 Kbps
[} http2 1.89 MB 66048 KB 1.22 MB 24.37 Kbps 8.77 Kbps 15.6 Kbps
I 7 ECOMMERCE 1.85 MB 66714 KB 118 MB 95.09 Kbps 12.95 Kbps 81.14 Kbps I
] Egoogle_accounts 161 MB 54511 KB 1.07 MB 42.97 Kbps 14.53 Kbps 28.44 Kbps
9 google_ads 155 MB BE73KB 87785 KB 4.07 Kbps 1.76 Kbps 2.3 Kbps
10 https 1.37 MB 53354 KB 83395KB 7.95 Kbps 318 Kbps 4.78 Kbps
=
AR

 EERETEEN NARER, TLIRNAREFIIRE. QoS RESHPI AR, MM AEFRE FIXk

L ECHT o

- EFEHAEEXNARER, TIRNAREFEA. QoS HKISFPHAERILH, KA BEX NARFFIAT

ESE

EEEXNAERFGE, BRITNAEFRE, BSMIIRKE > RERE >+ NAEFRHE, W “TEXEE ThIIR
iR ‘BEXNAER. BF, NTETEH&N NARER, N “LEXRE" ThRIIRPESE “NAEFE .
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@ Application Routes IP Routes

Cost Ranges: Custom Application (1-20) Application (21-40) Application Group (41-60) IP (1-65535)

Apps & Domains Match Criteria

Match Type Apps & Domains * +New Domain App  Routing Domain

Apps & Domains | ecom v I Any

| DrukNet.bt (Bhutan Telecom)

Scope Bhutan Telecom (bt.bt)

Manx Telecom

(o) Global Route Site / Group Specif Chunghwa Telecom

Empresa de Telecomunicaciones de Cuba S.A.
Traffic Steering Earthlink Telecom

Internet Breakout 21

LI IP thi BEXNARFE, SEUELERG FEFETEHENEAERER,

Delivery Service

0

Custom App Name *

Enter Name

Enable Reporting

Reporting Priority

Application Protocol Network IP/Prefix Port DSCP

Ecommerce Any . 1-2 any

Cancel .n

B, BEE “TAERE THNEEXNARER, FSME “R2” > PSR, ZNAEFA AT ERREEN
HE (2RES/BRNE/2BER). BT QUBRIAN”, £ “TERM T, N “EEXE” FIyIRPEE ‘8
XNBER" . BEEERTERN NAERF, BN “MERE” ThIRPEE “NAEFNIE.
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Firewall Policies

Policy Information

Policy Name *

FIREWALL-12 Active Policy

Firewall Type

Built-in Firewall

Match Criteria
Match Type Routing Domain
Apps & Domains Default_RoutingDomain
Apps & Domains * + New Domain App

Ecommerce

Filtering Criteria

Qaiirca 7nna Dactinatinn 7nna

TEILFE “2BRMN” = “hR/AREAN TEERETHENEEXNARER. EEEETHENUARER, BSM
2l QoS > QoS i > /AN > MAEFMN >+ AEFMN, ARM “MARFME" T RPERHFENE
FEHENNARERF. EEEAEXNARER, BESME QoS > QoS i > 2/ > BEXNARFMN >+ 5E
XMBEFHN, ARM “BEXNARERF" TIFIRFERIEN BEXNBRER.
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@ Verify Config QoS Policies

Global Rules : Apps & Domains

Apps & Domains Match Criteria

Apps & Domains * + New Domain App | Routing Domain

I’ ecom v | Any

I DrukNet.bt (Bhutan Telecom) ! |
Bhutan Telecom (bt.bt) Src = Dest
Manx Telecom

Chunghwa Telecom

Empresa de Telecomunicaciones de Cuba S.A.

Earthlink Telecom Src = Dest

Ecommerce

Virtual Path Traffic Policy

/| Enable Virtual Path Traffic Policy

Virtual Path Remote Site Traffic Policy

Any (determined by routing) ' Load Balance Paths %

BE “IEERE” MISIEEREITER.

N ARiERF4A

A2 AR EERBAMNNAEFASE—ELBTEARE, MAXAEN 2N BEFIRRRK,
App Groups @

+ Application Group

application Group Mame Actons

03650ptimize_InternetBreakout

Citrix_Cloud_and_Gatewsy_service

test

TRILMER “RIMNAREFA" ENIZNAREFE. ERLRENAERABEERBNIBR— I NAZEFE.
MNEFEAE X RGN AT SHERF LREN S NN ARERF.

fian, ERILCR R ATERFA B R 13X ML, ARSI Facebook. LinkedIn 1 Twitter Ht XML& AR INE)ZAH,
T AT R TR TE X S ER B

RO WAREFA, BEEART, BRAM VAR JIRPHMN MBERF.
1ERI LARER R B4 IR ESRIEZ EMIER M ABEF4H.
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App Groups ©

Enable Reporting

Add

by SO

Vahoo com

(SN E

Gsshop.oom

coc

Bf RE > “UARFRENE > ‘NARFA NELH “BIE*RE URIEEAEITER

App Groups ©

4, Clowd vl nwsiy, e

IVAZEEES Aot =

B EEEEBERME RN AEFREREX .
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@ Dashboard Network Configuration : App Quality Profiles
Ll Reports > ﬁ App Quality Profiles
° Configuration v
Network Config Home
Delivery Services > Profile Name One Way Latency  Jitter (ms) Packet Loss (%) Expected Burst Packet Loss Per Actions
ims) Rate (%) Flow (%)
Routing > DefaultQOEP... 160 30 2 60 1
Link Settings >
Qos >
Security >
Site & IP Groups >

App & DNS Settings v

Custom Apps

App Groups

App Quality Profiles
App Quality Config

DNS Servers

A2 QOE 2 SD-WAN MM AigF AR AmENEENE, ENEBEIM N SD-WAN &E& Z B0 IR ZRIN
REFHRE,

A#EF QOE DEENTF 0 2 10 ZEMYE. EFfEMNIDECERIRTE T AREFHNRE.,

RE EelES
BT 8-10
e 4-8
RE 0-4

AR QOE DI AT HEN BREFHREH IR BREES,

REXRE

B + QoE ECEXfF 632 QOoE EEEXf, EEEEXMRIR, ARMTHTIRFIERRERE,
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Network Configuration : App Quality Profiles

ﬁ VEAGUGE  App Quality Profiles

Profile Configuration

Profile Name * Traffic Type *

Hybrid

Realtime Configuration

One Way Latency (ms) * Jitter (ms) * Packet Loss (%)~

160 30 2

Interactive Configuration

Expected Burst Rate (%) * Packet Loss per Flow (%) "

60 1

SKEYECE

AT LAERA QoE BEXMHEXN KM ENIRENHERNE, HRXEREXHRFNIINAREFRNBAEFNR.
R B2 AERF QOE &M Citrix fIFRA, ZRARE MOS 5%,
BIAEERN:
o EREE (E): 160
- HanEE (E9): 30
o BURBEXEE (%): 2
FRIER. HFEMEEEERN SN NARERRRIANES RIFHIRE,
SERYRZ A RY QOE BURFAEIHERIRE B /7 LERRLUR B A S 8.
SEBY QoE = GAZ|EERRENANE/REFAEE) * 100
EWFRTA QOE DESEEM 0 2 10,

RENERE

REXTAEFNEAER QoE BRETEBMRLEXHER Citrix fIFHRA.
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EXANARFWHIEEEANEHEREUE. AL, HMNVERPHNBUELEREOLLURAOMEORENRE

Q
IR EEN:

. BIEEARKBSL,.
o FHIHOREERS NORERILLR,

BIASERN:

o BIEBEKEE: 1%
o BEE: 60%

MRBRUATHM, WRERER:

o RNBER R NFEREENHE,
o HORAREDZEBEENAORARBD L,

MARERE

RNBREFINAEFNRRIFZRINHBEX QoE BEXH, ERIUAENMRENRECIZBENX QOE EKEX
o

£F +QoE icE LItEBEX QoE BEEXfF:

o XA &F DPI LAEFINARFNER (KAERF. BEXNAEFHINARERFH).
o NARERF: RIEEENERERRHARRENAREFRNAEFNR.
« QOoE EEEXM: REMRFNIINARREFINAEFNRE Qok EEEXH.
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0 p—
\Lly

Application QoE Configuration

Type ™ Application ™ QoE Profile *

Iﬂ\pplicalion v DefaultQOEProfile

I Application .

Custom Apps

Application Groups

BETTR.
BE “OIERE" MISEERETTHEIR.

ERBEXNAEFLEEENAERF QOE &, BERS > NABFRETEEREXNNAEFRSH. SFh
N AR LENEMREN LT BE XN AEFIEMEER,

Network Reports: Application Quality n Relative Time S Last 30 Mins
Application Qo All Apgi
2 |2 2 ) 2. o E
Salesforce mgoee 9110 STREAMING wgooe 944710
2 0 ) 2 0 2 0 ) 2 0
TotalStes  Poo Far Good Total Sites  Poor Far fiood
PAC X+ BEXBTIFRE

BAEERT, U MEEN PAC XHERE Web RS L, XERBGESESIAKRII K, TFHNKEBZMEL Web
RS 281K PAC X, Citrix SD-WAN &&= Office 365 SAEMIERIRMHEEEX PAC X1,
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______________________________________________ R S —
PAC file host DNS request 2 i
....................................... , 12 :
DNS response with SD-WAN IP =
@ rrra e rna y
PAC file request 3 Enterprise PAC file request !
""""""""""""""""""""" > % ; A T T L L L L L L LT LT LTI TP P TR LT TR
1 1
| Patched PAC file (Enterprise +Office 365 policies) < Retrieve PACile . .iviceeres |
TN A AL A b e i
P,
Branch SD-WAN MPLS
T BV
L] e ——
i |-dz"4 i Internet Breakout \,|\ Intern i Proxy Server DNS and PAC file
: Client Browser H — e — : Server
1

1. Citrix SD-WAN EfiM B Web BRSS 2818k H1aFR B PAC XHHRHFEI4S. Citrix SD-WAN i&#3% Office
365 URL f&xh &) ibdk PAC Xff, ik PAC XHFIIHEAE S (SD-WAN #5ERE) , E Office 365
URL T4&&+b,

2. EPumliggmil PAC XHEM AL DNS iER, Citrix SD-WAN #Z &/ BEE 4 FQDN BiER, FHEA
Citrix SD-WAN VIP #1757,

3. BPImRYERIER PAC XX, Citrix SD-WAN & EAMIRHHEHE PAC X, PAC XH-EIEE I AEARE
#0 Office 365 URL HEpRERBS,

4. 7zUs3| Office 365 A IEFMIERSE, Citrix SD-WAN & EHENITEBRMRE,

WEFMN

1. It E PAC XXfto

2. PAC Xt@75% S SDWAN_TAG siE— R E 3 &4 Office 365 URL B findproxyforurl &k,
3. PAC Xt URL & T, mMAZETF IP,

4. PAC XHHUBEIREENSEH VIP 2,

5. Citrix SD-WAN & aets @ HERRE FHddk PAC Xff.

EREREBEE

72 SD-WAN Orchestartor BRRES, TMERLEFNSME BBE > NRAEFEEMEA > (IEa0EE, ARRTG +
PAC XX HERE X 5o
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@ Verify Config Proxy Auto Config

Profile Information

Profile Name * PAC File URL™

PAC1ht http/fwww.testpac.com/test.pac

Select Site(s)
Proxy Auto Config Settings will be applied to the sites listed below Select Sites

Sites (2)
Boston
Dallas

N PAC XHEEBEXXHIIE TR, RMtdIr PAC XRS5 3849 URL. Office 365 SRBMMENZSEA Ik PAC St
RN A PAC XHEREXAHER. IREMERBERRERN URL, BEASNEREIZTRNEEX .

PR

FE#F HTTPS PAC X 1#4RRSS 2815 K,

FREFMEPNZ PAC X, SEREESHR2XIEHN PAC X,
REFFMLTE Citrix SD-WAN E4 5k PAC 324,

Fz¥#p@id DHCP #17 WPAD,

DPIi&E

Citrix SD-WAN €& ITREHIE@RDE (DPI) RIAFINAEFHTH#ITHE, DPI ERBIMF LEHH@ELEA
EF. ERRNNAREFNKRNLNMIE, SD-WAN REEMA DPI KADHENNIKIES, HEREBDENBTH
ENBEFHNAREFRT,

RINERT, XMMEFHFRELREA DPl. 2/ DPI#E1L1%%E £8Y DPI 53383088, EREEBMER DPI XN
12 /AR ASIREER A, QoS MERMEKE, BT FEER INARFHNARFEFIRS.
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EXF2/E DPI, BENERISME iLE > NAEFREMEAH > DPIRE, AEER “BA2BE DPI” EifiER
o

R

@ Application Settings

Global Application Settings

+/| Enable Global DPI

Application Settings will be applied to the sites listed below Select Sites

Sites (1)

Boston

TR LUER VBN BE 2R DP IRERZ AR LSS DPl, B2REEM AR DPI, iSiEX ik mAme “MhaE
=" 5k,

Ao & )RR AR

October 21,2022

REXMHE RNEERIR. SARIRETFEEHFERE. B2, —BERIRTHER, BRVPNVEEEXSTEATERE
FRIREEHIMB L. BEEXAHFALRRELME, B FRETILIZRE, MEEREXHNBNEHER
RNEBMECEX 4R, SEENXMAXEKNFRE FEERS B ol AR E X PR E R ES.

fan, EERGBR— MM NEZERENEREEREXY, AENATARRENFRAENEZERE, WE, #EF
At E R E xR EE R T AT B ER S B o A R B A E B X HHIFEEE. RIBFTE AR <FIE
HER, JURNKEREXHRERHRLESHY, EESHAUEEN, FREHAEREEXHNLFZETESE
FRARE.

BETEvey

I REEX AR BB EEMREMEE R, ERUSIR—REREEXH, ARERIERNZXEE®A,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 182



EAF Ay Citrix SD-WAN Orchestrator 14.4

@R Dashboard
Network Configuration : Profiles & Templates

|sl Reports >
ﬂ Profiles  Templates

# Configuration e

Network Config Home
Site Profiles [ 7]
Delivery Senvices

Routing + 5ite Profile

Virtual Path Settings

site Profile Site Count ACtions
Qo5 Polides test 0/s ] -
Security Intermetsite 0sa [ ]
Reqgion, Site & IP Groups testdhcp O/e L
Test_service O/s ]

Application & DMN5 Settings

Profiles & Templates

ERUREEXN, FRE + UREEXM. EOUMKHRtREEXFEENFTUREEXHHBEESE R
REXf

Site Profile X

' Create Mew Use a Profile

Cancel Dane

EoIRERREXY, BREEE RIS, E0OM WAN g, BXEBMSMIFMGRA, B0 s #4815
Bo

RAREFAES.
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Network Configuration : Profiles & Templates

/ﬁ* Profiles  Templates

@ sieDerais @ ineertaces (B wan Lins

Profile Information 7]

sive Profile Name ™

snataclara

site & Device Details [=]

Device Model * Device Edition * sub-nodel * site Role *

210 SE BASE Branch

Cancel Prev

BE + EORIANERORED. ERNED, ERBET “EORBM. “MERO" N “EME0” 7R, §XEE
BEOBFMEIRA, B5 0
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@ Site Details @ Interfaces @ WAN Links

Interface Attributes
Deployment Mode ™ Interface Type ™ Security ™ Interface Name
Edge (Gateway) v LAN v Trusted v LAN-1

Physical Interface

Select Interface ™

1 2 3 4|56 7 8 -

Virtual Interfaces e
VLANID ™ Virtual Interface Name
0 VIF-2-LAN-1
Routing Domain ™ Firewall Zones
Default_RoutingDomain v <Default= v
Cancel

fEM S%ETET WAN 2B, A0 M RS,
BXECE WAN SHZERIFEIRPA, EHE5 WAN 3,
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@ Site Details @ Interfaces @WAN Links

WAN Link Attributes

Access Type ™ ISP Name * custom  Internet Category
Public Internet Verizon Select Internet Type

Link Name Egress Speed * Mbps Ingress Speed ™ Mbps
nternet-Verizon 100 100

Public IP Address Auto Learn

Access Interfaces

|

Add Access Interface

Name Virtual Interface VIF Path Mode Actions

AlF-1 VIF-Bridge-1-VLAN-0 Primary [ ]

Advanced WAN Options

Active MTU detect Enable Metering
Congestion Threshold (ps) Provider ID Frame Cost (Bytes)
Standby Mode Tunnel Header Size MTU (Bytes)
Priority Active Hearteat Interval Standby Heartbeat Interval

Cancel - !m

18R

Citrix SD-WAN Orchestrator AR5 s ¥ & FARRIR A —BFNE X FESRECEfudmat WAN #%,

PSR AR
I RIRIR 2 A T ORI TIE X iRk, EfEATEXNERIRIRECER, BETFLSME EE > EEXANE
> 1RiR. £ “MIGEAR" o, Bl RIMMEER.
ZEETH “MRERER RREL, REMTSNFAEE, ARRE “T—57
AR

LR RRIR R R e R A BURECE 7 Wi-Fi B, Wi-FiiRBEFRSERZIHMS.
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Mew Site Template

SiteTemplate Details
Sited
Cancal “
&
WAN 5E#1ER

WAN 3R T A B SR AR RiE s B WAN 3%, RIS —Rk WAN $EERR, AS7EECE WAN RN 2 RE
EfEA. BEEFLRKEAERN WAN SHERIRECESH 2R WAN SHZEREIZRIE S WAN #EZEE T,

Templates ©®

Site Template WAN Link Template

+ Wan Link Template

26 WAN SHERIR, BRE + WAN HEEER. ERILIMKFAEIEER, BrIRIENAE WAN SHERIRAGH
AEFNFIRIR
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WAN Link

X

(®) Create New Use a Template

R WAN S8, fIan BEEXHAM. Hm%E, BEm%ES). LAN 2l WAN &= (Mbps) %, el WAN &E
Xt BXECE WAN HERIFAIRAA, ES5 WAN i,

Wan Link Info

Template Name * Access Type Internet Category ISP Name * Custom Congestion Threshold (us)
Public Internet Broadband E.g. ATT, Verizon 20000
Public IP Address Auto Detect LAN to WAN Rate * Mbps WAN to LAN Rate * Mbps Provider ID
100 100
Frame Cost (Bytes) MTU (Bytes) Standby Mode
1 1350 Disabled

/| Enable Metering [v/| Adaptive Bandwidth Detection

Minimum Acceptable Bandwidth (%)

30

Data Cap(MB) Billing Cycle Starting From

0 monthly MM/DD/YYYY

Approximate Data Already Used (MB)

Disable Link if Data Cap Reached 0

LA, R fE09 WAN SHEEREEEH 2t x WAN SHEECERMART A, i, MRBFAELER WAN i#
BEERIEZET 2= WAN 512, HEXFERRENEE (B, BEAERE), WZAFPUNRRESNES
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WAN 2 E#1T1808. MILEFE, BT LUERMEBEREIREEH WAN HEZIER, HIFRME WAN SHERIR
EEEEFIZIEA WAN SHERIREIZHFAE LR WAN #i,

HEEE—IEHSD WAN SERERH B E “EF)7 B, &7E WAN SEIER L PR E 3% & I 2 E R PmEER 812
A= WAN $EECE .

AR

ERLREEEXHIhEEER WAN iEZit BT S E .

Copy WAN link template configurations to site WAN links

Select either one of the WAN link template or <All> to copy the WAN link configurations from the template to the site WAN link configuration.
Note: The site WAN link configurations will be replaced with configurations in the template.

Select Template

<All> X

I8 TE (LA S5

July 10, 2024
BEEFEM:

7£ Citrix SD-WAN Orchestrator IREEFEHRF A T LLINEE, BR, &EHARILUER Citrix Cloud BB NLS,
BXREMER, BEEREREELENHEERMLS TEXHNEE.

MLEENMIARSS (NLS) — Citrix Cloud BRs3, BTFHaEEEERI Citrix Virtual Apps and Desktops AP 2% K H
REBMLE, FFH NLS, ErILissi@id PowerShell fiAFahaEl B Citrix SD-WAN ZBEMER IP sk, 5% NLS 19
WHMER, 15203 Citrix Workspace MEE (RS

BRI LA MBS R i m SAS Eihm B A NLS. B NLS Mih=5 NLS #iERZHAE Internet WAN $£289
AF IP MU R EMEFEAES, FIMBEAE,. NX, BIXEEREE, MEEURS T UBEEZES Citrix
Virtual Apps and Desktops AR 2&F Citrix SD-WAN BRI #i o

WMRAFIERKE Citrix SD-WAN B9mEritn, MAFELED Citrix Gateway ARS Eii%# 3 Citrix Virtual Apps
and Desktops Virtual Delivery Agent,

ZEANLS, BFEZFPELISMEIEE > WEE MRS,
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@ ALUWALCl  Network Location Service

] Enable

Network Location Service Settings will be applied to the sites listed below Select Sites I

No Sites have been Selected

Deploy

MREAMZFHFAFEREA NLS, BEEER. BEANEERBA NLS, B8 EERIE S, SEKIGF AR TS
e BhHRE, RARBEHHE,

Site Selector

Browse or search the list of sites, regions and groups below. You can add/remove entire Regions and Groups, or click into them and choose a
subset of its members to add/remove.

Search

jo

Filter By Region / Custom Groups

Available (3 sites) Selected (2 sites)
Name Name
Kansas Boston
SantaClara Dallas
myLTE

Save Cancel

ECMP a3 F1

October 21, 2022
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EMNZKR (ECMP) AAFEESEREDERERNRE. BIFMRS, EERSIEHIBE ECMP AFHFRERE
ZEHITHETS, BABURT ECMP ARXE, fid, RIgDZNEMEIER O ZEIAEREZ WAN FEERAIMLE,
EEMAER, £4LE, Hh—1 WAN #RELTEDRS, S—FNLFRERS, mLE&EEK. £/H ECMP
Groups, ERTLUEIXLE WAN $ERRASTE—EE, HAPELHDS WAN i TRHTERE, ECMP AZ9&EaT#H
x:

« BISFFENREDHRE.
o RIEFBRTBEHRE.

o MRBEAFRELE, WiEREmIFEREIEM ECMP piFRRKEZE,
LUTFARSS 2 4% ECMP fagiis:

o BN
Citrix Secure Internet Access

o Zscaler
o |IPsecty
« GRE

BREETUEMBPENX 254 > ECMP H, ECMP AsffS ECMP £HNRBANKAMEIUR FEIREMIFALE
%2, Citrix SD-WAN z5 LU #3089 ECMP 4H:

o F/BHE P etk BAMRFHRNERDE—BIAH WS, ERERSMAN WAN S 2 8317 5 8T,
o i —NEFARERIBFHERSNRIEN MK, JTELIEEERSFMHAE WAN 555 2 817 52 3T o

EftE ECMP 4, EEMERTSHME BB > ik > ECMP 4, {24t ECMP A&, AGRIETERFEEN
Src/Dest IP 3tk 8 &3%,

ECMP Groups ®

ECMP Group

Name * Type ™

ECMP_Group_1 Src/Dst IP Address

@A LU ECMP HREXEILUTARSS

o EPRRE (IHEEKF)
Citrix Secure Internet Access

.

Zscaler
o IPsecwy
« GRE
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7% Intranet fRES LB H ECMP BB, EEMSE * HIISME BB > £1X8E > B RO > Intranet + RS, A
B BRSSARE EFEN WEEM, 7EACERBEMARSEYERE ECMP 4,

AR

EE T A2ERS EEA ECMP B2E,

< Edit Intranet Service

Note: Make sure to allocate bandwidth globally or specific to site

Intranet Service Info

Service Name Routing Domain ECMP Group Firewall Zone

Intranet-service-1 Default_RoutingDomain ECMP_Group_1 <Default>

Intranet Subnets Add Network

Network IP / Prefix Cost Actions

Advanced Settings
Preserve route to Intranet from link even if all associated paths are down

/| Enable Primary Reclaim

BEEEMREZEEA ECMP IEE, BELREHNSMNE KBE > SRi&E > RIIRS > BMRE > BESEMRE >+ E
MR, EEEHSEMNRFNERE ECMP 4,

} =

AR

wE ‘T F=ERS EEA ECMP B2E,
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Delivery Services ®

Virtual Paths Internet Service Intranet Services

Static Virtual Paths Dynamic Virtual Paths

Static Virtual Paths

Remote Site * QOS Profile Branch Tracking IP Reverse Tracking IP ECMP Group Route Cost

Standard ECMP_Group_1 v Defauli

Active Member Paths

Restore Default Member Paths

Path Actions
WAN Link Properties
Name UDP Port Alternate Port Port Switching Interval (min)  Tunnel Header Size Action

E7£ Zscaler RS LB ECMP BRE, BENELASSME BE > REMNER. BF EERS” 5ITAHIIEHN
Zscaler ZihM 1R E EfF, #ITHHRIEHPRE + m, FMLSHES “BH ECMP” S5%iE,

AR

Zscaler RSB NZIFEFLIEN ECMP iy,
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@ Service & Bandwidth

Zscaler Site Selection

Automatic Pop selectio

/] Enable ECMP

Primary Zscaler Region ™ Primary ZEN ™
APAC Singapore IV

Secondary Zscaler Region * Secondary ZEN "
Americas Denver 1l-2

Application Settings will be applied to the sites listed below Select Sites

------------------------------------------------------------------------------------------------------------------------------------------------

No Sites have been Selected

E1£ Citrix Secure Internet Access RS L2 ECMP B2E, BENELFNSME BEE > RSHH k. B ‘e
BEMIENRS” =00 %8 BEir, AE8RE + s, ERSGE, & S8 ECMP” §i%iE,

AR

Citrix Secure Internet Access BRSNZIFET=iER ECMP T4,

@ Service & Bandwidth

Tunnel Type * Regions *
IPSEC Auto X
Site Name Enable ECMP
Home210 &

Cancel

EHEEE IPsec BE LBMA ECMP EB2&, 7 LAN st WAN 5% =Ax%AEH ECMP 28, ESMIIEE > RS
FHE > Intranet + fRSS, AR IRSKE %8 IPsec, %4 “FAE ECMP” Ei%iE, AFFM ECMP K& Ti5
RPER—FREL,
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@ Service & Bandwidth

Service Details

Service Name * Service Type * Routing Domain Firewall Zone
zscaler210 Intranet Default_RoutingDomain
ECMP Type *
Enable ECMP | Session v

Tunnel End Points Across Network

Source Destination IP

+ End Point
Name Peer IP IPsec Profile Actions
epl zscalerprofile o]
ep2 - zscalerprofile o]

Map Sites to Tunnel End Points

+ End Point Mapping

Name No of Sites Actions
epl 1 o]
ep2 1 @

AR R F S

October 21, 2022

RN 2 F Citrix SD-WAN & &BITENREHREIXNBTRENAREFRNARFH, XM 3EL !
B AR AEFANRIRE 2 AEF N AEF RYIRRS R E (QOS).

ERILURIEN B2, NAREFASNAEFNROLERERERE, FRNAEFANNETFXERE. NBAEF
MNZMF BB Y (IP) M, BX IP MUEESE, 5 1P 20,
NFEINAEFAN, ErILIEERERRE. UTERIBARRERK:
o AHTERE: RNEAEFREES TREZE#HITIE, BIRERTLAXRE, BIEAZRBRE L. &
ROBIEER B T — M RERRERX,
 BARR: LAEFRERREER—BEL, BIBREABIANL,
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- EERRE VAEFREESTREES, MMRESAREM.
IAzEEEIE YW EE Qi

SNfeI Rz FA R AL I 2
7£ SD-WAN Mg, HEANMEIBEELA SD-WAN 18&8Y, ¥IAIEERK#1T DPI 93, Ltket, IP #NIEME (N
%K. TCP&LL) REATHIEE. EDPIDXZE, WARFANEYE (FIME5). REXRK) <BX IP ANEM.

SNAEFAMNAEL, IPRANAEESHNENE. MARFANRES K IP MUELE. Hi IP MUEENESIEE L
a3,

a0, RIREERER SMTP hils Web BRFRZFBEF (5130 Google Mail) $8E T RAEFMM. J3 SMTP #
BOSEM IP MUZHR7E DPI DR ZHRAR. MTEIEEHEHIFILAET Google Mail KERERFE, BNAR
Google Mail Rz FBi2F1EEN R ARZFMD,

I AER AN

BB AREFAN, ESME ECE > QoS > QoS K& > WAEFMN, &EF “2/MU” EM-REL/HRICIEN
FAEFEAINY, SUiRIE “Uhm[ABAFERN LATEUE AR B G
BF “WAREFANT 2T “WMENAEFRL.

o N RRFERFAIE A ICECAR

ARFMEE: M ThIIRPEE—NEZARFZE. EHaLUBZEE + HEEEN AR REIEE
BNARERF. MASHHRIMESE.

BRI EEREE. SR LOEERRIARBEEE £5,

ML STRE0LRRAYE IP ik 7 /s,

B 5REREr BAx [P it 7/,

RisA: SRERERNREOSKiEOEE.

BirmO: BESRERMNBFRASRisOTEE,

Src =Dest: RiEF, WEHROHLATFERED.

o EINBREREBRDE
ER “BREMNBRERERI Sk,

- EMBRRTEGR EFRRE SR ENE R

- MERE: RIEFBEERUTRERKZ—
* NHTHRE. RENVAREFREESFRBRE LYY, BIRERRLEMRE, HIEAZREN

1o FRHIIEEFELS T— M REBRERZ,
* FARRZ: NAEFRERREER—BEL, BRREABAIANLE, ERUT HALREZ—!
© 1 @@ RER ERE: MAEFRERRBARER L, BRZBEFABAIA.
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- SNREIA, 157 MPLS #5% LRE, SNRBERBER L. AR REHRSGE MPLS %%
£o 1R MPLS #8BAFRIA, MREFRETIRLER Lo

- WROTA, WRBEEBMEE L, SNRBERRERZ L. VARFAEREELDMEE L,
R Internet $HERTT A, MREFFRGEFATER L,

- NREIA, WRBEFE Intranet $HE L, TNERBERBIHEL: UAREREREENLE
Intranet g% £, MRFE Intranet FEZFTA, WREBRBERBTER Lo

FEMRT BN AR REEHEE HEEMEE (UZR ARG,
* BEERE WARFREESFEELES, MMESTAE%E.

+ QoS i®KE (QoS %3!)

- RRRER: AR THRWER Y —:
* SERY: AFRIER. EHE. WHEHRNRE, KNVAREFRAREREYE, BXFLEHFTE
BHEE (FI 1P EF). KNNAREFMIERMAERER, Br AR —EHRK,
* XREX: BTEAPRERERNPREFEERNRENRE. BERAT, ARFPRSKRSEZE
HITRE, BIEAEAFESHR, ENERMERIFEHZ.
* 8 AFETREAENIAEZESERNNARERF. REXHERHEESHRENNAREFRIIEN
#HEX, XENARDVIRANTI, TEHRAEHCAE,
- TR APMERREERERMR KR,

BRIRE
o IERER

- EMPREANMIES. BIURMNRSBTSEANMRERXITRRE, HERCRERNEEE,
- BRMESRS. BIMEERSHBRANKIEE.

 FERE WAN

EFRE (FD) . WIRERE, BIZEES, BEEHRER.

ZFRE): ERREEFPEHNMEEREFMNE, FERTHEX,

2F RED: FEH 250N (RED) BRI ERER ENEFMIBEARBRATHZLER,
EEHREAEARE (F0): XREROUIIRE, ERREREEHIEE.
ESWEERARE: ATUERAEH UL EE BRI REE,

« WAN ZIFiEM

- DSCP #7%: ERHIERLXEIBEM A, DSCP frid A F7E 1M EIEi5 M L LA AN A HE .

- BRMEEENHF. SANTRNRERIMNEAIRFIRGF, #HIEEE WAN to LAN k& EREHMAF
(BEBE).

- REFEE REBVUERSEUETENHIFEIER, FhZERIBEERRLEEFEMN. iTiI332IH8, &
EERLREE LAN, THEBSFR/UBERFTIS,
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RN RERBBENEEREZE, MEOAREFEN 80 ms. N, TCP FMWEIERIAEN 900 =270, I
TCP :EIERINER 250 Z=#,

- EREREHFHIEE. EFEENHIFAENSRESRXIBEMEEENTF HIES,

BF “‘RE RELERE.

£ “BEE” > “QoS” > “QoSHME® mME LBEH “WIFRKE” MIIEEMHEITHEIR.

I BEXNABEFN

THALULIZEEXNBREFAN, ECIZEEXNABEFAN, FSME EE > QoS > QoS i > BEXNAERF
MW, 2 BN EMRELBASIIRAEXNAREFEMN, kR R ARERN UELRRFISIEM
o

BF "‘BEXNAEFAN" BHTH FRAEXNAREFAN". & “BEXNARER" FRIEFZAN “HER
EXMARERF" . MANBEXNBEFNET. £ “LEinE oF, ERNARERF. thi. DSCP1RE, ARRAW
&P MiF0OS. BHRE.

RIEFEEHMFRFRNFAEE. BXFREANES, B2H IZ2NAEFAN,.
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BN A2 AN
TBRAIA—AN BREFLIEMAN, EeVZNAEFAMN, FSME & > QoS > QoS Hi% > WAEFAMM, wEF
“SRAN” EMFELRRHICIZNARFAMN, SEE R/ EFERN” UIEGRESI SR,

BE ‘NMARFAMN HBOTH FREAREFANN. BF ‘VARFAH FREMZLN WMENBEFA. B
AN BREFANRT. RIEFERRMFNNARERF. BHRF.

REFTETHMFRPBANFAEE. EXFREANER, F5H IZNARRFAN.

JOIER RTE AR

EWIEVAREFAN, FSME RE > ELH > RE, AREEERECENESTHREHRENUR. BF “BEX
57, RREHSEEENREEESNENERE, BEPRESEENSERENM,

SHERE > K6 > RIHER, ARERE . EFMR, AREE “RRENHE . IEREMN,

BXIRENELZER, 58H s,
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HDX QoE

July 10, 2024

MESH IR, HEfEaER) a%m HDX BRNAF AR, F1RFRE (QOE) FIEBARF T HR T/
ICAFIEmE, QoE B—MitEIE#, 157 ICAREMEE. AP AT LIABMNFRIEKNE Qok,

QoE B/ F 0—100 Ziawy%iE, EME, AP &KL,

AFitE Qo WEHREMTEF MRS RiHAIFE Citrix SD-WAN &&ZENER, MAREEFIRHRS R
REFFZENEN, TR, HpfHMEEERERERKFINEN, CARSERENINAIHEETR. KL (B
FinsifRS588) NARFAIREKEFRAE WAN EEERIEERR. RENLERY, WRABRMESERERT
HERRER, B, Blt, ErRIREIHMIEMERE R,

f&A LUFE Citrix SD-WAN Orchestrator #9 HDX Y&k ZEFE HDX N BREFEFRENEF KT, HDX BN

UTF=1EE25):

g QoE sEE
R4F 71-100
— 51-70
rit 0-50

RiEEER Ul 5@, HDX EHEiRPiE 2 RES (&2 QoE) WAMNAR. A TMAR. AT RIENMELRNTIR,

FREESEEMRRY QOE B RRAEEME N 4R HDX NARZFBIMEEE.

2% HDX QoE

1. EWERF, SME EE > UAEFRENE > NARFREEE, AERE + QoEkKE. FAEATITE
HDX 17989 QoE ECEX AU TR g :

ICA 328% (ICA L%k _0)
ICAxER (ICA 5tk _1)
ICA #t21%4 (ica_priority_2)
ICAES (5% _3)
JharitEEes (Citrix) (ICA)
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+ QoE Configuration

Type Applicatian

Application ICA Raaltime
Application ICA Interactive
Application ICA Bulk-Transfar
Application ICA Background
Application Indepandant Compu...

Qo Profile

Default QOEProfila
Daefault QDEProfile
Default QOEProfile
DefaultQOEProfile
Default QOEProfila

Actions

XL ERME T B EE SN E HDX IREFEMM HDX 1HaER B3, HDX £ (MSI) EER 2 E ICA L
HE, 27 (SSI) EEEERIITEZM (Citrix),

Bf. ICA Interactive. ICA #tEf&4. ICA

2. B3 B2 E > QoS > QoS B EX . i#%#F St andard-HDX-Multistream ER2A QoS EBEX 4, AfG
% HDX & Si%E, MRFTEE HDX RS, 15&R HDX iRE.

@ QoS Profiles

Q0S Profile Name

Name "

HDX-multi-stream-profile

HDX Settings

Profile Mode

HDX Multi Stream | DPI for HE

Custom Defined HDX IP-Port Pairs to aid

HDX IP-Port Pair

No. HDX IP / Prefix HDX Port

/] HDX Reporting

81 QoS EEEXMH, BN EANMEMEXNTERD L. ENAEEN AR EL HDX REFTAXEHNH

et

i<
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Bandwidth allocation per QoS Class

Traffic Type Bandwidth Share
Realtime Classes: Bandwidth Breakup
HDX High 3 %
Realtime : % High ) %
Medium
Low 7 %
. Interactive Classes: Bandw.idth Breakup
HDX High
HDX Medium %
Interactive 3¢ % HDX Low 2 "
High 8 %
Medium E %
Low 3 %
Bulk Classes: Bandwidth Breakup (Relative Share)
High %
Bulk
Medium %
(Best Effort, Not Guaranteed)
Low %

3. &R VR fEmEE, WERRIRERIE QoS EBEX .

QoS Profiles ©
Dt ok Brosbia s Conat

4. SME BEE > QoS > QoS 5k > HDX MM, ¥EAT HDX HiR&ERIH QoS EEEXHREN £/5 QoS HE
AIAECEX o

Lt Bt 5

5. 70 HDX MM, XLEAE N HDX EEDEREMHS QoS RE. BEEMNFMEEHREMN, BESME HDX
Ru les TUEIMERER, EAINIR L, 5 &0 FIHIER KiE. EERNEAMBRARVNIRE, Bod “RE” Hi
1T RRIES.
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AILUMEE A T ECE |

« QoS4 wit, XER. #tE
o BB
- EERRE. REREZRRELEFLURSAIEN,
- KARRE: BRIERFEATH, SUWRIREFFRFER—BKRIR L.
- LEHTEHRR: ROREESRBE LY,
- BRISE: RBRIEEL. RED MTRKIEE.

HOX [ Global Ruls
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WAN to LAN

HDX &R MRS

iEAF A Citrix SD-WAN Orchestrator 21 HDX (Y&, AF¥FAGEME LS bR, APMAIER Citrix
REHAR FAAE 7 F S E A P 43R

HDX 1%%@*‘1’*& %/}IL*D%/}ILO %umz:l%T‘AiéﬂP‘:' AJE?%, ﬁ!ﬁ_/\gl}lbﬂlﬁﬁm/\ﬁ%o %/}ll.leﬁjtiq:%%
& QoS, it HDX KIEHFIIEZRRINNRERLE, MER HDX RIEN RS MIEREZRINN LN L, Ht=ME
BIEZEAE, XEAREMN.

#mE (QOE) KRN T 0—100 ZEMEE, NMEMS, AFRAREBF. KRNERE QoE BRIEL . TRME
KEITEN, REHXK Qok BRIBRAXMMARITEN. 2iER Qo BRERMEEENFHYE, AR QoER
ZRAP BN SIENTIE. MG QoE Bz L8 RIENTIIE.

FrE ST EUIRE B etn:
o XFFZMuE R HDX 2
« BZEAFPMER
o« EZRIEPHFREER

el R EEEMEERENIET. BTEARFNEHREINTE, HERFMEREN 2.
AE
HDX RSB RRIER AR :

« Citrix Virtual Apps and Desktops 7—1912 LTSR (= % #ikk7x)
« EMAF Windows 19.12 LTSR (st H#aikk4s) #9 Citrix Workspace
« SD-WAN 11.2.0 (5% ZigihR7x)
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Citrix L BIVE AR NVRAR AR SRV IRIEEMILRINEE. FI, SD-WAN FE 11.2.3 5% 11.3.1 k4
7 ez B S RAR Citrix Virtual Apps and Desktops LTSR #15| A#93T EDT &%

Mac ZP i Linux ERimAm e iF@ Citrix SD-WAN #4727 ICA #1 HDX &, g0, Linux BEFmRiEs
. BROEREEMEREMA T, CWA IHEEREM AILERANT LR ERAZA B NSAP VC Thaem ZiR0
ICA #1 HDX Insight .

BPHRER Citrix Gateway m#Z zsMpial HDX, E4BE#iAR StoreFront, BEAMER 5154 3% WEEMIRS,

IR
Itk HDX #{R &R E T S N <pF4 HDX #iiE, BEFHR/AIHER, BSME RE > HDX > i,
Reports / HDX / Sites

HDX Performance  iastirour ~

Sites Site Distribution Based Upon QoE (Over Last 1 Hour)
6 2 a4 00 FrIrrrT I N TN E Y v vy v v v v oo, A NSO LN o
Total Sites Good QoE Fair Qof Poor Qo B |””” I” ”l I”” || ”” || Tuesday, "‘-‘“97'50‘ ”””“ 5
(71-100) (51-70) (0-50) Number of sites (%) 60 pEpod ROEIR i34 %
40 |
FI
0
14:30 14:40 15:00 15:20
@ Good QoE (71-100) Fair Qof (51-70) @ Poar Qo {0-50)
Top Affected Sites
Site Name QoE Score(0-100) - Total Users Total Sessions. Poor HDX QoE Users Avg WAN Latency Avg Jitter Avg Loss Avg Throughput Volume
BRANCH1 14 1 1 1 126.7 ms 119.72 ms 138% 0.3 Kbps 13552 KB
branch_1100 2 2 1 12583 ms 119.07 ms 119% 0.3 Kbps 271.29 KB
BRANCH4 1 1 1 126,79 ms 12085 ms 143% 0.3 Kbps 13558 KB
BRANCH2 15 1 1 1 126.75 ms 121.03ms 143% 0.3 Kbps 13554 KB
BRANCH3 1 1 0 12684 ms 12136 ms 01% 0.82 Kbps 37743 KB

View more affected sites

NERRERGIRE HDX REEEENREERA (Fa, ZX5 9% 3E3009# 251X 2E11MA%) &
7. 1RIEIE S HDX &R QoE, uhimitaEW AL A RYEF (71-100). AF (51-70) = (0-50), WEIHM “SHEM

RZMILR" RPH QoE EREENEERANNTIIE, HEF7EFRS EREGTERNFAREIER. SM-BTH
BHAFS. AFMER QoE MisBEI L,

XA LUEET QoE it HHERTEEYNE ‘R, “—R” M “E” HMitHE (UL ERLERR). BEIrE
FHEFEE LAEEATRIF/ AT/ FERSHMILE 2tk E,
AE
o FIHHIERE—NABWEN, NZE—MURERYaiits, F, NFiaa Afs B ZEanaiE, W
St S ARIRSEEXTMNIES BFEANES ARSREN, Mits B RSN ERBIES A #ANIES BHY
i, [Alk, Site-A# Site-B LE—&IENSITEIERRESBFIREL,
o “SEMBAMNIES" RINERH S5 MEEMRTENES. BRABERT, EE5RT QoE &MY 5 Nib
=, B2, SIHMErHFE. AFRSEEN, FREEIREMSE, i, BE “Fgklsn” 7inaaitEr
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TEEERRN 5 NIRRT SRS 5 MR, HttEEmENt, BEEEERERAA HDX it
ENFFAEULRBNFAER, BRE "BEESREMHIER",

LTS MWILFEER

o BHERBFR: WERBET.

+ QoE %% (0-100): %M F1Y QOE H#K.

o APEE: EENEAENLD EEFINER HDX AP 2.

o SIFEH EENBRAEMILE EEEIN HDX 21525, SFRERNZRAE.

« &R HDX QoE B : QoE RfE (&F 50) B HDX AF#=.

o T WAN IER: iR MIZ A2 ik s B 1t ik R B FHREIR

o FIEIED: SRR E R TEIgH EhE,

o PHERKLE: FHEREREANTEEER S HE,

o FHERE: FIERFEREANTOEIETTEE,

o« @@ 2: TEHNIE FEIIMNERE, EATFAH GUI #Y Citrix SD-WAN Orchestrator alieSiRIESFE
EEEGIEER &

BEEMAIITRERE ERERY LHFNRE, B8 “EEESREMNUR" UBEEMEURNRS. BHEM—T
=BTz RENFAR S,

UTRES8EPHRERETMEUERNRERNTG. ES5 “BEMEZHNIER" REGHEBENT.

Reports /  HDX {  Sites [ Details

HDX Performance  tast1tour v

Site Name QoE Score(0-100) - Total Users Total Sessions Poor HDX QoE Users Avg WAN Latency Avg Jitter Avg Loss Avg Throughput Volume
BRANCH1 4 1 1 1 126.78 ms 119.42 ms 139% 0.3 Kbps 1333 KB
12581 ms 1184 ms 118% 0.3 Kbps 27129 KB
126.72 ms 120.67 ms 144% 0.3 Kbps 13552 KB
126,82 ms 121.08 ms 144% 0.3 Kbps 13554 KB
BRANCH3 1 1 0 126.93 ms 121.16 ms 01% 0.82 Kbps 37738 KB
MCNVPX111 3 6 0 12589 ms 120.7 ms 0% 568.98 Kbps 156 GB

BERENARITAUEEEETNERLRT. BRIGEFEER LJRHESAT,
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HDX Performance  tast1vour ~

14 1 1 126.79 119.48 139
Avg QoE Score Total Users. Total Sessions Awg WAN Avg WAN Avg Loss %
Latency (ms) litter (ms)
Performance Metrics ® Good QoE ® Fair QoE @ Poor Qot

(71-100 151-70 10-50)
14:40 14:45 14:50 14:55 15:00 15:05 15:10 15:15 15:20 15:25 15:30 15:35

QoE Score

150
120

Avg WAN Latency (ms)
30

150

1 — T T T e T T T —
. 90
Avg WAN Jitter (ms) 60

30

0.4

0.32

Avg WAN Throughput  0.24
Kb 0.16

(Kbps) e

o

Avg Loss (%) 0.8

0.4

AR

EEE HDX AFRE, BESME RS > HDX > AR,
HDX Performance  ueises =

LHaErs Liser Drtribaion Buded Upon Qof (Owver Lt § Howr)
[ 1 0 5 -
S | it et et - LTI -
[0 Ba-ma [5- ] WNHM - "‘“‘“M H0-500 K3 % i
- -
. LR
ITE] (LB FLE ] FETE] 55 ] (18 1] FLE ]
) @ Cood Qod (71-1000 0 FairQoll (81-701 8 Poor Qull 10-300 C
Top Affected Users
User Mame: Qof Score(-1000 &  Site Name Totad Sevvicng Ao WAN Latency Aoy Jitter Ao Loy o Theoughgeat Volume
SR lraton 14 branch_1100 1 118 ms 1T ms 1T b X565 KB
Tl 14 BRAMCHI 1 13676 ma LIES ms. 1% 0.3 Kb 13775 KB
wnerd 14 BRAMNT He 1 13679 ma LIS ms 144% 0.3 b 13552 KB
s 14 Ibranch_1100 1 1LATSm 11962 ms. 119% 03 mhps 135608
wer} 1% BRANCHE 1 LGSt . 111 ma 140% 0.3 Khps 1356 08
Wiew mone affected uen
& —~ #

BFRREETTETBREEERER (B30, i 52 &30 9%, &I 1X. &I 11MA%) AREHHNE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 207



EAF Ay Citrix SD-WAN Orchestrator 14.4

Mo MEAFPEEERBERESZMNES E, NiZAPERNERE—NEREBEEREIRSEH, 1BIE HDX REM QOE iF
2, BPEBRESFNRELF (71-100). AF (51-70) 5= (0-50), HEHM “SEMBANEF” XM QoE ERiE
ERERNEIYE, BHEFFEFRSERERENNEARFIER. SM=ERYN QoE RiF. AFMENAFNE
2t

TERILE “BTF QEmAR 2% BRTEFLNE ‘RiF. “—K M “E” N QOENAFHE (WU BDLE
o BRMEFEACK LAEEATRE/ AT/ FMERSHAFES .

TAEHES B, HDX QoE IREBUTHEMNAZMHEE (PI) F&&:

- AFR#: BTAFRR.
o 1Pttt BRFF i IP itk

AE
o HAFZAAARN, IPMIEERE “ARR” FET,

- HDX AFiIREEFEFiE SD-WAN MZIHESR, MAREMZIHRIE (VDA) i SD-WAN MFIHE S,
XRRT &LBFAB HDX (K3,

o “REMRANAR RMXETE 5 MREMEANAF. RINERT, EE27 Qok &IK/IET 5 (IAF. B8
=, BYHMEATHE. AR, FREEIWE M. fli, BE “FHEE" JIinE eIt ERTigE
MR 5 MRAETIE SRS 5 MRA. BEETEENERARE HDX RENFIE R IFEE
B, FRE “EEESZREMAR.

UTESTHAPNEAES:

« AFR%: AFR%&

+ QoE ##% (0-100): ZAF T QoE ¥,

o RETR BRERMIESEZT,

o RIFRB: KBZAFER HDX R1E28, SERRMNLZRRIE,

o ¥ WAN FER: EEFIRAEEIR WAN EB9FIHRER,

o PEYEIED: PTG E AR TIgEEhE,

o FHRKE: FMtFENEINNTHEEE S E,

o EHEME: FmtERENNTYIEETEE,

s ME@@ 2: ZAFERNSRE, EATF4H GUI 89 Citrix SD-WAN Orchestrator FIRERIRIBSFEIFE
MBERE (L

BEEAIITREBEERERY LHFNRE, BE “EEESREMNAR" UEEMEAFPNREG. BHEM—1T
BB TZAPEIFARS,

UTERE8ERETHERFANRETS. BS “REMREANAR" KREGHERNT.
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HDX Performance = wstivour v

Search Q
User Name ‘QoE Score(0-100) - Site Name Total Sessions Avg WAN Latency Avg Jitter Avg Loss Avg Throughput Volume
administrator 14 branch_1100 1 125.84 ms 116.82 ms 117 % 03 Kbps 13569 KB
userl 14 BRANCH1 1 126.77 ms 119.67 ms 139% 0.3 Kbps 13558 KB
userd 14 BRANCH4 1 1268 ms 120,93 ms 1a4% 0.3 Kbps 13552 KB
users 14 branch_1100 1 12577 ms 119.56 ms 119% 0.3 Kbps 1356 KB
user2 15 BRANCHZ 1 126.82 ms 121.03 ms 144% 0.3 Kbps 1356 KB
user3 98 BRANCH3 1 126.89 ms 120.85 ms 01% 0.83 Kbps 37748 KB

BHBMAPITHUERZBF kBTN ER R T,
HDX Performance  iastivour ~

14 BRANCH1 1 773 0 126.77 119.67 0.3 1.38
Avg QoE Scone Site Name Total Sessions Awg End to End Session Reconnects g WAN Huig WAN fitter Hoig WAN Avg Loss (%)
Latency [ms) Latency (ms) (ms) Throughput (Kbps)
Performance Metrics ® Good QoE ® Fair Qo @ Poor Qo
(71-100) (51-70) (0-50)
14:45 14:50 14:55 15:00 15:05 15:10 15:15 15:20 15:25 15:30 15:35 15:40

QoE Score 0 [P

150
120

%0

Avg WAN Latency (ms) 50

30

150

L P e e e e e e T
Avg WAN Jitter (ms)

30

0.4
0.32
Avg WAN Throughput 0.24

Kb 0.16
(Kbps) o

Avg Loss (%) 08
0.4

DERERET IERFFAES. BEERRIERS, BESME KRS > HDX > iE,
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HDX Performance

Sedtions S ipn ok (O

6 '. 5 ||  BRR BT RRA |III|||

' TN
totsl St sl e Gy [ : Tumdiay, fop F0, 04 07
1€ | ! e of Sewoes ¢

& Copepell Qo [71-100% A7 %

IIIIIHIHIHIHHIH

il

[T11
154

@ Cosd Gudl (71-1089 Far Qudl (0700 W Poar Gl 40500 |
Top Affected Sessions
Saiaicn Kiry Gol Soorl0-1000 = User Name Ay WAN Latency Avg ter  Awg Lok Awg Theoughput Vo State

s 1268 ms 1057 LAd% 3 b 1333 KB i

1653 % aiEbgs 0 13%86E B ACTIVE

1942 % 3 TER ACTIVE

i 1967 L 1 b WSEKE  ACTIVE

& b 5% 3 i) ACTIVE

:

EHERETEEERER (fl90, &iE5 9. &b 30 9%, &I 1 X &1 1ME%) RIETH HDX 2iERYIR
o IRIBZATEER QOE, &iEHHEF (71-100). AF (51-70) & (0-50), HWEHHMZEIMRARTH QOE &
EFERABIFI(E, NiEF7IERRS EREETERINFAREIER. S M- BETHRRIF. AFMEN QoE 21EH
B7tt.

TEALIE “BF QOE WRIE £/ BRTEELUNE “RiF . “—&K M “E” HWIENE WU BILERT). BR
HRETEHEE LAEELTRE/ AT/ FMERSHIET DL,

AR

« HDX 2iEIREBFRBEZFF i SD-WAN B94t 184, MA=2E VDA i SD-WAN, XRIRT &RLRAFH
HDX {45,

¢ ‘REMRZNRE RNETE 5 MREMEANRIE. RINERT, €27 Qok &EMET 5 t&iE, B
B, BYHEAHF. AFSEFSN, HBEZEFRMS. G, BF “FHEE FIRRER TR ERTEE
SRR 5 PRIEHFHHBEREN 5 MRiE. BEEHEENEKRAMRE HDX 2EMFAEE, FRE
‘BEESZREMNRIE .

UTESIMREMBIWEIFAER

o £IEZA: HDX RiEMME—HRIR,

+ QoE £#1(0-100): #&X£iEMTFY QoE,

- AP APPSR

« ¥ WAN IER: EENKRRIENTY WAN R, £EFImNE,

o FIEED FRENKASIENTIYREE,

o FIIRKERL: EEIFEREINRIENTIRKE 5 E,

 EERE: EEFENERRKIENTHETEE,

« @@ 2: WEIEFERANERE, ER T4 GUI &9 Citrix SD-WAN Orchestrator aJaESRIBHFEIFE
DGR E
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o RE: RERS

BEEMAIARE, BETERY LHFNRSE, BE “EEESREMNRE UBEMERENRS. BHERM—1T

B2 ETZERFARS.
UTHES8ERETHERIENRERNTE. ©5 “REMEEZNRIE REGHEENG,

HDX Performance

Qof Scorell-100) = Uheet Nams

BERENRERAIUEE SRR NER R TR QOE FFrME T ERIFAER.
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HDX Performance  iasstivour ~

Avg QoE Score 14 100 User Name userd VDA Name WIN-AVA4DDIHE|C
Session Duration 60 (minutes) Site Name BRANCH4 VD/VA Virtual App

Session State ACTIVE Session Type Multi-Stream WAN Optimized No

Session Reconnects [} Network Service MCNVPX111-BRANCH4

Latency Distribution

HDX End to End - 1965ms _ 196.5MS  1965ms -
< »>
Latency Min Avg Max
125 12678 Ms 131
WAN Latency @ e L e > 0]
Min Avg Max
Citrix Workspace Client SD-WAN SD-WAN Virtual Desktop Server
17215183117 BRANCH4 BRANCH4 17215187126
Performance Metrics ® Good Qof Fair QoE ® Poor QoF
(71-100) (51-70) {0-50)
14:50 14:55 15:00 15:05 15:10 15:15 15:20 15:25 15:30 15:35 15:40 15:45
100
80
QoE Score 60
40
20 e e S
0
250
200
HDX End to End 150
Latency (ms) 100
50
0
150
120
90
WAN Latency (ms) &0
30

150

e e e e I s

WAN Jitter (ms) 60
30
0
0.4
0.32
WAN Throughput  0.24
(Kbps) 0.16
0.08
P
2
16 /_/—\/\/\/\/M/\/\/\/\/\-/M/\
1.2
Loss (%)

« 715 QOE 7% EERENBYFS Qok,

« APZ: BRMLtIENAF,.

« VDA E7f: ATXRNBERFEIE/RAREF VDA &,
o RIERIERTE ZRIETEPTIER ERNBYTEBDAT B

o MRBRTR BEIRIEN AR kR

« VD/VA: E=iER BINKE £ BRI ARRF 215

o DERS: EENRERZIEFVRS.

o RELE PRBEHRENRERSAIEERRARRE.
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o IR KRIBFRTELEMML. N8 SD-WAN 2 PE F&, WA HDX EA WAN i, HEI=IE
gitt, NtFRETRANE

o REEMER. MRFEHTWKEEB M EEHEMER, WFRIIEEHNEERE,

o MRS XEREELSITERIRS BT,

« HDX imEIiRIER . VDA 5% F ik BRI EEN—F,

o TTIEMIEER: M VDA i SD-WAN 2% Fim SD-WAN BIZER,

y UM WL

October 21, 2022

IP 10 RTEEBAE A MLEEURAINY, FHARIEMN ML FLIRSFE (QoS) R, TR AMLLIEAEXMAM, i,
RIS eIy . NRIR P ity 172.186.30.74, B4x IP #hiiit)y 172.186.10.89, M REREE BN FA
BZ, ¥ REXEIREN KL,

TR LIAREIEMN, HIEXLEMN SN BEFMEXEKER, ERTLIEEMERENFMG, HAIUNABERTA.
LAN 2 WAN 179, WAN 2 LAN 1TAFIEIEaLEMRN,

TRIIEMBRA IR BMIFEML R [P AN, MRMESS2FHEBRAFMUARRER, WaTLSIRIFE Fib =B,
EXMERT, BEFMERBANMRT, HRET BRI,

BRIA IP thIGRM HTTP. HTTPS #1 ALTHTTPS 82 I AN RFIROTAER, BR, =%5ER IP MM (—Ee)
#) sHIERNRSH HTTP. HTTPS, ALTHTTPS fi2/E IP Ml £,

eI 1P

2 IP AN, BESME EEE > QoS > QoS HEL > IP AN, #%EFE “2F/BMAN” EHM-FAFEERLICE IP AN,
SR AR [EFERN” LATEUE AR B SR,

BF IP NEBS TEIFE IP FN,
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o P X ECHT A

- IR (RTERIBAS L= IP MBS RIA) EFiER, gF “BF, ARRE “=R

- JRMIS: ANILACRYIR IP tink Al 7SS,

- B4 MNEER B4R IP ik 7R,

- EAIPA: & “E/A IP A" SEEMMTRTIRPEFEMINE IP A,

- Src=Dst: Rk, MR P #uttbAIEER IP #thiik,

- RimO: AMWCERRRD (SRROER).

- BirimH: MNERNEfFED (REfRROTER).

- Src=Dst: MRk, WRKEOHLHAFERKH.

- i SHNTERHN. ELUERER—IEX MY, WALk “ER" & “MF".

- DRSS (REEM ‘DI THRTIRBERE “RS” 1Y, T2ETREFR, SEEFNNSH, 5N
KEHNBHEATERECE,

- DSCP: S5MMILERY IP #7kF# DSCP f5id.

- BREREL: AN ICECHYER FRiE.

- VLANID: #AFMMET VLAN ID, VLAN ID tRiR#HEPMEORNRE. £/A VLAN ID 154 0 RisE A
MEHLITICRE.

- 72 DSCP EXFEMHEMIZ. MREFUET, WELERESBRFERNREMNR DSCP F&EF
&, MW ARIRT,

o EINBRZRERDE
ER “BREMNBRERERIE SiEE,

- EMRFBRRER SRR R ENERER.
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- REHRE. REFBERUTRERKZ —

* AHTEREZ. RENUAEFAEESRRE LN, BIRERTRXRE, HEERRBREN
Ik RIROBIEREFEL T RERERX,

* FARR: LAEFRERREER—BEL, BEIREFBITANL, ERUT HAMKRKZ—!

- @@ IREREIRE: NARFRERRBERER L, BIZEERETMH,

- SNREIA, 157 MPLS #5% LRE, SNRBERBER L. AR REHRSGE MPLS %
£o 1R MPLS $#8R AR, MREFRETIRLER L.

- NRAA, WREEEBMEE L, SNERETERREE L VAEFREREELRMEEE L,
R Internet $HERT A, MREFFGEFATER L,

- WNREA, WRBEFME Intranet ##E L, TNRBERBIHEL: UAREFEREREENLE
Intranet g% £, MRFE Intranet FEEFTA, WREBRBERBTER Lo

AR RENAREFREEER LEENNE (UZWREN).
* BEERE VAEFREASFRELER, MRS T IS,

* BERS. RENRERESIHMRS, EREMBRFRREBEENIRSEE R Intranet. Internet.
Hi&gf Discard,

Virtual Path Traffic Policy

+'| Enable Virtual Path Traffic Palicy

Virtual Path Remote Site Traffic Policy Override Service

Any (determined by routing) Override Service I <MfA |

| <Nk
nos semnss et -

Passthrough

« QoSi®RE (QoS 231)

- BKER: EFUTERERY—:

* SERY: AFRIER. {HE. WHEsRORE, KNVAREFAAREREYE, EXFLEHTTE
W (FINIPIES). SERNARFWNIERMEZREUE, BErIUAR—EHK,
* REX: BTFEAPRERERNPREFEERVRENRE. BERLT, ARFPRSKRSEZE
IXRE, BEAEFIRESHR, BEXNERMERIFEHK.
HE: BTFESHRERENAIAESERNNARER. LEXHERHRESHRNNAREFRIFE
#HEX, XENARVIRANTIR, TEHRAEHCAE,
- R AFMEERSEEIEREM TR

fit ‘Zlﬂi

*

o BEXMREBER

- & “EREBRMERR SRENREERMREREK.
- B AFEANRERENEBEIERNS Z. ERILRIEFELR BHMRSS 5 WAN iz,
- WAN i#%: BA Internet AT, SHMNLERRERER WAN i,
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- BEMRS: SANTERRNBRRS.

REMAERIZARSS T e R E MBI ER 2 ARSS o

QoS Policies @
Global Rules : IP Protocol

IP Protocol Match Criteria

Source Network Use IP Group Destination Network Use IP Graup
Any Any Sre = Dest
Source Port Destination Port
Any Any Sre = Dest
Protocel DSCP
Any . Any o Rebind Flow On DSCP Change
Reuting Domain Wlan Id
Any \'

Virtual Path Traffic Pelicy

| Enable Virtual Path Traffic Policy
Virtwal Path Remote Site Traffic Policy

Any (determined by routing) W Load Balance Faths e

QoS Settings
QoS Class
Transter Type * Priority *
Interactive d Medium v

Note: Bandwidth share available per QoS class per overlay virtual path is determined by QoS Profiles.
Intelligent default values are auto-picked, with ability to override the defaults via custom QoS profiles

Internet Traffic Policy

Enable Internet Policy

1} Advanced Settings

cancel -

BRIZE
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WAMN General

o TIERER

ENFRERNEER: BIAENRSBEFSHANNRELSERERE, FERTRERIEER,

BRHEERS. B HREERSHIRAHRES.

BR TCP &ik: BRILAN TCP KRIERE., 48587 HiEEMIANEERE, MMESTELE.

BF GRE: [£48 GRE #UBE IRk,

BR IP. TCP 1 UDP: %45 IP. TCP # UDP #iE&@ IRk,

=

AR

IPV6 #EE RS2 Rk E 4.

 BEiEME WAN

M

il

- EFRE (F1): WRERE, BIZHER, HEEBRER.
- EFRE: ERRERFPEFHNMIELREFNNE. FEATHES,
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REHEERN: NMFREFRADNEBRDEE “AEKELEFRE (FN)” 1 “REKELEF
PRE (Ms)” FERPEENZFREMEFR BEE, ATHANNRIEQESERIAEFREINEFTRE
FERPIEENE,

2F RED: FEH 250N (RED) B ERER ENEFMBEARBRATHZLER,
EEHREARARE (F0): XREROMIIRE, HRREREEHIEE,

EERIEERRARE: TTURRAEHILP L ES HIEaEEHR R IE

REMEEEFRE (F0): NRAFIREBILLRE, WEFHESHITESRITHE
REFIEEEFRE (Ms): AFHFFAEKEOA/NNEIECELXFERPUASHHRAMITTE,
RGBT EE, WEFSEEHITERITE. WHEIRIELK.

EHNE

ek ERLUREFEIRESEA WAN fHZHL R, &8 WAN ERMALERTER WAN #HETHN
EEREHIRF. BILRkER WAN EERETZENEDRS. RIML5TK WAN EREEZEANEDIRS.
BIBRE EEES N KRBTSR,

ESWREEEARE (F0): XAERONIIRE, KRFSEREEHES.

ESVECRARS: EEMESETRITERZAENTIPEFFNE, XAUBLEEEHIESETERR
R PRE BT B

REMEEEFRE (F0): MRAFREEILLRE, WEFHESHITERITHE.
REBIEEEFRE (ms): MEEITEESIEE, WEFHEEHITESRITHRE. SHERELH.
HRMIEEEFAE (FN): NRNIIREBILLERE, NEFHEEHITESRITHE.
EEHEEFRE (ms): MREITHEESIEE, WEFRBEHFTERITRE. SHERELH.

« WAN ZIEEM

- DSCP % R #iEELAXR BN F], DSCP fRicR AT EME B M L LR RN AR,

- BR¥EEENHRF: SHMNTENRERTCAIMFIRE, HIEEE WAN to LAN && HwWERHF

(IBLE).

- REFEE REBHEEREUHITEMHIFNEIER, FHZEHRESRRAEEFEMN. TiI2332IH8Y, &

EER/LIXE LAN, EEBFRHLEFTIS,

RN EREBRBENEERZ, NEIAREFIEN 80 ms. &N, TCP AMMEIERINES 900 =70, JE
TCP FMEIZERINER 250 =4,

- EFEREHFMIER . EFEENFHIFASNHREELXIBEMEEIENEF HIEE,

BE “RE RERERE. £ EE” > “QoS K MELHRE “WIERE” MIIEERFEITHEIR.
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I9IE 1P AR
EIWIE IP AN, ESME RS > L6 > RE, ARETERECENBRETHRERENLR. BEF “BEXT), A
I=puday 5%"‘758’] B ERNENEEE, BRIDREREENSERERNM,

RE > KB > FIHER, ARER AN, EFR, RAEREE “WREHHIE . WIIEENAN. BXESE

Szl
8, BEH RS

QoS =%

October 21, 2022

EEATUEXEARRFIRERE, XEREEHTANEEFBEARESIS. RSHE (QoS) MTiEIhae. IEEE
XBRNZ A AENE RN R E2BNAERER FREEREL S,

REELUZ MBI NE X, XEFNFIZA - E XBIREF A,

ellfe sy sl

|=|
)l_l

DIARRAE SRR EE X BN, RITRIRIET RN, FIRKBIFETEFSHHITHE
BNEMSANBREFRFYAREFRE EEK AN, AENRKREZRENNAREFER FXER B9,

BN, ¢RAILLA Facebook Messenger (FRF#ER) # Facebook (RABER) SIEFFERMN, & Facebook
SEMNKTE Facebook #MZ £, LUEi%E#E Facebook EEMN, RIS, Facebook Messenger 2
Facebook i RiEFHIFRAIERF, Facebook Messenger MNEA2FiER, EHRTRITRREE,
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EEZRAT

NEEXBIMNERRE, Fia0:

s — TN AER
. BEXNABER
o —HHNAREFTET IP eI

MNSEE

EEE XN R UTEMEHHFRE LR L2 BN AT RER T REREI R,

Iz A2 R 15

SHE BE > QoS > BHEXNMAREFMN. EERELM[5IFRE.

|
MEBEEXNABER: MFIRPEFLEAE, EERPTLOETNUT RG22 RN EEX N ARERF:

. BEXEEEF

« ¥ (TCP. UDP. ICMP)
- 4% IP/FI

- %0

» DSCP #7ig

TER SR E TR B E X MARERF.
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Custom Applications

Enable Report

=]
L]

Add Match Criteria

cace

£ “EEE” > “QoS HREY” TiH LHEE Wi KBE” ISIEEFIHEITHEIR,

IPAIR 1P FLN AIZEBHEE S UZAMNY, HIREAMN MR LIRS HE (Q0S) R, BX IPHNNESER, 1§
205 1P #,

QoS EE#

fRHE (QoS) A HEBTFER + QoS BEX XN QoS FLE X, QoS MEXHHFLREBIREEFHIR
%, QoS WEMRRMMAR, BEREXRE (L. XEMHEXS) MEAFTR. FRIBUBSLLERT. Xt
BRE T AR T,
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@ QoS Profiles

Default Global QoS Profile (Applicable to all Virtual Paths)

Default QoS Profile Sites Count

Standard
Q/0

Create New Default Profile

Site Specific Overrides (Applicable to ™ Site -Control Node™ Virtual Paths)

=+ QoS Profile

QoS Profile Sites Count Actions

Standard-HDX-Multistream 0/0 Add/Remove mj

£ “EEE” > “QoS HREY” TIH LHSE ‘Wil KBE” ISIEEFIHEITHEIR.

BEX QoS &

NRIEEEAEMBEREIIAE, WATLITE BBE >Q0S > QoS FEEX A TMEAKR, B “CIBMHNIIAREXH”,
ABUAERRM, RIS, AEEH QoS XIMHRNE. BERTF. BXENESER, FEH 7%
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Bandwidth allocation per QoS Class

Traffic Type Bandwidth Share

Realtime

Interactive

Bulk

[Best Effort. Mot Guarantead)

Realtime Classes: Bandwidth Breakup
HOX High

High

Madium

Low

Interactive Classes: Bandwidth Breakup
HOX High

HDX Medium

HDX Low

High

Madium

Low

Bulk Claszes: Bandwidth Breakup [Relative Share)
High

Madium

bR ECE

October 21, 2022

TRILAM MR E T “EoE XAFEIRT 85 AR InEit s oRECE &R SD-WAN ML,

BORMR, BRE WMATFERT £ Y ERER. RELRBOZFNUE,
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New Site

Site Details

Site Name *

Bengaluru

®) On-Premises Cloud Site

Site Address *
Bengaluru, Karnataka, India

Latitude * Longitude *

12.9715987 775945627

Cancel

ERILI MK aeIR I =, WRTLUER i RECE X RERECE AR,
EEENNER S TREGHERENRHEISHINE,
BEERUREE, FERESHSMNE BE > WRiE,

+/| Lat/Lng
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D) DASHBOARD

~  REPORTS >
@ CONFIGURATION '
Advanced Settings >

Appliance Settings

¥\ TROUBLESHOOTING >

BEE

F-HRBEWALR. 8E. SRREMBELIBKRAANFRES.
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@ @siteDetails () Device Details  (F) Interfaces  ([)WANLinks (D) Routes (L) Summary

Site Information

Site Profile Site Name * Site Address * Lat/Lng
None v SiteA 1239 Henderson Ave, Sunnyvale,

Region * Device Model * Sub-Model * Device Edition *
Default-Region 210 v BASE \ SE

Site Role * Bandwidth Tier (Mbps) * Select Tag reate New
MCN / 20 \ v

Default Routing Domain

Default Routing Domain Settings Default Routing Domain

Global Default v Default_RoutingDomain v

Advanced Settings

Enable Source MAC Learning
Preserve route to Internet from link even if all associated paths are down

Preserve route to Intranet from link even if all associated paths are down

Contact Details

Contact Name Contact Email

Enter Contact Name for this Site Enter Contact Email for this Site

Cancel Prev Next

ERERRIREEE LRI, BETUTRER.

SiteA
SDWAN-210 (Primary)
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@ @) siteDetails @ DeviceDetails (@) terfaces  )WANLinks (D Routes (D) Summary

Template Information

Template Name "

Regon” Dervice Model ™ Sub-Model ™ Dervice Editicn "
Dl amule-Fregion a0 BASE 5E

Sitw Aode Bandhwidth Tier (Wibos) " Select Tag Coaes Hew
Branch | 100

Default Routing Domain

Default Routing Domasin Settings Dief i Routing Domain
Global Default

Advanced Sethngs

Enaile Source MAL Learning
Presarve route to Internet from link even if all associated paths are down

Preserve route to intranet from link even if all associated paths are down

Contact Detasls

Contac] Nams Ciontact Emas

Cancel Prov m
WE[ERER

o R MREEXH BRBEEREEXHEREBMETRIGR. EOM WAN #EHZESH,

o Uttt § W R BTR RIRE_ - PRMBIFAE B B EhEZ.

« BA L at/L ng SiEELURENE S A EMEE,

o MTHIFIRAER Kio

o AILURIELAE M R EAEA R SREMIREREFRERSNFRS,
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o RERE SRBFAZKERSEHIRM, BaiXFERMR (PE). S5k (AE) Min4ERR (SE). PE B SX7E
1100, 2100. 5100 #1 6100 & £337#5. AEREE 210 M 1100 ¥ &5 ER3%H,

AR

Citrix SD-WAN Orchestrator RS AR FS LR SRR T S,

 MRAB EXTRENAR, BERAUANERSRUTHREZ—!

- MCN: E#EHIT55 (MCN) Fe L mRavizhlle, WP REEs—a Emig&EisERn MCN,

- 9% SRR EEECRE MCN WEEHS 5D HNERILEMN WAN IhaERRE. aTUESD
Pal- ATt

- RCN: Xigiz#T5 (RCN) D BEMELRN, ZRHSXEANEIE, MCN £41%4 RCN, mEt
RCN RRIZHIZ DD KR

- HIERAR MCN: (U FREMENR, £ MCN REANEE MCN WEENEE, WHRIOEME, thIER
& MCN A MCN 257 B sl iE4 5 Thak.

- WIERR RCN: IFFARMUEMNR, £ RCN AEAEEE RCN NERINEE, WHRKEMRES, BT
& RCN &7 RCN f2{t=m] B SR 5 Thik.

« BEE BEAUEERE LEENITETR
&#%5 20, 50, 100, 150 #1200 Mbps #J
IR ERRECENH R B

, BEFREURTFIZEES, a0, SD-WAN 410 #7#hR (SE) i&

e
HRE. REATHANTERR, CULARMRENSR. 51

E&ER I

B BN AWE AU AR ERINR B, B IRETURERN, HAUSRETIMERN. MRERE “2BHIA
B, WBAMERLREANIARBE, NRER “FBEMR", NWalbM “BRBE” Ty RPERERIA B

BRI 73 B B FR S 55

SD-WAN #R#RRFI kbR (SE/PE) €& EBEE—REN AR S ERMBIM I E, XEGEIRFHREAABE
Mm% VLAN 89i2R, HESEMBEMER (VLAN) ATERZ(I B85 5 —4& SD-WAN SE/PE & &S MM #1THE
=1

LiRThReRBIE R SD-WAN SE/PE & & FLIFIEMEE B R (VRF) REMBY, ZRRERA B EHMERATARIH
imi2 IP #hutSEEl, 1tk VLAN 2| VLAN BURE{NASBI M ML E ZEIEE LR I EMRZES WAN (EFL)
B

LEInBERI— P BBIRGIE, WAN B2 E A aEAES @IS VLAN X9 MEEIRIEHIT R, FHiGHP—LHEL (VLAN)

IRMLATTLOAREEMA DC 5% LAN 9%, mEMER (VLAN) MIAT8ETT £ K21t 2515 1R142 R, VLAN 2 VLAN xE¢
RERE 2@ Citrix SD-WAN Orchestrator iR Web RE LI,
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BURE
. BAEMAC 33 7EHIKEINEIE B IR MAC Hilk, LUEA AR MRS AR I IR R EIR— 1 %
Ho

o BMEFAAXEXRRIIQATFRARTS, MEREMERIIERMNEGE: BAGE, BMEERKMARSHFTE WAN i
HMATAE, REBEMRSNSIESNSASEFE MRS,

o BMEFE XA TRARS, MERBMEZIINBEMNEEH: BRAE, BEMEREKMARSBFTE WAN i
AR, &R Intranet RRSHIBIEEINSBSERAMBRSS .

o BERHBARGNAIEM L3 E,

EEEEREN B EEMEE P EETREEIE PSR H AT LR IR,

REFMER

BEFMAEEBIAFEEUSRENSASTAMY (HA). €A HA, TSR MEEEREMEREMWDHENILE
BEEMR L. FIREHIMIEN, WEPREFEE EXESZER, BB A%

Configuration ! Site Configuration Verify Configuration Software Version: 11.3.1.53-GA
@ 1) Site Details @ Device Details ) Interfaces ) WAN Links ") Routes Summary

Device Information

+*| Enable HA

Primary Device
-Serial Number : 33808622-6416-C527-C69D-4E631D113803  Delete
-Short Name : MB-Branchi-Primary

Secondary Device
-Serial Number : Not configured  Add
-Short Name :

Advanced HA Settings =
Failover Time (ms) Shared Base MAC
1000

Primary Reclaim

Disable Shared MAC LAN-1 1 WAN-1 _ 2Broadband-Verizon

MB_Branch1
SDWAN-VPX

AR

TAEERERRIREERFYS.
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REER
B HA, ARBATRENMIRENFIISMIERM. BE N0 FHREFTI SR E.

@ Q Site Details @ Device Details @ Interfaces Q WAN Links @ Routes @ Summary

Device Information
Enable HA

Primary Device

-Serial Number : Not configured

-Short Name :

BERM.

Add Device

Serial Number *

Short Name

MB-Branchi1-Primary

Cancel Add |

« FHIS: TLUM VPX Web #Z#l&isialE# SD-WAN 5261 (VPX) B B35S, MUTRESEFFR, BHgEn
5SS A IR &S L E
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Dashboard Monitoring Configuration

System Status

Name san_francisco_men
Mode VPX
Apoliancs Mods m

ﬁE'Ia\Nu"“uE' it ) see Mie Gl [Peed o vl e
Management P Address: 10.106.112.23
Appliance Uptime 1 days, 2 hours, 37 minutes, 35.3 seconds
Service Uptime 4 hours, 27 minutes, 0.0 seconds

Routing Domain Enabled: Default_RoutingDomain

o FERM: RN FRATNIEREE S TIRABERMERIEFTEMICERo

RE WFR FHIS, BRE BER LT
AR

EMFYSEERRIERFYSHREHNFTIS,.

@ Sitekf)etails @ Device Details Interfaces ) WAN Links Routes Summary
Device Information
Enable HA

Primary Device

-Serial Number:

-Short Name : MB-Branchi-Primary

B& MR ENE, sEI—TEEED, BIAERSENRFTIS.
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Are you sure you want to Delete the Serial Number
' ?

=% HA 88

o WEEEERE (ms): EREFRERRE. EMLELTEDREZAHNEFTE,
o HEEAMAC: SATAMEMRENHE MAC ik, KERERBE, HENRERESREHENTIRERERN

R MAC ik,
+ 2/ Shared Base MAC: G EMNERRFMETSNTE LA, ERILENTRHAHZEMN
MAC it

o O EENTIREETHERBEHRERERBIIMEEH.

+ HASERIZARN: HA MEZILERERH. BXEZEAEER, BEH HA 2ZE.

o BRY RBSSR NERERER (SFP) IO 554 Y BBg—RER, USMBSRAFBENS AN
Thig, MEIUEA T Citrix SD-WAN 1100 SE/PE i&&. BXIFMER, ESI EANA Y EBLREAINS
BRI A.

T MKIFIE

e AEC B 245 Wi-Fi ¥E79 Wi-Fi 3 A =89 Citrix SD-WAN i&&.
Citrix SD-WAN 110 FF AR TR TEZH Wi-Fi, BJUEERN Wi-FifEAR:

+ Citrix SD-WAN 110-wifi-SE
+ Citrix SD-WAN 110-lte-WiFi

BEXWi-FiEBENESFRER, H5H Wi-FIEAR

#H

TS BFMMEBEEO, BE +1E0 FHREEED, 2+ HAED FBEE HAEOD, IEERE THENSEIUE
WA AN, +HA O ERA TR,
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EOREaEERBERAMKEROLANEN. WEEERT LAN 71 WAN 58,

@ Site Details Device Details Cloud Details @ Interfaces WAN Links Routes Summary

Interface Attributes

C |
g
]

Deployment Mode * Intertace Type Security

Edge (Gateway) LAN Trusted

Physical Interface

Select Interface

1234SBTH

Virtual Interfaces

VLAN ID Virtus Interface Name *
0 VIF-LAN-
Routing Domain Firewall Zones Client Mode
Default_RoutingDomain Internet_Zone PPPOE Static
AC Name Sorvice Name Reconnect Hold Off (s)
LAN-1_8
test-ac-name test-service-name 0
Username Possword”
testusor s ® Auto
tost1
‘SDWAN-VPX (Primary)

Note : Converting Virtual Interface to PPPoE will clear any Gateway IP Address and Virtual IP.

Address (in case of PPPoE Dynamic only) associate with it under access interfaces
DHCP DHCP IPv6 SLAAC /| Enabled
Client Client
+IPV4 Addresses +IP V6 Addresses 0]
Link
L IP Adds Identit; Privat Delet
ype ress entity rivate e elete
1Pyd O N/A o]
Dane
Cancel
sty k=]
HNEE

HREEAWEER SD-WAN #iEinO#1TEE, CRNASKERENEERE, MAFTEEITINEERRIR. &
NEE R EMN P HibEEDEERS, 0 Web Ul #1 SSH, Ea] IR EE IP FIFHARED IP 3418 Web Ul #1
SSH.

ERATRERE, BN “F AEBE IP” ThFIRPEE IPv4 ik, AN “HRERE IPV6” THIZIRFIERE IPV6 it
ik, M “HAREE DNS” 5 “HREE DNS V6™ Ty|&RHikE DNS {12, @#dHAMERAEERTERFE DNS
BERERENZAE,

BEXHNEENESER, BEH THEE

FEOEEN P thit57E HFRER IP THIFIERT. £ “SHRIKE” > “DNS” TECER DNS RERSKEIIE “HR
EIE DNS” THIFIRH,
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EORBRM

XU TERERT:

1. % (WX)
2. REX—FERIL. WIETIRFEIMAE,

o WEEK: BEUATHERAZ—

- % (MX):

MXEXELEE SD-WAN 72HFE LAN RER WAN B “RIX", RXER 2BIAE. ERILUEIRE
BENBI MR MR X,

- NE%:
% SD-WAN 7£ LAN &A1 s MR B 2S [B1 SR EXZPE R, SD-WAN [z7iz “BHE” B3,

FiF Citrix SD-WAN & &#EFE X BHEEEx O, BA Bridge #W/E, %1% LAN i EMEOE
ZEDRHETAMT WAN RRERECHEO, Fli, #IEED 18 2 25,
* Fail-to-Wire: BRMHENEOZENYIRERE, AFRELSE SD-WAN, EiS&ERRHIMKE
B IR REMH,
ItbaT, DHCP ZF iR (IEMEEIRIE O £ % 15, 7E Citrix SD-WAN 11.2.0 kA, @dRiTas Ak
(HA) ZEY BT DR ik S MR ZEL GO EH DHCP B HIhAE, IIgsaIhkE:
* AFEEFHEIAMTNSET HA BENFREEEDH L#1T DHCP BRI E.,
* YRR DHCP #20O/FN T RREXN WAN iR —E80.
&F
* B (MIEEIL) BTURERMHSE ERA, EEMgE (VPX/VPXL) ERATA,

* L HREMEEHENESR S DHCP 2R ik,
* LAN EORMSEEDIRIERILRY, EAEarseEiEOzEiiiE.

* Fail-to-Block: LA AEMHIEE EEHEOZBMNYIBERE, MMEREERS HNHEN
B3 LE SRS A
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} =

AR

WNEX (BFERELE) RBEBNEE (VPX/VPXL) _EME—o] ARFHER LD,

@
S g ES S i

Firewal

* EPREK (B8):

EUETEE SD-WAN B, EXER 28 KHEED WAN Bh2s. LAN 71 WAN, 7£ SD-WAN E
HEMEREEO, B, #O8ET LAN 1 WAN @R 2ZEHE,

o EORE: NTHFIRPEREORE,
o 22 (AfE[FREME) . BEEONR2RH, REENREZHAENRE.
o BOBM: RI\EFMENBBRN, BER “BOS/T FR

YIEEEO

o EFREO EFIRE LR BRI EEUAMIRD.

RESAEDO

« VLAN ID: AFIRFIFMtRIZ#E HiECRRER ID,
o EPMEORM: RIEFMENSEEN, BaER “EMEORT FR.

- BAHAORES: BRBILEARD HA OBMES. IREEN HABEE THENRE, NBAIGET, ©%EF
IR A] i i BN &R UIZEORL HARNES, EETEMMEENILERY IP tthit,

o BREE ADIHEMKZIEEROMBR AR S EEHNER B,

o PAASEE: OB AEXE, BFASKIRFAEHZEREPEO,

o BPREN: MTHFIRFIER FTRIREKRN, %EF PPPOE BSHSERESIRE,
AR

Y MR B (E UWRIFAERET EIRT) #KEA ‘9% B ke’ FR (E “BO7 &mRT) ®
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wH “REfE” B, PPPOE oha E “BFIHEN” TFaI Ao
Citrix SD-WAN 7524 PPPOE &P, XfF IPv4, SD-WAN SRERzNZS IPv4 it st (ERESS IPv4 sk, S3F
IPv6, ©M PPPOE ARSS28IRENIERS Acithithht, X3TF IPv6 siEithht, aTLUEAERES IP. DHCP 3¢ SLAAC,
« DHCP Z/ i EEMEO LEARE, DHCP IRSB[BREEIBHE IPv4 sthitiaEEaIE F ik
« DHCP IPv6 TFis: fEE#MEO LEARE, DHCP RSEEEEHED IPV6 HUHAEREMNE F if.
« SLAAC: ILAETUERT IPV6 ik, %G, HOKBETREILBEIEEE (SLAAC) 3KEX IPV6 ik,
o EEHE &R E @R ERES, EarEEAXEEMEO EAEM IP FM.
« BA: BNERT, FrEEMEON “BR” SEESLTEPRS. MREZREINED, 55K “BR” i

- “BA” SFENE Citrix SD-WAN k7 11.3.1 Z /81 Ao

- X2 WAN $EZih e O R EAEPEORN, ZRAEMMEORERA A, R WAN gEihRED
EREMED, WiZEEENRIZEFANNTIEPIRTS

EECEHEMINEELINR B R ARNEMZEON, ZANEMZEOHLSYIH, B WAN EE95RED TR
Sho BMEEEREANEMNED, BAREEENED, BFREZMNEEE,

+1Pv4 stisit: $ZROBIEIN IPv4 stk A4 8RS,

+IPv6 it #OREIN IPV6 sttt ETE.

o B EERT IP RSVEM. Fl, S HEES BGP SE&BERR IP ik,
o« A\ BAE, EM P il D AETEA ISR FEH.
AR

o LTE imOFZ#5587 [P otk (IPv4 #0 1Pv6).
o LTE #%O3z%F DHCP #1 SLAAC, BZ& DHCPv4 5% DHCPV6 Z3&H1%R, SLAAC 2r%ER,
o £ LTE RO, AILLA IPV6 3% SLAAC ACE sERR ANttt

PPPoE it

LUAR) =3t 5ty (PPPOE) s@d B BEEFZA&E (5190 Citrix SD-WAN) $5LUKR LAN 8% NN E P EE
BimiRik s, PPPOE AP HZEAMNKFA, L (DSL). B45R5IZ A T&iEEE Internet . PPPOE 5@
ERATRSEENSX AN (PPP) 5xiEBiEMHh S MNP UM MNABLE S, PPP s B 5 LA MIES
Mo

5% 5&E#ERRE, Citrix SD-WAN 1&&EH PPPoE 2i% ISP SiMiF4u54:m DSL ALK AR AR ERE, PPPoE

RUSTAPZRERRIE, EIMN KT BESIRRF SR AEttit, E8MNBAMZENER (BI50 ISP 21
1BF) ZERIRIES, JUBEMEZRE. ARERUKRNA PPPoOE @i DSL &BREMRHE Internet A,
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Citrix SD-WAN &% PPPoE & i, X1F IPv4, SD-WAN JREXENZ IPv4 it st EFERS IPv4 ik, X3F IPV6,
EM PPPOE BRE523IREN SRR A MiME, X4F IPv6 g, RTLAERAERES IP. DHCP 3¢ SLAAC,

EREURIMN PPPOE 2i&, FEUTAHR:

o RRERMMLEED (VNI).

« T8I PPPoE SiERIME—E1E,

« ECE WAN 3%, 81 VNI Raefc&—1 WAN 53,

o EREEMN IP ik, SMREMIRERENEERS R IP it (hEERS) o

o EERA TEHEREUERAEHS P #iutsy PPPoE, HigEOREN “AE", °

o 8% P RFERARERZBHERARSBEND IP; MIRSEENHS IPFR, NagEsHNER.
o BiG&IEN Edge REUFEAARBDE IP 9 PPPoE H#EOMRE RN “FAlfz". “

o ZRNBMHIRIENYNAE: PAP. CHAP. EA-MD5. EAP-SRP.

¢ ZPRENRAMEBIURTEERN VNI HE.

o BIBZ VNI LIFSMEOENZ 1 PPPOE &%,

AR

s ERERR 802.1Q VLAN trigelEZ 4 VNI,

PPPOE EZERIRH!:

. R4 802.1q VLAN 4732,

o RZ#F EAP-TLS B{9383IE,

o M/ iEHIESE.

. SRS,

o INFEESENE.

o EFEIEHITIN

« BSD E4EE4%R.

o IPX ¥

o MEFTFNZHEE,

o SERESHEBZNE TCP/IP KE4%.
« Van Jacobson X1&# Connection-ID E4gi%1m TCP/IP #53kE48.
« LTE #0O%%#F PPPoE,

M Citrix SD-WAN 11.3.1 kA, FEEZ RSN 8 F75 PPPOE #7k3RiFE TCP |A DB A/ (MSS), oMY 8
NFT5 PPPOE #&L4R1E MTU BEEFH#IEEHFH MSS, Z#H MTU SEEM 1280 FTE 1492 FHFE,

PPPoEfCE 7 MCN L, @REEACE PPPoOE 8%, EOXHM L, ErRILIEE PPPoOE #7358 PPPOE &7,

EECE PPPOE, FHEMAAINEETSME EBCE > IhRECE > 0O B0+, £ “@PE0” Mo, N “BRmEL
THIFERAPEFIENE PPPOE %10,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 237



EAF Ay Citrix SD-WAN Orchestrator 14.4

AR

« BBETZ MO8 VNI RegE—NMEOAT PPPoE &z,

« MREETZ M EOM PPPoE EiZpy VNI BRn A0, NALUER #iE > 5584 > PPPOE TIEX(F
IEMBEREHBIRIE, AR UERED ERIIRIE,

 WNRi%ERE PPPOE #p7&, W VNI &R “RRERE

Deployment Mode * Interface Type " Security ” Interface Name

Edge (Gateway) : WAN : Untrusted WAN-1

Physical Interface

Select Interface *

n2345678

Virtual Interfaces

VLANID® Virtual Interface Name *
0 VIF-2-WAN-1 Enable HA Heartbea
Routing Domain * Firewall Zones Client Mode
Default_RoutingDomain <Default> PPPoE V4 Dynamic + V6
AC Name Service Name Reconnect Hold Off (s)
test_ac pppoe_service 0
Username " Password Auth
userl sesssssssenee @ Auto

Note : Converting Virtual Interface to PPPoE will clear any Gateway IP Address and Virtual IP.
Address (in case of PPPoE Dynamic only) associate with it under access interfaces

AC Z7F: 1R PPPOE BEERUENEHE (AC) B,
BRSS R HNARSS B %o

ENEREE BAEMERSHEEE,

BR&: W\ PPPoE EBCERAF &

Z9:. WA PPPoE BCEMZEHI,

BRI MTRIFIRPEFRIIDIN

- % Auth ZTUEEHR “BE0" B, SD-WAN &&81%% MRS SBUKEIH 2 S B IIEMILER.

- 4 “BH BIE #IUgES PAP/CHAP/EAP BY, MRZFHFEMSHIIENN. MR PAP EEREH, #
BARs5 2R CHAP x50 1IEER, WEEBERGHRIES, NRKSHEARS PAP i, WkESH
RIIER W
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1 PPPoOE ##&=ahas VNI R

SRIFEIRE—

R VNI BEE ) PPPOE oh&&E PR

o P sthnbAIRK |P st R T A BRI,
o EMBEERXIREN T

o TEEENE ARP,

RRINERT, EERMX MAC #sit87E,

R VNI L& PPPoOE B85 E FiRiEl, NAE IP i,

AR

MRBSBAZIFEENFHS P ot HRMAE IP ik, WEHM

%, HRRSSBETECER IP i,

PPPoE niEfifEHi: TEibmakal, |t “RE" > “SBY” > “PPPoE” #47,
SEFHEAREN VNI NES. EATEFBEHRELS

Site Reports: Real Time PPPoE

Retrieve Latest Data

to search or you can enter Key : Valt

VIRTUAL INTERFACE

Virtualinterface-2

VIF-2-LAN-1

7E3237 PPPOE &iERe IR 8] =RAT |

. 1%‘LLL*TEf_‘T_gEM;ikIu\J:E_]-Ej_—ﬁ_i&%miagﬁﬁo
SEHITHEHR, BEERBNZR1E.

e fo

rmat

IP ADDRESS

o BERUHNSIESIERIR PPPOE

o WNRFHELLE PPPOE

PPPoE &iERIgE AU T RETMRM :

TELUEITER R HRRo

GATEWAY IP

> WAN §#%, WAN $EHZECERE P imtEla VNI EEMmS.

PPPoE &ieE il EHAE I EILE

Relative Time Interval: Last 1 Hour
SESSION ID STATE
0 Dialling
3 Ready
Page 1 of 1 10 rows

=&, WEFBRIHBEREEINENBIRS ZA, ERIELEBL.

+ % SD-WAN B FECEFHHARF & /BB ERMIE R FEHT SO RIEN,
« PPP kM-t 2B AR ED— M REDNETZITHHS

o RENEFEHRLRREE,
o BRELM/HEIR (FEiRM AC BMRS B -
TR RITIH .

o ATIRIERAHIR,

+ echo #IEERBWREIEMMRE (HEEFFHRS[EEME)

o BILNESTHRINIRS

REE—DHA.

%S 10 REME, MEEIRMAIER,

EEHXEMR PPPoE #&EE

v
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o MRHFEER, ERIEHZE.
o MRKWIER, WEMBHRRE 10 7
o MREXMZEHHD, WEHBRME 30, AEEHBH.

LCP Echo i&k#uiEES 60 )M SD-WAN £m—XR, FKeeEK 5 MEIZMEEIATEREN, HEMEISE
« MR VNI ERchFEEMLE, IP WX IPFIBERRIEFHNYFIE. ERTXERRITZERINE,
« IR VNI E%JJ:“EK:_FWFE%U, NZXLEERREREIRE,
» B RITREE Gateway IP 5 L& 2R PPPoOE #EAN&ESS3H MAC ik, MepiZEURsIER 1P,
 BEGREE KT ELARET—FER, XX “R” REEEH.
PPPOE &iE#E! KEEE BiEA
(SN e VNI B2E&7T PPPoE, XZ2—M1
RKE
EERS ) B2E VNI /5, PPPoE 2iBR%&S
Bzh PPPoE RMBchEILSKZ.
BIBREE BERER.
=iF "HE VNI MEIIRSHESTERS, Fi
B IP (NRZmhEW), HEER
PRSE2[/FINEEN IP (F8S).
2 ®}e B IP #EEE, VNI FKEXRY
WAN s EE&mE, rIHER,
SN gt PPP/PPPoE £iE# 1, KKMRERA
AIREREEE TN K MR, RI1ER
£ 30 e EmEE.
2=t Eoyas) PPP/PPPoE &i&FmfE1k,
231 e BTFEMERME ENREPRS, Lt
RESE—ERFENEEBEE (E
BHEIRN 5, KRN 30#),
g% oy SD-WAN RRSS b FE AR,

SDWAN_ip_learned.log X1 & 5 PPPoE XM B E. SMT MEHR > & AE UEFH TH SD-

WAN_ip_learned.log x4

B4 802.1X i2&E

Wired 802.1X B—# S B 1RIENE, EEREFHE#ITHNIIE, AR IR LAN FR. Citrix SD-WAN

Orchestrator REZFEREMIEO LREER L 802.1X BH10IE,
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7z Citrix SD-WAN W&/, & FigmE Citrix SD-WAN &8 £1% 53 3IEER AR LAN #iR, Citrix SD-WAN &
ERYUSHRIERHEFHIIEERRET FHIIIEARSS . Citrix SD-WAN Orchestrator fR551Xz#5# RADIUS
RSS2 E N B MRS 2o

BERHITRMISIEN, REERE EAPOL SRS LAMERIARESL LAN #1551€ 802.1X S14581ERY DHCP #iEa, i
ERNE A IRGATE 90 WAHTENEIL. MRBHIIEMRT, ERMAHREEMNZER.

MR EMHIWIERK, WAREEFHRETMEHRNE, FAEHIECHERER. BIZEEE Citrix SD-WAN g&MHWE
PiRal LU IR T UK EBAHEEEFBEARERFHRIE. HE, BTLUEXSFENEMY LAN, AKXKHSHI8IE
BEREFHEREEMEZRIFINR EXMERT, KKMHNSHIIEERATLIARIEERNEI LAN, EEIRENG
AT, & AT LA R AR [E) B9 EE R 3E 5 b AOE X IE PR XY 4258 B A IIE R R E /Y5 A,
pES=
o FUAEA LAN AI1a£2 B A 802.1X,
o ALZFFEIESEM LAN,

RADIUS

N~ N Authentication server

LAN Resources

Citrix SD-WAN g & HIE IR E 802.1Q HFENHIEE CRITIZHIEIESR) . WR Citrix SD-WAN & EIKREIYEHE
&, H 802.1Q IERENNENEMBEN, WATHricFiERE MAC BEiEE. MRWEINHEIESRLFRE
802.1Q #rig, HEEMERZ MAC istFREBIREN LAN, NIZBIEEIFHREFR.

HEZINNZ aFANEHBESE NRORNFTEHRIEN, S R HHEESSRMB NI, ARAEEN
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RIRIEMER. ReEEEFDIENE P iRa] LB RIEURMEBL, F5F3 0%, AREFENAKNBLERELS
f3383E, Citrix SD-WAN 110. 210 #1410 Fa&EX%H 32 M EFH (EEEESHIRIENRESHEIE) . FRIEH
thTrEREXF 64 MEFE (BELTSHEIENRESHIIE).

ZAE 802.1X S RIE, ESMT “MREE” > “#0O7, ABITH ‘B 802.1x” iR, %EZFIMA RADIUS
REXHssd “¢i2 RADIUS BERBx " ¢i2 RADIUS BB X+ E X612 RADIUS BREXHMIFAER, BSHA
RADIUS [RS8 E X, RBEMIREZIFT L WPA2-Enterprise, MTTLERMERA RADIUS BB X 4#1TH
% 802.1x MLk WPA2-Enterprise {4353,

M EI B HIIER VIF FRIZIRPER— N EMEO, SEENEIMZOR TS LAN ZREVHRNR, UKRIEITS0

WIEER,

HE, EAILUM REFHIIEN VIF THIFIRFIER—MEO. EENEIEONRMEET S0 IRIERERE T
T LAN ZIRBIIHEIA R,

TR INSGE S 1B 2R MAC #tiib5R, REXLE MAC thitfRERKRAMAE T FHRIE, XL MAC it
WAEZREEERE. Eit, REEMERTSHIFRFLURARZREEL 802.1x BHIIERESHEFPEALLIhEE.

Wired 802.1X Configuration

() Enable 802.1x

When enabled 802.1x Configuration will be applied to supported ports only.

RADIUS Profiles
Primary RADIUS Profile * Secondary RADIUS Profile

PiFreeRADIUS

Create Radius Profile Create Radius Profile

Virtual Interfaces

Authenticated VIF * Unauthenticated VIF
101 100
MAC Address Bypass

MAC Address Bypass Value

Add

MAC Address Bypass Actions
Value

TRILE RS > ERTEESHEL 802.1X SHRIEERBRNER. BXESZER, BHEH £k
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WAN $##%

T—HZ2EE WAN %, & + WAN 3 FIECE WAN 5,
WAN s5i#EC 8 45188 WAN SRR LR AREO B I,

TSR LAMKFHAECE WAN 5582 B, e LUER WAN st tRiEECE WAN RN, MREEEERA T ihRAD
X, N=BsmE7z WAN iz it
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WAN sE2E M
@ (@ siteDetails  (P) Device Details (@) Interfaces (Y WANLinks (@) Routes (2 Summary

WAN Link Attributes

Template Name @ Access Type ISP Name ™ Custor Internet Category
ST Public Internet Hathway Broadband

Link Name * Tracking IP Address

Broadband-Hathway-1

Public IPv4 Address Public IPv6 Address
Auto Detect Egabcd E.g. 2001:0db8:85a3:0000:0000:8a26:0370:7334
Egress Ingress
Speed” Mbps. Speed * Mbps
97 97
Permitted Rate. AutoLearn /] Physical Rate Permitted Rate Autolearn  / Physical Rate
o7 o7

LAN-1_ 2 WAN-1__ 1 Broadband-Hathway-1
Access Interfaces
+ Access Interface
Name Virtual Interface 1P Type IP Address Gateway IP VIF Path Mode Actions branch_dvp_1
SDWAN-VPX
AlF1 VIF-1-WAN-1 va 10.40.3.10 10.40.3.1 Primary W
AIF-2 VIF-A-WAN-1 V6 Primary w
Services
Service Bandwidth Settings : Link Specific
+ Service
Service Name Allocation % Actions Services Allocation
internet 10% 2 W

Virtual Path 90 % l

m Internet (10%) W Virtual Path (90%)

Virtual Path Settings for the Link

Relative Bandwidth Provisioning across Virtual Paths : Global Defaults

Advanced WAN Options .

Enable Metering [ Adaptive Bandwidth Detection

Minimum Acceptable Bandwidth (%)

30

Congestion Threshold (us) Provider ID Frame Cost (Bytes) *
30000 1

Standby Mode MTU (Bytes)
Disabled 1350

Eligibility

|

LAN to WAN WAN to LAN

Real Time v VI

Interactive v vl
Bulk v %]
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o HIRBM: BT EIZE WAN iz WAN #EZRIREZ M. 6132 WAN #E/E, FTAER WAN SHERRE M.
fiEF WAN stk o2 WAN $5iE/E, ST EgRIEHIREE. ISP BFRsEBMES,
« IHIRIEEY: fERE R WAN EiREE,

- AHEERWN: RRZERED ISP EZE BN,

- TAEREN: RTZEZEERE] SD-WAN MERH— IS MbR, TiEEREE] SD-WAN M2 5y
&,

- MPLS: TRANEKNNETRATR, RTZEEER— 1S DSCP 7% K14 Intranet LB S
RZEMRSERE, FEXEERES SD-WAN MELSMIIE,

ISP &7F: ARSIRMEBIRTT,

o BEAMZEA): £ WAN 5588 LS AR WAN SR EERIZANRARS (BH. 2. 4. LTEFH) BIEE,

o HHERRR RIBZAEMNBEhET.

o IRER IP ttodib: RRHARRIR ERYERIN IP sk, FI@E ping REAEREZHRS.

o 2K IPv4 tthik §1 2% IPv6 stitik: NAT 3¢ DNS RS32389 IP sthitk, {XZ8:1T7 HA BRZ R WAN HER 83
BARHKEENKELTA Intranet B, MIAERH L. 2F IP JUFHEE, WAILER “B@%S" &
BEHF o

o Bapie: BAE, SD-WAN &2 BENASE IP it RUEEABRE X MAR &6 S (MCN)
BY, IEEIA B Ao

o HORE: [MHMEIRBEMENERE.,

EE: TEMIBEMRENET AR AFERE, U Kbps 3t Mbps J951i,

FVFEZE: R SD-WAN RERWEREN WAN HEZRE, SHENNERAITFRERE,

BmFY. HEFHRETRABERTIEN, JUSHEHFEINEE. BoIFS hENFIREERS
B, HEBRERERNE.

IEER: WAN ERHEIMHRES 2.

o NORE: FBEMEI EMENERE.,

EE: BEMEERRENE AR AFERE, U Kbps 3t Mbps J951i,

AWFER: IR SD-WAN REFHEAEN LAN #REE, BEMMELRIFHIEE,

BmF. HEFRETREABERTAIEN, JUSHEHFEINEE. BoiFS hENFIREERS
B, HEBRERERNE.

MIEER: BEMERNLTFES .

MPLS A%

MPLS A% & B (GERTF WAN ERiAIRIZEE MPLS, &S 7E7E MPLS WAN Link /=B 5RS R AtH MPLS BA
FIRTRZHIBATIE X o B XA MPLS BAFIRIE R, 1EEE MPLS A%,

R E

WiEEOEX WAN $EEERY IP it AR IP stk &0 WAN EREDFE—NMENED. UTEHEEOSE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 246


https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator/mpls.html

EAF Ay Citrix SD-WAN Orchestrator 14.4

s FRMEOZM: SIBHMEONEN. RINFEAUTHZIAE: WAN_link_Name-%S: EfF W
AN_link_Name BE5 it OXEkH WAN $EBRMEH, HSEHATAILIHERBIENEOR, 31¥ 1,

o EPNEO: WHEOFERNEMNED. NAHaio SRR ENEMEON ThREFIEE— B,

o EMEEEEN: B LA WAN 85 EEDERERENM AR, XWEE: B, XREFHR. NREEN “H
BR”, WiARIECN AT BB ABRMRE,

o IP itk MIGRBIERAIAEEOR S [P #itt, RIBEERE VA (IPv4) 5 V6 (IPv6),

o WX IP Hudlk: PIXERER2RAY P #hilt,

o BiAmEAOSERIMX MAC: MRBA, NEEBRMEREMARS EEWIEIEERTR MAC b2 S m %
MAC AddressWank $%3% > =4k 18 RS TAEILED,

« BEARIEARP: NREAH, WELEHEMXE, EIX WAN EEEIEMX IP itk ARP &K,

o EERERIY LB A Internet 50l EAENEEISHFTE KRB RPEOIRRIARS (0.0.0.0/0), EAILUNFRE
EEEEAE, talLUSH NONE, MIRFELEB/MILN, Tk T ERERaEP IR SFHSHRENEE,

ARs3

“BRS” BRAWERIRSEKEADERTEMIRSLENTREE DL, EAILM “2T RS SR EXRSEEHN
HEERM, GOILEREARXLELBAINRE, UM “REFERE” THHRPEEERIFEN RSHRIRE,
MEREFHERTE, BRAUTIFAES:

o BRSS|FR: WAN SEERRSHIB R,

« DEEDLL: MERSBEDRDRLRSHHENRIEA TN

o 3 BEFFMERSH WAN Link 1T, XF Internet, & “E7. “HBEL)” 1 “REW” =, TR
M, B NFE7 M OB,

o BRERRRANN: BEIRKHA)D, UF TR

o BEMEI SR NATRS LEEMEI M EESR DHCP 15%,

» LAN %/ WAN iR : #83 WAN §ER8H 5 BT A EUB B M R AT 8l

+ LAN %] WAN Min Kbps: #RSRENS/NEHFHRE, “SIK Kbps” BHETFE,

+ LAN 2/ WAN SR F#: ARSKRBVRALEHTME. Max Kbps FERZRIEN, ZERENFEENS
NEEHTEE, REOAKRTFHEFTR/NLEFEE,

« WAN to LAN #7%: AFARS £H WAN to LAN #uE&#R DHCP 47%,
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« WAN to LAN ItEZ: SEC4RARSSBIE BRI EM 5 B EiE B B9 L ECHTR .

« WAN to LAN %/)\ Kbps: HRSRERENS/NTHHEREE. “&IE Kbps” BUEFE.

« WAN to LAN Max Kbps: JRSRBHNRATHHEME. Max Kbps FEREEERN, ZEFRENTFEREN
RNTHHERE. ZESMATHFTRNTHHREE,

« WAN % LAN 232: (1REBA, WaMBNEFHIES, UFLE WAN 2 LAN R R EEHRSEE BT,

AR

RHIRA Kbps FEERER T EMER,

Services

Service Bandwidth Settings:  Link Specific

Service Name " Allocation % Mode ™

internet 50 primary

Tunnel Header Size (bytes)

0 Z Access Inteface Failover

LAN to WAN

Tagging Max Delay (ms)
None 500

Min Kbps * Max Kbps
100

WAN to LAN

Tagging Matching
None None Grooming

Min Kbps * Max Kbps
100
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HEREMRRIRE
RIBEEE RN E LA HREBESEN “2RMIN 3 “HEEE", %% LinkSpecific /5, HEBABMHE
EEN, BEmtEEMRIRRSOTEDE, HRIEZZIER BT EEHITENNA.

o HEROVERAFMR/) EIMBRREHRELL: ERILURERNATAME WAN SHENR AT &/ EMEBZELEER,

s SREVBENSNEHE (Kbps): EITLUSESMEIMRENR/)\IETEE (U Kbps A1),

Virtusl Path Settings for the Link

Relative Bandwidth Provisicning across Virtual Paths Link Specific

Enable Auto-Bandwidth Provisioning across all Virtual paths associated with the link

Custom Bandwidth Allocation for Virtual Paths

Lynamic Virtual Faths .
tusl Pat B dth Allpcation (Uplol B dth Allpcation (Download Action
-
4 b
Virtual Paths
Remote Site
Branch2
tual Pat B dih Alloce tion (Uplo B dih Alloca tion {Download Action -
MCMN_PRIMARY_test-Branch2 1 1 ra
-

EHEXS WAN HEEXBBEIARRZIHE, BRITUTERE:

1. Bk “TES SHEXBRATE EIRE LB ABRIHE Pro visioning” £i%1E,
2. # “BMBENEEXFREDR" S0P, EE-IEEER. ETUABETES R EI KR EEETRE.

o BVHE (Kbps): AEIMERERENRNERE. ATUARINRZIZENSR/)ERER 80 Kbps.

o RAHE (Kbps): EHEREFTIUM WAN $ERBERNRATE. RKEERATH, Wik ERFR
BRI AHR.

o HROE EXNE): MEMBRFRANGHETERIELENBRENTEDT. flN, NR—1a883 10
REIMEE2AY WAN A HE EIEIRTE 30 Mbps WHEE, HEAGHASMENREFEHRMAZNTE, WF
10 EMAIEFRE = _ ERH D EC.
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Upload
80
10 Weight
Download
B0
10 Weight
3. BEEM.

BB NS Z B2 A T Bl BEMES RN ZE, Citrix SD-WAN Orchestrator BRI R & & anEd
BEMNBEEXFRIRE, EMRENSENERN, BESUFHEFBEEN T RIZE,

HREETELEN/LR
o RIMERT, FIBEDZANEH MRS (EMEE/EKMN/MBKN) BRERR Lo
¢ UHEREREFERAERN, FEHEXHRE.
o ERRMRZIEREADSEMEEN, WAN ERSER[RELEPONHFSENRENDTEMBREZBHE,

=%% WAN J%E151

WAN #RRELIREAFECE ISP BU15E Bit.
o AEEE: AEETF WAN ERIREISIESCH LB R E—THE,
o RIEE ID: EEBEAXEEHIFEEN XD BREZHE—IRRTY,
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o MiEA (F1): S M ESRIEFIMNYIRK/EEFT, FIALAR IPG 5t AALS % .
« MTU (1) UFHARUNRKRGHIEER), FEEMET,

o BHUEL: FHERARTRBAFRE, RIEFCTNEDRS. RIAMERT, WAN SERNFTURATER
RS, BXFINEXANESER, BSH HH1EDN.

Advanced WAN Options -

Enable Metering Adaptive Bandwidth Detection
Congestion Threshold (us) Provider 1D Frame Cost (Bytes)
20000 1
Standby Mode MTU (Bytes)
Disabled 1350

« BAITE: R WAN SHENERER, HEEREREBIRENMIE LIRNREERF . BXITENEAREE,
BESA itEMER WAN 1,

Advanced WAN Options -

[v| Enable Metering Adaptive Bandwidth Detection
Congestion Threshold (us) Provider ID Frame Cost (Bytes)
20000 1
Standby Mode MTU (Bytes)
Disabled 1350
Data Cap(MB) Billing Cycle Starting From
monthly MM/DD/YYYY

Approximate Data Already Used (MB)

Disable Link if Data Cap Reached 0

o BEMHRELN: NBIEKRE, MUBREAFEERER WAN #K, YOAFERTEE IRETERTHER
BY, REREARICH BAD, ERREHABENHELMNATHEEXIFREBBE,
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AR
BiENSREIERTEF R, MAEATF MCN,

- ERNSNER. YEEERERFRE, WAN 2 LAN RFRENE S, KFZ8 57 bR ERERIC
71 BAD, EHAEREMEMEIER/ kbps FREl. ZERIAE 10%-50% 28], ERIAMER 30%,

BXEZER, B3R BEHELN

B8R

EREETERTN T - EEIERH, ERILRIES SRR E2REZNAZFHM IP B,

AR

TESIN “NMAREFRE" M 1P RE" TR Z RN BERFIE “IP BRE EHRT, “EERS" A Internet,

EMBRF BN BREMISTEMRNBESEHIIE KR > “NAEFBEMEKE" “IPBHE" EH+FT. £R
BRI EE 2B L, BREINGEF/ERE, HSMBIMERINEE.
B A LIS R R 56U RAB S PRER &0

@ Site Details Device Details Interfaces WAN Links @ Routes Summary

Application Routes IP Routes

Cost Ranges: Custom Application (1-20) Application (21-40) Application Group (41-60) IP (1-65535)

+ Application Route

No Match Type Name Delivery Service Routing Domain Sites Cost Actions
1 Application EzTravel.com.tw Internet Breakout Any Global 21
2 Application Group Default Cloud Dir... Cloud Direct Service Any Global 45
3 Application Group Default SIA App ... Secure Internet Access ... Any Global 45
4 Application Group 03650ptimize_In... Internet Breakout Any SiteA 50
5 Application Group 03650ptimize_In... Internet Breakout Any Global 50

IR

BE+ VAEFRE, RNAREFEHE.
o BEXNAERFLATE:

- ILFEERE: MTHIFIRPISEFLERLR A MAEF/BEXNAREF M AREFE,
- MAREF: NTHYIRPER—INEERF.
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- BRERIS: ESFERERI.

- BOEARSS: MFIRAER—TECEARSS.
- A REBHFRBEOENITR. BARER, RifkEE.

o BETFRENHER:

- AINERIZ: EFRIESAN WAN 3%, SEBRANNRE MRFMNBZLIEE, WNAEFBATSE
WEARE.

WRAINT BN BEFERE, NEEHRAGHEULTERA:

« BEXMNAERF: 1-20
o MZAEER: 21-40
s NFRERA: 41-60

@ @ Site Details @ Device Details @ Interfaces QWAN Links @ Routes @ Summary

Application Routes IP Routes

Cost Ranges: Custom Application (1-20) Application (21-40) Application Group (41-60) IP (1-65535)
Application Match Criteria
Match Type Application * Routing Domain
Application |Gazeta.pl(gazeta) Any
Traffic Steering
Delivery Service Cost*
Internet Breakout 21

Eligibility Based on Path

Add Path

Site Name From Wan Link To Wan Link Actions

IP B4k

¥3 IP B Rk, ARRE +IP KA LU IP REEKES IS RE.

o IP iy IEEetR A .
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- BEMS: MIEMTELEIESHNBE RN,
- A IPA: ERILAINBERNESNER “E/A P 4A” SEEMM T RPEREM IP 4,
- BREE: MTHRIFIRPEE—ERBE,

- BOEARSS . MTHIFIRPIER—HEGERSS .
- A RESFEREAENLER. MAREE, LERES.

o HABITAE:

- SHRE: RES ‘SHRE” SEREHFERBRRIEAHERI, WRABRTZRENFSSHFF. WUR
EEEHZETF INTRANET/INTERNET #9EEH, NZ7U=A WAN ) WAN #2EA4ESH. MRBERT S
HEREH SEAE, NAStEREARTSSHEIEM SD-WAN 8954, HERBAMEN.

o BETRENHER:

- AINERRR: UL WAN %, SEEmNKR. MRAFMRBRZHIEE, N IP REASEBIER

Mo
SNRAIN T #rBY IP B&ER, MIBREAFHLIE 1-20 SERER.

@ () Site Details () Device Details () Interfaces () WAN Links @ Routes () Summary

Application Routes IP Routes

Cost Ranges: Custom ication (1-20) Application (21-40) Application Group (41-60) IP (1-65535)

IP Protocol Match Criteria

Destination Network * V| Use IP Group Routing Domain

Any Default_RoutingDomain

Traffic Steering
Delivery Service Cost*
Internet Breakout 5

Eligibility Criteria

Export Route

Eligibility Based on Path

Add Path

Site Name From Wan Link To Wan Link Actions
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HE

ABARBIESRERE, UEERERRE Za#ITIRIRE R,
@ () site Details () Device Details  (F) Interfaces ~ (Z) WANLinks (5 Routes @ Summary

Site & Device Details

Site Name Device Model Site Role Serial Number Bandwidth Tier
mymen VPX MCN 3065cea3-f6b8... 1000 Mbps

Interfaces

LAN-1-1
o VLANO-VIF-1-LAN-1-Default_RoutingDomain -192.168.1.1/24

WAN-1-2
« VLANO-VIF-2-WAN-1-Default_RoutingDomain-172.16.1.2/24

WAN Links LAN-1 1 WAN-1__ 2Broadband-OTE-1

Broadband-OTE-1-1000 Mbpst 1000 Mbps|
o AIF-1-VIF-2-WAN-1-172.16.1.2172.16.1.1- primary mymen

SDWAN-VPX (Primary)

fER “BEARR ETFIERRERFAER, UEEEMERPESER, 8d ‘Tl HSEUREETH, HE
TN MERE-T IUBEMEELRENER. AXEZER, HEH WELE,

LTE B4k

October 21, 2022

Citrix SD-WAN Orchestrator fR$5 R EECEMBEEMLEFHAE LTE b=, SEEBINE LTE BSIf#ER
#8 USB LTE AfI#E RS ERA IR &

BEMKZPECE LTE 35

1. FERRH, SMERE > bRiE,
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@ @Site Details ‘]v?‘ Device Details Interfaces (2) WAN Links C * Routes ) Summary

Site Information

Site Profile Site Name * Site Address * Lat/Lng
None Site_210 Kolkata, West Bengal, India

Region* Device Model * Sub-Model * Device Edition *
Default-Region 210 LTE SE

Site Role * Bandwidth Tier (Mbps) * Select Tag Create New
Branch 200

2. EFFHSHLTE ULHEMEBIFAEE, RAGRET “®RE . BRXUREENESZER, BEH RS,
3. IRURSE, BME WEERBER, ARRE HBERE/RMH R,

Network Configuration: Home

Site Group:
Software Version : 11.2.2.1005
<+ Add Site [ Batch Add Sites [l Deploy Config/Software ll Back Up/Review Checkpoints Deployment Tracker Search
Availabilit Cloud Site Name Site Role Device Model Serial No Bandwidth Management |P Actions
Connectivity Tier
[ J @ Inactive Branch_Azure_VPXL Branch VPXL-SE 200 Unknown 2 o
[ ] @ Inactive RajanCube_210 Branch 210-SE 200 Unknown 2 o
[ ] @ Inactive Siva_1100_Branch Branch 1100-SE 300 Unknown 'z .
[} @ Inactive Siva_2100_Branch Branch 2100-SE 1000 Unknown 7 L
[ ] ® Online Site_210 Branch 210-SE 200 Unknown 2 .
[ ] ® oOnline Branch_VPX_Azure Branch VPX-SE 2867ACC5-DDFD-4105... 50 10.105.173.229 @2 .
® online MCN_Azure MCN VPX-SE 0000-0017-0293-3041-... 1000 172.20.0.4 2 .
@ Online Azure VPX Branch_test Branch VPX-SE 0000-0015-9237-3615-... 500 172.18.0.4 2P .
— — - —
[ ] ® Online Site_210 Branch 210-SE /' GFO4KD3EGW 100 10.140.3.67 4 . I
Page Size: 200 Showing 1-9 of 9 items Pagel of1

C

AR

B, Citrix SD-WAN 210 &&#% LTE,

4. “BIrhRAE" FEREDAFEMNVRIRESR, ZXEFAIHRE. 2 Stage 5, EXTHFMERMFRAEIFAE
R LTE Elffo
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@ Current Deployment Deployment History Change Management Settings

Software Version : 11.2.2.10:

V4 Activate v Ignore Incomplete

4/4
Staged Appliances
4/4
Activated Appliances

Total Appliances Staged Activated Failed
4 4 4 0
Online Site Status HA State Software Version
Yes MCN_Azure Activation Complete Not Configured 11.2.2.1005.888881
Yes Azure_VPX_Branch_test Activation Complete Not Configured 11.2.2.1005.888881
Yes Branch_VPX_Azure Activation Complete Not Configured 11.2.2.1005.888881

Yes Site_210 Activation Complete Not Configured 11.2.2.1005.888881

Page Size: 200 Showing 1-4 of 4 items Pagel of1

FTEREFRE/LOHEE, ERIUEERSURGEFEE. &Y, REET EFE7T, ARER EETHIR
BN, REET BFTM. SOLEEIRE “BUHER” REX BUEEA.

5. BB/, BE “BUE WHBUER M.

6. LTE RHFBERITMIEON—80. EAL LTE 8, FSME “BREEIRE” EU+F, ERILEEETL
S B FRIEETRIE R BT,

@ Current Deployment Deployment History Change Management Settings

Scheduling Information

Site Name HA State Scheduling Information Maintenance Mode Actions
Azure_VPX_Branch_test Not Configured 2021-01-04 at 21:20:00 (Maintenance window of 1 hours and repeated every 1... 2
Site_110 Not Configured 2021-01-04 at 21:20:00 (Maintenance window of 1 hours and repeated every 1... 2
MCN_Azure Not Configured 2021-01-04 at 21:20:00 (Maintenance window of 1 hours and repeated every 1... 2
Branch_VPX_Azure Not Configured 2021-01-04 at 21:20:00 (Maintenance window of 1 hours and repeated every 1... 2

FEItRIEOSR, B8E T 5k LTE REA R ENIETERE,

7. BEREFSHEMHITIES-BHASHE. LIFNRIFSNE (VAR . UX/B/BASRINEEED.
BERT.
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Scheduling Info

Site Name

Date:
2021-01-04 21:20:00

Maintenance Window (hours):
1

Repeat Window:
1

Unit:

Days

—BETHE, EMSRKEREREISE, HigEPNESIHIEOPIRERNEILAR, LTE E4EHER.
BIHRED, SUREAE LTE B4R ERTE,. RETHVENG, LTE BM4ARFIILENFA.

A=
NFABRE, UTRESRENRINTIER:

o BYEIREO -21:20:00
o HEIPEO -1/
« EEHMO-1X

Hit, MREFEETEERLE, MIHNEOSBHAEER. b, S HIFE (N BERE B0

B, LTE BHARSILEIHIT.

M11.1.0 744, FRFREARE LERNT —MINEERE, BTHRNEERE. WTFRERITR IP EENEW
%, X2RHEI4ERE. 1 Citrix SD-WAN Orchestrator BRE R/ B ATAER SBUSEBIN (M@ LTE &2
#9210 #0 110 A4%= 11.1.0 B¢, LHEFE),

HuhHAEART I

October 21,2022

f£ Citrix SD-WAN ZBE (40 Gateway #1 One-Arm) &, LSREUREIALARAT Y (ARP) &R, BASSTH,
TIRE, ERRASEHRE, ErIUEET ARP B2 LU ERYEIRREY E1& X ARP 5K,

« Fx ARP itB328 (ms): SYEEEMMX IP #uhiti#(T ARP ERZiEavedial GEE: 100—20000 =),
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« E#1ARP 8328 (ms): SYEEREMN W IP #uhibit T ARP ERZiE#edE] (GEE: 1000—180000 =#),

Configuration /  Advanced Settings / ARP

ARP ®

Gateway ARP Timer (ms)

1000

Host ARP Timer (ms)

1000

Save

PEEIM NN

October 21, 2022
7£ IPv6 Mg, Citrix SD-WAN @B EHLZBREE S EEUEREATAMHIEE S &2 SD-WAN ML

HE4PIEE, BREIESEIE IPV6 BIZE S, 7 Citrix SD-WAN 1&#%& LinfTH48E A TN (NDP) /X L B8 B 3858
HRMER —HERE LA9MELRIRE. NDP RHMERILAVER R I, EHBEH B PBEHNAIHRIEES.

ZECE NDP iRfhERES, 15SME BB > 5%igE > NDP , Al5% & + NDP,

M “ESMEDT THRAIRPER - EEEN EPMED, EF BRAES AR A E KX B 2818 &M R ATt g
HBYEE 28BN

EERA. &)\ B EEHER.
o BRAEMR: REEMRLIBERNSIBEEIES ZBRIFHIRKEE (R AL,
o RNERR: RXEMRLIBERNSIBIEHIES Z B R IFHIRENE (R NEI).
o BEREG: THIANRBEBERMNE (UFARM), 0 RTHEBFERERIARBSE

R IP ot AT DHCPVG thil3R1S, Bk HERSE, MREERES (P #tukbrsh) wIi@d DHCPV6 thil3keE,
R HRE.

AP OEE LU TME,
o R MTU: gO#EnsAERgeT (MTU),
o AIARYIE): NDP il RIHERIARSHIEGE (LB HREAD).

o EFITEIER: AR P sthutsERNSRER, EMRERSEFREBNERIE (U2 AENM).
o BREPRS): BmSBETESHRABK.
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BF + fRTIRHMANUTE:

o B0%%: TEEEH (CIDR) RREFRIEMEISKE,

o BNESEH. IREMEE (UBARNA). -1 RREFK, XEFREFIZKARE.
¢ ON-Link: &AL aI 8% MBI A FT 4R

- BiARE: BRE, INNERSHLEHESE (SLAAC) BEMZAIEER P ik,

o BIZRESER: AWM EIEREE (UF R8N,

NDP ®

NDP Router Advertisement

Virtual Interface *

Enable Advertisement

VIF-1-LAN-1
Max Interval (sec) Min Interval (sec) Router Lifetime (sec)
600 200 1800
Link MTU
0 Managed Flag Other Flag
Reachable Time (ms) Retransmit Timer (ms) Hop Limit
0 0 0
Prefix List
+ Prefix List
prefix Valid Lifetime(Sec) On-Link Autonomous Flag Preferred Lifetime (sec) Actions

2592000 Disabled Disabled 604800 W

REPARRE

October 21,2022

PR ZERME WAN 52 RS HEEE, ©8E—4H WAN BE, A&7, E& 1 SD-WAN TRz EiRits
ARSZRAENERS. XE@EI TN EMEN AT U AFERMEMFAREIRE. SD-WAN RERIES T BEN
BN, EMREAIUEHSH (BEET) HEHSKE ((NHMAD SD-WAN KEZ B REAIKENHEN T F
o
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FSEINERR

EMRFRIREHREAB2E WAN #ZEEBRERE, EUBSEXERE, ARFMSMERRRRE, XA LURIELL
AR AR QoS FEXHITISEIMNEER, 79 WAN SHEEE —MRER IP #utit, Z3iteT LOET Ping RH#E WAN %
BAVRES. A LA R MEREE RMARE IP, % IP alLUET Ping RHE R AEEFENRS.

EEHSEMNRE, BMEREHSME KBE > BRIRE > PRI > BSEMER.

Static VP Cost: 5

Static Virtual Path

AR REREIIE TEBRRRE BoF, ERUEERRERRABRIRE.
« IP DSCP #7id: EiEREIEHININ (VPCP) tia9sMEE IP ARk9RIS.

o REBUR: IRBA, BETRSEANERMFITICH BAD, HERFEIHPERIERIRK, &ERHREFIRICH
FERRNERNRAE D, MREERREFATRBH, BFREALEDL,

o BRAESDL: NRMIBEAEXEERENNEINETIRENE S, M GOOD Path K&EFEHH BAD,
o FEEEIER . NREXREENREBRZEETIRENED L, NBRERERHIFEN BAD,

o EEAER. HTEREENEARRKENEMHESRN, BERESM GOOD it BAD.

o BEZEAAE BRERSM BAD iy GOOD Z iR EERFHTE,

o FREMHE: ZEERSARMAEMIERIEEMEMIERET,
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Member Path Info

|P DSCP Tagging

Any
Bad Loss Sensitive Percent Loss (%) Over Time (ms)
Enable DEFAULT 1000
Silence Period (ms) Path Probation Period (ms)
DEFAULT 10000 V| Instability Sensitive

ST FriE s AL SRR 2 A WAN SEHZFAE S, SR LRIEREEMIRE. T IPv4 1 IPv6 EcE UDP iR %
=

« UDP ix[0: BFEEMEI SMAr SR EEmaEafmnmt. R UIEE,
« &BERO: BA UDP mOyREERM&ER UDP R0,

o WwOEER: WAN Link & H UDP i OB ElafE, U5 #RsRii,

o UFTHARMUMBERAAN: BERKHIA/)D, UFTRRMU (WNREA).

o EE)IMTU 8: shiSEPEEER LAN 2| WAN BRFREEEHRU MTU,

« B UDP #T7L: MCN thBnsREMZ NAT RIFHE P imik = 2 81T UDP &k,
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Branch_VPX_Azure-Broadband-ACT-1

UDP Port

4980

Alternate Port

Port Switch Interval (min)

1440

Tunnel Header Size in Bytes

0

Enable UDP Hole Punching

NS EEPARRIZ

UDP Port V6

4980

Alternate Port V6

Port Switch Interval V6 (min)

1440

Active MTU Detect

Enable UDP Hole Punching V6

Cancel

ReEXS VoIP MMM SINMTER, DAEZENREENT . BIdHEROIRESMIREEIFEFENENERT, E8
Citrix SD-WAN, ZrILUERTISEMRERRTEHEDAZEZENEREZ, RERVERINENEERRZF. BF
AEHREMEEINE, MRFRILLEERETAABIFNEENE, USHSERIRER. IEREBIRRIEH,

MMBARMERZER. BSEMRERERTENAEE, HROEANEHBIERORRE,
BEEMNSEMNRE, BMEREHSMNE KBE > SRILE > EMRRI > shSEMERER.

%R “BEERRINME UBSHEAEE2RE WAN #ZEHBRZIRENENRRIRE, ®F “BRADSEMRE U
VUL = 558 e T SRR E il R Z BIEVEIS EINER 1R NiERIRE R VFRIRABISEPIRR R,
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Delivery Services ®

Virtual Paths Internet Service

Static Virtual Paths

Dynamic Path Override Settings
Site Specific Override

+/| Enable Dynamic Virtual Paths

Max limit for Number of dynamic virtual paths

3

Active Member Paths

Link

v/ Broadband-ATMNet-1

Save

Dynamic Virtual Paths

Intranet Services

UDP Port Alternate Port

4980 0

Interval (min) Actions

1440 2

1%E UDP imOMehSEIABZHEE, 72 LAN ) WAN 5 WAN 3 LAN EitR oS EMRENEE S HIEEETE
HE (XU kbps S #IRE AR,

Member Path Info

UDP Port

4980

Alternate Port

0

Interval (min)

1440

LAN to WAN
Throughput (Kbps)

Throughput (pps)

UDP Port V6

1025

Alternate Port V6

0

Interval V6

0

WAN to LAN
Throughput (Kbps)

Throughput (pps)

Cancel

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

264



EAF Ay Citrix SD-WAN Orchestrator 14.4

S E&

October 21, 2022

EMKZHPEREMNEE SD-WAN 8& /5, EEETGE, SYHRBIES SD-WAN REEHEERRE, ErRILUER
ping #l traceroute M TEKNEREEE M. R ping # traceroute MiX KB I RERERIL T EE, WATL
EAUToSBANNEIREEE M,

o FHRSIEEREZEMSL (OSPF): ER—MAIMXINY, BAFERARS (WhINE) NEEHTE. OSPF &
AEBRASEAFEEARQNMEHRINEL, HEIERTESFRHNRERERENRHBIEE. AL
WEEM MPLS 8. BEXEHMES, ES OSPF 455,

s BREMXMIYL (BGP): ER—FMIMEMXINYN, EEELKN ENTRBEARAZEAEERREREAMEEYE
58, EREBIRYE ISP MENRREMHBEREK. FRALMNEEOERNARE. BXESER, FE5H “KE
BGP” ZB453

LR, ShSEREZHAENER T BT EMEE ID. ERILAFARENRMHE (— AT OSPF #1 BGP) 2BREM—#Y
BEEH2E 1D, WRILIRREEEMEE ID. M Citrix SD-WAN 11.3.1 LUEHARAH, ERNAIUAEMMNEERALE D,
TR AR EISACERELS D, (EBLLIEsRINEE, ERUUBRENAREEERERHLE ID WS ILAZERA
R B EE .

RNFEREINECERRAEE ID, NAFERRBE ID FESMINRER B,

Router ID Settings

Routing Domain Router ID°

Default_RoutingDomain I ]

Save Router ID Settings Cancel

OSPF

2ECE OSFF, 5SMEI BEE > SRIRE > 5SHBH > OSPF,

OSPF EXigE

UTRERENSH:

« BA: A¥F SD-WAN &% £ OSPF B e ihiFFIa7EIESBRE A28 Z (8135 Hello ¥R,

o ERERER ID: AT OSPF@HRY IPv4 st WWFERAFNEFE, MRKEE, WikES5RANEIEONRR
REi IPvA4 itk X3F IPv6 00, &Ll IPv4 i&Xi5ERHEE ID, i, 1.1.1.1,
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AR
- WF IPv4 W%, 2R D EEERFIAN, BEXT IPv6 W%, BA% IDEKERBHMEN. IPve
MEBEYER 23 ID HMECE NIRRT IPv4 1830 (32 IR o

* WAAARE—EHE (IREM) SIZRIRA IPv4 #1 IPV6 EXR, W#HITEIN A,

o SiH OSPF ERE2EAY . 1 SD-WAN ERER{E/9EEY 1 RIFAREEER 5 MR HE S OSPF 4518,
« T OSPF BBHAE: @&L OSPF SEMIMAERIGER A AL AECERNE.

« @& SD-WAN Ri: mxEMLTRES SD-WAN B,

« B% BGP M A7 BGP BMAESEERI OSPF i+,

Configuration ! Advanced Settings { Dynamic Routing
Dynamic Routing ®

OSPF BGP Import Filters Export Filters

OSPF Basic Settings Arcas
Enable

Export OSFF Route Type
Type 5 AS External

Expart OSPF Route Weight

o

Advertise Citrix SD-WAN Routes

Tag Value
Advertise BGP Routes

Protocol Preference

150

Router ID Settings

Routing Domain * Router ID*

Default_RoutingDomain | |

Save Router ID Settings

i

B + Are a HRHMMLZHXE ID, OSPF RMPZEIRBEFHBERE, RNTKEBFRZKEFIVEIRBIEEEER
K2 INNERHIBES, REEMEZENIRE,
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Dynamic Routing ®

OSPF BGP Import Filters Export Filters

Area Information

ArealD*
Stub Area

Enter Area ID

Virtual Interfaces

Name * Routing Domain * Authentication Type Password

Select Interface Default_RoutingDomain None Enter Password
Interface Cost * Network Type Hello Interval * Dead Interval *

10 Auto 10 40

BGP

EicE BGP, #SME BEE > BRIRE > th&HKH > BGP,

Configuration /  Advanced Settings / Dynamic Routing

Dynamic Routing ©

OSPF BGP Import Filters Export Filters

BGP Basic Settings Communities Policies Neighbors

BGP &7z E

UTERERENSH:

« BA: 2% SD-WAN ig#& £ BGP B HNIEN BGP S¥EM—EB D AR IXFTHBER.

« BZEA2E ID: AT BGP@&HY IPv4 sthit, WRKIEERAEE ID, WikiFS5HEMEMZONR/NEN IPv4
ik,
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AR
- WF IPv4 W%, 2R D EEERFIAN, BEXT IPv6 W%, BA% IDEKERBHMEN. IPve
MEBEYER 23 ID HMECE NIRRT IPv4 1830 (32 IR o

* WAAARE—EHE (IREM) SIZRIRA IPv4 #1 IPV6 EXR, W#HITEIN A,

- AMBARS: 1E1T BGP M BB RAERS,
« @& SD-WAN e mxEMLTRESE SD-WAN B,
 B% OSPF iBH: 217’ OSPF BHESEE BGP i,

| Configuration I Advanced Settings ! Dymamic Reuting
Dynamic Routing ©

OSPF BGP Import Filters Export Filters

BGP Basic Settings Communities Policies Meighbors
Enable

Local Autonomous System
1
Advertise Citrix SD-WAN Routes

Advertise OSPF Routes

Pratocol Preference "

100
Router ID Settings
Routing Domain * Rauter ID*

’ | )
Save Router ID Settings Cancel

X

BE + X AN, sTAFRESIEN BGP #HEXNES, HEKFIRIEHFIRERE LA R ZTRK,
SHFENEE, BPRAURESZ M XFRH. AS-PATH-PREPEND. MED Eft. BFPRZAIUANESEERE 10
TE.

EEHENBMARABZR B FF S,
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Dynamic Routing ®
OSPF E Import Filters Export Filters

Community Information

Community Name *

Enter Community Name

Community Strings

Manual/Well Known New Format(AA:NN) ASN* Value *

Manual

B AR EZR,

Foh/RFAA: FEHECE BGP #XFMFIRAEZE—MRAERNRFTEF BGP 31X,
#i&30 (AA: NN): Rz SR ERFERERE BGP X,

ASN: FRIEIHITEBEE BGP #XAYFT 16 [T,

f&: %A BGP #X{&E,

R

BGP BMHES, IR TREHENE BGP WEHENBHEL. £E—FR (FAHSH) SIREERENETE
NEPEH—HMAEE BGP 5#g. SD-WAN iREXFIENR/\NRE, RZEH/\MSREEXKHONENR (F/\ 1D
MI£8) o
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Dynamic Routing ®

OSPF BGP Import Filters Export Filters

Policy Information

BGP Policy Name *

Enter Policy Name

Route Policy Attributes

BGP Attribute

Med

MED Value * Copy Route Cost to MED

+ BGP SREER .t BGP HREER M,
« BGP EMt: M7I&xAikEF BGP B HieMHuENER.

b=

BEZFAEELERN BGP 3ERHE, XERABIINEURISBHIBHREZ. MEBSELARTE—TBER
4.

BE + {BENE MEARFINSEEN BGP IR, ErRILUEES B UETILRIEE D ER FENRE LIRS,
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Dynamic Routing ©

OSPF BGP Import Filters Export Filters

Neighbor Information

Routing Domain * Virtual Interface * Neighbor IP*

Default_RoutingDomain

Neighbor AS * Hold Time * Local Preference * Password

1 180 100 @

IGP Metric Multi Hop

Neighbor Policies

Order Network Address Use IP Group Community String list BGP Community(AA:NN)
100 N Manual
AS Path BGP Policy * Direction *

B eI

SHFEATRAFZIMME, Citrix SD-WAN Orchestrator a] LAE iFithizHlmig R4 E@E S SD-WAN B, UL
B MER R 4B BRI, MARBSNEZT 2P HFAIEZEH.

SASERR

SATRRATEZHATEZE TR ELRSFHEA OSPF M BGP BEFHWMEH, SAHERNZEEERESAN
SD-WAN Em#uEEZ s SR, BIAER TASANEMRER,

TR BB IR 2R RN R R 2 ST R T 5 2o

BF + AR,
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Dynamic Routing @

OSPF BGP Import Filters Export Filters

Import Filter Rule Attributes

Any Default_RoutingDomain eq
AS Path Length Citrix SD-WAN Cost /| Export Route to Citrix Appliances v/| Include
6
Eligibility Based on Gateway Eligibility Based On Path
[
I Local
Cancel m

ERAUTRHNEEIZNE NS HIHES.

FERITAE BiRA (=1

Y BFRMBRENEEN. N5 #£&. OSPF. BGP
RAEEEDIN

BRERIE MTHIF) RPN B, o BRERIER

TREREH 2R TRERER2RAY IP sk, REAF iBGP o |P sk

Bix IP EREH B RYthAY [P sthhbA0F KRS o |P sk

fER IP 4 IRIBEERF “EHIP A Si%iE, -FiRFENER

EIE EREISICECEREH, EMRBREE « eq: &F,- LT: /hF,- LE: /hF
LECIBIRE, ARERBFERPEMNE FFTF,-GT: KF,-ge: XF
=EOE HEFF

T Bk T—NEX=RY IP tthik o |P st

B EAREE 88 ILAZHY OSPF BREFTIC, #iE
OSPF BRetra7E OSPF fMEthihiX
Z BN E B RS2 LB RTE
7

(D% AFIRESAN OSPF BMHMEHMAE #HE

ERBERE BAFEES AN BGP BRHM AS B8#ZE #E

KE
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FERITAE iR =1
KEm S Citrix && PSRN LU A I TRt es. BN, x
TSI B
aE R SRS IRk RE 858 &
HEo M ILACHIER F 1545 2 B
BT XAV BRI EEAEH M THRITIRPRM IR RSHEE (4. BEXW. KB,
SERE, RSB, GRE[E. Hi®). RSBMMEBE
ETFRENER BRI EEAEH M THITIRPRM IR RSXEE (4t BEXR. KB,

SERE, RS AR,

GRE BF&E. Hi)). RSBMAEKEIF

BE ‘Tl RERE.

SiiiEs

St %38 FIFEE 3 H (£7 OSPF Hl BGP HhiET HIE ILALH 1 KR k. SHMENNRIET S
#iNA% SD-WAN BBy AP AN, BIMERT, FakEHaAhamE

Sk + SHAM.

Dynamic Routing ®

OSPF BGP Import Filters Export Filters
Export Filter Rule Attributes
Routing Domain Network Address/Mask Use IP Group Prefix Cost Service Typ Service Name Gateway IP Address
Default_RoutingDomain eq eq Any
Export OSPF Route Type Export OSPF Route Weight
Type 5 AS External
[+ Include

ERAUTHRHNEELIZNEN S HIHES.

FERITAE iR (=1
BRER I MTHIF R APIEER R, ERERIE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 273



EAF Ay Citrix SD-WAN Orchestrator 14.4

FEITHE

ROZE 3L/

fER IP 4

[

ik BRS B R

M |P itk

St OSPF BREI2EEY

St OSPF BREIINE

125

iR

BNHERE BRI ERREMETR
89 1P stusit F0FPIERD

MRFE, FEPZEREHMTH
FiRPEN IP 4,
ERRISICECEREH, AMRBEREE
LECIBiE, ARTERBFERPENE
HAISR

BT RHREERETENG A
(1Bi7) #0 SD-WAN E&ERLZA

M Citrix SD-WAN RR$S5IRHi%EE
53 Both ILECER FHRYAR S5 88

3FF Intranet. LAN GRE B%3i&#0
LAN IPsec f%i&, BIEEEFERNE
Ao B HIARSS KB E TR

MR 1% LAN GRE BEENARS
£, FMABER Gateway IP
¥ Citrix SD-WAN ERER{ERZEE! 1
XA AR 5 IMNBRBEBES
OSPF ¢8/E. BRIABSHIBAWIBE .
BEEBEXIFHHAEE 5 SNBERBTE
ARTXIFEAIHEE 3 CRAKH,

3% Citrix SD-WAN EHSHE!
OSPF BY, &&5EMHM Citrix
SD-WAN B A9 E1E 9 B 2o

&
o |P sk
o IP4H
o eq: FF,- LT: /©F,- LE: /N F
HETF,- GT: KF,-ge: XF
HETF
#E

. A BIMERE. EREN. K
BXM. Bk GRE f%iE. Bk
IPsec f%iE

XAEFRISR

IP stk

WNE

R AES I mESLECHNRE 8k X1

HEo 75 M UL ACHYBR B R AR 2 g

B ERTFIATE SD-WAN W& (BIEH.0/52443) 89 LAN BEfl I ERER M ERI, Hi@d BGP #1 OSPF &%

HiESFIIE SD-WAN BL,

BRZALECE 512 MFH ML 512 MRANBES. XZ2LEMRE], MRS IRBERE.

b2 ekl s

October 21,2022

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

274



EAF Ay Citrix SD-WAN Orchestrator 14.4

SD-WAN ig#& EHImEtatiei (NAT) 34T IP #iakR7z, LURBERMEADIM IP toht, ©RAHMERHNFAGH
R A AERN QA HE, FHRBEAFAE SD-WAN MBS AHBEBRERER, AF P it A F@d EEMN#HITE
o NAT EETIGEANMEN— it E 2 Internet , BREENRIBMLE, MMAHRTIMILZEME,

o] AR E LU 2889 NAT:
o ThISITE NAT

o B NAT
« B15 NAT

=

QEeEib R AECE NAT 108k, NAT 2B 2R/ERE (BiR).

Z4E/ Citrix SD-WAN Orchestrator RS At =L E NAT, EMIERLBISHE BRE > S&IEE > NAT,

NAT ®

Dynamic Source NAT Static Source NAT Destination NAT

+ Dynamic Source NAT

®) Top of List Bottom of List Specify Row Number

No Type Name Inside Zone Routing Domain Inside IP Actions

NG HE NAT

ERB AR E LUZAEEISMNG, RTLURIMREIRER, eUE NAT MIN/GE, RILER “Euk BY” SEREEX SR, &%
EitiElR, TREEN NL, BRZEXEER, FREEN Hik

o Nif: WFERS LRWNEIRE, KERIR L, FiRRS EERNEUEEN BN, §I3, Internet AR
LA FEMIRS - TEWREIES (Internet 2IFIEM) , FiEEUR IP ik, 3 F1EimEKIEE (LAN 2
Internet), BB IP ik,

o Wi SFERS HIZRVEIES, BRiEERtat. NFERS LERNEIES, BRigRMt. fim, /
1EMBRSSE Internet RS FEHMNEIEE (BIEME Internet ) , FEIRIE IP #hht, 3 FEWHEIES
(Internet ZIFEM) , KiFiEEH P ik,

XiERE

NBEEY 7 8 B TR P AR X AN B AR B ASE IS8R, MNRIRF A XM BRI ASEXIAER, WASXRE
1T NAT,
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TF L NAT, MBI EMMIRSITRE. BINERT, SD-WAN EHENREAS — N XIFHEXEE, Fli0, 2=
1£89 Internet & EM Internet RS 5ZEEM Internet XIFMEXREL, B#E, T AL NAT, ABXIEHEMIRSITRK
£SO

T EMEREARSS NAT KIEUREFZBIARE, BBAFoHMANAIBIMNIEE, NAT XXEFXEXIHREHRIT
TENEMBRTIREXE, FNENBREFNPRIERZ XS,

ahZSiR NAT

7SR NAT 2 SD-WAN WERERIFAE IP it siFM5 SD-WAN REZSMAHE IP it FRIM S —MN, ©
AT ZAENNIR IP RN BERRHEASHE—NAA P ik, RisOMRER NAT fERERVIMBLGCHTT
5RER IP st Ais OB XBIFAE iR, RERBXEMFMED LAN RPZEE (RER) P stitfRgdEd st
B (GMER) IP k&%,

AR

haS NAT HBARITFMABNBLENRIENFEEERE, EMEXLERE, 1HAHIERERMIHIERE,

I 3 A%

7 NAT $h1ToE O it s (PAT) AR P #hht#%ie, OS5 AT OMLLERERTHA IP ik, FraREFAE IP it
ISERBENAE IP ik, ERAESNAE IP SR T ARANHEOS, PAT B—MEFa8AR, AFZaEN
EREANLNE IP #hibEREER Internet .

Xt #f EEAEEN T PAT BE. ECE NAT MBS, REhixERiE, MEE Symmetric NAT, EkfE, RKiEEHHEC
Bim PRSI NAT,

o IROIMRE: WHOSZR NAT X580 [P uttMim O EX M HRERR— M MO, EXEERTFAY
Internet P2P M B #ER.

o XFR: SFHR NAT BE—MIMBROATSWER IP ik, WSRO, SMB IP #hatAIsMERiR O oA XM 1%
%, WRNEEETIGERR LMY &’ NAT 21ENRAKE,

mH¥A
HHIROEREERIENZES NAT 217K B IMNEMERRE AR NEME LBREENMIRO, MERMREBHEE X
BE AT EN Web ARS 3 2 2KMENMER,

EEES NAT 5, BRILUENX GO R RS, BEEAT IP #ntiRRanhas NAT, FHIE X ik O & SRR LUK SR CIBR
SEIREEO. 38 NAT RO KRBT BT AIFEREENEZDEANE LTRSS,
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ECE SR NAT

Z1E/ Citrix SD-WAN Orchestrator fR5S Rk RER BN NAT, EMIEREZISME BBE > SKIEE > NAT > 5
AR NAT &=, 2E + 5h&JR NAT,

o XA A NAT HBEHI SD-WAN RS EE, TS NAT, MRS ER AN, EPRE. Internet.
Intranet ME&HENEHARS

o BRERE: SEIRFMERIRE AR B,

o IP bR RIBEMELTIERE IPv4A 5 IPV6 HfESEEY,

o BRRS: RIESRS LRI LIRS B F.

o NEBXIT: EIBEAIR BHIARAIE X IR I AR 7 e TR,

o B IP[RI4E: I ICRARAR AMEERABIAEE P A4,

o SNEBIP: R ITEARERT ISR P ik A eshs IP HUEAIRI&. TR Internet MMZBMARS KL
£, OEREMN WAN 558 |P bR A yhag |P sk,

o IHAFEIRE: NREA, NAT EZNMRREORERFTERE EMERIEOSEE, MRIIMFHONTE,
MAEFE)

o MEMMNEREE: HRBELSEENRREERMRS REMERE, LOBGRIEXI RIS,

o AVFERX: AFSEEMNNTRERXMRE, HId0, MRFESZEEEXNEMLERHNER, W ICMP EE
A5 1% SR BS IL AR B9 R RE R AE %o

« IPsec EiE: 2%k IPsec (AH/ESP) &i%,

+ GRE/PPTP BEi&: MR mEE T SEBREERNIRS ZIX, LRI HRERH,

o FIET: EPINEEES, BERENI NAT, BE, BB NAT,

o WFR: EPICERER, SEEXH NAT, BERE, BESHOMRSIN NAT,

IR RN

o ERERIE: EIRFMERLHUE R B

« #i¥: TCP. UDP sm&HMA,
SMERIRO . B AR EIAER I OBISMRIR
MER IP: BT A LEHIE R AER L,
o MIRO: SMERIG AR EE 2 BIBIRER IR o

ENROFRAMUEE—DR NAT . MR 1P iitEYE NAT #N,
P
R &M4ES, Citrix SD-WAN Orchestrator RSP RE= 2R BEIEIER NAT #10:

o ZURERAEKMARS,
o Uhm ERECE IPv4 i BEWEIZSIR NAT #0,

o E0 11 WAN BRUTAAEZEOL, HEEMERBAEEEAT Internet,
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Dynamic Source NAT
Type Routing Domain IP Type
Internet Default_RoutingDomain ipv4
Destination Service * Inside Zone Inside IP/Prefix Outside IP
Internet Default_LAN_Zone Any
— Advanced Options
Port Bind Responder Allow IPSec GRE/PPTP On Symmetric
Parity Route Related Passthrough Passthrough Recieve
Port Forwarding Rules
Routing Domain Protocol Outside Port Inside IP* Inside Port
Default_RoutingDomain Both

FSJR NAT

#7 NAT 2 SD-WAN MERERIFAE IP ititsk FRE SD-WAN RIZEIMBHIAE IP #thht s 7MY —3t—BREs, @
FRIRNAER |P kA FAE R EIR95MED P st SRECERHS NAT, ERILUZAH, EIARRTRE. Internet. AIBPRIFNER
HiENRARSECERS NAT,

EEE#SIR NAT

1§/ Citrix SD-WAN Orchestrator BRS hit S ECEES NAT, BMIESRFISME BEE > SH/IEE > NAT > &
&R NAT EDE, 8 + 555R NAT,

o A A NAT 5BSH) SD-WAN ARS8, XTFEE NAT, ZENRSAEB @ESM. EINEKE. Internet.
Intranet MR EIHARS

o BRIRS: RHSARS KR RAIARSS B FFo

o NEBIKIE: BGRB8 RIARG KIS X IR I ARX R 7 e 1T 3%,

o SMEBIKIE: EIEELATNR B RIIMNSBRA B XIS IL AR SR B B 1T RE 4R

o IP bR RIBEMELFIESE IPv4 5 IPV6 HInEAY,

o ERERIEN: EIEFMEEINE AR BT,

o B IP[RIZR: R ICEAT AR A ERAR A BIAIEE |P #iE AN RIS,

o SMER IP[HISR: R ICALSK MRS |P #ilt iR AN IP iR B4R,
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SPEMNESERE . HRETSEWMNRERENRS ZXMARE, LB RIFIMERH,

¥ ARP: WHRIREMRIMND IP sthikpyzsts ARP iER,

32 NDP: #HiRig&EMZ 2t NDP x$5hEB IP ok 895K,

AT ERILEEER, BEEBNIE NAT, ABRRGE, KEE S NAT,

« @3 PD Bh¥S: RBEERE IPV6 /B4 IP itk B8, IWERIEFRBA, %H/GE, Citrix SD-WAN M
EHFEERARBRIERIE, THBHEEARMA Citrix SD-WAN LXF1Z#H 1T,

Static Source NAT

Type Destination Service " Inside Zone Qutside Zone
Internet Internet Default_LAN_Zone

IP Address Type IPv4 (o) IPvE

Routing Domain Inside IP/Prefix * Qutside IP/Prefix WAN Link

Default_RoutingDomain

Bind Responder Route Proxy NDP On Recieve Auto Learn via PD

IPV6 Internet [RS8 NAT KBS

MHARZS 11.4.0 &2, Citrix SD-WAN 2#F IPv6 BEXMIARSSHIFRZS NAT 2KB5, IPv6 Internet ARSSAVERS NAT HEB51E
TER BRI 4R A SR PRST BISMER LR R SR. FRERRVARES NAT RIRHNMEBEURA TR MENIEMIMIME (WAN ##E)
&, WMRE M MAEMEF N WAN 5528, NFAFERERS NAT SR8 M X N

M Citrix SD-WAN hixzs 11.4.0 #2, 7E0IE28 NAT SB8ET, el LUFahim A\IMED IP sk, theTLl i@id PD B
Auto Learn, 5/ Auto Learn via PD /5, SD-WAN i&&i&@id DHCPv6 BB ERKIZWRE L ERIBARNER
A%, 7£ Citrix SD-WAN 11.4.0 hRZ &1, M8 IP ik 2 BRIMBRSIRER, FELTEEZRFanimAIMNS IP ik, 1R
EFIREARE 11.4.0 REBHRA, FHBH IPV6 Internet BRSBECE 73875 NAT 588, MSHAF BN HxX L8R,

ECE R

FELUTHR$MR, Citrix SD-WAN 1RBECESR 2 MRERMLEF 2 > WAN 5.

o ERRILE 1 HEEABEMERIS FD01:0203:6561::/64 #yb kB i+

o PIEBPLE 2 FEER7E Wi-Fi BReRIgR, MI%ERI%%% FD01:0203:1265::/64

« @i WAN Link 1, SD-WAN & & i&id DHCPv6 i & £ k. 2 N Z k#0148 2001:0D88:1261::/64
2001:0D88:1265::/64 M LilsZikiRHREKR. HREANFMENREBET WAN link 1 8%, XEANEIREYET
ZR RN ERISR.
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 3&32 WAN Link 2, SD-WAN i& & &332 DHCPv6 &i & & k. 2 1 Z k7148 2001:DB8:8585::/64 #
2001:DB8:8599::/64 M L&k 2SI, LRENHMEAREET WAN link 2 B, XFNERAVEISE
FR1ESMNEB LR A 520

SD-WAN Orchestrator

External prefix 1=2001:0D88:1261::/64
ol External prefix 2 = 2001:.0D88:1265::/64

Routing Domain = CORPORATE

Prefix = FDO1:0203:1265::/64 Upstream router 1

T External prefix 1= 2001:DB8:8585::/64
B\Ij External prefix 2 = 2001:DEB:8599::/64

Routing Domain = Wi-Fi . WAN link 1
Prefix = FD01:0203:6561::/64 Upstream router 2
WAN link 2

EXMERT, WERE M=2 1 N =2 WAN %%, Eit, EHEE IPve EEXMARSFAFRIFS NAT SREREVHEN 2
X2=4, X4 ES NAT REEN LT EIUETE 7 #iibi%in

o @ WAN 3£ 1 7EM%8 1 &R
o TEMLE 1 AERET WAN 3R 2
o @ WAN $£E& 1 7ER048 2 &R
o @ WAN 5EE& 2 7ERILE 2 EB

EREXLHS NAT B8, BMIEREKISME BCE > BKIRE > NAT > 558 NAT, 2 + 5#5R NAT,

Bl NAT SRBEBY, iEMERKE “KE” %5 Internet , 5 IP #itb R %5 IPv6, %1% WAN #5#%, AE7E Inside
IP/Prefix FEERMARNEMERS ((NAVFER /64 5i%%). 7E Outside IP/Prefix &, R LIFahINIMEH
KEganE ‘@ PD BmFS)” Sk,

LU 27587 NAT SRERFRFRn NN IP it Al,
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Static Source NAT
Type Destination Service * Inside Zone Outside Zone
Internet Internet Default_LAN_Zone Default_LAN_Zone
IP Address Type IPvd (o) IPV6
Routing Domain Inside IP/Prefix” Cutside IP/Prefix” AN Link
Default_RoutingDomain ‘ FD01:0203:6561::/64 ‘ 2001:0D88:1265::/64 0365t1-WL-1
Bind Responder Route Proxy NDP On Recigve Auto Learn via PD

R i@ PD BzhFS)7 SiEAE, EMIR LSRR szH DHCPV6 #i%&Z&IRk. Citrix SD-WAN & L2k B
FIERFILE, ZREHB=M Citrix SD-WAN ERFIZ#TM, Citrix SD-WAN A ILZEIRFIZEAED IP tthiti
HHSMER IP i,

UFREMA T PD B5h%3) ByRfl, LUEES DHCPV6 BIBRERRENIMEMLERI SR
NAT @

Static Source NAT

Type Destination Service * Inside Zone Qutside Zone
Internet Internat Default_LAN_Zone Default_LAN_Zone
|P Address Type IPvd (e) IPVB
Routing Domain Inside IP/Prefix * Outside IP/Prefix WAN Link
Default_RoutingDomain FD01:0203:6561::/64 0365t1-WL-2

Bind Responder Route Proxy MDP On Recieve Auto Learn via PD

Cancel Save

B1x NAT
Bi% NAT SRR AVFER D TN TF M 2 8 BB ML L R BR,
AR

o BARLERARSEENGMHIGER, ERSERE—PLENENR. MREREHIEENRS LFE
M, MAESIEENIRS EEERN, WS AL SRR,
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« B NAT BHR(UER T REAMARSRE.

BEEXLEET NAT RE, BMIERRFISME BE > 54I8E > NAT > 515 NAT, 2 + B15 NAT,

o A WA NAT 5B8H9 SD-WAN RS 258, x4 T8E NAT, ZRHRRSERaEs, EINKRE. Internet.
Intranet fE& M EIHARS

o IRSAM: RIESRS AR LIRS EFF.

o IP A RIBEMNEITFIERE IPv4 s IPV6 #hibRY,

o WIKO: SMERIH ISR L BIBIRERR .

o SNEBIP: HBILECARAERTPIER IP it iR v ohER IP sthatflgi4gk. X FER Internet MPIEBRIARSSBY L k7R
£, BEREMN WAN 5588 |P hubigsh#ikiR A yhag |P ik,

o SMEBIRO: FADTANSPIHOMIMBEO,

o ERERIN: EIRFMEFEINE AR B,

o BURET: ERILEEERS, FEEBNIE NAT, ARG, BEEHIE NAT,

Destination NAT
Type Service Name * IP Type
Internet Internet ipv4
Inside IP/ Prefix * Inside Port Outside IP* Outside Port Routing Domain

Default_RoutingDomain

NS ENECE Y

October 21,2022

f&m LA%% SD-WAN & & B &9 D HCP BR5528 5k DH CP H4%{i2, DHCP k5528 06E R TS5 SD-WAN &M
LAN/WAN £#0O1 FR—MLEFRIZEM SD-WAN & &REE IP B2E. @3 DHCP 4kThag, &ay SD-WAN &%
AILATE DHCP BRim5ARSS 88 2 B4k % DHCP #iE e,

DHCP ®

Server Subnets Relays DHCP Options Set (Global)

+ Server Subnet

Virtual Interface Domain Name Primary DNS Secondary DNS Enabled Actions
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DHCP Ags523

Citrix SD-WAN & &w LA E 7 DHCP ARS8, ERI LU MIEE A AAY IP itk 5 BECf &4 DHCP &R

in)
Yo

AL DHCP RS BE BN DB EMtSEL, 5140 DNS IP it ZRINM*x, DHCP RS2 it HELIERMLLIT.
DHCP BRS328:F #k B A 1A LAN BReighEfth DHCP R4k CIRFRHE & B9 DHCP 3EREY#8,

EFicE DHCP fRS328, B “WMREE” NET, MEREKISME BEE > BKKE > DHCP > RS&BFM > BE +
ARS8 F Mo

ERAT ZU DHCP &R EMEO. DHCP RS52smER A IP #tiitsy IP FRE B siEzs.
DHCP @

Server Subnet
Virtual Interface 1P Subnat Domain Name
VIF-5-LAN-2 10.146.110.1/23 uk.bgroup.bz
Primary DNS Secondary DNS
1 Enable
1722703 172.27.04

IP Address Ranges

+ P Address Range
Range Start IP Range End IP Gateway IP DHCP Options Set Actions

10.146.110.21 10.146.110.32 10.146.110.1 CHDigital o

Reserved IP Addresses

Fixad IP Address * MAC Address "
10.146.110.21 EB:e6ba 23001

DHCP Options Sets DHCP Options Set

CHDigital

.

WA &, T DNS # %8y DNS, DHCP BRSZ2GILIE R %4 DHCP &4,
EERTHEFHSE IP thitpzhas P #isibith, FEERBMLEER IP tiscE, fAEiERE DHCP &Emik,
AR

DHCP i&mig&2@—4H DHCP 188, sIURATFEA IP #EE, AXEZER, 1550 DHCP &Ik,

BERFEETE P it D ENBRGZIE MAC stk RISERZRY IP sk, N ERE IP ik, MAC sthit, SA/F1%
# DHCP &1i&,

AR

STFRER P #iik, WX IP 2&id7E DHCP EIMEH BB RIETERIZEN.,
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DHCP 4%

Citrix SD-WAN & & e LUEE &7 DHCP H4t, ©1E4t DHCP FFinflizi2 DHCP fR$5288 2 ia 4% DHCP i&:KH
[CIE=p

EAFAMENMIZIE DHCP fRSZERIRENEDT P sk, pAAIEZU DHCP BR AEMBEES —MEO LA LB
DHCP JE&8.

EicE DHCP fR328, B7E “MREE ITHPSHME K& > SRIRE > DHCP > 4t 5F + DHCP $4k,

DHCP ®

Server Subnets Relays DHCP Options Set (Global)

+ DHCP Relay

Virtual Interface IP Address

R 5RE DHCP RRS3SBERN EPED. BNPHRATHRARBEFIHRTERMEZA DHCP RS2 IP .
] AR @ A Mg 12 O BC S 2> DHCP Hr4k HigHEm £ DHCP RS 25,

DHCP Z&mig

DHCP iEmiZE—4H DHCP i2E, sIMATF B IP uSeEs s EH.

73 DHCP #IEE X Mg B L FRFHEE IP it 268, S5 + DHCP &WE, ARMYIERAEE— DHCP &m#E R,
BINSEMAREN. NFEEXAW, STEH 224—254, K4F HUBLE HAZETRA E

DHCP ®

Server Subnets Relays DHCP Options Set (Global)

Set Name

IP Address Type (o) V4 V6
+ DHCP Options

DHCP Option Name Option Number Data Type DHCP Option Value Actions
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i@d DHCP &/ imd1T WAN 5552 IP it >)

Citrix SD-WAN & & #5@8:3 DHCP i T WAN §5#% P it %3], IeIhaeR) 7 8E SD-WAN &&FRENF
HMECESE, HEITHEWEFHS P MUK ISP s, SD-WAN EEFJLEREVRZEEEOE WAN SRS IP
Hint, XEERLAFRESE WAN BRI RNITIINEE,

pEd
« DHCP EFinREEEEAE Finn R NAREERNIFFEED.
o RBEET A IP ik, 7881 MCN/RCN L2 DHCP B infliEE .

« BB DHCP HFFIHEEM AR A B AT HRIRMES (PBR) 5E.
* DHCP S XMEFHINAEIZR, ~2EmK DHCP RSEZEAE.

BXE “WEIIR BN BRI R TAFREEMEZOERE DHCP WiER, F5H i RiiE,

ZIERE

October 21,2022

ARBHEN T —NSRENSUNE. ZBR, FREIRPNSERELXISEA, SRAECEER IGMP thil#
TZBEENENMAMREEFERES, IPES. MRS, P BANIIS NS ERSRRAN—EE KRR, &
Citrix SD-WAN i&& F BAZEHEN, ZRERRLSEHHR.

R E AR

ZEMIGE R AV SRR R BCR B EIRN S 188 (5.

FEFRASELRSE (SSM), BEILUEERKAZBAETENR. EHEBENFRE N RESERNRNGIFE, M2
R E S8R

SSM R T H#ER BB M A RERIRRREBFTERRNAE RN . SSM T @ HFRIZEGEERBEMAXENRERE
H—BRR2RF,

UTHRINERT — N iR ENF A S BRI SEA R O — MAERSEE (172.9.9.2), 2RRSHBIFEA
(232.1.1.1) mAf=iamE, BENMAG, SEBAE EEENEEAREME PR ZARFEER.

AR

Zf§ SSM T, AREA IP %7E 232.0.0.0/8 SEEIA.
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[
G/lqp
~
Router
A -9
Multicast Receiver-1 ’14[,,0 9223
e & Membership report = Membership report =
xr,«sa ‘_j
’ ) — =W
} Eﬁﬂﬂ (1 Virtual path
SD»W;;I ‘ k——) } &77/J
Router Router =]
€ Multicast stream Multicast Source Multicast
€ Multicast stream Streaming

Server
(172.9.9.2)

Router
Multicast Receiver-2

1. ZREWHAE IP IGMP IINIER, EREENAEEMASBAFFLEMNRERZER.

IGMP #HZE1E 2 MEMY, BIAREIRMA (S, G)o IGMP k7 3 BFAREIR LR SSM fiESRhi4—La &
TE Rt

SSM s iFE A EXEBCR B EABIRS B[R, #UI57E JOIN & KRRk T ERMAE, TELRBIF,
BEEXNEERE 172.9.9.2 K% IGMP v3 BZiER, Z5IREEIR 172.9.9.2, ZIIFRIi@EIA 232.1.1.1
kl_y%muﬁ’]iﬂﬁ]to

2. %18 Citrix SD-WAN iR BXLERZIRHIBPRE IGMP B3R, HRBHEHBRABRARRIRE, AEEIE
PR ERERIEHESOR SD-WAN &&.

3. #uEH.O/ Citrix SD-WAN g &iBd MR R ERMAARREHBHERLZSER, NMEILITHBE,

4. ZIBRETENRZHESBRERSBEEA.

ZEEEREMSEREL D IR L2 B ERIMEIMERZ, Citrix SD-WAN &mMEFrIHERNIEE 2%
y % WAN [R5 RR 2 (LRI RZ M,

BRRE %%, 157 SD-WAN Orchestrator BRSE BRI B AR A HITIA TR,

. DI ZIRLA- N IRARMZIRA IP ik, MFTRFEMNSIE, HAB4A IP 451F 232.0.0.0/8 SEEA,

2. BA IGMP REB—&ZaLUE Citrix SD-WAN &ZEE N IGMP/MLD KI2, LUEH IGMP T4 @EEE#H1TS
FBERH.

3. EX EHFMTERS- EFEOME IGMP RIBEEE R FO L2 HEN SD-WAN 8%, LURRERERE.
TiEOMF IGMP RIS EE I EE M@ E 2N LR Z RN EN.
FIREMBIRMEEN LN T RIRS RE.

pE=

¥ Branch gt MCN E2E A Eisle, WEBEHEEE NEMARN E

BERELZE, BEHAKINENE BE > SRLE > ZB4E, B NZ AEXARBEZIRM IP it (IPv4 5% IPv6)
RoEZREEE, BE BH IGMP {IE
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ECE 2 S IR O & B LA TR 12,
WFRASERWR (OX) NIRE, RESEEMRBRZERO LREARRE, HRtE0 ERREREERKT.
AR

o BEZEFEEN Intranet BRSEHY, ZIEREVE IP XA EMESE Intranet IRSHVESH,
o MROIEABNAVBE A IBRES L AAIF SD-WAN &8 N ZERE.

Multicast Groups ®

Multicast Group

Group Name * Group IP* Routing Domain *

V| Enable IGMP Prox
Grp2 232.1.1.1 Default_RoutingDomain Y

Service

+ Service
Service Type Service Instance Direction Upstream Actions
Local VIF-1-LAN-1 Send No m]
Virtual Path orch_men Receive Yes m)

WFEIAZHEE FUREDL) BNIRE, REFESMIEO HZWAERE, RAEEEMBRERED L GXRE.
Multicast Groups @

Multicast Group

Group Name * Group IP* Routing Domain *

. ) ) Enable IGMP Proxy
iDC1_Grp 232111 Default_RoutingDomain

Service

+ Service
Service Type Service Instance Direction Upstream Actions
Local VIF-2-WAN-1 Receive Yes o]
Virtual Path orch_mc Send No W
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I
m

&

ARGt

tu

2=

AF/EHEERELABAFREFRRANFRE, BUUERABERAITES. EIUEEZHE UDP REREEIMEKRE
BRSS_EMIZUR S &ix B HIEA 232.1.1.1,
AR
MR SSM B, HEUNREMFEFFEIEAIZSFIRPNEMRS SZZBCRE, SD-WAN REBFA=EEM
IREEIE.

Site Reports:Real Time Flows

Retrieve latest data

v/ Upload |v/| Download

Customize Columns
Info No Application Direction '(I’:;::)ghput Routing Domain ﬁ;’:;‘:ﬁ Dest IP Addr i::ltrce E:rstt :’Proto ?;:;ice Packets PPS Class Service Name ‘::f;) Bytes
6] 1 isakmp IUpload 1068.459 Default_RoutingDomain 10.3.2.4 232.1.1.1 44250 5001 UDP(17)  vPath |7212 89.157 N/A zscalerService_1 3934 0

Page 1 ofl

BB ER

B BRI SRR P #itt4E LAN #0088 EINRERENLER

Site Reports:Real Time Firewall Connections

Retrieve latest data {}
Customize Columns

Source Destination Sent
Application Family Routing Domain IP Addr Service Type IP Addr Service Type State Is NAT Bytes Kbps
Internet Security ... Encrypted Default_RoutingD... 10.56.2.4 IPHost 165.225.218.38 Intranet ESTABLISHED NO 6429631 0.025
I Internet Security ... Encrypted Default_RoutingD... 10.56.2.4 IPHost 165.225.216.38 Intranet ESTABLISHED NO 6430975 0.025 I
1to20f 2 Page 10f 1

E4 2

PARARRETEXSERENFAEE, fNETR. BRRENRBHBIEEUNRRENRS
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e . . s
e} DASHBOARD Site Report : Real Time Statistics
ARP Routes virtual Path Services Classes Ethernat Observed Protocols Wan Path Application QOS Multicast Group ™
47 REPORTS _—
Multicast Group Destination Services
ATGDC1_Grp PHOET 1071 1068503
Real Time

Statistics

Multicast Group Source Services

ATGDCT_Grp WPRath Ombudi 1071 1068503

Multicast Group Statistics

ATGDCT Grp 1071 1068503 1071 1068503

IGMP/MLD

LS EBEWA ZRIMNAERE, &aILUE |RE > L6 > IGMP/MLD > IGMP/MLD it FTEEZKAEHAEE. &
ALERMBMAERIES. SERH LERENEAIEE,

TEZTEKE IGMP/MLD $#iEa i 5288 RECV BF84E IGMP/MLD #ik#iE e,
IGMP/MLD

IGMP/MLD Proxy Groups IGMP/MLD Statistics

~  Type:RECV
RECV R 613

RECV R 307

REC R 3 General Query Upstrea 306

~

EEE IGMP RIEBAMFAEE, ESME RE > L84 > IGMP/MLD > IGMP/MLD 124, £F R LEREZHH
£ ¢/

®E &k IGMP/MLD 58" LUER IGMP St #uRRFH IGMP 41t #uE.

wE Bk IGMP/MLD 4B LUERR IGMP HA&RFH IGMP AR,
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REPARS ER 2R TR DN

October 21, 2022
FEIAER B33 TR MY (VRRP) 2—FrZERNIMY, BREIZETRLUEMRESIIARBIFE R E B 8 SR,

i@ VRRP, EaJLUERERIMHES M EHEBUTEA— M. AR THEE— P ED IP kil — N ES MAC stiaksy
BAABIAMR,

MRE/ERABLEIKE, SHRHBLEEE. £ VRRP IRER, FREBHSHREB[LX—IMFBESH
VRRP #iE8, YEREBELRXBEN, SARHBIREEFITIE. NRTLFREFHRNLBEREEMES, N
R 23 B B RN IR B,

VRRP {8 7 —MiE%I1E, EIZIER, MARRSNRABEMATRESE. NRBHSZENMEARER, WAE
= |PMRIER ARG AN B AR, HMIASFATEMRS. WMREMMS[HIKIE. HIRHBFMNFAHINE R
HERHEYAE, NEZIEFHRER,

VRRP BJ@HRE A AERIARRE, MEFTES ML IHEN LECE SR HTEHI LMD

Citrix SD-WAN hix7s 10.1 55 VRP hR4s 2 fikR7s 3 SEME=SHHBEERIE, Citrix SD-WAN &1ThR 11.5 2
hR7s 6. SD-WAN iR&EZYEHER, 5ISRETMRZBEREMERZERS. EILUE SD-WAN i&&EEHN VRRP

FERER, HERKEMED IPEEN VRRP IP, ARFHRMARKENSTHEREBZINE, ErIUEERELE
(LI (A= Prini

TEHNMEEERT Citrix SD-WAN i&&FEE R VRRP Ar9EEH28, SD-WAN & &EEE A EERH 28, % SD-WAN
REHINE, SNBRHBRESVREE, URERLEFEIRE,
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%
y, 8 €

@)

’ \
: 1/3 :
I h? = ] BBBB E VRRP Group I
: Lt E £ B |
I L 4 Router :
| Citrix/SD-WAN :
\ . /
e . -

-
::::::
llllll I —
I 111 I 1 T 11
aaaaaaaaaaaa
::::::

Data Center

2EE VRRP, 77 “UREE TEHFSME BE > S4&iRE > VRRP > 8% + 70 VRRP,
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VRRP Settings
VRRP Group ID * Version Priority * Advertisement Interval *
1 V3 100 1000
Authentication Type Authentication Text /] Reclaim [/] Use V2 Checksum
Virtual Router IPs
Virtual Interface * Virtual IP Address ™ VRRP Router IP*
VIF-1-One-Arm-1 FIkE 1234

TR LREB L TR R R R B
* VRRP A ID: VRRP 4 ID, 4 ID BY{ESEES N 1-255, &iniEmas s RECEMRRA ID.
o hR7s: VRRP thilthr#s, ®JLATE VRRP #iY V2 71 V3 Zjal# Tk

o ff%%: VRRP A Citrix SD-WAN & & MR SR, MARTENR 1-254, FILBEIRBHRKE (254), &
SD-WAN & &l E B 280

AR

SNREREZRZ VRRP IP st FREE, MERNERT, MERIKEN 255,

- BHER: M SD-WAN &2 ERHR A VRRP BHEIIME (MW AR . BRAASHEERA 17,

o SHWIERE: ERILUEE GXAE KBASNIIEFHFH. FNHWEFFFRUAAXKERLE, £ VRRP 2%
RARHITEMAMNE. MRFRKESHIIE, BEFE T

o BHIIENA: E7E VRRP BEHRENFHEIEFTHR. MR FHWIELE H axaw, WERBLIEDR,
AR

X3 VRRP t1hilhR7s 2 BA SHEIEREN S HIIEXAE S8,

o EA V2 K13%HM: 5 VRRPV3 BASE=AMKIRENFRSM. INERT, VRRPV3 &£/ v3 REMITES
o FREF=HIREFIER S VRRPV2 REMIE, AXMERT, 5EABILLED,

o EIMED: BT VRRP BUESMEC, SNRER IPve, NEPHECERIABA NDP RA, @EE— 1 ERERIEMN
#0O,

o EEHXIP st SYECLAREMMECIRIREN IP sk, NESHZOEERE—EEENEM IP ik, ErRILUERE IPv4 5
IPv6 ik,

* VRRP /28 IP: VRRP HRYEMIERESS P ik, FINERT, & SD-WAN & E8IEN IP stk 5 7E 7 2
ERERES P tthik, VRRP EHXERERES |P S sERg it IPV6 sthdik,
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PR

o (FERXRIENEBE R 28 VRP,
o« ERZAUEEM VRRP ID (VRID).
o %K 16 PEHNMKIZEOTIUSS VRID,

=AM VRRP

#@id7E SD-WAN R4 LB A= e AR VRRP 1haE, ErRI LSV ME SN EMRET. EX5/&HARA
rhEpE—37 Citrix SD-WAN & &R EAKMHE, UAZA VRRP H, HARTHNEFT—EM IP st — g
MAC #tifEBIERNERIAR Ko

/ i~

Citrix SDWAN Primary

HA link

=i}

Citrix SD-WAN Secondary

WAN
MPLS/Internet/VSAT

Data Center

I

I

I

I Router
I

\

VRRP Group

LT EEr A4 VRRP EENFH N4
F—ER: SD-WAN LS r At HiER511i123%F VRRP SEiRITEY2E,

FUHARIT AR TE VRRP Y1 Z AR E SR MR, BURESEUREMAVER SD-WAN &%, EXMERT, SD-WAN
¥t EH VRRP & &,

FHER: SD-WAN LS BMH#fERRE1TE48 AT VRRP SETiR T EYE8,

FUHAB91T R R E VRRP R B B R 23 B915 50, BIB&FR23 % AL VRRP Master, FiErFIRESE I RE R AEE, S
SD-WAN i&#&.

B2, — BRI ELE, SD-WAN BEBEXmK A VRRP 41, BUREit, REMERELHMAYER SD-WAN &%,
BEXEURAUENEEANFAER, BEH s,

HBRRRIRE

October 21, 2022
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& 75 (DNS) AL AR R A2 a5 IP ik, S5itb#ER. Citrix SD-WAN 24 1TF DNS Ihak:

« DNS 12
+ DNS #EBR#E R

ZECE DNSIRE, FE “WREE" NETSME EE > 5HKE > DNS RE,

DNS ®

Site Specific DNS Services DNS Proxies DNS Transparent Forwarders

+ DNS Service

No DNS Service Name Primary DNS Secondary DNS Actions

h 45 ERY DNS RS 88

£ “UhRISER DNS fRS3287 Wi~ L, 2E + DNS iRS323 LIECE DNS BRERH AV EL = DNS BRS588. =1

DNS fRS582E9R M, EFIATARS LR —:

o BB E# &1 Citrix SD-WAN IP sttty DNS iERH B HIZ R FFEER IPv4 DNS RS588. BT LABIEAER.

ISP. Google SEMMEMFFIRE DNS RS-

o EhA: 8 & Citrix SD-WAN IP #thiit#9 DNS 35K, HREEEMEMETF DHCP 9 WAN i IRA
IPv4 DNS BRS388 2 —o 05R WAN 3EEREF, MEES—1EF DHCP B9 WAN §##% DNS fR35283, £ ISP 1X
RFREEITER DNS BRS588 %1% DNS iBREVEEH, IIhatIFEEM. w07 DNS RS Rt Rt~ A3 i E.

MR RAAF—PhZ DNS BRS5.

« StaticV6: i=# &1 Citrix SD-WAN IP b1t DNS &R, HREELTIEER IPv6 DNS fR$528. T8I

EHEB. ISP, Google siEMEMFFIR DNS ARS.

« D@@ynamicV6: =& %1 Citrix SD-WAN IP sty DNS 353K, HEHETEHZIMETF DHCP 89 WAN
HEHEARIRAAY IPv6 DNS ARS8 2 —o S0R WAN SEERUAFF, MEFES—EF DHCP B9 WAN &5 DNS ARSS
2o 7E ISP (VA FmHEFEER DNS R385 41X DNS i5RpIERE S, ILINEEIFEH M. 57 DNS RS ReE7 LS

REFRE, BMERRAF— I DNS RS,

EFiE 7S DNS IR, B4R K8 1 #E (T IPv4 tutit) sk StaticVe (33F IPv6 i), SAEHA—3F = DNS

0 %8Bh DNS ARs328 |P ik,

EFIENZS DNS BRS, B8 K8 %R oh& (FF IPv4 #ik) =% D ynamicVé (34F IPv6 #isih) , REi%ER

Internet {£79 fRSE! M BRSEZSLHI,

BB DNS RERRSS$5IE “WREE” > “E07 TH “HREEDNS” ThHIERSF,
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DNS Service for the Site
DNS Service Name * Type
Eg: dns_servicel Static
Service Type Service Instance
Primary DNS * Secondary DNS
Eg: a.b.c.d Eg:a.b.cd

DNS 2

DNS RE&#IRL1E SD-WAN IP #tisitpy DNS 5K, AERKHEZKLEEER DNS fRE28. ERLEEESSMRE
J|HRIR, LIEBIRIEN AEFEZIEH DNS EXK.
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DNS ®

DNS Proxy

DNS Proxy Name*

DNS-proxy-1

Interfaces to intercept DNS reqguests

vl
Vi

Virtual Interface

VIF-1-LAN-1
VIF-2-WAN-1
VIF-3-WAN-2

VIF-4-LAN-2

IPv4 Default DNS Service

|Pv6 Dafault DNS Service

App Specific DNS Forwarding Rule

Application *

IPv4 DNS Service ™ IPvG DNS Service

+ DNS ARS8 E !

DNS & #R: DNS KEMER,
=% DNS i5kr9E0O . 28 DNS BEReEL, XATFREERNED,
FRERERIA DNS ARS325: MR DNS A BEHRFRBEMNAREFLE, M DNS FERELEIR

EXIA DNS fRs328,

IPv4 23\ DNS AR5 SR DNS # A BERF KB XML BZFTE, Wi DNS iERELEIM IPv4 2K
ik DNS BRs3,

IPv6 Ak DNS k35 413R DNS B A BREHRFREEMNAREFLE, W DNS EREZELEIR IPv6
2kiA DNS RS,

o NWAREFRER DNS #LHN:

R B3U% DNS iER% & 2)iEER DNS RS SF[HINBIERF.
IPv4 DNS A55: AisEN AR DNS 15K % 28 IPv4 DNS fRSS.
IPv6 DNS AR5 : NIEERAIEF R DNS BR#E A 2R IPve DNS BRS3.
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DNS i#ZER4% % 28

Citrix SD-WAN =] LAACE 791588 DNS 3% 28, 7RI, SD-WAN RILUEZERAEH IP #tiitfy DNS iERHBH
HAREHEER DNS fR5588. RERBEREMIRN LAMARSSH DNS FRA SREIR. R DNS iEKS DNS #4523
FIRPHNEREAREFELE, WFHELLZIEERER DNS RS,

DNS Transparent Forwarder
Application ™
IPv4 DNS Service * IPv6 DNS Service

o NMAERF: &0 DNS BERELEIEER DNS fRSS BN ARERF.
« IPv4 DNS 55 MNiEENAZERFR DNS 5K AR IPv4 DNS BRS5.
« IPv6 DNS fRs5: NisERNAERR DNS BER% %28 IPve DNS BRS3.

PNEFHMATE

October 21, 2022

Citrix SD-WAN &&= & DHCPV6 &%, UEAEER WAN imOME ISP 1ERAIZ. Citrix SD-WAN i&#&U
AEiE, ERERZAKEIZ IP bt LURRBEMEFHIER. AE, Citrix SD-WAN &#&7% % DHCP RS
28, HRBENG O ERRIZE SR BEM G E F it

REEMNZRZIK, FSMNE KBE > aRiRE > BERA, AREE + iEER4E.
EE—BEEE WAN ESMED, £1Z2E0LEEK ISP REAI%R, FREUTFAEE:

o BEMEMED: EREREZVELE LAN EPEOZ—
o BARKE: FANZ—HOHN2BRE IPv6 sintfI (2,

o EOIP EHERD: ATFHEO IP #utpyENERD .

« BIZ ID: AFRRBEMEONFZEKEROE—FRRT.
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Prefix Delegation Groups @

Prefix Delegation Group

WAN Virtual Interface *

Select WAN Virtual Interface

Prefix Delegation List

LAN Virtual Interface * Prefix Length
Select LAN Virtual Interface 64
Interface IP Host Portion Prefix ID

Save Prefix Delegation List Cancel

HRREGH

October 21,2022

HREAA (LAG) IhEEAFEXS SD-WAN & & EMm NS MRO#THH, WEFARMEO—RIF, XAHR
RETAMN. HERTREMERERE,

ERATFAH#A Citrix SD-WAN Orchestrator SzisEi s EEEa4H (ACTIVE-BACKUP) , YBIRAFRZIZFET
802.3ad LACP thiXtathis. @iz, RE—NgOATERES, EEOLTEMER. EHMESHHRGT
HIRTEA AT EE (DPDK) #iEmsksoi LAG Thas,

LAG ThEE(RFEU T & eI/

« Citrix SD-WAN 110 SE

« Citrix SD-WAN 210 SE

« Citrix SD-WAN 410 SE

+ Citrix SD-WAN 1100 SE/PE
« Citrix SD-WAN 2100 SE/PE
« Citrix SD-WAN 4100 SE

+ Citrix SD-WAN 5100 SE/PE
« Citrix SD-WAN 6100 SE/PE
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AR

 VPX/VPXL F& ER%#5 LAG Thag,

o 81 LAG ELXFHH N mAM&RZHENED.

« LAG WFFER AL ERNER, Fiwn 1/1 8k 1/2, F%=# LAG &EE 1/1# 10/1,
o WNRE FHOAPE LAG BIEUANED, WARZRHERREERE (LSP) 158,

T4 FHIRA LAG M@ ¥ LACP o0
110 1 1/1

210 2 /1% 1/2

410 1 /1% 1/2

1100 3 /15 1/2

2100 3 /1% 1/2

4100 4 /1% 1/2
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=) SEFHEAK LAG #18 45 LACP myi%0O
5100 3 10/1510/2
6100 4 1/1s1/2

EEEERREGE, BRERLFISME BE > BRKiKE > LAG , JAEEEM 5 LIAKME O U R KRR G A,
LAG ®

Name Ethernet Interfaces Mode Transmission Policy

LAGO LACP IP+L4
LAG1 172 1/3

BmORmE LAG 5, ERlE “WREEE” TiEEF LAG REERZO. XEEO#—FATERE LAN/WAN 5
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HA, BREELRENRREORISE, X LAG i E AR EE# s BaEX R RO,

@ @ Site Details @ Device Details @ Interfaces @WAN Links @ Routes @ Summary

Interface Attributes

Deployment Mode * Interface Type * Security * Interface Name

Edge (Gateway) WAN Untrusted WAN-1

Physical Interface

Select Interface Link Aggregation Group

(W.Xclol 1/1 1/4-MGMT LTE-1

Virtual Interfaces

+ Sub-Interface

VLAN ID Routing Domain Firewall Zone IP Address VIF Name Actions

0 Default_RoutingDo... <Default> 172.16.42.10/24 VIF-2-WAN-1 W

£ EO” ot BE ERRESHET, CERREEN LAGEE.

Link Aggregation Groups

Name Ethernet Interfaces Mode Transmission Policy

LAGO 172 1/3

LAGT Active-Backup None

BRI LATE R > 18&RE > LACP LAG A TEERE T LAG 71 LACP HIZOMFAEE, BXESER, BEH &
BRE.
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REKRE

October 21, 2022

Citrix SD-WAN Orchestrator fR$ A iF &L AR5 IR B &IEEHISH R IRZILE,

A EEERF . MEiEhLss. NetFlow. AppFlow. SNMP, E&EEMERARRIZE.
AR

BRI IL RIRIREY, ECEIREIRENIERNAR A,

MRECET HA, BEREFERHRSERENTIRENMHENILE.

Device Information

Select Device

‘ Primary v ‘

EIERE

EEFREATERNMERAMMNITZAF KA, Z2A KA @Y RADIUS 5% TACACS B IIEARS SRHITH N

Cah

EEAR

TR RIS . ERINFAR, BSME “BE” > “REKRE" > “EERAE > “EEAR7, A
FEE “+ AR

Manage Users

+ User

Note: Deleting a user will also delete local files for that user.

User Name
Delete Selected User
REUTIFAEE:

« BFR&: BPRIKFBIAR R,
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o WEED: BIB9S,
o WIAERD: EFRWANZEHITHIA
o APE5: EEUTHKPIRRZ—:
- EER. EERKANAEREERREIR. BERAIUNMERITEEEMIRGER.
- BEE. EEEKAR—IRIBKF, SJLOSRERER, REMSEED.
- MEBEER: WEEERNNEREREGRGHEANR, WHEMKERERIRHENIR
- REEER: REEERNHME/RLAXIEEEFRENR, NEMIGERE RFIHANR,

22 EERABNERAEMAPNHAENE NIFNR (BER/EER).

Manage Users

User Name *

admin

New Password *

Confirm Password *

User Level *

admin

Cancel Save

EMFFAR, BER—TAPEFRE ‘WREERF". BAKP Mt ERRER.

Bt AP R

EENAMAAEE, FSMNE EE > RERE > EERE > APIKF > Eclt A A 263 HRAUTE:
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BR&: MEREENARYIR PEFEBENERNAR .
LRI WASFENE. WTFEERAR, EFRERNEN,
WD WAEEERRRER.

WIAEN . ERHWABEHEITEIA

User Accounts RADIUS TACACS+

Change Local User Password

User Name *

admin

Current Password

--------
-----------

-----------

RADIUS S1HI0IEARSS 28

RADIUS Zig& LB RRERAF S5 %iE. E4EA RADIUS {5381, HItEEHEEE D —1 RADIUS fRSS28.
&, GALEREARDN RADIUS RS58:, REAUERE=6. RSFJFRINFHITINE, HERT RADIUS FHIIEARSS
2= LEIR T FRRRI AP,

EFicE RADIUS BHI0IE, FSME BEE > REIRE > €257 @ > RADIUS, AE%E B/ RADIUS,
AR

fEeTifEih = B A RADIUS 5 TACACS+ 51451, EREERNEBRMmE,.

fefit RADIUS BRS5 28389 IP st RIS IIEROAS. BRiNROSH 1812, MARSBEAHHINCTER TEEE
RADIUS fRs528389% R, EEFHRE RADIUS ARSI F A IIEMEIRT ElafR. SBRHEXIUNTFHEFT 60
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AR

RSS2 %A M B RBENATREELERNRS R,

@ Administrator Interface NetFlow Host Settings Network Adapters AppFlow Host Settings SNMP Fallback Configuration

User Accounts RADIUS TACACS+

Radius Settings

V| Enable RADIUS

IP Address” Authentication Port"
Server 1: 10.102.72.41 1812

IP Address Authentication Port
Server 2: 10.102.72.56 1812

IP Address Authentication Port
Server 3:
ServerKey: %Y
Confirm Server Key: """
Timeout: 10

Save

TACACS+ SHIIEARSS 25

TACACS+ g & LB AIiZiEA P S0, EfFEA TACACS+ SMIIE, HIEEHEEZE D — TACACS+ fREB 28,
&, BALUERERNRED TACACSt lr5388, REAEE=ZARSR/. RSFJIFRINFHITOE, HRT TACACSH
B MRS 2R LU RFIRR AP Ko

ZECE TACACS+ BHIIE, FSME BE > REIRE > E1E7E > TACACS+ , AEEE “BA TACACSH,
AR
eI ifEih = B A RADIUS 5 TACACS+ 514501, EREERNBRAMEE,.
1. EEME S EUR AR BMERXE TACACS+ RS2,
2. 1=t TACACS+ AR5 8B89EM IP it S 4 3EmAS. BiAROS 5 49,

3. WARSBERHEITHIA. EEATEEE TACACSH RS B[BOLEER.
4. EEFR TACACSH IRS383 % H B3 1IEMmN BB B)ElfR. BEEXIVNTFHEFT 60 .

AR

SHWIERR, RS V[BEAN BIIEE NATAEEEEMRS 2.
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User Accounts RADIUS TACACS+

Tacacs Settings

[/ Enable TACACS

IP Address” Authentication Port”
Server 1: 10.102.75.41 49

IP Address Authentication Port
Server 2: 10.102.75.46 49

IP Address Authentication Port
Server 3:
Authentication Type: (®) PAP ASClI
Server Key: ~  UUTTY
Confirm Server Key: """
Timeout: 10

S
NetFlow =#i&E

NetFlow BT IP MEREHANTHRE SD-WAN O UE IP MERE. ERLUER NetFlow BIBHERE
BSRRA BRI, REXFIURRERENRE. BXEZER, H2H 21 NetFlow fis:s,

TBRZAUEE=4 NetFlow E£#l, ZAE NetFlow £HIEE, EFSMT BB > 8518 E > NetFlow THigE,
%% B NetFlow Higf#t NetFlow 4189 IP #hatfmA S,

NetFlow Host Settings

Enable NetFlow

IP Address” Port”
NetFlow Host 1: 10.102.72.41 2055

IP Address Port
NetFlow Host 2:

IP Address Port
NetFlow Host 3:

Save

MLKEECES

xtF Citrix SD-WAN i&&, EEIUFHEREEMEEET. BIE IP ttMEMWNES I, G UERIZER IPv4
it FROFEES. WX P ik, IPv6 intAlEiZE, stEEA DHCP 5 SLAAC ((REMATF IPv6 iitit) RERIIREY IP
ik, BXESZES, BEH SSENEE N
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AR

o MIRTOBFTHERERE, WILEERQ P Hit, BEXFRNEENESER, B HREE

o NEEREIBEROEENTHNERHOHBEET Internet RS, HREMABR. TIREEETHIEDN
Z A, FRRENEES N SD-WAN 8&#HTHRNEE,

o MRIRFEITHRE 11.4.2 KESRABRFRE, WAILEER “EEMLEED (HFAMEIN" 80,

REENEERRIRE, FSME KB > REIRE > WEERR.

AppFlow =HI&E

AppFlow #1 IPFIX %S HinE, BT IRGIFMEMESEMREPNNAEFMESHE, IWIRT St T N A
R RENARMIELE.

WERIMEIE FRARIER) WERI—1EZ IPv4 IER. BERTRESRICR, HERINEHERS. BXE
%58, ESE AppFlow #1 IPFIX,

SNMP

SNMP AFEMLKILE ZEIREERES, SNMPv1 8 SNMP X% —MR4s, SNMPv2 Z2EITEMMY, HA
BEDNBIEERE. FRIRFM MIB £197TRaE58I08E, SNMPV3 EXT SNMP B9%£hids, SNMPv3 thilli®
BBITF SNMP LARIZIZECE.,

SNMP RESERMMIREWREERES, FEDTHIFERELXLS SNMP E1288, MREFONIIRE ENESES,
ERAZEBLXHEEEE, MEFTFEFEINE. XTELEERTABEM. BAAERN SNMP RRARE. BN
B, HRMHFAENER. BXEZFAER, 55H SNMP,
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ZECE SNMP 1RE, BESME BCE > IREIRE > SNMP
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SNMP

UDP Port:
161
System Description:
Citrix Virtual WAN Appliance
System Contact:
support@citrix.com
System Location:

Citrix

SNMP vi/v2

Enable vi/v2 Agent
Community String:

public

Enable vi/v2 Traps

Destination IP Address(es):

Port:

162

SNMP v3

Enable v3 Agent

User Name:

Password:

Verify Password:

Authentication:

MDS v
Encryption:
None v

Enable v3 Traps

Destination IP Address(es):

Port:

162

User Name:

Password:

Verify Password:

Authentication:

MD5 v
Encryption:
None v

Save
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[OliRACE

ELREEATMRTAEHRNE. EENLEIRGALENSERTSTIEMBERSEE. RINERT, #RF
BN EXHaieE LEAEIRECE, EARTLURIENE LAN WERERESHLE. BXESER, BHEN S5
=1

N =R
mE
AA
2~

B aFEEIEE EBRASEA Citrix Virtual WAN RS, BRZRSFIEAHEMED WAN FiR#E, NR
7 Citrix BT EMARSS, MR LOEEERIZARS.

The Citrix Virtual WAN Service is currently disabled.

The service has been disatlﬁ_\ﬁd. The License is not valid, not applied or expired.
The Citrix Virtual WAN Service was disabled at:

2 Citrix B HMARS

NEEAT Citrix E# WAN BRS5, % A Citrix B SRS M A, 2RZRSSE1EEE ER Virtual
WAN sFiPiER.

£2 A Citrix Virtual WAN BRSS 2 a1, ERTLUEZRRERIN WAN REHIZETEE

=
Disable Citrix Virtual WAN Service
The Citrix Virtual WAN Service is currently enabled.

V| Perform a diagnostic dump before doing the disable operation.

ERESHEA

[

[==3
=]

fZrrLli@ie OSPF M1 BGP AN EFHBhESHMF 2, BRSHKEETYA THERR.

BB NS A B S BLE kT,
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Restart Dynamic Routing

Restarting routing process may result in network outage. It is provided only for trouble shooting and can result in undesired behavior if
performed when service is enabled.

REARR T

BRILUERBASER 2 MERZBNENRER. EAUERRENSEMRE (F—Fm), BaLERSMEMRKEZ.
FRASMRESRABEMNER,

AR

E#Es Citrix B EMRSE, FREREHBERRSM.

Virtual Paths and Paths

Enable Virtual Path: London-Germany

Notes:
Disabling all paths in either direction will cause the entire virtual path to be disabled.

Disabling a path or virtual path is not persistent across Citrix Virtual WAN Service restart operations. All paths will be re-enabled after a restart.

WAN 3£ EBIFRA R

A LUER B AR 2 M itRziEr WAN 52 mArE WAN 5%, ZREMEREZ.
AR

ExEn Citrix BN EMIRSE, AT SMEEREERRER.

All Paths on WAN Link

Enable WAN Link: London-Internet-AOL-1

Notes:
Disabling all paths in either direction will cause the entire virtual path to be disabled.

Disabling paths for a WAN Link is not persistent across Citrix Virtual WAN Service restart operations. All paths will be re-enabled after a restart.
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AIFFRE YRIRE

BRRESERFTERAR, BRRE, ENEIIREERE, ARENERRR.

Purge All Current Flows

Note: Purging flows may disconnect network connections, thereby requiring those connections to be reestablished.

Purge All Flows

=EEEENE

TR LLF e e NTP RS2 BEig&RIB AT B, EFmECE AHAMAYE], BHERAKER “H NTP RSS:87 &
W, FiRftAHAMETEl,
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Date/Time Settings

NTP Settings
Use NTP Server

NTP Server 1

NTP Server 2

NTP Server 2

NTP Server 4

Date/Time Settings

Date

01/03/2021

Time

6:51 AM

Save
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NSRESE “fER NTP BRS3E8™ &, WEZEFahAZnIBHAFEE,. ERZBFAILUEE 4 © NTP iRS58:, BoRED
EE—T. ENZHER NTP RS, NR-GRSB[BHIMKEE, NigEcB5155—6 NTP REEED. IRER

NTP RRSSSEEEE, MWEKNEE DNS iRS28, FMRIFEERXEFM T,
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Date/Time Settings

NTP Settings
v'| Use NTP Server

NTP Server 1

time.nist.gov

NTP Server 2
NTP Server 3

NTP Server 4

Date/Time Settings

Date

01/03/2021

Time

6:23 AM

Save
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MRBAEARX, BFEIREBINEZAHTENR, SNENKERTERE, ERNXEENRNIRE.

Timezone Settings

After changing the timezone setting, a reboot will be
necessary for the timezone changes to take full effect.

Until then, some logs will continue to use the actual
timezone setting in effect at the time of the last reboot,
even though events timestamps may reflect the new
setting.

Timezone

UTC

Save

Syslog 55218 E

e LAEA Citrix SD-WAN Orchestrator lRSE2E SD-WAN i&#&H#) Syslog fRS 2818 E. @B/ Syslog 8 &,
R SD-WAN & &M AFEIRMEBMHIFAE B RIXEIIME Syslog RB2R. BR, BHNSME BE > 8& 8E
> g R/iiE > BiREW, 72 SD-WAN REAFRE LEEEMRE, BXEZER, BEH LEER.
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@ Admin Interface NetFlow Network Adapters AppFlow SNMP Fallback DateTime Syslog Overlay Soft-Reset Actions Mobile Broadband Status

Syslog Server Settings

/| Enable Syslog Messages

Server IP Address

/| Authentications to Syslog

/| Firewall Logs to Syslog

Save

LUF Syslog Ars328i& Eali@id Citrix SD-WAN Orchestrator RS #4TELE :

« SR Syslog HE: BREZEZAR Syslog RS/ ELZHEREMFES,

o ARS8 IP it RAEBEARSEZH IP ik,

« AR$3884%O: Syslog ARSBEsMIRAS,

+ © Syslog #1THMNIIE: ERARZEREM Syslog lREH/EXSNIMITAETHEMHHES.
« ® Syslog ZixphAERE: BRENZAR Syslog RSB EFAE AEBE.

BB DIEIE
Citrix SD-WAN Orchestrator RS ERMLZINZEMEMNERR IPsec BEER SRR, HRE SD-WAN MEHHIEE
ZEBIZERR, BRTMENZLIEMIM, Citrix SD-WAN Orchestrator BREZHIiERS I N T ETFIE PS5 I0IE,

IERSHIWIEAFAREREABEIEBMENAG (CA) MLBIERIHEEHTHNWIE, REEELEMREZ FI#HIT
SHWIE. HWN, MRDXREZHERIHIERC, FEOXPONIERSHEF OHENERAFLE, WAREIL
REPARR 1o

CA MR RNEBFRIPHEIIRERT. RASIEBIMRNIREMMAENENALA—EIE,

BEAREFNEIE, BENERISNE KE > 22 >NE%e, AREE BAREFNEIL. 2EHFF.
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Network Security @

Network Security Settings

Encryption
AES-128 ~

| Enable Encryption Key Rotation
Enable Extended Packet Encryption Header

Enable Extended Packet Authentication
Trailer

Extended Packet Authentication Trailer Type

Enable FIPS Mode

7 Enable Appliance Authentication

Save

Network Secure Key

Regenerate

EEPERE, WRBATRESHEIE, BIREPRELE PKIEE, NEFZETRBRS.

Current Deployment Deployment History Change Management Settings Site Details

Software Version

Staged Appliances

Activated Appliances
ance » ated F ne
2 0 0 1 o
Exnort a3 €5V | Exort ag PDF
San St MA State Soltwars Varon
Ye Sl LAROE 0 Progre: Bat Contimared =)
Yes 52 Stagng FaledERG13 - PRI Cert Not Installed) » Mot Configured ®
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BEEIES

TRILAIFIREFAEENEEIE PKLEEREERE, Ak, FSME EBE > MEEN > RHBERIBEBLRE
BREFS, ARRE EERARER.

Network Sites

UTRBER T HRMIREFAER:

Site - De f
Site Name 52
Site Role Branch
Device Model VPX-SE
Sub-Model BASE

Bandwidth Tier

Device Name

Orchestrator Connectivity W

Serial No.

Management IP

PKI Certificate nstalled

Close

£ REFAER BAT, EAIUEE PKIIEBRERS.
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EHBMHE

SHEEELBNSMAXKIIER. B CAMLNIREER LHEIREP, EBEE— PKCS12 X, ¥E
B2A.pl12, ERILLEFRERTRRIFEC. K PKCS12 X, WAERHSEE “LF, MRBBHFRET, WK
TR

Upload Certificate Authority Bundle (PKCS12)

EHIEBANAE

EESIERBEANMIITE PKCS12 &, IEBMANMARCERBNERE. RESNAAEFEERZNIE, HE5h
PKCS12 RSB H mE L%,

Upload Certificate Authority Bundie (PKCS12)

BIRINERZRIER

REFUEMRKREZWIERHIRIEBEZIEK (CSR), ERig&EEIEE CSR, BRMIARKLIR. 2. WE/H. 4/t
X/8/M. BERMBFHpHit, $EERAIMBAMATERARIBNILSRETR, 2E Create CSR (812 CSR),

Create Certificate Signing Request (C5R)

EREBERIBFR

FIIMEIRERL CSR 5, BHFEMIZE T3 CSR HHHE CAER, AR PEM 5 DER UK H LZEIg&E. XA
RENSHES. BELE CAUEEIES,
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Upload Certificate Authority Bundle (PKCS12) :}
Click here or drag and drop a Certificate Authority Bundie to upload
Allowed file types are .pl2

certpl2

® Uplaad S\E:e-.'. ful

EZ CARE, LEBERH CSR,

Certficate Signing Request: Download CSR

servercertpem

@ Upload Successiul

IERRETIREES

EBRHETIR (CRL) REMERFBEERWIEBFYISHEXRHYIR. CRL XHEHTHHEAMAEILE LEFHE. X
WIEEERY, MNEFS10E CRL UEERHEFIIPRRER MM, Citrix SD-WAN BFi2#F PEM 1 DER 189
hiz4s 1 CRL.

ZFA CRL, EEF “BA CRL” EitE, =M CRL XHR4IFUE, <#5 HTTP. HTTPSH FTP fi&, EENE
FTE CRL XHMBEERE, BEMN 1-1440 £, BEF “LERE

Certificate Revocation List Managemant (CRL)

F CRL Enabled:

virtual BENEHNSH IR 10 ) 15 2828, R CRL EfalRiRENRIERERaTE, WEHR
B9 CRL FIRAEEE HRIBERBIFTIS, IR EARBRIEBEER BRNEERIMER A,

BHETIRE

Citrix SD-WAN Orchestrator iR s i & fE A ohEEHEREN Citrix SD-WAN &8 M5 ik BRI,
BEEEBHEHRE, BEUREAINSMNE KE > REKE > BHEHRE,
Bai, ar7E Citrix SD-WAN 110 #0 Citrix SD-WAN-210 i&& LR BB ohEmwHigE.

&A1 LL7E Citrix SD-WAN Orchestrator BRZ FECE U TSRS E.
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SIM PIN K7

MREHAT A PIN BiER SIM &=, M SIM *o9REA “BA". EEA SIM F#ITHRIEZF, EXEER SIM
PIN, ERILAMEERLIREY SIM PIN, 2 Verify (38iF).

WAIZERIRMEMN SIMPIN, AREERIE,

ZASIMPIN xFERAHEIESIMPIN 89 SIM &, ZrIEA SIM PIN Thag, BEHEA. ®A SIMPIN, 25
BEER.

ERSIMPIN ZEEASIMPIN, #8E “BA". WAZEBHRM SIMPIN, RAEEEHER.

R SIM PIN RSB “B BA” M “KRIIE”, MRTF PIN REZFRIE, HEE PIN BEEIEZ BT ERITHE
1%,

B I PIN. MNIZEBRMA SIMPIN, fAF2E BiE PIN 53,

EeA SIMPIN  PIN&TF “BEBA” M BRI KSE, ELUEERER PIN.
gH Modify (1820, MAZSERRMERN SIM PIN. HAFE SIM PIN #i#{7H#1A. #2E Modify (£,

BUHMEL SIM +  MRETIET SIMPIN, "ILERMNZERRSH SIM PUK ZE SIM PIN,
ZECHFELE SIM &, B8 & BUBELE. WAMIZERLAIRENE SIM PIN 71 SIM & PUK, A8 E#ERE S,
P
SIM =#RAES, EN 10 x=H PUKKY, BNBUERALE SIM &, EBXREERLIREGER SIM &,
APN &

2ACE APN 28, IFRANCERRMEN APN. AR &, BEMNSHRIE. E UM PAP. CHAP 5 P APCHAP &
WAEMYPEITIER, MRZEBRREHEFIHIDERE, HEHIRENT.

MRIRE

1] AE 2 BRI AR A28 Y Citrix SD-WAN &% LikiEB ML,

Bl

RINERT, @IpETEENRE LATRARS. RELUERERATE.
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EERE M

B1TEAT LTE MigE#ERE —A0RE N, SUUMRENESTIRPEEN LHEAHVAE, NMRETHEE
ERMNEM, HiEEF AUTO-SIM &I, A LTE IEH#RIASRREREEARN SIM RiERKLEE .

AR
Bai, ZEHRaENETF SD-WAN SE 210 LTE 8%,
BER[ZRIAYE A

RIEGEREHIENEERBRERBEZRR. RANERT, BHZRARLTERRS.

ERFRIEEZE

ENMEATRRR. LIERSFEFE 3-5 DA ETRERERF.

R#r SIM &

YHEAER SIM RLALMETDY SIM KB, EEERLED,
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@ Admin Interface MetFlow Metwork Adspters AppFlow SNMP Fallback DateTime Syslog Overlay Soft-Resst Actions Certificate Authentication Mabile Broadband Status Mobile Broadband Settings
Mobile Broadband Operations

internal Modem

SIM PIN Status (SIM One)

PIN Stats NiA

APN Settings

Mone

Network Settings

Apply
Roaming

Manage Firmware

I | ;
11 o

o oo |

Enable/Disable Modem

Reboot Modem

Reboot

SIM Card (SIM One)

Refresh SIM

BEEHRE

BaEHRSH O ETENEHRERENRS. BEERHEHRS, FEERLISNE KBE > RERE > BHRE
TRE. EAIUERRENER SIM REPRES,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 324



EAF Ay Citrix SD-WAN Orchestrator 14.4

Admin Interface NetFlow

Mobile Broadband Settings
Mobile Broadband Status
Wodem Type

Internal Modem
Status
Active SIM
Data Service Capability
ESN
Expected Data Format
Hardware Revision
IME|
MEID
MSISDN
Manufacturer
Mazx RX Channel Rate (bps)
Max TX Channel Rate (bps)
Model

Modem Maode
Metworks

Operating Mode

Operating Mode HW Restricted
PRL Only Preference

PRL Version

Revision

SIM Capability

Software Version

Type

UAMOIRE

Network Adapters  AppFlow  SHMP

DateTime Syslog Overlay Soft-Reset Actions Certificate Authentication

SIM Two
non-simultansous-cs-ps
]

802-3

10000
015724000010437

B6769804038263

QUALCOMM INCORPORATED
100000000

50000000

QUECTEL Mobile Broadband Module
QM|

gsm

umts

lte

online

0

0

0

EG25GGBROTAOTM2G

supported

EG25GGBROTAOTM2G

TO-WIFI-LTE

UKRREORESE 5 B UKW AERRS, #OXE, MAC ik, BaihEHIRTIRERES.
RE, BRERAKFISME BE > REIRE > UAMEORE. EEEXFANKEONUIERT.

AR

Mobile Broadband Status

BEEEUAREO

& B Bai7E Citrix SD-WAN Orchestrator RS BEFA RE LU REEX TR, NREBEERIUAMEDRE, 7]

LAEA SD-WAN ig & BY#T AR A R E#TTEN.
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Ethernet Interface Settings

Interface State = MAC Address Autonegotiate  Speed Duplex
on (@]

n @

1/2 ®

13 ®

174 [ J

1/5 o

1/6 @)

17 @

/8 o

oo @ Soveee,

HmANERE

October 21, 2022

Citrix SD-WAN Orchestrator iR i @@ I Ffe A N EE SD-WAN &% H/MEREMTHNEER. FIIEERFE
FERAANEERENKEOIEEE IP, ZInONAHERERE, TREEALITEMER SD-WAN #iERO#ITEE. ER
RAHBIENEERE, MAFEENNEEREZ,

HREEAFEM P tibEEREERS, 0 Web Ul #1 SSH, ErRILEEEAAT IP REMWAIGEEALBATRA
B, TWEILEAERE IP MHERED IP A1 Web Ul #1 SSH,

AR

Citrix SD-WAN 11.1.1 XEshiras%#F Citrix SD-WAN Orchestrator RS HMHRNEIE,
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ZEEMIP LEATRER, BRURA5ISMNE RE > EREE > #0. SRERFFRNEREONEMN P, &8
LUER RS IP iR ER IPV6 kifia Web AP RE# SSH.

—
AR

B E MR O RN EE,

G] Site Details Device Details @Interfaces WAN Links Routes Summary

In-band Management IP In-band Management IPv6 In-band Management DNS  In-band Management DNS
V6

None None

Interface Name Port(s) VLAN ID IP Address Actions

o]

W
o]
W

BXRECEEM IP titphF AP T, 55 =0,

HAEE IP BRYEHEIE P, NMREBIHOKERIIA Gateway BELE, NISHEEIRE IP iutt, HFBIHNER
FERFIE DNS 5K % 28 DNS K12, BXECE DNS REBHER, ESi DNS i,

5 Fi&#& 5 Citrix SD-WAN Orchestrator fRSSHIEREE EREOMHRIR O ZBITIREAE, BEEEHR EE DNS
s EIE DNS V6 LiF#1R Citrix SD-WAN Orchestrator ARSS E £ 8]#.

#M Provisioning

ERENED M ERERNIFFEHEE SD-WAN gENFREZILEMN, HAEEHRNHNERERMIVERIHEN
PREZMIMNIFFH, THEMEIE UK TR EIEAER LB IEE AR O#1T Provisioning MIECEEIE. EEMIE
RO TERMEE, THEEARIRNERROSITTHEMIE,

TR UBRELTFHT RERS, BIBHERERIFDEZEIERMRZFFHR Provisioning &, XIFHAN
Provisioning Mig& 8B AT LAN 1 WAN M5 EIRO. AFMELMRERSHNREETATSSEMIERSE
IEERIARE, LAN i5007 % DHCP ARS588, HBha IP HEc4h7cH DHCP ZF kA9 WAN 0. WAN $ER i5
28 9 DNS ARs5 LAHE WAN E#E,

IREY |P it H 5 BEMBERSEILEREG, $ THREEEHRERIZE L. HX&T Citrix SD-WAN Orchestrator
REHITEHEMIENEE, BB SHEMIE,
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} =r

AR

« M Provisioning @B FMEFE. B2, RINEENXE Citrix SD-WAN 110 71 VPX F& LB,
FEAMT SRR BRI AR 2o

o XPFi@EEIEIROTE 0 X Provisioning SD-WAN &%, i&&3 ka7 Citrix SD-WAN 11.1.1 5
BEEhRZ

AFH EBEERSINSENMIANEESEUTEER:

+ LAN %O _ERY DHCP fRS328

« WAN %O ERY DHCP & i

* &AF DNS 89 QUADS E2&E

o JWFEFHMRE 11.1.1.39 #9 Citrix SD-WAN &%, BABEM IP 5 192.168.101.1/24,
o WFEGH B 11.0.4 49 Citrix SD-WAN 110 i&#&, BABEM IP 73 192.168.0.1/24,
* 35 REYEFRIFAIIE,

BERER, RMALERSHERHRMNSEMBERSFRNEEES. WMRREWAHEHERITFIIESH, WREE
BIAERCE, MBRIRERESSHEHMESZERSERHERITF IR ERS.

ELRACE

ELRALE AT MIRTE R £ HERE MR, BB ARG LM IRERISSSIEMPERSIERE, BINBERLT, #AF
IABL B X FIGE B ALRERE, EEaLUIEENA LAN MK ERIESAERE,

HEUTERT, SREE&ETIEEHANEE IP A Citrix SD-WAN Orchestrator RSB 1R S 518 &R

« t2_app EMBE RS
o (REHMITEREEE

EXMIERT, HERETHFREE, CRTTFIREEE, XELETHFEE, t2_app F 120 #RES T R
£o EXHIERD, ZRSWER, EtE%ET S Citrix SD-WAN Orchestrator [REFI&EHNERE,
B2, NREBHATEHMAESE, WeILURFLUTIEE:

o WEEHAE (Web UI/SSH/SNMP) BYE AT AI5IE]

o GEBEISE I HAREO (Citrix SD-WAN Orchestrator fRs3/ZTD) &E#RIIMNBARS

SFFURER, TREZARSIEE, MEFRAEARSHEERRE, REHEAEEBMEE, BEXFRNEEIPS
Citrix SD-WAN Orchestrator IRSEZ I EMIEEMSRITRT,

AR

MinigEEETRE, WHIREAERERE UL EMIBERS EE,

MRZATEBEE, WeTLu@E S S&IA Citrix SD-WAN Orchestrator REBERER, AE2SM3 BE > 18
FRE > OB HET “BHELE EE",
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@) DASHBOARD

@ Administrator Interface  NetFlow Host Settings ~ Network Adapters  AppFlow HostSettings ~ SNMP  Fallback  DatsTime  Syslog  Flows  Mobile Broadband Status

e

REPORTS >

‘Day 0’ Default / ‘Day N’ Fallback Config

CONFIGURATION

The fallback configuration provides basic network functionality when a critical failure occurs and the system can no longer function.

LAN Settings

2 TROUBLESHOOTING > Enable DHCP Server

ERFECHNHENEEXERRE, FRECHNBERFELUT LAN RENE. XRSTERMEBRSEILERM

FHREEE,

« VLAN ID: FEmimAa 4289 VLAN 1D,
o IP it 43E24a LAN i ORIEEI |P ik,

« 2F DHCP fk5523: BRABEMIEO{EN DHCP fR32885. DHCP fRS383K a0 IP stisits3Ecss WAN 50,

« DHCP 245 =40 DHCP 53R DHCP AskAr sMis OS2 IP /Y IP sttEE,
 ©hZ DNS BR328:. B LAN ImO/FREE RS2SR,

+ DNS fRs528: & DNS BR33889 IP #hdik,

« Alt DNS fRs528: #Bh DNS BRS3 2864 IP ik,

o BEXWIAE: AFFTE LAN BRmAEERN, THREMDIE,

‘Day 0" Default / ‘Day N’ Fallback Config

The fallback configuration provides basic network functionality when a critical failure occurs and the system can no longer function:

LAN Settings

VLAN D P Address

92168.101.250

AENHEOEER. ZiHAETZE LAN w05 WAN %0, telEA. EREOEURTIRERS, i,

ERRIGEN “WIRFIEL" 3 “WERIL.
TREHTEFRTE LATEARENMSTIEE WAN # LAN imO8FAER

T4 WAN 0 LAN 00
110 1/2 1/1

Rima
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Ta WAN 0 LAN %01
110-LTE 1/2, LTE-1 1/1

210 1/4,1/5 1/3
210-LTE 1/4. 1/5. LTE-1 1/3

VPX 2 1

410 1/4,1/5,1/6 1/3 (FTB)
1100 1/4,1/5,1/6 1/3 (FTB)

Port Settings

Port Mode

1 WAN (e) LAN Disabled
2 o) WAN LAN Disabled
3 WAN LAN (w) Disabled
4 WAN LAN () Disabled
5 WAN LAN (e) Disabled
6 WAN LAN (e) Disabled
7 WAN LAN (w) Disabled
8 WAN LAN () Disabled
MGT WAN LAN (e) Disabled

Unassigned Port Bypass Mode

Fail to Block

BILAfERA DHCP Z /i WAN it OF2 & AiR iy WAN $E8&, H¥5#F Quad9 DNS RS LUHE WAN &%, 85
DHCP t9i&ER T, e WAN imOEE WAN IPS/E IP, MEERFAEERTIREE.

=

AR
BRREEAES IPEEUANERO, 85 IP TAEA LTE-1 7 LTE-E1 O#TERE, REELUE LTE-1#
LTE-E1 im0 709 WAN, BEEFEMNARARRIRER,

HEAm WAN 1508, ESHAINE WAN IRE (50 2) 22T, RAERT, BA DHCP EFER FEH RS,
Rk DHCP &Rz &%, W IP stutk. Mk IP #i4bA0 VLAN ID XAFERET ARG, MREREHS IP, 18
EkR “BF DHCP” Si%iE,

WAN Settings
Port DHCP Mede IP Address Gateway IP Address VlanID WAN Tracking IP
2 7] Enable
DHCP 9999
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AIAERT, WAN RER IP st FERERNEAZ 9.9.9.9, ERILRIEFEE cthit,
AR

MREFR “zh7s DNS iR328” Si%AE, BMREES D HCP & (iR THm/EE=E L — WAN .

ERENREREEEENIINEE, BRE BE,
AR

BiVmEEER LAN FR R/ EE i O%EREE Orchestrator WFrEISE LEBAERARE. BRIEELZN
MEFMEKIZERINSHEE.

I 4%
Citrix SD-WAN Orchestrator fRSSE A FE#URT O X AR SRR E TEMEEBIERIFEO, RZFA. NRE
FA LB ERR OAMFEAROEREIEERKM, WEFEEREOHTEMBE,

EFMBHIEEN, IRTUESHFRNROMASEEROFREERM, Mg &% BNEZEER Citrix SD-WAN
Orchestrator BR%3.

BUEERLR, HRELETHRSAES 10 #8080 BS B & 1X 2 Citrix SD-WAN Orchestrator fR$5. %R
Citrix SD-WAN Orchestrator BRSS7E 5 2 REE R OKES, NEEERR L OMEETS, Citrix SD-WAN
Orchestrator IR EIHAEIIE IS EIRE AR

ENBEIGEN, WREBEROMENEOMTEER Internet, FAEEHFHEI Internet EiEE, RERIBANEE
5 S EhYET B EF B hH EILERZ.

RREMSELS “BE” > “KMRS" > “EEWN BA “BMEFMEXBEEHLTRARS, WREMEREI KW
BURRER” AT, HAREDGEREINRRIZHIIIME, WwAEMRIFS Citrix SD-WAN Orchestrator BRSSHIZEES,

@ Service & Bandwidth

Internet Service

Service Name Cost

Internet 5

Advance Settings

V| Preserve route to Internet from link even if all associated paths are down
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AR BN E R IRRO

HFREEATSIERORNECRMIENEERRE, THERTAEERD. efEERONZELRARMRIRKEOZERN
fRimig& LREA. Citrix SD-WAN RIFEE SRR R E N EH SRR DR EREET.

=
=2

N1
M

T REE U T T & R ER RO ARG,

+ Citrix SD-WAN 110 SE/LTE
+ Citrix SD-WAN 210 SE/LTE

EEILRE, BEREPEAEERR. HERER, EEROBFRASERD.
AR

RERRE LHMREEZO LEATREREN, TREEEERH.

ERBEEED, BEERRFISMNE BE > miE *™* > 0, AB%E MGMT #0, EXEEROANES
58, F5H &,

@ m Site Details @ Device Details @ Interfaces @ WAN Links @ Routes @ Summary

Interface Attributes

Deployment Mode * Interface Type * Security * Interface Name

Edge (Gateway) LAN Trusted LAN-1

Physical Interface

Link Aggregation Group

Select Interface ™

LAG1 1/1 LTE-E1§ MGMT

Virtual Interfaces

VLAN ID* Virtual Interface Name *

EEMEEEEROAURNITERINE, FHFECE. EAEREREONER TEIREEHEHENE.

BERE (FIR)

October 21,2022
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EERE MHRHEREERENGHEE. BEEERE, FEUREHNSNE K& > EERE. AXEREENES
58, F5H ihRicE,

IR

R THETERFAEENER. URRECEREREE. MRBEM EMEERS. BEERERRENFARES,
AESME ECE > EELE > I,

View Configuration (Preview) ®

Site Interfaces WAN Links Routes Application Routes Dynamic Routing

Network Properties

Encryption Mode is: aes128
Encryption Rekey is: Enabled

Site Properties
WAN to WAN forwarding is: Enabled

Device Model: cbvpx
Sub-Modal: BASE

Device Edition: SE

Site Role: client

Bandwidth Tier (Mbps): 20
Gateway ARP Timer (ms): 1000
Primary Device Serial Number:

Max dynamic virtual paths configured is: 4

WAN Links
Broadband-ACT-1

O

BN MEETEEERNNREE, EEEEIMEONEKEFAES, BENE BEE > E8KE > EN.
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LAM-1

WAMN-1

WAN-2

WAN $&#%

ETFCEEE WAN S#ZNEERAEE, BSME EKE > E5EE > WAN iz,

mternel-ATT-2
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B8R

ETECEN IP RENBHES, FSME EE > TELE > BH.

FRIBER LK

EEFAXRRENBEFRENREE, BSME R > 250E > VAEFKE,

View Configuration ®

Site Interfaces WAN Links Routes Application Routes Dynamic Routing

Routes for routing domain RD1:

Application Object Service Type Service Name Cost Eligibility Based on Gateway Eligibility Based on Tunnel
cutom_app_test Internet Breakout - 8 - -
Default_SIA_Connector_App Internet Breakout - 20 - -
Incomplete virtual protocol Internet Breakout - 21 - -
Distributed Computing Envir... Zscaler zscalerService 21 - Enabled
Advance Message Queuing P...  IPSec Tunnel ipsec2 21 - Enabled
Netware Core Protocol Cloud Direct Service - 45 - -
Malformed virtual protocol Secure Internet Access Servi...  citrixSIAService 45 - Enabled
custom1_IP Secure Internet Access Servi...  citrixSIAService 45 - Enabled
03650ptimize_InternetBrea... Internet Breakout - 50 - -
Citrix_Cloud_and_Gateway_... Internet Breakout - 50 - -

Routes for routing domain RD2 :
Application Object Service Type Service Name Cost Eligibility Based on Gateway Eligibility Based on Tunnel

app23 IPSec Tunnel ipsecl 3 - Enabled

ENZSER

£8%E OSPF. BGP. SATRERMSHFERLENHE, FSME RE > EELE > shSRH,.
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Site Interfaces WAN Links Routes Application Routes Dynamic Routing

OSPF Enabled

Export OSPF Route Type: type_5_as_external
Advertise Citrix SD-WAN Routes: Enabled
SDWAN Routes Tag Value: 22

Advertise BGP Routes: Enabled

BGP Routes Tag Value: 34

Protocol Preference: 150

Router ID Settings:

Routing Do... Area ID Is Stub Area Virtual Inte... Source IP Authentica... Cost Network Ty... Hello Interv... Dead Interv... Dead Interval
Default_Ro... 23 Disabled VIF-1-Bridg... None 10 Auto 10 40 40
BGP Enabled

Local Autonomous System: 1

Advertise Citrix SD-WAN Routes: Enabled
Advertise OSPF Routes: Enabled
Protocol Preference: 100

Router ID Settings:

RMEEFERIR

November 16, 2020

L Citrix AEIHEHERD, BERRHEF(ER. ERRSREFEENFRE SD-WAN FFRHSEHE.,

Provider Dashboard

2 0 2 0

oo
Total Customers Critical Warning Inactive Normal oo il
customer2 INACTIVE eoe customerl INACTIVE
Total Sites Critical Warning Inactive Normal Total Sites Critical Warning Inactive Normal

RMTEMEFH SD-WAN MEHAEBEERIBIEITIRTRR, HRET —MEBEURNTREETEFIFHARE
Bo (URIRTEHMGAEMTIRAE FIRT A,

BFEF AN BRDITER:

 PE (48): —PMEHE N UEREXRT

« BE (B8): FAERBRXHE, B —1THENEER.
« B (B8): FrAlRBRXE, ARRETEE R,

o ABER (k). EREENS, BHKHZE.
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BRI EATEER T ETREMIIXENETF,

B [WEIEHIEmiR

July 10, 2024

Mg T HIE R HALRE SD-WAN REHEITIRRMFIE LR ERE RN SHE, (ERIRFTHERETMENERBER.
BEENRERENESEITNE, REEBTERAEY, HRENZN2BNE,

NEMRCETNENUATAE, HRBE—FMERTLUANTBEZFAEE.

o PEER: NELBHNTESITRAER (WRAB) BT

o IERIETTAE: 3§ SD-WAN BB ML IR HR T IE BT T8 SYIRREMER HE T IE BT e
THATEEER

- EAEE: ANNAREF (BTRE) AR (BTFFENAR).

o MEME: NEPFRAERIAREERT, THEAENTRAEFSTTAH,

EHIERYIH T MERIE RS, ERBE RN EERSWT R TT RS, EEERSHEE, RIBUTRESXS
EHILS:

o X -FrE XEKE MR Z T XEIRSHYIE <o

o B -EOE-FEMBRRELTRARSHER.

o IEE -MiRBIFrE PR EMXEKEIR R E R R,
o ABER-ATF REBEMIFERSHIIE R

o KA -UERRSHRA.

BERTERBUERBREHEE S AR TEAEE. BEATUER R ERIBER ST, At BEER. BS. ¥
BEMFIISEHRERURNIFAES,
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Network Dashboard

Relative Time Interval Last1Hour
(¥ ALERTS Sea All (© UPTIME e Detail = TOP APPS See Al © TOP SITES See All
79 Overlay Underlay Unknown SantaClara Boston Kansas
Critical 80.0% 75.0% oKe 0.21% 016 % 2%
5 1 3 0 0 :
TOTAL SITES CRITICAL  WARNING  NORMAL  INACTIVE  UNKNOWN
VASHINGTON DAKOT Aiaban G
i ra
Map  Satellite [ S Clustering OFF (@— I
roruang Ottawa
o "
Mlnn%annhs Montreal
OUTH
KOTA VERMONT
Toronto
DA 3
MINC "
4 ETTS
Chlc;ago $
N RASKA cT
Salt Lake City PENNEYLVANIA Mew:Yorkd
o N VANIA A
ILLINOIS NDIANA '-‘o'( Philadelphia
. o
United States Indiariapolis Columbus MARVLAND, "
Sacramento TAH S loRibo St. Louis. @ DE
Ll S Washington
San FrD co
KENTUCKY
San Jose
CA Las Vegas Nashville
2 2 NORTH
Albuguerque LG L o CAROLINA
? | it ARKANSAS Charlotte
pasYoeies Gulbdn; L NEW MEXICO Atlanta SOUTH
: o MISSISSIPP! = CAROLINA
San Ignego Phoenix Dayfas ALABAMA
GEORGIA v
o L]
Tucson o TER
_____ Ciudad Judrez =
IFORNI e h Austin NOTSTATe Jacksgr\wlle
SONORA 3" Houst
p San Antonio uug o +
CHIHUAHUA o
Orlando
2 —
oTampa
@& I LORIDA
oogle Keyboard shortcuts ~ Map data €2021 Google, INEGI  Terms of Use

ZERE T 2HRMBHEENE, ZARNAERIRERUEEHEFME ERLHR, SMIRNEEaRRTHEY
AIEY R ERR 5o
UT SN AR EREEN B IRbIATAE
 PE (A8): EVE-F5ERXBNEN ENRE AT RXERD.
(Be): EVE—XKERRBELTF DOWN KRS, BFIESMEIMEEYA UP,

o B (28). FASMEMNBRENXEKHNKERREBZESHR UP,
o BEH (RB): BWREERRE, HAHBE.

o EEL
EN=]

RETAEEEMER LN, REF—ERETUHRNXBFAES, fNERAe. REWS, HEE. SMILEXE
EMRRERT REREZFERRELSHERE, JIRIE A MERRMERFAGEE, CEARBFHRE,

S
Clustering ON Ihagrl isiz S B R B AM B DI R A — B, REMETIR. Clustering ON BRSS 1R k=Y
SERLE, BB T IRl SRR H AT,

SINT “HE&E MEXREESEENIR. SERTNERE, FRWERXHARELN, XBIMERMERE.
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Map Satellite

Mome Cristi
Cap-!—éaitien B Pueno Plata
m 1] Sosta Cabrera
LS abon Los
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3
Parque Las Teovrenas Las Goa\eras
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Armando EJ Samana
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2 San Juan de Dommlcanﬂ @ ol
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o
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TRNBT BTFRENEMABAZRRTERE TR

a¥LEs WA
. SHPHFIABRIINES, X

Clustering ON —' o
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Pueblo Arecibo 5
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o

Cabo Rojoe Yauc c
=

ERESNERBEFE
REPAERE, XEKHIAREREAN UP

SETHNFAALRINER, XERESTEREVE—

FRRABROTFXARS, EFFEEMREZEHL TR

=
. SRPHFIABRIINTE, X
FEPAEZE DOWN

ZERESRENERIR
SHALEMIFIBERNAS

ERESTERELE—

TR A LB R AT R EE RS L RIIEML A H, mEERIESEIRUEHE OO L IES TN,

MRBFZER, ERRARZERATTHMEE, MIUUEI— P ETEHERENINERE, FkEmaByERE

—%, gE “XH (X)” ZAMETRAETE.
HE, BALE FIRAE FEENEHE,
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Network Dashboard E Relative Time | Interval: Last1Hour ‘ Site Group: All v
8 ALERTS See All © UPTIME See Details = TOP APPS See All © TOP SITES See All
79 Overlay Underlay Unknown SantaClara Boston Kansas
Critical 80.0% 75.0% 0KB 021% 016 % 012%

1 1 3 0 0 a = E

TOTAL SITES CRITICAL 'WARNING NORMAL INACTIVE UNKNOWN

Export as CSV | Export as PDE

Site Name Role Overlay Model o] Serial No

Status Tier
myLTE Branch CRITICAL 210-SE 20 PRIMARY | ACTIVE | ONLINE D et
SantaClara MCN WARNING VPX-SE 50 PRIMARY | ACTIVE | ONLINE O waram 4
Boston Branch NORMAL VPX-SE 50 PRIMARY | ACTIVE | ONLINE D) o oo
Kansas Branch NORMAL VPX-SE 20 PRIMARY | ACTIVE | ONLINE D scmram e
Dallas Branch NORMAL VPX-SE 20 PRIMARY | ACTIVE | ONLINE - venme W)

Showing 1-5 of 5 items Pagel of1 4 >

Page Size: E

o BEEMERBENIEEDN KEFRE bR, BHEHNEREETIIERE.
o BRAEMESBBAEMGR, FHEHEN MR
AR

Citrix SD-WAN &N E#AR A RN R, TBEES MR ERST S (MCN) ZiEE —FEMRERE,
HIREREEAMIM I RIS EPERE, IR EFERBITIERE WAN $/BESET—EMAMA. Hit,
BIMENREHESSTIARER.

HAFPBERRAGEE “EMRE W HARRE XTANELN, AUERX—Ro

{RETLLE Pegman HEEIME HITH# S,

-
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ERIKERIE

Citrix SD-WAN Orchestrator fR3#R & 7 IR EIREN T A BN A F REN T SRR 2 B LW RLEE L.

NREIL A B AR AP REN T AREMNFRES51%%&7E Citrix SD-WAN Orchestrator BRSS #1548 E M HAIEI R 14189
FERBMFRERLE, WRNENEKRRLEZEREXALERNERN. AXMBERT, FHEREERERENTEE

B,
BF “BFEEZ” URBEAERSNESNTSREFLERE L

lx Identified platform model mismatch for some sites. YView morng

Metwork Dashboard H Pralativn T

* ALERTS UPTIME Gee Detals = TOP APPS Eoe TOP SITES
5 Mo Statstics Available Linknawn witai20 witalZi
oxn am oo .
TOTAL SITES CRITICAL WL NG NOAMAL AL TRV [Eoti ] ﬂ -

FAFLEFA EREMERZT. KERSHTFEESMFESUNKARRENFTAESNFESEHFRES.

Platform Mismatch Details

sitel20 CBVPX CBND
I AT IR
October 21,2022
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U AR EAR A T ISR TIOR A EFEE S,
YERRCE T MIGHILI T AE, HMETRNTBESHATTHIRR.
o MEER: Wi EEHNTEETIRRER WIRE) HETRE.
o IEEIB{TAE: H1TLEER SD-WAN ESE MR RENTIIERETHES 5 AXEREREZ

o ERBE. BTRESMIGXENAIBREFINBEFES
o WREFAER D WAN EENSIE R RIKANSE

Site Dashboard

Relative Time Interval: Last 1 Hour
£ ALERTS See All © UPTIME See Details TOP APPS See All 58 TOP APP CATEGORIES See All
30 No Statistics Available Unknown None
Critical OKB oKkB

WAN DEVICES

i ; 1 0 0 1
i“o Virtual Path Connections ‘ ® crital “ Warning H Norrbl ‘

VPX_BRANCH_MAA

1-10f1
VPX_MCN_BLR

R

0

B “BEREN N TEFAGER IEEEFRANAITER.

SR XEPFTEEMEMBRERYEREANHBRIEBET, URREMNERNZITKL
SR OA R ERIEIMRFERE, UEFHERANEITIRREIRNES,
BT MR R ERIEN BRI AR

o PE (A8). EMBREEXE,

& (Be): ENBEERH, BEELE—THRAREATFXERS.
B (#8). EMBENMERRREHER.

[

Frl

fRERIEHT

ERFMEEMBREERNETIMERMEXTAM. TR, &KX HutMEHENER B, XERTBIEER NS
M| EREEENAEENE SN, AR RIEER B RHTEE, UEBEHTHRIEHPRI RIESE/ )\
e,
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Health Metrics:  VPX_BRANCH_MAA-VPX_MCN_BLR

®) Download : VPX_MCN_BLR->VPX_BRANCH_MAA Upload: VPX_BRANCH_MAA -> VPX_MCN_BLR
@ Up O Partially Up @ Down @ Unknown

3:4t|3pm 3:5]pm 3:5§pm 4:0}pm 4:O§pm 4:11‘pm 4:1§pm 4:2]pm 4:2§pm 4:3]pm 4:3(‘5pm 4:4]pm 4:46prp

(&l Availability

(Up / Down)
2 3
(6 | atency 2254
(Milliseconds) 1.5+
0.75+
ol

(0 Loss

(Percent %) s S

el i 41
S Jitter 2.25-
(Milliseconds) 1.54
0.754
ol
(& Th hput N
roughpu 0754
(Mbps) 0.54
0.254
ol

ERAIH—ZRANRARE DEITIRRIER, LIAGHERERHNENEMBENEREMR SRR ZLLRIE, XEHET#
AREIEKER—,

Throughput (Mbps)

] 418pm 4:23pm 4:28pm 4:33pm 4:38pm 4:43pm 4:48pm 4:53pm 4:58pm 5:03pm 5:08pm 5:13pm  5:18pm

VPX_MCN_BLR- o075
VPX_BRANCH_MAA g

0.54
0.25+
ol
VPX_MCN_BLR-Broadband-ACT- M
1:VPX_BRANCH_MAA-Broadband- 075-|
ACTA 05
0.25-
ol

RE

GRE7 ENRERSHRILE. ROMBEEERXFAES. BUAIUERRRE. EEREREN THIRE
A&,

BE BOURKEANBMUETRS. CPUMEBERNEE,
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WAN DEVICES

Device Info

Orchestrator Uptime Short Name Device Model Device Edition Serial No. Bandwidth Management IP Actions
Connectivity

Yes 1 month 22 days 54 minutes Primary 210 SE 20 Mbps 10.217.110.33 <o O

Interfaces ( Primary )

STATUS Interface Port Bytes Sent Bytes Received Errors

M Down ”n 117056 0 0

M Down 1/2 117056 0 0

Hup LTE-1 2595352 7122 0
Temperature

Device Name : Primary

Serial No:
Name Temperature (C)
System 58
cpu0 58
sda 30 kv
sdb 76 kv

ThEgE “RBE (C)” MFNEREGHUEREREERER.

Temperature

10:00 10:05 10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55

100

80

Disk Temp g5

©

40

20

0

=
R R

October 21,2022

RMUBHEZETNHETRERRINBESEMNRERE, KM UREHITHRERR.
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t

%R

¢

Hit B SHERIRHEHRITRRERIR(E. IEINER, SME) EHE > BZEE, BF “REDRERE. §xAE
T,
RHEFITASHEERUTESR:

o BRE: RIBXRBFRRFITER.

o EED: B ET U T RETIRERBITHEITETER:

- AR
- Ihee

- BYEEE
o SHA CSV: BHIGATE, HitEEXEESFHE CSV X+,
o HIHEE: EE B JLELMNBERUEME “FiHER" #9. FMORHUTER:

B R API B HTTP iK%,

- K& APIERILER,

- fag: @I APl RIERIERIES.

- MARZ: APIiERKRIMBSAIEIRIAON, ILFERINTE APl IERKMET R,
- Wik EREE AP HTTP Rt

R IP: EREZINEER RS IP ik, HFRETE “GZAE NEM “FitER" HEL.

Audit Info

Method POST

Status Failure { 404 )

Payload
{"type" "hitps:/ferrors-api.clouwd.com/common/notFound”, "detail”; "Multi-MCN not found”,

Response "parameters”™ [{"name"; "id", "value". "22afd958-617c-4295-8d56-88cdc 73316137, {"name™
"entityType”, "value™ "Msp"H}

URL policyivl/msp/22afd258-617c-4295-8d56-980de 7331613/ domainName

Source P

o« BEREMONE: WABRT, LETLTEARSES. BAG, APUEERMIBREXEERE “HitHEE" 2o+,
BX APIWESEE, 1585 Citrix SD-WAN Orchestrator 89 AP| 57,
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Provider Troubleshooting: Audit Logs

@ Base Msp Create Customers
@ Base Msp Create Customers
PR 4% 5 X
October 21,2022

FERUUEEMEMKZIRENEE, MMRIIRESE R

t

A=Y

¢

Hit BEHRAAAETFP WS LRITHRENIRE. REMER
SD-WAN #EHBRE1Z B E TTH.

SD-WAN #fEHbREZ B S NE 2R U TER:

o BRE: RIBXBFRRFITER.

o JREET B ET N RAEITRERIZTHITESER:
- AR
- Ihee
- s

- BESERE

September 30, 2021 3:51..

May 26, 2021 11:30 PM

Page 1 of1

QO

Export as CSV

S#n%l SD-WAN #[EHif% > HiZAE, BF

o SN CSV: BEHIbEmeY, HitESFERSHE CSV X4,

o HIHER: ®E RF I LENERUSME “SHiHER" B9, FEEHUTER:

FiE: AR API B HTTP i8R A%,

- f7a#: BT APl KIEXHIERIEX,

WS APLIERRIER, 8 APIERKNE, BB THIRME,

- MARZ: APIiERKRMBSEIEIRIAN, ILFERINTE AP IERKMET R,

- Wak: 20 APIB HTTP RMiit,
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Audit Info

Method PUT

Status Success (200 )
{"gre": [["greService": {"mtu™; 1500, "checksum”; false, "serviceName". "GRELan",
"serviceType™ "lan”, "firewallZone™ ™, "routingDomain™ "Default_RoutingDomain”,

Pavload “keepalivePeriod™ 10, "keepaliveRetries™ 3}, "greSiteBindings™ [I}, {"greService™ {"mtu”:

& 1500, "checksum™ false, "serviceName": "GREIMtranet”, "serviceType™: "intranet”,

“firewallZone™ ™", "routingDomain”; "Default_RoutingDomain”, "keepalivePeriod™: 10,
“keepaliveRetries™ 3}, "greSiteBindings™: [IH}

URL fpolicyivilicustomer/3102886d-26ab-48cd-ae22-e2126dbcb 341 /configfgre

o RIP: EEZIAERIRSARY IP sk, WFERERE “BZAS EM “HitHEE” HEL.

« ENARE: EHOETESAF RENMEHITHAEESNES. BR “CROHE HRHEUEE “HitE
B BahEN.

Source IP
1 gre: [
z {
3 greservice: {
4 mtu: 1588,
5 checksum: false,
B serviceName: c
7 serviceType: s
] firewallZone: B
What Changed
] routingbDomain: 3
18 keepalivePeriod: 18,

11 keepaliveRretries:

13 gresiteBindings: [

« BREMOEH: RIANERT, WETATERARS. BEG, APLUEEMBEREXEERE “Hitz8” BoH.
BxX API EZER, iE&7 Citrix SD-WAN Orchestrator 89 API 553,
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Audit Logs @

Export 85 CSV

T Source [P
@ GRE Update Cenfig Gre October 6, 20211215 AM o
@ GRE Update Config Gre October 6, 20211215 AM ®
@ Base Security Update Config Ipsec Tunnels October B, 20211214 AM @
Update Siteapi testB October 5, 2021 257 AM G
Update Config Site testB Wan Link Provisioning Settings October 5, 2021 257 AM ®
Update Config Site testB Wan Links October 5, 2021 2:57 AM 0]
Create Config Site testB Lag Groups October 5, 2021 257 AM o)
Update Config Site test8 Interface Groups October 5, 2021 257 AM ®
Update Config Site testB Ha October 5, 2021 257 AM @
Update Config Site testB Wifi Settings October 5, 2021 257 AM G
Update Config Site DC_MCN Ha September 30, 2021 11:53 PM o

®’EBE

ERAUEERETERNRERT.

TRAILUERRERIRE RS, THAELENSEREERRE,

& Download (0 Bytes / 1 GB)

initlog 3"
SOWAN_ filetrarferlog 166 M8
SOWAN_ip_learned log ¥ B

SDWAN_snmp_polliog

SDWAN_config_update old log

SDWAN_snmp_pollokdiog

SOWAN_dynamic_virtual_path.old.log

SDWAN_management log Sime
SDWAN_filetransiercldlog 91 M8
SOWAN_common ol log 181 M

SOIWAN_dynarmic_virtual_pathlog

SDWAN_igmp_peosy old log

SDWAN_security.oldlog

dynamic_routinglog

I ER SRR

October 21, 2022

RERE

AEXNTFARREERER, R EERRAUEERMLRNEIRE LHRNAAE BENTIR. Sha I THAELH#T
iﬁ_ﬁgﬁiﬁo
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& Download (0 Bytes / 1 GB)

Name Last Modified

ps.1.log February 25, 2020 10:12 AM 24.52 MB
init.log February 25, 2020 10:12 AM 2.65 MB
SDWAN_filetransfer.log February 25, 2020 10:12 AM 1.08 MB
SDWAN_ip_learned.log February 25, 2020 10:12 AM 1.08 MB
SDWAN_snmp_poll.log February 25, 2020 10:12 AM 1.07 MB
SDWAN_config_update.old.log February 25, 2020 10:12 AM 1.91 MB
SDWAN_snmp_poll.old.log February 25, 2020 10:12 AM 1.91 MB
SDWAN_dynamic_virtual_path.old.log February 25, 2020 10:12 AM 7.63 MB
SDWAN_management.log February 25, 2020 10:12 AM 32.42 KB
launch_proc.log February 25, 2020 10:12 AM 38.02 KB
SDWAN_filetransfer.old.log February 25, 2020 10:12 AM 1.91 MB
SDWAN_common.old.log February 25, 2020 10:12 AM 3.81 MB
SDWAN_dynamic_virtual_path.log February 25, 2020 10:12 AM 1.07 MB

BRERAZSE

Show Tech Support (STS) B4 EEEEBMENRLAREE, FNARABE. SkAE. BHAERS, STS R4EH
Fx¢ SD-WAN i@ &R E# T ERRR. SR, T# STS 4, AR5 Citrix IR/RARHEE,

NRTE HA BERATEELR, WAILLERENHEHGIEK TH STS SpEIHERIRE.

BRHIERIRECE STS &, BREMRERISME KEHR > STS e, ARRE HE.

Select Device
Active
Create New
Name Last Updated At File Size Status Action
bangalore_mcn-8dcl56e.. August 12,2020 2:11 PM 16.04 MB Available For Download b W
new_test-8dc156e9-af52.. August 11, 2020 10:36 AM 16.34 MB Available For Download 2 ]

* STS is Available for Only 5 Days

fefit STS MABENRT. BMOAUFEF X, HEAUEEFE. HF. WIFSHIETE. SMPRAATKEN
32 1NFH. BRRHENSMABIERZIMHTIR. A THEXGIHNE—E (HEaE) HEBM STSE (F715) $iR
AiRE, ZRSSER— 2R, URKEMBN, WELIZENBRIEMRRTT.

AEYEELTHEVRSHEIEE LYHan&E STS #IZIE1TH, EABEERIN STS, BMERELTFRIRE, Ethaid
M Citrix SD-WAN Orchestrator RS T 228 A/ STS.
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Create Diagnostic Information Dump
Create a diagnostic dump.

If the filename is left blank, one will be auto-generated.
Filename

sts-bundle-1

EEAAERE, STS IRAFUTREZ—:

STS K& WA

BiEK EKETRY STS P8, ZIERFE/LD A ERF R IR,
WERE, ERILUEREUHE STS ez,

EEEE BUER STS G ER LEERIRARSS, HEEREEIATEE
BARD. R&E 5 WEH—R. EIERUE STS EfFdiz,

e STS BizfEeIE LI RPRK, ErTLUMFRKME
STS ##1E8% B,

AIHTRE STS MBI A] LE 22 M. IR AT EEimifk
STS BR4a,

FirE ERDH STS #izfE, KEFITHHEREMER. M, BiFEKR (KEAEXH).
STS HBBMBEIERRE 7 X, ZE=EmMR.

REEIRS

October 21, 2022
B BiRE REBEENFEERLEMNER. FREBNEEFNA LI,
7% Citrix SD-WAN Orchestrator [RSBSIREBEASINEFA REF, SR KRS,

RUBAIUEERB S MEPEMBFIEEHNER.
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RE MBEETETEFRNE. P, RERYE

@ Dashboard
Ll Reports v
Alerts
Usage
Inventory
£ Configuration >
45 Troubleshooting >
& Administration >

summary

Provider Report : Alerts

Details

TR LIE “FAER" TEETEM. BRI

Provider Report : Alerts

Summary

@ Delete Alerts

Severity

B Low

B Low

B Low

Medium
B Low
B Low
Medium

B Low

B Low

B High

Details

Customer Name

Abycare
Hospitals

Abycare
Hospitals

Abycare
Hospitals

Abycare
Hospitals

Abycare
Hospitals

Abycare

Hospitals
Abycare

Hospitals
ycare

Hospitals
Abycare

Hospitals
ycare

Hospitals

Abycare
Hospitals

Abycare
Hospitals

Site

San Francisco

San Francisco

Madrid

Madrid

San Francisco

San Francisco
Madrid
London
London

London

San Francisco

San Francisco

Source

APPLIANCE

APPLIANCE

APPLIANCE

APPLIANCE

APPLIANCE

APPLIANCE
APPLIANCE
APPLIANCE
APPLIANCE

APPLIANCE

APPLIANCE

APPLIANCE

Page Size

ERHE. HEMEM ER.

Message

Virtual Path San_Francisco-Madrid Path Madrid-DSL-ono-1-
>San_Francisco-Broadband-AMIS-2 state has changed from BAD
to GOOD .

The state of Virtual Path San_Francisco-Madrid has changed from
BAD to GOOD

Virtual Path San_Francisco-Madrid Path Madrid-DSL-ono-1-
>8an_Francisco-Broadband-AMIS-2 state has changed from BAD
to GOOD because notified by peer.

Virtual Path San_Francisco-Madrid Path Madrid-DSL-ono-1-
>San_Francisco-Broadband-AMIS-2 state has changed from
GOOD to BAD because notified by peer.

Virtual Path San_Francisco-Madrid Path Madrid-DSL-ono-1-
>San_Francisco-Broadband-AMIS-2 state has changed from
GOOD to BAD because silence time exceeds threshold.

The state of Virtual Path San_Francisco-Madrid has changed from
GOOD to BAD

WAN Link Madrid-DSL-ono-1 is now up.

Ethernet link on device 2 changed from ETH_LINK_DOWN to
ETH_LINK_UP.

The Citrix SD-WAN service has restarted.

Ethernet link on device 1 changed from ETH_LINK_DOWN to
ETH_LINK_UP.

Virtual Path San_Francisco-Madrid Path Madrid-DSL-ono-1-
>San_Francisco-Broadband-AMIS-2 state has changed from
DEAD to BAD because packet loss exceeds threshold.

The Virtual Path San_Francisco-Madrid is no longer DEAD

AREFECAAENRIEED, fli: ESRMEEFNETEMER, LEEETFHNERS.

1R R] LUE R MIPRE R,

fERER

Page1of1

Time

Jun 21st 2020, 5:40 am

Jun 21st 2020, 5:40 am

Jun 21st 2020, 5:40 am

Jun 21st 2020, 5:40 am

Jun 21st 2020, 5:40 am

Jun 21st 2020, 5:40 am

Jun 19th 2020, 12:29 pm
Jun 19th 2020, 12:29 pm
Jun 19th 2020, 12:29 pm

Jun 19th 2020, 12:29 pm

Jun 19th 2020, 12:29 pm

Jun 19th 2020, 12:29 pm

REBITLUEEEZANEAES, fliANNARER. ANBREFRES. NAEFHEM AR,
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AN BE N BERF 25

ANNBER M AN NBEFES BRET T ERERRRER ZEANNBREFMINBERF R, XATEST

HIEHFERT, HECERASEMIEENRSEHERS,

Provider Report : Usage

Relative Time

Application Usage Network Usage

Report Type Apps

Top Apps All

Top Applications

Y

I microsoft (36%) lync_online (27%) mm windowslive (27%) ml windows_update (9%) Unknown (0%)

Top Applications

No Applications Total Data Upload Data Download Data Total Bandwidth Upload Bandwidth
1 microsoft 36.25 KB 11.75 KB 245 KB 0.08 Kbps 0.03 Kbps

2 lync_online 32.72 KB 8.96 KB 23.76 KB 0.73 Kbps 0.2 Kbps

3 windowslive 26.11 KB 6.57 KB 19.54 KB 3.48 Kbps 0.88 Kbps

4 windows_update 7.28 KB 1.75 KB 5.53 KB 0.32 Kbps 0.08 Kbps

5 Unknown 0KB 0KB 0 KB 0 Kbps 0 Kbps

Page Size: 25

Interval: Last 1 Hour

Download Bandwidth
0.05 Kbps
0.53 Kbps
2.61 Kbps
0.25 Kbps

0 Kbps

Page 1 of 1
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Provider Report : Usage

Application Usage

Network Usage

Report Type App Categories
Top App Categories All
I Web (91%) Application Service (9%) M None (0%)

Top Application Categories

No Application Category Total Data

1 None 0KB

2 Application Service 8.62 KB

3 Web 102.37 KB

Upload Data

0KB

2.54 KB

29.04 KB

Top Application Categories

Download Data

0KB

6.07 KB

73.33 KB

Total Bandwidth

Relative Time

Upload Bandwidth

Interval:

Last 1 Hour

Download Bandwidth

BAILEETRERBRAITE
K5 LUK BT gIHR S,

Provider Report : Usage

application Usage  Network Usage
Top Bandwid
21 |
!
J|
N
M
. [
F u |
L ||
|
|
|
|
I
A a |
/ A -
» s/ ” ~ A ~ i ~, A A ~,
[NV NENET T N VA SV e e e Vo N
gom 1pm 2dpm 1pm dpm 203p 213pm

o IRERE: MFIRFERE
- NBRF[NABEFEL:
o fEtR: MBIRAEFHE

Page Size:

0 Kbps 0 Kbps 0 Kbps

1.15 Kbps 0.34 Kbps 0.81 Kbps

0.2 Kbps 0.06 Kbps 0.14 Kbps
25 Page 1 of 1

Bo TEFmIZERTE) B FREAKERELITES.

AN BEF SN RIERF 2.
MFIRAPER AN BIERF R,
BT (BIADEEE. AR %),

ERILURE IREXLE. NBEFINBER

Relative Time el

Last 1 Hour
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ML EFRER

MEERABRERER T HREAERENFAEE MG 10 MbS, B LURFIAE (%) #iEE (MB) EHihS.

Appiication Usage  Network Usage

Utilization Level Across Sites

C—
Noof sites 5i5 /s 5

AR

REBITUEEMERANENREFR. BEREEEFREIFANE,
EEREMERHT EFFAHER, BT EFAMEPEANSMERSNESMEENRENRE,

Provider Report : Inventory

Summary  Detalls

22 (3565%)

W Device Models

AILMRIERERAGENIRELD, flil: EXETRETFNFARE, IEBREREESHFIAIRES

EFEFANERHTFEERBNREUREEEERHABENRENTIR. N ERFF” THIIX PERER, &
ALUBERUEREAM. REAR. REES. REFVIS. HARGIREERE IP ik,
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Provider Report : Inventory

Summary Details

Select Customer : Abycare Hospitals
Site Name Device Role
San Francisco MCN

San Francisco MCN
Madrid Branch
Belgium Branch
London Branch
NewYork Branch

B MRS

October 21, 2022

Device Model

CBVPX

CBVPX

CBVPX

CBVPX

CBVPX

CBVPX

Q PLOYED UNDEPLOYED

Serial Number Current Software Management IP
4ffa8122-3baa-5d43-315... 11.2.0.88.861012 10.106.112.17
691852ab-fcc0-3d18-b4... 11.2.0.88.861012 10.106.112.72
4343796¢-53f6-4ce2-631... 11.2.0.88.861012 10.106.112.71
e5a3bc15-e874-4803-db... 10.2.6.1012.846463 10.106.112.18
3fc0e3c3-1a16-7356-710... 11.2.0.88.861012 10.106.112.70
c460fa20-aee7-0b54-4cc... 11.2.0.88.861012 10.106.112.23
Page Size: 25 Page 1 of 1

ERIRERETNER MEFAEERLSHNNEER. £RES. FE. RE. SHHMBAERSHA LI,

BEFAIUEEZMERE R E RO E EAHMNERIFAR S,

CEECEN. EREER

Network Reports: Alerts

Delete Alerts

ity Site

@ High Boston
@ High Boston
® Low Kansas
& Low SantaClara
@ High SantaClara
@ High SantaClara
& Low SantaClara
@ High mylLTE
@ High Kansas
@ Low Boston
® Low Boston
® rHizn Dallas
@ Low myLTE
@ High Dallas

AILRIEREEARS
St Ay LUEEREMBRR

&
a

orchestrator
orchestrator

orchestrator

orchestrator

orchestrator
orchestrator
orchestrator
orchestrator
orchestrator
orchestrator

orchestrator

BYTHIEEI

o

-

Connectivi

Connectivi...

Connectivi

Connectivi

Connectivi..

Connectivi...

Connectivi

Connectivi...
Connectivi...
Connectivi...
Connectivi...

Connectivi...

Connectivi

Connectivi

connectio.

connectio.
connectio.
connectio.
connectio.
connectio.
connectio.
connectio.
connectio.
connectio.
connectio.
connectio.
connectio.

connectio.

ERES. HEMEMFRES.

Site: Boston with o serial number: 63BEBF3C-FOFD-B380-F913-E9E0A2A94F33 lost Orchestrator

Site: Boston with d

Site: Kansas with device serial number: ACTSF331-7094-52F8-727F-

EBB04A4B5F5 is now online and
Site: SantaClara with device serial number: 1C64F43E-E4DC-BE48-34C9-DD524FE23121 is now online

Site: SantaClara with device serial number: 1064F43E-E4DC-BE48-34C2-DD524FE23121 lost Orchestra...

Site: SantaClara wi
Site: SantaClara with device serial number: 1C64F43E-E4DC-BE48-34C9-DD524FE23121 is now online
Site: myLTE with device serial number: JDZXXCX45] lost Orchestrator connectivity

Site: Kansas with device serial number: ACTSF331.7094-52F8-727F-

BBO04A4B5FS lost Orchestrator

Site: Boston with dev erial number: 63BEBF3C-FOFD-B2B0-F913-E9E0A2A94F 33 is now online and

Site: Boston with device serial number: 63BEBF3C-FOFD-B8B0-F913-E9E0A2AS4F33 is now online and

Site: Dallas with device serial number. 4E945004-DE3D-6CD3-F33B-375CEBEGBGFA lost Orchestrator ...

Site: myLTE with device serial number: JDZXXCX45] is now online and connected to Orchestrator

Site: Dallas with device serial number: 4E345004-DE3D-6CD8-F33B-375CEBEGBEFA lost Orchestrator

erial number: 63BEBF3C-FOFD-B8B0-F913-E9E0A2AS4F33 lost Orchestrator ..

device serial number: 1C64F43E-E4DC-BE48-34C9-DD524FE23121 lost Orchestra..

Export as CSV | Expx

Tima

Jul 23rd 2021, 10:54 pm
Jul 20th 2021,12:03 am
Jul 20th 20211206 am
Jul 20th 20211206 am
Jul 20th 2021.12:03 am
Jul 27th 2021, 257 pm
Jul 27th 2021, 257 pm
Jul 20th 2021,12:03 am
Jul 23rd 2021, 10:54 pm
Jul 23rd 2021, 1111 pm
Jul 20th 2021,12:06 am
Jul 23rd 2021.10:54 pm
Jul 23rd 2021, 10:56 pm
Jul 20th 2021.12:03 am

flan: EFRFBUESNFIAESTERER, IREURNFIBERES.
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fERER

BFRUEEENETAE MRmERES, FIANIRERR ** ANUAEFELR. CARFHREMNRT " ik

el

AN BERF N BERF 25

AN AER M AN NBEFES BRET T EMEMRPIZEANIENBREFMRIAREF R, XEL
U EARERFEN, FOMEFRNE—XBIEER D ECH ERE,

£
4

Network Reports : Usage

Relative Time Interval: Last 1 Hour Site Group:

Application Usage Network Usage

Report Type Apps

Top Apps All

Top Applications

\g

W microsoft (42%) windowslive (25%) W lync_online (17%) m® windows_marketplace (8%) windows_update (8%) m Others (0%)

Top Applications
No Applications Total Data Upload Data Download Data Total Bandwidth Upload Bandwidth Download Bandwidth
1 microsoft 51.54 KB 15.52 KB 36.02 KB 0.12 Kbps 0.03 Kbps 0.08 Kbps
2 windowslive 26.11 KB 6.57 KB 19.54 KB 3.48 Kbps 0.88 Kbps 2.61 Kbps
3 lync_online 23.81 KB 7.04KB 16.77 KB 0.79 Kbps 0.24 Kbps 0.56 Kbps
4 windows_marketpl... 8.62 KB 2.54 KB 6.07 KB 1.15 Kbps 0.34 Kbps 0.81 Kbps
5 windows_update 6.25 KB 1.21 KB 5.03 KB 0.83 Kbps 0.16 Kbps 0.67 Kbps
6 Unknown 0KB 0KB 0 KB 0 Kbps 0 Kbps 0 Kbps
Page Size: 25 Page 1 of 1
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Network Reports : Usage

Application Usage Network Usage

Report Type App Categories

Top App Categories All

I Web (88%) Application Service (13%) M None (0%)

Top Application Categories

No  Application Category Total Data
1 None 0 KB
2 Application Service 8.62 KB

3 Web 68.34 KB

NIRRT B

Upload Data
0KB
2.54 KB

21.99 KB

Relative Time Interval:

Top Application Categories

Download Data

0KB
6.07 KB

46.35 KB

Page Size:

Total Bandwidth

0 Kbps
1.15 Kbps

0.14 Kbps

25

Last 1 Hour

Upload Bandwidth
0 Kbps
0.34 Kbps

0.05 Kbps

Site Group:

Download Bandwidth

0 Kbps
0.81 Kbps

0.1 Kbps

Page 1 of 1

TR BB R AN AR EREERSIHER. EPMEREERAKREFRERITES. EHLUIRE IREXE.

R AR RN ARFER UK B HERITHR S,
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Network Reports : Usage Relative Time menat | Last 1 Hour saeGroup: | |

Al Sites

Default-Region

Application Usage Network Usage
Region-LS-WEST

p-Large Branch

Repart Type App Categarics Metric
Top App Categories Instant Messaging Total Data
13847
e
(u
= i ‘
& 700 | | | | ‘ |
350 | | | | | | |
H A 7 | | | |
A , | | [ |
[ A [ | ' $ | ¢ | A ¢ | oa A |
STV A A AN VA A A FAA T IA A A
od bd oo e e od bo b oo e ‘oo oo & oo’ ¢ oe wed we &

10:37am 10:42am 10:47am 10:52am 10:57am 11:02am 11:07am 11:12am 11:17am 11:22am 11:27am 11:32am 11:37am
- Total Data

o IREXE: MFIRAPER AN AR SN BRERF L.
o MARFINARFEG MNFIRPEERINARREFHES BIINMERS) .
o fEIR. MPIRAPEFRTEER (FIINESE8E. FAME 2F%).

ML fERESR
RIS ERER T BANERHEREAERRSHMIIMER, ERILURERX (%) stiE (MB) TR,

Network Reports : Top Sites by utization %) Relative Time interat  Last 1 Hour Site Group:

Lilization X} Utilization Level Acrass Sites

Capacty Utikestion

No of Sites

Top Sites

AVERAGE UTILIZATION (%)

MO SITE MAME

1 Berlin 017
2 Colombia 013
012

3 Miami
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e

ERAUEEMETREIERNEBRERTE. EAUEEEEEFHEFANE,
EEHENERMTEESHER, BRTEARNEPMEERERANSTRERSHESHLEMNSENHE,

Network Reports : Inventory

Sites:

Count

1{50.00%) 1 (50.00%)

AILMRIEREEAGENIRIEET, flil: ERBETRELRIFIEIRE, HABREREESHMERES.
FEFEFANERETREERBNREUNEREEHRBBNRENTIR. UNEF. MRET. REAR. ’REF
IS, HEREMIREERE P ik,

Network Reports : Inventory Ste Group:

Summary Details
Site Name Device Role Device Model Serial Number Current Software Management IP
San Francisco MCN CBVPX 4ffa8122-3baa-5d4... 11.2.0.88.861012 10.106.112.17
San Francisco MCN CBVPX 691852ab-fcc0-3d1... 11.2.0.88.861012 10.106.112.72
Madrid Branch CBVPX 4343796¢-53f6-4ce... 11.2.0.88.861012 10.106.112.71
Belgium Branch CBVPX e5a3bc15-e874-48... 10.2.6.1012.846463 10.106.112.18
London Branch CBVPX 3fc0e3c3-1a16-735... 11.2.0.88.861012 10.106.112.70
NewYork Branch CBVPX c460fa20-aee7-0b5... 11.2.0.88.861012 10.106.112.23
Page Size: 25 Page 1 of 1
HDX (U FRARF RS
A

BX HDX EERRMIBEENFAER, ESH HDX UERMIF S,
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B

il

WMERE IREAWERTAMMESR. WRMHHEEXNENESEENYEREBRZHTMNRR R, XEHTERSEE
BEERENTRENENEITER, TEBTHERR. X TFERMER, NETRERARZHNFAES.

Quality Lest1 Hour
Availability Loss Latency JNitter Customize Threshold Restore Default Threshold

Overlay (Virtual Paths across Network) Underlay (Member Paths across Network)

@ 12 Virtual Paths ® 42 Paths
=100 % Uptime =100 % Liptime
0-100% Uptima 0-100 % Uptima
@5 Virtual Paths ® 30 Paths
=0% Uptime =0% Uptime
Overlay Virtual Paths Underlay Member Paths

DCVPYX_HA dmzpodf_Clone_1_2.3

dmazpodt_Clone_1_2_3 DCVPX_HA

DCVPX_HA onlyliOwifi

DCVPX_HA Sai

DCVPX_HA chaitenyalft

DCVPX_HA CE210

DCVPX_HA CB2100site

DEVPX_HA sitel10ltewifi

DCVPX_HA WPXLdotix

sitet10ltewi DCVPX_HA

VPKLdot1x CE2100site

cB210 CE2100site

VPXLdot1x DCVEX_HA

cez210 DCVPX_HA

CB2100site WEXLdotix

CB2100site cB210

CB2100site DCVPX_HA

BERBFEERFANE.
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« Virtual Path Details

Download : onpremmen -= branchvpx

Virtual Path :

onpremmen-branchyvpx

@ Up @ Partially Up @ Down @ Unknown

Upload : branchvpx-= onpremmcn

Virtual Path :

branchvpx-onpremmen

4:5(|3pm 5:DEISpm 5:1El$pm 5:2(|3pm 5:36pm 5:58pn|1 4:5§pm 5:D§pm 5:1El$pm 5:2(|3pm 5:36pm 5:58pr||1
Member Paths : Member Paths :
onpremmcn-Broadband-act-1:branchvpx-Broadband-ATT-1 branchvpx-Broadband-ATT-T.onpremmen-Broadband-act-1
onpremmen-Broadband-act-1-branchvpx-Broadband-act-2 branchvpx-Broadband-act-2:onpremmen-Broadband-act-1
BRI T MBRESHEE X HE.
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Loss : Custom Thresholds

Greenill == 5 0 Loss
Citruz i@ - 10 U Loss
ellow == | 03

il

ARS3BR

R FE (QoS) BEREERE, LALLM LMIIEEEL. WRMNEH, BXESER, B2H REHE, UTRE
EREHRE (QOS) ImEMFM A A:

c BENE. BEOEMRTFRARENRE (L. XERX. #HEREURNEZNES N ILRITH) HTEERE.
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Network Reports : QOS

Relative Time Last 1 Hour
Traffic Type Bandwidth
Bandwidth Distribution (%)

Realtime Class. Bandwidth Utilization (%) Data Volume
HDX High 0% 0Kb

Realtime Low 0% 0 Kb
Medium 0% 0Kb
High 0Kb
Interactive Class Bandwidth Utilization (%) Data Volume
HDX High 0Kb
HDX Medium 0% oKb

Interactive HDX Low 0% 0kb
High 0% 0Kk

M Realtime mminteractive W8 Bulk m Control
Medium 0% 0Kb
Lo 0% L
Bulk Class Bandwidth Utilization (%) Data Volume
High 0% 0Ky
Bulk
Medium 0% 0Kb
Low 0% 0Kb
Control Class Bandwidth Utilization (%) Data Volume
Control

ControkClass 100% 3535 Mb

SERY: ATEREER. RHEE. AEsRER

BE), SNNARFIERMEHE, B

SRS RA TR, BEBEILT,

WERERFFEHE. BE,

-#-
E

L7

?H:E Fﬁ:_F_J LXQIL;\HL

RERX: BFRARIPFERERMEEPEFHEERNZELR

SKBY 7 AR A2 LR AT

UBB—EHR,

v-a—1
[9==0)

ILEo

EEFPIRSIRS Sz 8

RSB AT P IRHIFESHEA LR
BHNBEFRFDENREL, X

REXHERNEFEEST

RARRDERANTFI, IEEE FgE S,

- &=

. BT EHESRA. FEMERLITHE BRI SRS,

_\_

TIRE, BERTER

, BLFERRESERE (Fia 1P

W RARR SN
RERHE,

XATREX BRI,

RXERNABERF

.ﬂ/’fl:l SNy

o FAME: FATERE T 5SS MEMBZEXIE QoS KANHIHME. RE. ERANMEEFES,

Network Reports : QoS

Relative Time Interval:

Last 1 Hour

Site Group:

Site : All Traffic Type : All Select Priority : All
Site Virtual Path Traffic Type Priority Bandwidth Data Volume Drop (%) Drop Volume
Madrid Madrid-San_... Control ControlClass 28.74 KBps 12.93 MB 0% 0KB
NewYork NewYork-San... Control ControlClass 28.57 KBps 12.64 MB 0% 0KB
San_Francisco San_Francisc... Control ControlClass 0.05 KBps 21.59 KB 0% 0KB
San_Francisco San_Francisc... Control ControlClass 0.05 KBps 21.59 KB 0% 0KB
San_Francisco San_Francisc... Control ControlClass 12.86 KBps 5.79 MB 0% 0 KB
San_Francisco San_Francisc... Control ControlClass 12.69 KBps 5.71 MB 0% 0KB
Page Size: 25 Page 1 of 1

IR EF IR RARM, BPAURER MR ZENEMBEZEES QoS KiHER. BXEZER, BEH ihmik
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Ryt

WNFENER, BAIUEEUTHESHNERNSITHES:

o I

o EIERR
. BF

o WAN 5&i%
- O

o VIR

« GRE &@i&
« IPsec @&

SFItBIEUERE RS, XEERUREBRSERERNXRLH MR, £EEETREMNENKRBEENERES,
ERAINEEMK ERERNNAEFSITHEENER.

ERAILREFEEEHRBERHBEXT.

U
EERURAIHER, BEME RE > HELIHER > R EH.

MFITRPERIER B

Metwork Reports: Historical Statistics E Relztive Tima maryal Last 1 Hour

Sites Virtual Paths Paths. WAN Links Interfaces Classes GRE Tunnels IPSec Tunnels

Network Summary : Capacity Utilization Across Sites

B0.53% Utllization 0 % of Sites

=283% Utilzation: 0% of Sites

Kansss 96.35 Kbps 012% 48.16 Kbps 4819 Kbps 40 Mbps 40 Mbps 48.16 Kbps 0 Kbps

Dallas 3873 Kbps 005% 24.95 Kbps 1378 Kbps 40 Mbps 19.61 Mbps 24.95 Kbps 0 Kbps

TRILIEF U TER:

o BEREIR MmBM,
¢ SR MERECREERNETER. HE = ITHHE + LR + REHE + HHEF .
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o FIFZE:

REHAERTZ

EAILURF AR (%) EELSAITHER.

o HERAO: @ WAN iROMRAMRNTHRE,

o R BZ WAN iISONSA& EERE,

o ATAWRALO: DEAILSMFTE WAN SHERNRSH R,

o AFMHEREANA: ATAFEREEHER.

s BHHREAD: BFERESKH. AENERSITHE SIEHIEIBENTH R,

o EHEAO: BT NetScaler SD-WAN B2 & S0 BS K E BB  FAIERF HFEM TS Ba. LN AEFIIMAETER
ARE LEURTFMEER, ERHIBELLERNEIEE (H120 VolP. Skype for Business) %,

o BF[iTE: EILURIERERF ISR,

BEE EPRRE SIHER, BEEME RS > KIHER > PRI &I+,

Network Reports : Historical Statistics

Sites Virtual Paths

Select Site :

Virtual Path
Name

San_Francisco -
Belgium

San_Francisco -

London

London -
San_Francisco

San_Francisco -
Madrid

Madrid -
San_Francisco

NewYork -
San_Francisco

San_Francisco -

NewYork

Al

Uptime

0%

100 %

100%

100 %

100 %

Paths

2ms

2ms

2ms

Relative Time Interval: Last 1 Hour

WAN Links Interfaces Classes GRE Tunnels IPSec Tunnels

Network Summary : Uptime Across Virtual Paths

0% Uptime : 43 % of V.Paths ——_

0-100% Uptime : 0 % of V.Paths ~

® 100% Uptime @ 0-100% Uptime @ 0% Uptime

Latency 1653 Jitter Bandwidth Contro! Realtin:le
Upload Bandwidth Bandwidth
- - 3.12 Kbps -
- - | 1.04 Kbps -
- - 0 Kbps -
0% 2ms | 12.7 Kbps 12.7 Kbps 0 Kbps
0% 2ms 24.35 Kbps 24.35 Kbps 0 Kbps
0% 2ms 24.22 Kbps | 24.22 Kbps | 0 Kbps
0% 2ms | 12.61 Kbps | 12.61 Kbps | 0 Kbps

2ms

Site Group:

T 100% Uptime : 57 % of V.Paths

Interactive
Bandwidth

0 Kbps

0 Kbps

0 Kbps

0 Kbps

Pit(retit

Customize Columns

o

Expand/Collapse
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A AE BT

o EPERER: ENEKESR,

o JER: LEHREMIER (UZEFHRENM).

o B RRMEIESE DL,

o Hah KFIMNEIBEERNE N, UM RSB,

o WHEAO: FMENEERRMAD (REMEIEMN) HEERER.

o REIFR BT EREsRh. AENMERAITHE SNEFISEENH R,

o FLBITHEE:
MLBIER, RIS ELREIEE (FIg0 VoIP. Skype for Business) %,

 XE®HE: BT SD-WAN BBFREXKEMF AR HENTRE, WRNAEFRLLE
WiEEEL (30 XenDesktop. XenApp) MIEKXIZE,

. MEF
FKECKE (FIg0 FTP. &1%121F),

o BF[iE: EILURIERERF SIS IUE.

Bz

BEE BRE RIHER, FSME RS > SiHER > BE &0~

Network Reports : Historical Statistics

Relative Time Interval: Last 1 Hour Site Group:

Sites Virtual Paths Paths WAN Links Interfaces Classes GRE Tunnels IPSec Tunnels
Network Summary : Uptime Across Paths
I / 100% Uptime : 25 % of Paths
. 0-100% Uptime : 0 % of Paths
0% Uptime : 75 % of Paths /
® 100% Uptime 0-100% Uptime @ 0% Uptime
Select Site : All

Interactive
Bandwidth

Realtime
Bandwidth

. Control
Bandwidth . dwidth

Ffe LAY To WAN Link i Latency Loss Jitter

Link %

BF SD-WAN B SLit LN W AREFHAENT R, MRV BREFIMEETRAREE LEURT

TRTF PILBHER LA K

2. BT SD-WAN ECEF# B3 RNV AR HENTE, XENBEFRUSRAANTFH, AR

Customize Columns

1%

Expand/Collapse

NewYork-AOL- San_Francisco-

Broadband- 100 % 2ms 0% 2ms 15.14 Kbps 15.14 Kbps 0 Kbps 0 Kbps
1

AMIS-2
San_Francisco- | Belgium-
Broadband- Verizon_Comm- 0% 0ms 0% 0ms 1.04 Kbps 1.04 Kbps 0 Kbps 0 Kbps

AMIS-2 2

K

K
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A AE BT

« RB WAN i##2: R WAN %,

« = WAN ##%: Bir WAN §E#%,

o MR SERYRENIER (UZRNEM).

« BR: ERNMIEEE DL

o BEp WEIRNHRESERNTN, UEMN NS,

o HE: MERIEEXERNETE. B = W + SRHE + REHE + #HBFE.
o EHHER: BT ERESKAH. REMERAIHEENERNSREENHERE.

o LAY BT SD-WAN ECERSLRISERAENN AEF BHNHR. XV BREFIMRERAEE LEURT

MEIEIR, ERIIEELLELMEIEE (170 VolP, Skype for Business) %,
« XEFR: BT SD-WAN BB R E X XA N BIEF HENT . RN REFINMEEE
HIEEEL (50 XenDesktop. XenApp) MIEXZE,

TR PAHER LA Kz

o HtEHE: BT SD-WAN EEEFHEXFXENNBEFEENTE. XENAEFRUIRAATH, BF

SKESAE (I FTP. &HERME).
o BFFE: EAURERERFRITE IR,

WAN §5#2

EE%F WAN i £RINRIHER, 5SME iRE > 4itEE > WAN 5 %5+,

Network Reports : Historical Statistics

Relative Time Interval: Last 1 Hour Site Group:

Sites Virtual Paths Paths WAN Links Interfaces Classes GRE Tunnels IPSec Tunnels

Network Summary : Uptime Across WanLinks

_— 100% Uptime : 43 % of Links

0% Uptime : 57 % of Links —

"~ 0-100% Uptime : 0 % of Links

® 100% Uptime ) 0-100% Uptime @ 0% Uptime

Select Site : All

. . . Bulk Control Control Interactive Max
Site Name ‘,:v::]:'"k :pt'me 3:?:;’;'“‘ Bandwidth  Bandwidth Packets Bandwidth Bandwidth
Upload Upload Upload Upload Upload
NewYork Newyork- 100%  2406Kbps | OKbps 2406Kbps 163684 | 0Kbps 25.87 Kbps
Internet-AOL-1 : P P ) P P : P
San_Francisco-
San_Francisco = Broadband- 100 % 27.72 Kbps 0 Kbps 27.29 Kbps 168859 0 Kbps 42.54 Kbps

AMIS-2

Customize Columns

1%

Expand/Collapse

t]t
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A AE BT

« WAN SEZERM: BiER.

o HREAQ: FMENBRANAD (BEMNEIIEHR) HEEREL.

o HEFEAND: FRERERAMEREEMOND (FHMEIIEMN) EMEBRREHE.
o BEHHEREAD: MM ERRNEFIRERANIND (BEMEIIEN) EMBEH .
o BHIEIEGAND: FHERERNNAD (BEMEIIESMN) SR RERERE.
REXHRAD: KEXRBTEENERACAHAD (BEMEITIEHM) EPREH .
RHEBEAO: FMkBEIRA—2HAERN&RAAND (LAN 2] WAN)
o BRNHRAO: PR EERR—D#AERR/NND (LAN 2l WAN) &
o BA[IE: ERLURERERA SIS HIE.

Xt

]

ot o

)

Customize Columns

|
EOSHRE ISP EEHERRIEPRETEZEEEAROXA, EEUES NGEOEEEHAIERE
HIEEFAER, BRTUEERERENEBRARLEZED ELENHEIRE.
EEF BROSKIMER, BESMD RS > RIHER > #0O AT+,
Network Reports : Historical Statistics Relative Time neval | Last 1 Hour Site Group:
Virtual Paths Paths WAN Links Interfaces Classes GRE Tunnels IPSec Tunnels
Network Summary : Interfaces (Worst State)
DOWN Atleast Once : 0/13 Interfaces (0%)
\ UP Throughout : 13/13 Interfaces (100%)
@ UP Throughout DOWN Atleast Once
Select Site: All
{Ingress = LAN To WAN., Egress = WAN To LAN) {:}
Site Name Interface Name Worst State Tx Bandwidth
Belgium 1 B Good 0 Kbps 0 Kbps 0 .__
London 1 B Good 0 Kbps 0 Kbps 0 .__

ERILIE R U THER:

o EOBRMR: LUAMEONETR.
o TXTHE: FRATHEE.
« RXHE: EWBIHE.
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o $HIR: TEPMERYEERMMIREIBIHEIR.
o BFFE: ERURIERERFRITE IR,

e

LUK EEMAIRSS D EC4R 5 ERY QOS K5, ARAYH BRI AN A FAREIZEH.
BEE X5 RitEdE, 15SME RS > SR > X5 W,

Network Reports : Historical Statistics

Relative Time Interval: Last 1 Hour Site Group:

Virtual Paths Paths WAN Links Interfaces Classes GRE Tunnels IPSec Tunnels

Network Summary : Bandwidth Utilization across Classes

¢ Realtime Utilization : 0 % of Total Bandwidth
[

__— [Interactive Utilization : 0 % of Total Bandwidth

"7 Bulk Utilization : 0 % of Total Bandwidth

" Control Utilization : 100 % of Total Bandwidth

@ Realtime Utilization @ Interactive Utilization @ Bulk Utilization @ Control Utilization

Customize Columns

Select Site Al
(Ingress = LAN To WAN, Egress = WAN To LAN]) {}

Virtual Path Name Realtime Interactive Bulk Control RealTime Interactive Bulk

Expand/Collapse

Bandwidth Bandwidth Bandwidth Bandwidth Bandwidth % Bandwidth % Bandwidth %

London -

San_Francisco 29,03 Kbps 0 Kbps 0 Kbps 0 Kbps 29.03 Kbps v Y 0 .
Do 2907Kbps O Kbps 0Kbps 0 Kbps 2907Kbps 0 0 0 o—
San_Francisco ’ 5 o - P . ’

TRILIE R U T 615

QoS 351: K&,

o TR FHNTE R,

o WIRE: RIEMEUE, L Kbps A1,

« ERE EFRNMIEE L.

o BIFESLL: ZEFRNBIEF DL,

o BF[iE: EOLURERERF ISR,

Bl

GRE &&

ERIUERBENHES — MNP EE— MM RES, EHAEMDINE NI EENIN, MmiEHH NSk
il BAHBIE (GRE) 2—MiEBEN, ©FEM IP EAFBINY, HAUERTFSTRMRE NI
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BRI B Antit A F AR EE P E N X R R BIA MisR. B X7E Citrix SD-WAN &% FECE GRE BBERYE
%158, 1551 GRE [FiE,

2%E%F GRE [§E fiitE R, ESME |RE > 4itE R > GRE f5& X+,
TR AEF U TR

o UERBMR: WRBE.

o TXTHE: FRHEE.

« RXHE: EWHIHE.

« EFNMIEE: BTRMESRAEMEFNHRELL,

- EDRIKER: 2REOBIEEHR. BURERIRUSIR/NEKIES, 2R IEIFHmE MTU NFRE
HER. HHBREWENERAR,

s BH[IE: ERLURERERA SIS IR,

IPsec &

IP 22 (IPsec) iR HR LIRS (NMESREE. BFHWIE. BHILERUK IP BIRGHNIENEN) . HEREE
M # (ESP) MEHIIEK (AH) ZAFREXLERLIRSHFM IPSec LML
£ IPsec @ERAT, BNRIE IP ZUEERE IPsec RiF. RiA IP BEESTEHMNE, HEE@ET VPN @EFink

EEZAIRIM—ME IP k3%
Bx1£ Citrix SD-WAN &% LECE IPsec BEMNEZER, 58I |Psec FiELLL,

2EF IPsec BE 4itER, FSME kS > HIHER > IPsec EiE XU+,
EA AEF U TR

o BERM: BERAT.

o EERE: IPsec @ERS.

« MTU: SXEFRBEM—ALESFERBERIEAX IP #IBROKD,
o WREIREIER: IRBIMSUEEER.

o REXIHIEE: BRZENIIEEL,

o ERNHRIES: BTNESHEMEFNRIEELH.

o EFNFHH: EFNTTH

o BF[iE: EILURIERERF ISR,

KB4t

KRG REREE R E AR TRIHER:

MEFZITER

MEST WETE RE" > K7 > WAL TRENTERSEIHES:
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o ThE

o RIAERTR

« WAN BB
o WAN 5z

« WAN $EE{ERER
o MPLS BA%I

o IHIEHEO

o BN
 Intranet

« |Psec p5i&

+ GRE

ERMENAIHRS, FHREFAFHETF (FlMise. EMERE. WAN $#18) , M THRZIRPERER, AERE
“NREHITEHIE

Network Statistics

Sites Virtual Paths 'WAN Memeber Paths WAN Links WAN Link Usage MPLS Queues Access Interfaces Interfaces Intranet IPsec Tunnel GRE

‘ Retrieve latest data ‘

LAN to WAN Stats

Packets Bytes PktsDrop BytesDrop Pkts/sec Kbps PktsDrop/s KbpsDrop D

Virtual Path 713192 185429920 o o 2 415 V] 1]
Internet 0 0 0 o] o0 0 0 1]
Intranet 0 0 o o o o V] 0

BEMS (+) EFHIHBRERPRMIMIRERT], RERE EHfo

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 371



EAF Ay Citrix SD-WAN Orchestrator 14.4

Add/Remove Cglumns
| State
/| MTU
v Latency BOWT (ms)
/| Worst Jitter (ms)
/| Best litter (ms)

.~ Receive Rate (Kbps)

Add Columns
Virtual Path Service Type
Since Created (s)
WAN Link Congested

IPsec Tunnel State

MRAREFFIHER

ARSI ERTEE “RE” > K > ‘NARESAIL TREUTERAIHES:

. MAERF
AR QoS
QoS 5!
QoS #ml
S

.

EREERSFITHRE, BRIMBSEN £ (FIORARZERE. QoS MU, QoS #5), MTHIFIRPIERFILR, ABE
T “RERRWBIE.
App Statistics

Select Site "

Applications App QoS QoS Classes QoS Rules Rules Groups

Retrieve latest data

Application Family Bytes Received Bytes Sent Total Bytes D

HyperText Transfer Protocol Web 21806929280 1800782481932 1822589411212

Unknown Protocol Mone 0 0 o
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MREBEFITRPRMIPIBRERT), BEREMNS (+), AEEE BH.

Add/Remove Columns

Current Columns

| Application
| Family

| Bytes Received
| Bytes Sent

| Total Bytes

hzd=Esany

“BEZIT TUETE RET > KEHT > BEAH TREUTEHSIHEER:

« ARP

o BRER

s NMAEFRH
o MMEFAIHHIN
o ZiEk4A

« NDP #a

BRIKERIHRE, BEREIFAFANET+ (B30 ARP. B, NAREFEH), MTHIIRPEFER, AREE @

RECHTEURE

Route Statistics

ARP Routes App Routes Multicast Group NDP Rule Groups

Num Interface Routing Domain VLAN IP Address MAC Address State Type

MREAEFITRPFMBMIKERT], BREMS (+), RELEE B,

Reply Age (ms)
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Add/Remove Columns

Current Columns

v

v

EMBLF, MTHIFIRFPERIER, A

ll_.\O

Network Reports : Real Time Flows

San Francisco

Num

Interface

VLAN

IP Address

MAC Address

State

Type

Reply Age (ms)

EZRERIAIHER. 7 BIRiRMSBIIRENRE

XFRMEXRIEFMEBETRSEENER, USSR URERELBXIES.

Retrieve latest data

/| Upload [v/] Download

Inffo No Application
(0] 1 N/A
® 2 N/A
(0] 3 N/A
(6] 4 N/A
@ 5 N/A
(0] 6 N/A
6] 7 N/A
o} 8 Google Talk (incl. Hangouts and Allo and
Duo)(gtalk)
BAERIHER

EMBERF, MTHFIRFIERIER, ARTERBSITHES. BHAEHS RELCENHISRERHERHESR

Source IP
Addr

17210106
172.10.106
17210106
17210106
17210106
17210106
17210106

172.10.106

Dest IP Addr

192.229.232.240
192.229.232.240
192.229.232.240
152.229.232.240
192.229.232.240
192.229.232.240
192.229.232.240

74.125130.188

Source
Port

49976
49837
49835
49833
49970
49831
49825

49743

Dest
Port

80
80
80
80
80
80
80

443

BERRTS. TIABERTREE XIERF RN BTN EEAES,

Proto

P
TCP (6)
TCP (6)
TCP (6)
TCP (6)
TCP (6)
TCP (6)
TCP (6)

TCP (6)

Packets

134

PPS

0.004
0.001
0.001
0.001
0.002
0.001
0.001

0.025

=
RIEBEXNERRERE
Site Group
Customize Columns
Service Age
Class e (mS) Bytes
N/A 792120 156
N/A 4114023 156
N/A 4140148 156
NfA 4179835 156
N/A 1745589 156
N/A 4220070 156
N/A 4258507 156
N/A 1609 6436

IEHEX
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Firewall Statistics

Salect Site " Stats Type Maximum Entries to display

Application Family Routing Domain IP Protocol Src IP Addr Dest IP Addr Dest Service Type Related Objects D

=

el

W AR

2R QoE 2 SD-WAN MEH N AREFARRENEETE. CNEBEIH SD-WAN && Z 8 HE R EZR
NAEFNRE. NARERF QOE 2HENT 02 10 ZEME. EFMBNAYCERRE T NBREFNRE. NAERF
QoE EMKRERREBHENAREFNFNAE, HERERTHEREERN RINEDHEE.

o= SEE it s
R#F 8-10 ze

—48 4-8 e
ReE 0-4 ae

Network Reports : Application Quality

All Applications

+ App / App Group

6 0 0 1 JE=
Total Apps a o Trar =
iperf Avg oz 5/10 ICA Realtime agee 5/10 ICA Bulk-Transfer avgoe: 4,01/10

2 0 0 1 2 0 0 0 2 1 0 0

Total Sites Poo Fa Goad actve Total Sites Foo Fair Good Inactive Total Sites Poor Fa Good Inactive

ICA Background agoee 3.9/10 ICA Interactive ag@eE 4.96/10 Ibay.com.mv mgee --f10
2 1 0 0 2 0 0 0 2 -- -- 2

Total Sites Poo Fai Good active Total Sites Poo Fai Good Inactive Total Sites Poor Fai Good Inactive

NERRNBETNARFHESHURMNERTARERF QOE Rif. —MRIBRENTARFHUE, EXETREEMRE
BN RIEFFHVE &,

6 0 0 1

Total Apps Good Fair Poaor No Traffic
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BEMNYAEFRETRENRAREFNNAER QOE £, ATFHRFNLRNBE,
IEREEE. Avg QOE BN AEFEMEFFAIEILREITY QoE £k,

ICA Realtime

2 0

BERENPBERAEEAXMENAEFABRE. AFHNMENAERF QOE MR HENIFAEE. BEREBITIE
ENAREFNMMELRMERE, fREHEPNERU#—PE THRHEELR ERMENRZNEAERF QoE

SitER.

Network Reports : Application Quality E

i

EE

G-l ¢

R EEMEREEERNRNKN. XEXNNREESREN LI TER:

+ QoE: JRER/ QoE B,

o R REMNRKES L.

o MER: RERGEE (UZEMWHE).

o HEp: MRIRRER R (U= REM).

EEER

TAREERENAEFH

w1 ™ Chefingl
Clesmenen

376

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



EAF Ay Citrix SD-WAN Orchestrator 14.4

Network Reports : Applcation ualty [ s <] v [
Select Virtual Path- MCNVPX111 - brancn_1100 Tratfic Type
1 3 1 p 401 06pm 41 P 21pm  426pm
Avg o
QE Worst 1000
B 1000
1 P 401 Oeprm; 41! P 2
Loss(%) worst 000 04
Bes o
A 1 p 401 06pm: 41 p 2ipm  A426pm
2
100 15d
Latencyims) Wost 100 N
By 100 051
1 p 401 prr 41 pr 2pm  a26pm
000
Jitter(ms) Wot 000
By 0

[zF#ERF QoE ECE X4

& + App/App Gro up BRI REF. BEXMNRAEFINAEFAEMRFRIZAREEN QoE RBEXH,

Network Reports : Application Quality Relative Time 2 Lost 3 Hour

plication Col /Al Applications v
+App / App Group

6 0 0 1 viewty B :=]

iperf Avg oz 5/10 ICA Realtime Avg e 5/10 ICA Bulk-Transfer avgoe: 4,01/10
2 0 0 1 2 0 0 0 2 1 0 0

Total Sites Pooi Fai Good active Total Sites Poo Fai Good Inactive Total Sites Poor Fai Good Inactive

ICA Background avgQee 3.9/10 ICA Interactive AugaoE 4.96/10 Ibay.com.mv AugQoe --f10
2 1 0 0 2 0 0 0 2 - - 2

Total Sites Poo Fai Good active Total Sites Poo Fai Good Inactive Total Sites Poor Fai Good Inactive

QoE EEEXHENX T M., XEXFESRENHE, QoE EEXMHH QoE RERNATFEENN AT AE
4,

Add App/App Group

Type Application QoE Profile + New QoE Profile

Application Ibay.com.mv(ibay) new_qoe_profile

) G
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B + 2 QoE &N MMM AIERF QOE FEREXHHEA U TSHREE:

o BEXMHHI: BFRAAENNRERXNRERERENREXXHNE T,

o MEXA: EEREBXE LM REFEG. IRAEXEANES, WAMEEXRNMRZEN QoE EEEXHH

o SERY ECE: JUiERESEEY QoS RERHVAERERE. AEIUTIER. EXRMEsHERERN KN AREFRRANR
ERYF,

- MR UEMABMUNEREE. BN QoE EBEXMAHEN 160 Zih,
- Hap: HopEE (UZERARMNA). FIAR QoE EEEXHEN 30 =%,
- BEEEK: Z8NEIL. IR QoE BEXHERN 2%,

« XEXRE: HMERRXER QoS RN RELENE, XREXANAEFHNREMRAZLUTRARNKIECE
KEE, NRIANNRER.

- FHEARAER: MBAREAENES L. HORKRBNEDARENANORLZETD L. FIA QoE BEE
XH1EHR 60%.
- BTRENMIEEERE. ZENENtL. AR QoE EEEXHEN 1%,

Add App/App Group

X

Type * Application ™ QoE Profile * + New QoE Profile

Profile Configuration

Profile Name * Traffic Type ™

Test-Profile Hybrid

Realtime Configuration

One Way Latency (ms) ™ Jitter (ms) Packet Loss (%)

190 30 3

Interactive Configuration
Expected Burst Rate (%) * Packet Loss per Flow (%) *
60 2

MAMNNAEFERE “VARFRE" EHERF.

TR UM R FBTERA1 DNS 8B EXMECEN AR Qo TRELER, B51W LAREFRERENF M AR
FRERE,
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PR &

October 21, 2022

RIS REERFER. £HAES. RE. RESEMMHAESIHERHAT LML,

IR EES A UEEERERERNFAE ESHMERIIFARS,

CEEMEN. BEREEA

Site Report : Alerts

@ Delete Alerts

Severity Source
B Low APPLIANCE
W Low APPLIANCE
B Low APPLIANCE
W Low APPLIANCE
B Low APPLIANCE
W High APPLIANGE
W Low APPLIANCE
B Low APPLIANCE
W Low APPLIANCE
B Low APPLIANCE
W Low APPLIANCE
W Low APPLIANCE
B Low APPLIANGE
W Low APPLIANCE
B Low APPLIANGE
W High APPLIANCE

Medium APPLIANGE

ERES. FHEMAEMFRES.

216 [l 17
QeI @ HiGH | @ MEDIUN

Message

The state of Virtual Path San_Francisce-Madrid has changed from BAD te GOOD

Virtual Path San_Francisca-Madrid Path Madrid-DSL-ono-1->San_Francisco-Broadband-AMIS-2 state has chang...
Virtual Path San_Francisco-Madrid Path San_Francisco-Broadband-AMIS-2->Madrid-DSL-ono-1 state has chang...
Virtual Path San_Francisco-Madrid Path San_Francisco-Broadband-AMIS-2->Madrid-DSL-ono-1 state has chang...

Virtual Path San_Francisco-Madrid Path Madrid-DSL-ono-1->8an_Francisco-Broadband-AMIS-2 state has chang...

The Virtual Path San_Francisco-Madrid is no longer DEAD

Ethernet link on device 4 changed from ETH_LINK_DOWN to ETH_LINK_UP.
Ethernet link on device 3 changed from ETH_LINK_DOWN to ETH_LINK_UP.
Ethernet link on device 2 changed from ETH_LINK_DOWN to ETH_LINK_UP.
Ethernet link on device 1 changed from ETH_LINK_DOWN to ETH_LINK_UP.

The state of Virtual Path San_Francisce-Madrid has changed from BAD to GOOD

Virtual Path San_Francisco-Madrid Path Madrid-DSL-ono-1->8an_Francisco-Broadband-AMIS-2 state has chang..
Virtual Path San_Francisco-Madrid Path San_Francisco-Broadband-AMIS-2->Madrid-DSL-ono-1 state has chang...
Virtual Path San_Francisco-Madrid Path San_Francisco-Broadband-AMIS-2->Madrid-DSL-ono-1 state has chang..

Virtual Path San_Francisco-Madrid Path Madrid-DSL-ono-1->8an_Francisco-Broadband-AMIS-2 state has chang...

The Virtual Path San_Francisco-Madrid is no longer DEAD

Virtual Path San_Francisco-Madrid Path Madrid-DSL-ono-1->8an_Francisco-Broadband-AMIS-2 state has chang...

Time

Jan 30th 2020,
Jan 30th 2020,
Jan 30th 2020,
Jan 30th 2020,
Jan 30th 2020,
Jan 30th 2020,
Jan 30th 2020,
Jan 30th 2020,
Jan 30th 2020,
Jan 30th 2020,
Jan 24th 2020,
Jan 24th 2020,
Jan 24th 2020,
Jan 24th 2020,
Jan 24th 2020,
Jan 24th 2020,

Jan 24th 2020,

AILMRIER B A GENIREET, flil: ERibx LNFEETELERNERERBERALENER.

A LUEERFABRRER.

fERER

REERUUEEREEAFNERES , fl “ArIRARER" . “PINAEFEL M “VAEFTE

AN BRI BEF 25

AN ABRER M AT ARERE? BERETR TR ZERANIR

EHEFAER, HAAERANE—EIEERSEHERS,

RN RIE P MR T AR R 5 1o

LOW

12:35 am

12:35 am
12:35 am
12:35 am
12:35 am
12:35 am
12:15am
12:15am
12:15 am
12:15am
12:05 pm
12:05 pm
12:05 pm
12:05 pm
12:05 pm
12:05 pm

12:05 pm

2
o

XAFEDITE
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_\

BEAIUEEFRERBRAAITER. EPMENEERAWRERERITER.

ERILURIE IREXKE. NBEFHNARE
P35 LUK HEMRmEge itk S

B6622
N

w 30000
o
)

25000

0 r 1 3 .
4:45pm 4:50pm 4:55pm 5:00pm 5:05pm 5:10pm 5:15pm 5:20pm 5:25pm 5:30pm

5:35pm 5:40pm  5:45pm
-~ Total Data

IERE: MFIRFER AN AEF SN AERFE.
o MARFINARFES MFIRPEERINARRFHES (FIIMLRS) .
o $EIR MPIRAERSERET (FIIESH8E. AR 2F%E).

B

el

IR ER R R UEARERE RIS LS QoS 1#8in (FIaNaIAY. &k, TRMEE) wAKEAE (QOE), B

B INENER TR R ELEL L AR 5 B R R B 51T

- AR
Quality ﬂ Relative Time merval: | Last 1 Hour
Select Virtual Path:  DCVPX_HA - Sai | Metric:  Availability @ Up @ Particlly Up @ Down @ Unknown

Export as CSY

Download : Sai-> DCVPX_HA Upload: DCVPX_HA-> Sai
Path soad Time 2ad Time (%) Uptime

Overlay Overlay 0 0 0 3333
Underlay o 1] 1] o
Virtual Path:
DCVPX_HA-Sai
o R
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Select Virtual Path: ~ London - NewYork v Metric:  Latency v
WAN -> LAN LAN -> WAN
Path Max (ms) Avg (ms) Min (ms) Path Maxx (ms) g (ms) Min (ms)
Overlay 2 2 2 Overlay 2 2 2
Underlay 2 2 2 Underay 2 2 2
Virtual Path : Virtual Path :
London - NewYork (Milliseconds) London - NewYork (Miliseconds)
_ 940am  950am  1000am  10:10am  10:20am 10:408m g 34am  950am  1000am  1010am _ 10:20am 10:408m
2.25 2.25-
s T - @ 0000090909090
0754 0.754
0J ol
Member Paths : Member Paths :
Broadband-arnes-1 : Internet-aol-1 (Milliseconds) Internet-aol-1 : Broadband-ames-1 (Milliseconds)
37 37
225+ 225+
1 T s @409 1
0754 0.754
0l 0l
=
LS
Select Virtual Path:  London - New'ork “  Metric:  Loss v
WAN -> LAN LAN -> WAN
Path Ma (%) Awg (%) Min (%) Path Max (%) Avg (%) M [%)
Overlay 0 Overlay 0 0
Underlay 1] Underlay Q 0
Virtual Path : Virtual Path :
London - NewYork (Percent %) Londeon - NewYork (Percent %)
9:42am 9:52am 10:02am  10:12am  10:22am 10:42am 9:42am 9:52am  1:02am  10:12am  10:22am 10:42am
0 0
Member Paths : Member Paths :
Broadband-arnes-1: Internet-aol-1 (Percent %) Internet-acl-1: Broadband-arnes-1 (Percent %)
0 0
s Bz
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Select Virtual Path:  London - NewYork Metric:  Jitter
WAN -> LAN LAN -= WAN
Path Max [ms) Avg (ms) Min (ms) Path Max {ms) g (ms) Min (ms)
Overlay 2 2 2 Overlay 2 2 2
Underlay 2 2 2 Underlay 2 2 2
Virtual Path : Virtual Path:
London - NewYork (Milliseconds) London - NewYork (Milliseconds)
3 szaslam 9:53am 10:03am lD:].Fam lU:ZFar‘l 10:433“)1 3 9:-'.3|am 9:53am 10:03am lD:].ISaI'ﬂ 1o 2I3am 10:43am
225 2.251
154 154
0.757 0.754
od 0l
Member Paths : Member Paths :
Broadband-arnes-1: Internet-aol-1 [Milliseconds) Internet-acl-1 : Broadband-arnes-1 (Milliseconds)
37 3
2254 2.254
154 154
0.759 0.75+
0l 0l

- EHE

Select Virtual Path:  London - Mew'ork Metric:  Throughput Units:  Mbps
WAN -> LAN LAN -= WAN
Path Max Avg Min Path Max Avg Min
Overlay 0.01 Mbps 0.01 Mbps 0.01 Mbps Overlay 001 Mbps 0.01 Mbps 001 Mbps
Underlay 0.01 Mbps 0.01 Mbps 0.01 Mbps Underlay 0.01 Mbps 0.01 Mbps 0.01 Mbps
Virtual Path : Virtual Path :
London - NewYork (Mbps) London - NewYork (Mbgs)
. 9:45|an'| g:55am lD:U‘Sam 10.1|5£irn lD:ZIEam 10.45.:|rp 1 F45am 9:55|am 10:05am IU:lISEm 10:25am 10:45am
075 0.75
0.5 0.5
025 0.25-
0 o0l
Member Paths : Member Paths :
Broadband-arnes-1 : Internet-aol-1 (Mbps) Internet-aol-1 : Broadband-arnes-1 (Mbps)
1 17
075 0.75
0.5 0.5
025 0.25~
i] 0.

A CSV AT
fEF SR CSV IhEE, BRI EANERFS (8. 8F%) NREES (EP/HRKE) THA excel @55
BRIE (CSV) X, HEEBBREIRE I RIREMFE TREIES,

ERBEETH/SHA CSV, ESME RS > BRRIN B8 M TRIIRPERERMNER, ARRE “SHA
CSV” §#%,

EEFERINMIENRE, AREE “THER .

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 382



EAF Ay Citrix SD-WAN Orchestrator 14.4

Note: Selected Path Graph points (Time and Value) will be available in the downloaded CSV file

v Path Name

v DCVPX_HA -Sai

7 DCVPX_HA-Broadband-Telerama-1:Sai-Broadband-
' ACT-1

vz DCVPX_HA-Broadband-Telerama-1:Sai-Broadband-

AOL-2

Download Graph Points

MINBERT, PREREEEESZEBMETH. ERAILREZFSENEEITEX.

AR

MRREREMBRE, N THER ZARRBZEBRS.

Path Name

DCVPX_HA-Sai

DCVPX_HA-Broadband-Telerama-1:Sai-Broadband-
ACT-

DCVPX_HA-Broadband-Telerama-1:Sai-Broadband-
AOL-2

| Download Graph Points

THEM CSV XA IRFGIZ SiteQ uality FIRTHMBSEE, ERIUER—XREMEURE—ITRFREESS
B2, ERILIETILIZE R AR EIH LS RREE,
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' | DCVPX_HA - Sai-time DCVPX_HA - Sai-value DCVPX_HA-Broadband-

1842487670572
1642487730572
1642487790572
1642487850572
1642487970572
1642488030572
1642488090572
1642488150572
1642458210572
1642458270572

RORORM RO R R M

1:Sai-Broadband-ACT-1-time DCVPX_HA-Broadband-Tels

1642487670572
1642487730572
1642487790572
1642487850572
1642487910572
1642487970572
1642488030572
1642488080572
1642488150572
1642488210572

RIEATHEIRER, BRTLER CSV XHHREFEERTRNE:

o Bk EUBEDHET.
o FERMEE: ZEUZWARMUET.

. BEIHE: ZMEL Kbps AEM T,

o A BrEE. BomE. @TFHRMESEREEZR,

- MREH 4, MERELTF Up K.

- MREH 3, NBREEHFILT Up K.

- MNRZENTF 3, WEEFELTF Bad/down Kz,

ARS3BR

Bl

SiteQuality_2022-01-18T13_06_12+05_30

RORORM RO RN R R M

1:Sai-Broadband-ACT-1-value DCVPX_HA

R & (QoS) BERERE, AL MELMIIEEE.. WRMNEH, BXEZER, B2H REHE, UTRE

ERRSFiE (QoS) MR A X!

c BENE. BEOEMRTRERENRE (L. XERX. #HEREURNEZNE N ILRITH) NHEERE.
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Site Report : QoS Relative Time Interval Last 1 Hour

. . Traffic Type Bandwidth
Bandwidth Distribution (%)

Realtime Class Bandwidth Utilization (%) Data Volume
HDX High

Realtime Low 0% 0Kb
Medium 0% 0Kb
High
Interactive Class Bandwidth Utilization (%) Data Volume
HDX High
HDX Medium 0% 0Kb

Interactive HDX Low 0% 0 Kb
High 0% 0 Kb

M Realtime W Interactive Bl Bulk B Control
Medium 0% 0 Kb
Low 0% 0Kb
Bulk Class Bandwidth Utilization (%) Data Volume
High 0% 0Kb
Bulk
Medium 0% 0 Kb
Low 0% 0 Kb
c I Control Class Bandwidth Utilization (%) Data Volume
ontro

ControlClass 100 % 90.2 Kb

- KB BFRER. {HE. HEgRRE, SNVARFYNERERE, EXFLEHARTESTR (F
S0 IPES). KNNAEFXERME NS, Bl UER L%,

=

- XEX: BTFEEREPFERERMREPEFFRERNRENRE. KEXVAERFURIFRETL
HERBIERIRA LR, BEBELT, EFFRERSB|ZEHITRE, BEAEFFTESHE, B
WERTERFEHE. B2, RSBIFFGEHLFESTREAERECRENES, XAIENERTHE.

- #E8: BTFALAREERNETERE, LEXHERNFZESHTENNARFEILNHESL, X
MARVERANTIN, TEHRFHCLIE,

- & BT ERESRA. AENERSAITHE SR SIEE.

o FAMNE: FANEIRCR T SEMEMNRFEEXNE T QoS XFNHEEIE. RE. EFNHREEFES, &
ALURER N IR Z B EMEEEE QoS #itHER.
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Site Report : QoS Relative Time Interval Last 1 Hour

select Virtual Path:  London - NewYork Traffic Type: Al
1215Kb '5 Traffic Type Pricrity Bandwidth Data Volume Drop (%) Drop Volume

{ Realtime HDX High 0 Kbps 0 Kb 0% 0Kb
Realtime Low 0 Kbps 0kKb 0% 0Kb
Realtime Medium 0 Kbps OKb 0% 0Kb
i Realtime High 0 Kbps 0Kb 0% 0Kb
8Kb ‘ interactive  HDXHigh 0 Kbps oKD 0% okb
{ Interactive HDX Medi... 0 Kbps OKb 0% 0Kk
Interactive HDX Low 0 Kbps 0Kb o% 0Kb
Interactive High 0 Kbps 0Kb 0% OKb
i Interactive Medium 0 Kbps 0Kb 0% 0Kb
4Kb " Interactive  Low 0 Kbps oKkb 0% oKb
Bulk High 0 Kbps 0kb 0% 0Kb
] Bulk Medium 0 Kbps 0Kb 0% OKb
i\ Bulk Low 0 Kbps 0kb 0% okb
E Control ControlCl... 12.02 Kbps 9017 Kb 0% OKb

0 Kb==== y ' t T 1

:48am 9:58am  10:08am  10:18am  10:28am 10:48am

o realtime - interactive - bulk - control
Page Size: 25 W 14 of 14 iter Page 10f1

Rt

WNFENER, BAUEEUTHESHHNERNSITES:

PR

o B2
« WAN 5%
- &0
o R
« RS
« GRE @&

o |Psec @@

SIHEIEUERT RS, XEERRURERSERBINXREHIMNR, EEREBTHRSHNEYRBIENERBES.
ERAINEEML EERNAEFSITHEENER.

TR LRIEFEEEHRBERHBE X,

REERZ

BEE EPRRE SIHER, BEEME RS > HIHER > EPRRIR EI+.
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Site Report : Historical Statistics

Relative Time Interval: Last 1 Hour
Virtual Paths Paths WAN Links Interfaces Classes Services GRE Tunnels IPSec Tunnels
. View / Hide All Graphs Customize Columns
Select Virtual Path: ~ Madrid - San Francisco _. {}

Bandwidth Control Realtime Interactive Bulk
Upload Bandwidth Bandwidth Bandwidth Bandwidth

Latency Loss Jitter

Expand/Collapse

Madrid -
San 2ms 0% 2ms 24.43 Kbps 24.44 Kbps 0 Kbps 0 Kbps 0 Kbps _.
Francisco
Latency (ms) Loss (%)
3 10:prm 10:39pm 10:4ppm 10:Sppm 11:Oppm 11:20pn|1 10:2|0pm 10:3|0pm 10:4ppm 10:Sppm 11:0|0pm 11:20prp
2.254
1.5 O L S
0.75+
0.
Jitter (ms) Bandwidth Upload (Kbps)
37 307
P %Y SENDNEEI . S W Y
2.25
1.5 16
0.754 8
0] 0.
Control Bandwidth (Kbps) Realtime Bandwidth (Kbps)
307
VA% Y NN S Y
16 0 S
8 -
0.
Interactive Bandwidth (Kbps) Bulk Bandwidth (Kbps)
O e O

A BRI TR

o EIRRER: ENBRER.

o JEIR: LEHREMIER (UZEFHRENM).

o RK: RRMEIESED L.

o Hah KFINEIBEERNEN, UM RSB,

o WHEAO: FMENEERRKN NO (BEM > 8M) &5 ERER.

o REIHR: BT EREsRh. AENMERAITHE SNEFISIBEENH R,

o LBHFE: BT SD-WAN BB SERERAMN AR HENTRE, WEXNAEFNYEETRARERE LBURT
MLBIER, EREIBEBLLELREIEE (FI40 VoIP. Skype for Business) %,

o XEWHE: BT SD-WAN BEFRERKAMN AR HENTRE, WRNAEFINELEEUR TSR UK

WiEEEL (30 XenDesktop. XenApp) MIEKXIZE,

#E#: BT SD-WAN EEE# 2RI RBNT ARFERENTR, XENARFNLERFEAIFR,
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EHRGRASNE (FIg FTP. &1,
o BFFE: ERURIERERFRITE IR,

BTE BE RIHER, ESME RE > KiIHER > BE E+,

Site Report : Statistics

Relative Time Interval: Last 1 Hour
Virtual Paths Paths WAN Links Interfaces Classes Services GRE Tunnels IPSec Tunnels
Wiew [ Hide All Graphs Customize Columns
select Virtual Path:  London - NewYork __. It
From WAN . Control Realtime Interactive Bulk
To WAN Link  Laten Loss Bandwidth . , Expand/Collapse
Link ¥ Bandwidth  Bandwidth  Bandwidth  Bandwidth NI
e New'ork-
Broadband- 2ms 0% 2ms 1202Kbps ~ 1202Kbps  0Kbps 0Kbps 0 Kbps —
AOL-1
ARNES-1
Latency (ms) Loss (%)
3 10:18am  10:28am ID:BJHam 10:4§am IU:EPam ll:lBanP 10:18am 1[):218am 10;31&3"1 'J.U:-ﬂ-lBam 10:58am ll-laan;l
2,254
1.54 0 - deec ABEODEOOEO! DACOIEO0E6! BIEOISOOBODIEHD
0.75+
ol
Jitter (ms) Bandwidth (Kbps)
37 147
2,25+
15 8
0.75 4-
0l 0l
Control Bandwidth (Kbps) Realtime Bandwidth (Kbps)
147
81 0
4
0
Interactive Bandwidth (Kbps) Bulk Bandwidth (Kbps)
04 0 OBOOAE00 0+ - oeso BN DOBO0 OOBOOBE00

TRILIE R U T 65

« E WAN ##2: J& WAN 3,

« = WAN #5#: Bir WAN %,

o R ERURERIER (UZFHNE).

« BR ERNMIEEE DL

o BEp WEIRNSESERNEN, UEMNNER(L,

o HE MERIEERERNESTE. B = W + SHHE + REFE + BT,

o EHHR: BT ERESKAH. AEMERAIHEENERNSREENTERE.
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o LBIHE: BT SD-WAN BB SEay KRB M N AR HRENTRE, WRNAEFHNELEETERAREE LEBURT
MLEIER, EREFIBELLELREIEE (FI50 VoIP. Skype for Business) %,

« XEHRE: BT SD-WAN BEEFRE XXMM AR HENTR. WENBEFMEEEIURTREIER K
HIEEEL (150 XenDesktop. XenApp) MIEXZE,

o MEWHE: BT SD-WAN BEF#HEXFIKBNN AR HENT R, XEVBAEFR/LFAZEALFM, £
EZRRFRGAE (FI90 FTP. BH1R1F).

o BF[iE: EOLURERERF ISR,

WAN §5#

EEF WAN i £RINRIHER, 5SME iRE > %itEE > WAN 5 %5+,

Site Report : Historical Statistics

Relative Time Interval: Last 1 Hour
Virtual Paths Paths WAN Links Interfaces Classes Services GRE Tunnels IPSec Tunnels
View / Hide All Graphs Customize Columns
Wan Bandwidth Bulk Control Control Interactive Max Min Packets
Link Upload Bandwidth Bandwidth Packets Bandwidth Bandwidth Bandwidth Dropped Expand/Collapse
Name p Upload Upload Upload Upload Upload Upload Upload
Madrid-
DSL-ono- = 24.41 Kbps 0 Kbps 24.41 Kbps 162754 0 Kbps 26.52 Kbps 23.4 Kbps 0 —‘
1
Bandwidth Upload (Kbps) Bulk Bandwidth Upload (Kbps)
30 10:2|5pm 10:3§pm 10:4|5pm 10:5|5pm 11:0§pm 11:25pr1|1 10:2|5pm 10:3|5pm 10:4§pm 10:5|5pm ll:OISpm 11:25prr|1
P WSS P SNV Y Y v
16 T L
8_
0J
Control Bandwidth Upload (Kbps) Control Packets Upload (count)
307 31787
PN PV U YV ) S W NS S WP, ) WY e
16+ 1600
8+ 800+
0J 0l
Interactive Bandwidth Upload (Kbps) Max Bandwidth Upload (Kbps)
307
P NS, N\ SN U, Y W S
) S S 16
8A
0.l
Min Bandwidth Upload (Kbps) Packets Dropped Upload (count)
307
P PN S, . GNP Y Y, S
16 S S S
8_
0J

ERILIE R U T 615

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 389



EAF Ay Citrix SD-WAN Orchestrator 14.4

« WAN SEZRM: BKiER

o HRAO: FMERBERAN ANO (BER > rEmm) &5 £R %R

o HEFEAND: FERERAMEREEME AO (LAN > WAN) ESEREHE,
o EHHREAD: FmEERNIEFIRERMA A0 (LAN>WAN) EMREHE.
o BHIEIEEAND: FHERERNN ANO (BEM > E5M) EMNREEHSES,
« REXAFREAND: REXREDMEERERAEAN ANO (BER > 1 EW) EPREH.
s RAHRAO: FMEMNERR—DHAERANRAAND (LAN >WAN) #3E.

o &) @@ HREANO: Pk EERR—D#AER B95&/) O (LAN >WAN) 3.

o BA[E: ERILUREFERA SIS IR,

O

BEOSHRS A EMEESREHSFREREEEESEEMKEAEXF. EEAUES M ROBEERANEBRIHEN
HIEAFAEE. EEAUEERERENBRAXERO EAERNHEIRE,

BEE EORIMER, FSME RE > SiHER > E0 ®E+,
TR BB U TR

o BOBM: IKMEONET,

o TXTHE: FRHE.

* RXHE: ZEWBIHE.

o $HIR: TEPMIERYIEERNINEREIBV IR
BHF[IE: ERILIREEER SIS 50E.

Uik

AILUS EIARSS D ECLa 45 R QoS 25!, FRBHEMRG I UM AT AR .
BEE X5 RiHE, FSME RS > ST HUE > K5 I+,
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Site Report : Statistics RelativeTime | juenat | Last1 Hour
Virtual Paths Paths WAN Links Interfaces Classes Services GRE Tunnels IPSec Tunnels
View [ Hide All Graphs Customize Columns
Select Virtual Path:  London - Newvork — I3
QoS Class Bandwidth Data Volume Drop Volume Drop Percent Expand/Collapse
Control - ControlClass 12.03 Kbps 50.2 Kb 0 Kb 0% —.
Bandwidth (Kbps) Data Volume (Kb)
11:07am 11:17am  11:27am  11:37am ll.dl?ar“l 12.0}‘pn|1 11:07am  11:17am  11:27am 11:37am  11:47am IZ.D?prp
14 4 101
81 60+
44 304
0l ol
Drop Volume (Kb) Drop Percent (%)
04 0022008005008800800500020080058- -080088068008008800800800080 04 00280080050008008008060020080058- -020008058008008800800800080

A BB T

QoS *37: *X%&,

o W FHNE R,

o BIRE: RIEMBUE, L Kbps AL,

s ERE: ERFNEUERDL,

- BiBRESLL: EFHEIEE D,

o BFIFE: EOURESERARITELHIE.

ARs3

2TE RS SIHER, BSME RE > Hit > RS &R
MPIRPERARSS KB, KRN TR

o EIE-IARSZEERW SD-WAN =8, TR, ARAEAVRE. EMEEERSNRECHE . ARPHIH
fthiE IPv4 &, LUIKRES WAN &t FR. EENFRIMKBERRNAEMAN _ EFRE. SD-WAN &
MER. WRHERULRE, Flt, SAHREBREFZIEFE SD-WAN R&EEEN AT HEHMARSSE WAN iz
EHREFHR,

+ Intranet — LRSS EEHARE X il BB RZHITEROELARNRE. SEEKMRE—F, ENARK
HER, SD-WAN BEZEHAERERELREAN FHMARS LRI KEEFE. ETREERT, WRA
REMAERIE EBY Intranet BIRECE, N@E A EMBREERIVAZE R LN Intranet @5, MURIFMLEAIE
o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 391



EAF Ay Citrix SD-WAN Orchestrator 14.4

o BEEEM—ItIRSEE I IE S5 A Internet LWL R Z EMRE, WWRBWRERETLE, FIHERE,
SD-WAN @283 FIEIMERRHERRRFIEBMARE, FHEETR, HIRIEEEREILMN SD-WAN iEEEE
Intranet £,

Site Report : Historical Statistics

Relative Time Interval: Last 1 Hour
Virtual Paths Paths WAN Links Interfaces Classes Services GRE Tunnels IPSec Tunnels
View / Hide All Graphs Customize Columns
Service: ‘ | ‘ __. ﬁ
I Passthrough
Intranet Packets Dropped Drop Percentage
Packets Upload Expand/Collapse
M Internet 7 Upload Upload pand/ P
Madrid 0.01 Kbps 10 0 0% —.
Bandwidth Upload (Kbps) Packets Upload (count)
1 10:2|9pm 10:3?pm 10:4?pm 10:5I9prn 11:0|9pm 11:29prp 3 10:2|9pm 10:3?pm 10:4?pm 10:5|9pm 11:0|9pm 11:29prp
0.754 2.25

R

ERILIE B U TER:

o WEREFR MmBM,

o HEANO: FRERBERAN ANO (BEM > E5R) 5 €A%
o HIEEANO: (BEM > TEM) EFmEREEMRAAIXHIEE.
o BA[E: ERLUREFERA SIS HIE.

GRE i#&
R LUERBENFIES — MNP — MANETERIE S, EHEMD NN ERIN, MiEHEImNTRRE
il BAKHBIE (GRE) 2—MBENS, TER IP EAERIMY, HAIUERTFSRRBNRE L,

E R B ARt B F AR BB R E IR R M. B X7E Citrix SD-WAN i&#% LECE GRE BRiERE
%158, B3 GRE [FiE,

£%% GRE BE £#itER, ESME |RE > HiHES > GRE & E1i+.
TRILIE R U T a5

o BERBRIR MmBM,
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« Tx : RHBH .

* Rx  EREYH R,

s EFNMIEE. ATRNSRAEMEFNHRESH.

EORNSIES: DRIVEIESH. SUEERSRUSIR/NERES, ZHEETEIFEE MTU NFRSA
IR, WA BBEWENERAR,

B[S ERURETERARINERE,

@ B
S

%

IPsec &&

IP 22 (IPsec) iR HR LIRS (NMEBSREIE. FHWIE. BHIEERUKR IP HIREGHNEENZY) . HEReHE
M3 (ESP) MHHIIEK (AH) BATFREXLERLRSHFHM IPSec LM

£ IPsec @ERAT, BNRIE IP BUEERE IPsec RiF. Fif IP HIEEFITEHME, HEED VPN @EEFHEH
fEREZETAII— N IP #HRko
B %1z Citrix SD-WAN i&& LEZE IPsec BBMEZER, 155 IPsec BHELLL,

2EE IPsec FiE RiHER, BESME RS > KiHER > IPsec [FiE EIi+,

A BB U TR

o BERM: WEZT.

o BERE: IPsec BERES,

« MTU: RAFRB—AHETSEEBERNRA IP SIEROK D,
o URBIEERIEE: WEINSIEE

o RIFHVEUIEE: BAZENEIEEL.

s ERNHIEE: HTFMEAEMEFTNEIEEE

o EFNFHH EFNTTE.

o BF[iE: EOLURERERF ISR,

KB IT
MZ&4E it

TRILITE “IRE” > “SEBY > MRS FTREUTERHFIHES:

o ThE

o RINERE

« WAN B GRE&#2

« WAN %%

+ WAN R ERER
« MPLS BA%I

« ipiEEO

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 393


https://docs.netscaler.com/zh-cn/citrix-sd-wan/10-2/security/ipsec-tunnel-termination.html

EAF Ay Citrix SD-WAN Orchestrator 14.4

o 0O
Intranet
IPsec f%ig
« GRE

BRI AITHR S, BRIFAENED+ (flaiihm. EPERE. WAN #%), ARSEE “BRERE

Network Statistics

Sites Virtual Paths WAN Memeber Paths WAN Links WAN Link Usage MPLS Queues Access Interfaces Interfaces Intranet IPsec Tunnel GRE

Retrieve latest data

LAN to WAN Stats

Sarvice Packats Bytes PktsDrop BytesDrop Phts/sac Kbps PktsDrop/s KbpsDrop I:l

Virtual Path 812207877 B1475746980 0 o 1861.2 1493.63 o 0
Internat o i) i) o V] 4] i) 0
Intranet 958149 197846568 (1] v] 22 363 1] 1]

MREBEFITRPRMIPIBRERT], BEREMS (+), REETE BH.

Add/Remove Columns

Current Columns
/| Service

| Packets

| Bytes

| PktsDrop

+| BytesDrop

| Pkts/sec

+| Kbps

v PktsDrop/s

+* KbpsDrop

MPLS FAZI  MPLS BAFIAYFETE MPLS WAN #5427 X 5RRSS 12157 MPLS FATUXY R B9BAT . BXECE MPLS FA
FIBER, BEF MPLS B,

2EE MPLS RFIFEIHER, BEMREASME IRE > K6 > MESKIHER. 2E MPLS Y, AREE “REE
IR, ®AHY MPLS BAZISIBR MIREHIRERM, HEREER T4 Citrix SD-WAN Orchestrator #,
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ERILEE Intranet MEIMRERSNAG M. FUEEHE. BEHESEN AL DSCP #iEE.
Site Reports:Real Time Statistics

ARP  Routes  VirtualPathServices  Classes  Ethernet  Observed Protocols ~ WanPath  Application QOS MPLS Queues

Intranet Data Rates

B SCP P. Pk
branchvbqueue Recv 0 000 0 000 0 000
branchvéqueus Send 0 000 0 000 0 000
Virtual Path Service Data Rates
Directi Patt Path k Path Pat P Pk
branchvéqueus Recy 8670933 1444 8670933 T42073.60 0 000 0
branchvbqueue Send 8671465 1439 8671465 73944135 /A NA 0
»
Private MPLS Queues
Private MPLS MPLS Queue Access Interface P Address Proxy Address Proxy ARP State MAC Last ARP Reply Age(ms)
BRANCH_1-WL-2 branchvbqueus BRANCH_1-WL-2-A1-1 bi3 N/A N/A N/A
MCN_DC-WL-2 ipvbqueue N/A 0.0.00 N/A /A N/A
»

X FFE MPLS PG, EEIUEBEBUTHFAES:

« 8 MPLS: A\ MPLS rigmEE,

« MPLS PA%l: 5 MPLS WAN $%&XEx80 MPLS BA%1,

« IHIEHEO: 5 MPLS PAZIXEXRYIAIAIEO.

o IPstutik: 5 MPLS BABIREXRY IP tthit,

o st 5 MPLS FAFIREXRICIR IP tthit,

o U ARP R RIEBMUHRTIINAVRTS. BERA. A5 N/A

« MAC: 5 MPLS BA%IXEXB9#OHY MAC sk,

« £% ARP BIERK: EIRE—X ARP BIE/ETE (LU= ARAD.

BEXUFEHRNESFAER, ESH 5 MPLS PA7IEE,

MARFSIHER

BRILE “RE™ > “KiY” > ‘“WARFSAIY TREUTENSIHESR:

. NAEF

o MERENBIHIY
« AR QoS
« QoS 5|

« QoS #imy

o FLNZH

ERIENAIHRE, FRIFIRANET~ (FIAIABRERF. AR QoS. QoS MN), AFRE “KMREMIIE .
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App Statistics
&

Applications App QoS QoS Classes QoS Rules Rules Groups

roreioon i

Application Family Bytes Received Bytes Sent Total Bytes D

Generic Routing Encapsulation Tunneling 0 2096880 2096880
HyperText Transfer Protocol Web 2538169783154 30731383708 2568801166862
Internet Security Association and K... Encrypted o 169756236 169756236

MREBEFITRPRMIPBRERT], BFREMS (+), REETE BH.

Add/Remove Columns

Current Columns

| Application

/| Family

/| Bytes Received
/| Bytes Sent

/| Total Bytes

.

gt

TRILIFE “IRE” > “SEBY > “BREST TREUTRHRESITHES:

« ARP (a4 thi%)
o BRER

« NMAEFRH

TR BITHIY

o ZiR4A

NDP #4H

ERIEFIHRE, BEIFAFNEDR (fI50 ARP. B, MARFRE), ARRE “REREHHIE.
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ARP Routes App Routes Observed Protocols Multicast Group MDP Rule Groups

[ revew mestans ]

Gateway ARP Timer; 1000 ms
End User ARP Timer: 1000 ms

Num nterface VLAN IP Address MAC Address State Type

4 /2 V] READY_ACTIVE PERSISTENT
3 174 V] READY_ACTIVE PERSISTENT
2 115 o READY_ACTIVE END_USER

1 s o READY_ACTIVE END_USER
] in o READY_ACTIVE END_USER
5 3 o READY_ACTIVE PERSISTENT

MREBEHITRPRMIPBRERT], BREMNS (+), AEEE BH.

Add/Remove Columns
L3

Current Columns

| Mum

| Interface

/| VLAN

| |IP Address
| MAC Address
/| State

| Type

| Reply Age (ms)

o

PAERIHER

Reply Age (ms)

424

25

926

a77

77T

125

[-]

B ESE I IR AHERRS. WSHEAL Y (NAT) 588, EFE BN MEIREMESERTERXARIE, PHAE

ERE R MA XERKFEN BTN TBIFAER,

TRILIE “RE” > “SZBY” > ‘DAL TRESERNPAESIHES. MTHIFIRFIERGITRE (EE. NAT R

B&. THIEERER), EREETHNRAFREY, ARRT “MREMEIE.
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Firewall Statisfics

Stats Type Maximum Entries to display

NAT Paolicies 100

[ oo e ]

MNAT Policies Displayed: 0

NAT Policies In Use: 0 out of 1000

Port Restricted Dynamic NAT Policies In Use: 100 out of 100

Destination NAT Policies In Use: 0 out of 100 D

1o} Rule Type Rule Parent Direction P Protocol Service Type Service Name

MREBEFITRPRMIPBRERT], BEREMNS (+), AEEE BH.
Add/Remove Columns

| Direction

+/| IP Protocol

V| Service Type

/| Service Name

Add Columns

Inside IP Address
Inside Port
Outside IP Address
Outside Port

Allow Related

Update

o
B

i EVRERESEIRENFEIIFEXNERRERS. XFRMAEXREFMEEMRSEENGES, URSANF
KA R EEEIEXNER.
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Site Report : Real Time Flows

Retrieve latest data Search

+| Upload v/| Download

Info No  Application

@ 1 N/A
@ 2 N/A
@ 3 N/A
@ 4 N/A
@ s N/A
@ 6 N/A
o 7 N/A
16 a Google Talk (incl. Hangouts and Allo and

Duo)(gtalk)

BB tIY

BEDIRESRESEHEDMEXNSHNFAES. N “BF TRIIRPEZ—IHY

Source IP
Addr

17210106
17210106
17210106
17210.10.6
17210106
17210106
17210106

17210.106

Dest IP Addr

192.229.232.240
192.229.232.240
192.229.232.240
192.229.232.240
192.229.232.240
192.228.232 240
192.229.232.240

74125130.188

Source
Port

49976
49837
49835
49833
49970
49831
49825

49743

RPEFE— BEE. Bh “RRENKE UEELUNHE.

ZRAILBEESUTABSHEXNSHIFAEE:

+ BGP K&

+ OSPF K&
OSPF #h#h
OSPF #0M
OSPF LSADB
OSPF 8B

o BRER

Routing Protocols

Dest
Port

-]
80

Proto
P

TCP (6)
TCP (6)
TCP (6)
TCP (6)
TCP (6)
TCP (6)
TCP (6)

TCP (8)

Packets

201

PPS

0.000
0.000
0.000
0.000
0.000
0.000
0.000

0.023

Class

N/A
N/A
N/A
N/A
N/A
N/A
N/A

N/A

Service
Name

Customize Columns

Age

(ms)
3702175
7024077
7050202
7089890
4655644
7130125
7168561

31279

Bytes

9255

REM “BREE” T

Dynamic Routing Protocol

View Routing Domain:

BGP State Default_RoutingDomain

Retrieve Latest Data

IFvaNPyE:
[

1Pvd

| »e

BGP State
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DHCP fz53 23R4k

DHCP fRs528 /4t IREIR A XA E N DHCP RS B[BHPUAIZORERBNEBIFHMRSHNER. EEILUER Ke
y: Valu e 1512 RFFER DHCP RS \[HHPHES.

Site Reports:Real Time DHCP Server/relay Relative Time Inteval: | Last 1 Hour

Retrieve Latest Data

Click here to search or you can enter Key : Value for

DHCP MODE ROUTING DOMAIN INTERFACE(S) STATUS

Server Default_RoutingDomain VIF-1-Bridge-1 Running

Page 1 of 1 10rows Vv

MRRAA “BRS3, WeIllBEE “BREFW HEFS DHCP RSB XEKH DHCP FAH5I%,

Retrieve Latest Data
k

ROUTING DOMAIN CLIENT IP ADDRESS LEASE START TIME LEASE END TIME CLIENT MAC ADDRE.

Default_RoutingDo...  172.16.10.11 Sat Feb 27 10:47:06...  Sat Feb 27 22:47:0... 7a:ab:d9:81:ba:3b

10rows VvV

BE BRERFY LUBRZEIS DHCP ARsS23X88 DHCP EF#.
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Are you sure you want to clear selected DHCP Clients?

BF “EFEs UEHBEN DHCP IR B[ H4k,

Are you sure you want to restart selected DHCP Server/Relay Daemon?

IGMP/MLD

LSRR REMANAIERET, &0 ke > 68 > IGMP/MLD > IGMP/MLD 4t R TEEZW A FHES.
ERILTERM B ERIES. BERIH DERINE AR,

TEEZTEWR IGMP #iEa 2782325 RECV BT &4 IGMP #HUHiEE.
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IGMP/MLD

IGMP/MLD Proxy Groups IGMP/MLD Statistics

Type: RECV

RECV

RECV

RECV

EEE IGMP REBAMFAEE, ESME IRE > L8Y > IGMP/MLD > IGMP/MLD 124, 2 RIF LA Za)

o
IGMP/MLD

GMP/MLD Proxy Groups

%42 750% IGMP/MLD %iit $uBRIM IGMP it RAikR IGMP Zit g,

#%E Bk IGMP/MLD 48”7, M IGMP AARF1px IGMP HKiE,

VRRP

VRRP itk iR it XEECE VRRP ARiFHESR.
EEEEMBHBTRNIN (VRRP) RS, BSME RS > EH >VRRP, 2 “BREMHIE" IREHFIHIE.

402
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‘Abhishek Pandey

=  cCilrIX | SD-WAN Orchestrator

Orchestrator Dev US
OrgiD: intf4b571d7
PROVIDER cUSTOMER

Abhishek Serial_HA_Setup BRI_CBI000 v  Crenze rotc RN

(2 DAsHBOARD Site Reports: Real Time VRRP Relative Time eom: [ Last1Hon

1 REPORTS

ppPoE

PPPoE ik &2 %X PPPoE &R SEFIRRANEREEIEONNRSEES. EAWEFoIBIIHELEZRIEIL
HATEHEERERR.

o EIMEO: 5 PPPOE XEXBYE#MIEO,

o IPtthik: SEMEOXER P ik, MREPEOSBHHEEME, WETRSEREINE, MREMEOE
FLESHATFHERS, NERERKEIBE,

o WX IP: SMXXER IP ik, MMREMMEOCEoIHEEME, NETSEWEINE MREMZOEFL
FRTFHERS, NEREREERIE,

+ 21&ID: 5 PPPoE &iEEXMM—IRIRR.

o RRE: K& 527 PPPOE £iERTIRE, TRER TIREMER,

PPPoE =iE28Y iRH

EikE VNI E2E&7T PPPoOE, XR— 15K

EfE%RS B2E VNI [5, PPPoOE £iER#&@id/Z5h PPPOE &%
Ebgu;ﬂi?h/u\o %‘&?EEHE %*&ﬁro

=iE VNI MERILIREREE 1%"7(&.\, FFEKIP (ﬁﬂ%mﬁbu
B), HEEFRSSHHINBESHIP (8S).

Eris U IP #dEE, VNI MXEXR WAN $EEe e&maaridt
M.

e PPP/PPPOE RIFLLE, KMHNERAEREEE T

RiR. RIEEE 30 WESHEMEE.
(=331 PPP/PPPOE SKIEFEELE
21 BTFEMRERME LENTRENRS, WRSE—ERFEAE

[FEEE (EH#EIRN 5, HanEiRm 30 ).

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 403



EAF Ay Citrix SD-WAN Orchestrator 14.4

PPPoE &1&38Y BiEA
BE2H SD-WAN RRs38 FERIRZE.
Site Reports: Real Time PPPoE Relative Time Interval: Last 1 Hour

Retrieve Latest Data a ‘ 0 ‘

Q Click here to search or you can enter Key : Value format

VIRTUAL INTERFACE IP ADDRESS GATEWAY P SESSION ID STATE
Virtuallnterface-2 0 Dialling
VIF-2-LAN-1 3 Ready
Page 1 of 1 10rows Vv
Ny
DNS itz 8

DNS 4iit#uE RIE XM AREF B, DNS iR55E#F. DNS RSKE UK DNS fRS#E hits M58, DNS K&
#0 DNS ZEFR & R85 B ERER DA RANED+ Lo

RELIT
Site Reports:Real Time DNS Statistics Relative Time interval: | Last 1 Hour

Proxy Statistics Transparent Forwarder Statistics

Retrieve Latest Data

Q Click here to search or you can enter Key : Value format

PROXY NAME APPLICATION NAME DNS SERVICE NAME DNS SERVICE ACTIVE HITS
> Citrix_DNS_Proxy office365_optimize Quad9 YES 0
> Citrix_DNS_Proxy Any Citrix_DNS YES 0
Page 1 of 1 10rows V

BRARE SRS
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Site Reports:Real Time DNS Statistics Relative Time Interval Last 1 Hour

Proxy Statistics Transparent Forwarder Statistics

Retrieve Latest Data

Click here to search or you can enter Key : Value format

APPLICATION NAME DNS SERVICE NAME DNS SERVICE ACTIVE HITS
> domain_name_based Citrix_DNS YES 0
> office365_optimize Quad9 YES 0
Page 1 of 1 10rows Vv

IPsec 19

IPsec ERMRERTE XML L IPsec BHEIRERIFMES,

EEE |IPsec ReXEk (IPsec SA) MIFA= 5., BSMNE ke > LB > IPsec > IPsec SA, £ “BMRBHMEIE" LU
BN VELIE 60

EEEEHMBERARIRR LXK (IKE SA) WEAESR, FSME RS > L6 > IPsec > IKE SA, £ “RRRMHK
& LUREX S AT EdE.

fEErI LB N 5kE Bk IPsec A7 M B IKE StiHER” KB IPsec HEIEMSITEURE,

IPsec

Retrieve Latest Data

RERE (FAEAR)

BRERSEUMZREMNAKERBERIRS. FALEE, GEILISMKRHITHRERHRT 2 Citrix SD-WAN &
BHTA. BRI “RERSE” TE FEEILTEDR:
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- 0O

o PI%E

CPU fERZx
HEERER
o RTEFERR

BRSMER RN, B, SANSATENEMREER. ELUREFEELII BN EZ @R, &
BIIRATBEEXK, BERKELAN “BEX 5, AEERE/EUHEREEREHETHIERANET,

Customize Columns to be Displayed

| Select All | Bytes Sent

+'| Bytes Received | Packets Sent

/| Packets Received | Error Count Sent
+'| Error Count Received

O

B0 MAETEBEOHER/RE. ENESSATENED, FIMERR@E. &0 1/2/3,

Site Repor : Appliance Reports

Iterface: Hame Bytes Sent Iyt Recetved Packets Sent. Packets Recewed [Error Court Serk v Court Rexesed Acmons

.??.

.

EORMN -2REORT.

o RENFT—IEMENKARXNTFHFTHE (U Kbps £,
o BT T —IEFMEN KRERI T F T (U Kbps A1),
RIXHIRE -EFMERN KRS SIEE RN TS E,

R BB E -TEFmERFERET B UL I B T SR B 2K,
RIXEIRE -TEEE R BN R IX B ERIRE.

R SRR S -TEIEE R AT B U BB EEIR 2R

1B1F -SR] LT FHE IR R E B WA E.

.

(e

M4 NEE TS EREERN TCP EEK,
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Site Report : Appliance Reports Relative Time sk, [ T
Network  CPUUsage  Disk Usage
Y o
Site Name: Active Passive Failed Resets [Established Actions
DC_MCN 1321309 535959 2968 67806 18 ._

o WRBIR -BRIERET.

o EE) -EERHEIERER) TCP EERTIREL

o WE) -FmERFERETIE A ED TCP BRI FI9R .

o KW -ERE LR AKKEY TCP &R TR,

¢ E@@ B -FmERStEINEE TCP EEATFHRE.
o BRI -EEERSNEREILN TCP EENTHHE.,
o 1B -ERLETFHREIREREEMKE.,

CPU fEAx

CPU /B XnmE5 X 2R SD-WAN 1&&89 CPU FIEZE, CPU B /R 7 Frikedial A & #1Ed &) 8 fR v 19
CPU JE#E8,

Site Report : Appliance Reports E Relative Time 1wy Last 1 Day
etwark CPU Usage Disk Usage Memory Lisage
i
Site Name System Users Nice e o Wait I Sof ing Steal Actions
DEC_MCN 934% 147% 2147 % F15% 211% 0.05 % 1.86 % .—

o BHRAM-BRIERET.

« R4 -CPU A B RR=EIEFFAERNSHNBE DL,

« AP—CPU &2R A =EIEFFREEN BRI E D .

o A—4 CPU EEETMALRTERNARES, MRRIT.

« THN—CPU & F=REXHNSHE T DL,

« lo Wait —CPU %#F |/O 12FFIE BRI B BB E 2 Lo

o lrq —RiZREAHETHER (IRQ) fE,

o GE-EEMEIFRRETH, B EEEFTJRSETEMRERGRERTEN CPUNEH, ARKBHERS
F—1 CPUo SRIHR Ao

o 1B TR LUTHREIREREE KA.,
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HEERER

“BRER 2" TWEMUSH 1/0 (IOPS) AR RRERGMIMIES XERANERTEE,

Site Report : Appliance Reports Relative Time ) Last 1 Day
L3
F D U
o
Site Name Disk Name: Read 10PS Wit IOPS F Read Throughput Write Throughput Disk Utilization Actions
DE_MCN o oo 0105, om K Kb .—
DC_MCN wovda 0 105/58c 15 105/58C oms 0 Kbps 0 Kbps % .—.

o WRBIR -EREREM.

o HEB -BREEAM.

« ZEY IOPS — 2% E Y ESERE RS IREX IOPS B FI9%,

« SAIOPS —ERiEENBEEERESE N IOPS BIFI58,

o FER -BRERE B ESE R AR B ik E & TR IR S NIERIERE, ZIOFERERT 10 E0&
&5 1/0 1%8E,

o RRELE -BTAENENERIRIURENTYHEELSE, U Kbps AR,

o EABHE -BRIAENEINEREE NRENTIHERTEE, U Kbps A%1i,

o HAEFIRE -RRFmENRESEERNNTHREFBARE UEDHERTR).

o 1B TR LETFHREIREREEMKE,

REFERER

ANEFEABER NHETERRFENRS.

Site Report : Appliance Reports ﬂ

Relative Time b Last 1 Day
L pe N sage
Site Name Apps. Swap Cache Slab Cache Shmem Cache [ Unused Swap Actions
DC_MEN 311 Gb 0Kb 306.7 Mb 1.63 Mb 691Gb 297 Mb 1.39 Gb 0KD o

o IhSRE -BRIERE T,

« NARF -L Gb AR S REFERANTAREFE,

o RIRERF - Mb ARMETRRIREFRS. KREGRIARFEANIIR, SMEREE— M5B,
+ Slab Cache —E RS RHNEFRIEE, £ Mb

+ Shmem -\ Mb BB REARZERENZE,

s &7 -ERFEANEEAGTERE (UL Gb AEM),

s BAKX -BREAXEFFEANYERFHHE,
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« XEA -ETATEENRERRENRE,
o X -BTRRTENVHRE, MRVIERNEFE-LETEY R, WRERRRTIE,
o BE-ER LT HEEREREBNEE,

WAN ik it8

WAN it 2R ERMEEXITEN WAN HRERBRNFARGEE. BRIUEERS, RANTHZRET LN WAN
HERRVEIEHFEE . BEE WAN SHETBIRE, 15SME IRE > WAN izt E,

Site Reports: WAN Link Metering s Relative Time ast1H
WAN Link Mame: _New_H2-Broadband-ACT-1 WAN Link Name New_H2-LTE-AOL_Broadband-3
Total Usage: 0.97 MBs Total Usage: 0 MBs
Data Usage: 0.04 MBs Data Usage: 0 MBs
Control Usage: 0.92 MBs Control Usage: 0 MBs
Usage (%) MNA Usage (%) NA
Billing Cycle: Monthly Billing Cycle: Monthly
Starting From: 04/01/2021 Starting From: 04/01/2021

Days Elapsed:

WAN Link Mame:

6 days of 30 days

_New_H2-LTE-Idea-2

Days Elapsed:

WAN Link Name

6 days of 30 days

Mew_H2-Broadband-ACT-1

Total Usage: 021 MBs Total Usage: 895 MBs
Data Usage 0 MBs Data Usage: 7167 MBs
Control Usage: 0.21 MBs Control Usage: 17.83 MBs
Usage (%) MNA Usage (%) NA

Billing Cycle: Maonthly Billing Cycle: Monthly
Starting From: 04/01/2021 Starting From: 04/01/2021

Days Elapsed.

October 21,2022

6 days of 30 days

Days Elapsed:

6 days of 30 days

ERILUGEA Ping. Traceroute. ¥EGHIR. H3MIRA iPerf i2MrS 2R RNIAAIAZE SD-WAN RIZE_ERIMILE
EEREE, BEEE O TUE, BSME WEHR > 28,

EERVIER, BEG O EALAN “BEEER . GALRESE TH. EHM BR REER.

Diagnostics @

. PE@ing —EALUES ping IRk SRICEMEERE, BASREAES, IBELX ping HRIRH

MEBIEF T RESRIP M, ARBE
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Test Results
Diagnostics @

/| Ping Traceroute Packet Capture Ban

. ‘ 1t of ping
W iPerf  View Results PING 80.80.80 with 70 bytes of data (5 attempts)

of ipe
Source Site *
Client connecting to 10.1.2.3, UDP port 5001
Binding to local address 10.1.2.2
SantaClara Sending 1470 byte datagrams, IPG target: 11215.21 us (kalman adjust)
UDP buffer size: 208 KByte (default)
[ 3] local 10.1.2.2 port 45212 comnected with 10.1.2.3 port 5001
[ ID) Interval Transfer Bandwidth
[ 3] 0.0- 1.0 sec 131 KBytes 1.07 Mbits/sec
[ 3] 1.0- 2.0 sec 128 KBytes 1.05 Mbits/sec
[ 3] 2.0- 3.0 sec 128 KBytes 1.05 Mbits/sec
IP Address Interface Gateway IP (Optional) [ 3] 3.0- 4.0 sec 128 KBytes 1.05 Mbits/sec
o3 4 sec 128 KBytes 1.05 Mbits/sec
3 s ec 128 KBytes 1.05 Mbits/sec
Default [ 31 6&.0-7 < 129 KBytes 1.06 Mbits/sec
[ 31 7.0-8 c 128 KBytes 1.05 Mbits/sec
Routing Domain Ping Count Packet Size (bytes) [ 3] 8.0- 9.0 sec 128 Kiytes 1.05 Mbits/sec
[ 3] 9.0-10.0 sec 128 KBytes 1.05 Mbits/sec
§ § { 3] 10.0-11.0 sec 128 KBytes 1.05 Mbits/sec
Default_RoutingDomain [ 3) 11.0-12.0 sec 128 KBytes 1.05 Mbits/sec
[ 31 12.0-13.0 sec 129 KBvtes 1.06 Mbits/sec

+ Traceroute -f&7] LURERER A AN U5 R Z B BIBKE, E4RIRIE = A0 B AR R LU ERERRIER R,

s

Diagnostics ®

X

Clear | Copy | Download

E&E BT,

Test Results X
Executing diagnostic command on appliance, this may take some time, please wait...
Clear | Copy | Download
Ping Traceroute Packet Capture Bandwidth Test iPerf
of
Source Site
Trace Route initiated on Virtual Path SantaClare-Kansas, Path SantaClara-Internet-ATr-2->Kansas-Internet-AlT-
Source Site” 2
Santaciora Please wait while the trace is completed,
Trace Route Results:
Virtual Path: SantaClara-Kansas
Traceroute

Path: SantaClara-Internet-AT1-2->Kansas-Internet-ATT-2
Destination Site Path

Kansas

Cancel Hops to destination: |

Trace Route to 10,1.2.3, destination was reached after 1 hops, 1 hops attempted.

SantaClara-Internet-ATT-2->Kansas-Internet-ATT-2 bope i w2
1 101,23 24%m 2340

o WEEMHR -SSR Pkl R FEEREE AR OFRNSRER. ERUEFERMBBMEIFARE

Diagnostics @ Test Results
i) Executing di: i on i this may take some time, please wait...
Ping Traceroute Packet Capture Bandwidth Test iPerf

Packet. capture test results are downloaded.

Source Site

SantaClara
Packet Capture
Interface Filter Help Duration (seconds) Max no of packets to view

]

Cancel ) Processi

5 1000

B ETURME T B X HEETNE S FRER.

-

nean rtt

S/Gvo

X

Clear | Copy | Download

o HEUR -EHUEERNEERE LETHERENR, UEERA. RIWETHEERER. BARESR. BIR

bR, AEEFRE. BEHET.
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Diagnostics ® Test Results

Ping Traceroute Packet Capture Z| Bandwidth Test P

Source Site
AR RRRRRAARAAAARESULE Of DandWidthe**#assasssssssenan

Minimum Bandwidth:451829 kbps
Source Site Maximum Bandwidth:668430 kbps

Average Bandwidth:539664 kbps
SantaClara

Bandwidth Test

Destination Site
Kansas
Path

[SantaClara-Internet-ATT-2->Kansas-Internet-ATT-2

o iPerf —Ea A RV E B 1R LiB1T iPerf i, iPerf LM TARTFERNIARE, AUFEMRATLESIUL
TERAIRIL B) R

- BRERSEEN ¥ Bn “Fi”
N FREFItaEE
EENBEaEL

Eim{7 iPerf LU, BEMEFRFISME) WIEHES > 1287, AREF iPerf Si%E, BMAGHMHIN. BialE
R WOS. RS\ HENEER. MAERE. RSR iPerf 1M, RERE BT

1t of ip
_ g o e
Binding te local address 10.1.2.3

Receiving 1470 byte datagrams

3] 11.0-12.0 sec 128 KBytes 1.05 Mbits/sec 0.363 ma 0/ B89 (08)
3] 12.0-13.0 sec 128 KBytes 1.05 Mbits/sec 0.328 ms 0/ B89 (08)
3) 13.0-14.0 sec 126 KBytes 1.05 Mbits/sec 0.508 ms 0/ 89 (0%)
3] 14.0-15.0 sec 128 KBytes 1.05 Mbits/sec 0.304 ms o/ 89 (0%)
3) 0.0-15.0 sec 1.88 MBytes 1.05 Mbits/sec 0.304 ms 0/ 1338 (0%)

SUM] 0.0-15.0 sec 2.00 MBytes 1.12 Mbits/sec 0.304 ms 0/ 1428 (0%)

Transport Protacal Time Interval (sec) Fort* UDP buffer size: 208 KByte (default)
UDP 15 5001 [ 3] local 10.1.2.3 port 5001 connected with 10.1.2.2 port 45212
[ ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
[ 3] 0.0- 1.0 sec 129 KBytes 1.06 Mbits/sec 0.254 ms os 90 (0%)
Server Bandwidth Measurement Mode Hel [ 3] 1.0- 2.0 sec 128 KBytes 1.05 Mbits/sec 0.440 ms 0/ 89 (0%)
[ 3] 2.0- 3.0 sec 128 Kbytes 1.05 Mbits/sec 0.354 ms 0/ 89 (0%)
All Overlay member paths { 3) 3.0- 4.0 sec 129 KBytes 1.06 Mbits/sec 0.204 ms 0/ 90 (0%)
[ 31 4.0- 5.0 sec 128 KBytes 1.05 Mbits/sec 0.160 ms o/ 89 (0%)
[ 3] 5.0- 6.0 sec 128 KBytes 1.05 Mbits/sec 0.401 ms o/ B9 (0%)
Pettotest [ 3] 6.0- 7.0 sec 128 KBytes 1.05 Mbits/sec 0.366 ms 0/ 83 (0%)
[ 3] 7.0- 6.0 sec 128 KBytes 1.05 Mbits/sec 0.360 ms 0/ 8% (0%)
Choose Patl [ 3] B.0- 9.0 sec 128 KBytes 1.05 Mbits/sec 0.357 ms 0/ 89 (0%)
[ 3] 9.0-10.0 sec 128 KBytes 1.05 Mbits/sec 0.308 ms 0/ 89 (08)
[ 3] 10.0-11.0 sec 129 KBytes 1.06 Mbits/sec 0.252 ms 0/ 90 (0%)
Server iPerf Options Client iPerf Options H
t
t
t
t
t

N

>
f

October 21,2022
REFITUERAR & EMEEEFR ZEAETHEBER.
EAUSME “BE” > “NE, ARRE +WE ATCREIBEREHEERL S
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Provider Administration: Announcements

Customer Announcements

Created By Subject Content Expires Actions
admin Maintenance activity on 16 ... Maintenance activity is sch... Never Va @
Page Size: = 50 Showing 1-1 of 1 items Page1 of1

REFFTHU HTML SIAXEEXBARS. EEATLUKE QS EIH,

New Announcement

Subject *

Maintenance activity -20 May 2021

Content ™

Maintenance activity is scheduled for 20 May 2021 between 6 PM to 8 PM. The services will be unavailable during this window.|

Expiration *
() Never

On

RENAERETEFRBEEF
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Maintenance activity is scheduled for 20 May 2021 between 6 PM to 8 PM. The services will be unavailable during this window.  Click here
to read the entire message
e ]
Network Dashboard Relative Time Interval: Last 1 Hour Site Group:
& ALERTS  SeeAll © UPTIME See Details ™ TOP APPS See All © TOP SITES See All
17 Overlay Underlay Unknown onpre... BRAN... branc...
Critical 100.0% 100.0% 0KB 0.04 % 0.03 % 0.02%
+ Newsite [REEEINTY
WCEEIE| @ Normal
Availability Orchestrator Site Name Site Role Device Model Serial No Bandwidth
Connectivity Tier
[ } @ Online onpremmcn MCN VPX-SE AF19B86B-15B0-57F2-51F8-8ECFI... 20
o @ Online BRANCH2 Branch VPX-SE 2A302151-72A2-87C8-B794-2D53... 20
[ ) ® Online branchvpx (HA) Branch VPX-SE 83E78799-4F85-AD41-7977-74F15... 20
Page Size: 50 Pagel of1
faran
RFR&EiE
October 2, 2024

BT A<HA Citrix SD-WAN Orchestrator R F R @aFRES (RBAC), RBAC RIESERABMNBEFANAER
&% SD-WAN Orchestrator ZFiEE51EMR. RBAC AFBANISRHAGEEMEIE, HIRGIEMEMEIR,

ABENTEERTAH#E Citrix SD-WAN Orchestrator EEEMAITESMIENNNR, EAIUMTRE X ABTIR
hHRBR SRR,

IR T, 7E Citrix SD-WAN Orchestrator for Inclouse talE— M EFKA, BRAE SERA ZEBIEB N &
B, EVRERAE, EXRBPERRIAED,

BT LU AN R] AR A AIEAZ # 1T S IEN AR BidinZ S HIRIER A @i RADIUS 5 TACACS+ 54 3IER
ST R,

RrRMtEAG

TRIIH T HE XN REREF A,

RHERE WA

Provider-Master-Admin-All AUEERERREREEFEENEER
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REEARE 5 BH

Provider-Master-Admin-Tenant AJUEERERNEZEFEEFENEER
Provider-master-read-all Qe EERERNEPEENEER
REEMEERER (F%AR) HREEEMRENEIEXEENEER
REBREEER FI%AR) HEEEENREREEXEENEER

Provider-Master-Admin-All B&E] LI T TIR1E:

s NREBNEFNEFNAFR SRS
- EEMAHMEERABNEFPILIE
o wEIMROENEE

EFRfAG

TRIMTHEXNEFAE:

)] iEA

Customer-Master-Admin AINEENREEFEENEFEER
Customer-Master-ReadOnly-Admin REEEEFEENEFREER
BERMESER (FKhR) REEEENRENSEXEENEFEER
ERREEER (FUYhR) REEENRERSEXEENEFEER

BE FRXEERAGHN BRI LAITUTERE:

« NMARMSEEFAE
o wEIMROENAE

AR

Rxgme (FEER. ReEERNINKEER) TN EAREENAFRERER,

XAG

HFHEAFNER, BERANSESBAGHAFHFHANRREENRERER. NAGNERHRENEAE

REXH. BRHBEHGE, AR RBRENEFAERHNHANR, B2, XBAPFAESH#LERE €18 > A
FEE” T. RIEFE, TP EERTUMMRIGERZ A BNERH.
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)] WA

Customer-Support-ReadWrite AIUEENRIES A& RRE AR &R
Customer-Support-ReadOnly HEEEEEFERNXEER A

= gy Bl it

EATF Ay Citrix SD-WAN Orchestrator iU T BH SHI8IE:

« BRERSHNIE: PRARSHWIERMET —FHSMBIIESE, FIiLAFPHRZAAR Citrix SD-WAN Orchestra-

tor,

s WEARSHRIE (TFA): WEARSHRIFRETHHSHIRIESE, FIiLAF BRER T4 Citrix SD-WAN

Orchestrator, EEEZRFFHIIANTHIMIZL2E,

BRENMVNERSHEIEZRFUTHMEIESA:

o M %EPE, APRAERTE Citrix SD-WAN Orchestrator tasitife 89215 74 RER1F A RIAR,
« RADIVUS: ##fE, AFRXIER RADIUS ARS2RZ A REIR1S A EINR.
« TACACS+: &5, AR AR TACACS RSB A BERFIHIAIIR,

TR T EARMH TS O IRIEN AP RN E BN S OIS E:

FEHHIIELRE
BREFHEIE Z<ith
E FHIIE Z<ith

TRIE T RES M IIENA A RN EEMHE B0 IIES X!

FEHHIIELE
BRERSMHRIE 7. RADIUS 3¢ TACACS+
NE B {3 JIE 7. RADIUS 3¢ TACACS+

BN S HISIERE

RADIUS s TACACS+

LEEUEE gy EmpllEit]

RADIUS g TACACS+

WMRBAT WEARFHIRIE H1§ RADIUS/TACACS+ BRSHBECENHBMSHWIEXE, WERNE L2ER HEHERD

FEo
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C“TI).( Sign in to your account

Username

Secondary Password

Copyright(©) Citrix Systems, Inc. All rights reserved

ANIAR

SHE B> AR EE > B2E + M2 > WAUTFEAEE > 8F “Fm.
« WIANBF &,
« BERRSHRIE: XERERAFNESHRIL
s WARSMRIE: NAPERBAESNIENESSHNEIE. BXESER, BEH ZESMIIERSS .
o ESMIIERE: ERAMITIES 7 IIEARSS Y P ik,
o MBS MR EIFTESNINERSSZH IP ik,
Eid

NREFBEER SHIIE, WHBSHIRIERE FEBETR ARG,

« A MNIRARRPER— AR,
o EBEFIFR. ((VEHRERRFITR). ERMBRN, REFETLUELRERFRAIE,
« ZUEAEHA (MM/DD/YYYY): B ERAREFEENELERR. RIS RAEZHENMAE,

o WAGHENE, BRKELSANT 8 B 128 NFHFZiE,
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Add User

Username *

userl

(e) Single factor authentication Two factor authentication

Primary Authentication Type

Local

Role

Customer-Master-Admin
Expiration Date (MM/DD/YYYY)

N/A

Password *

Add Cancel

fER “BF 7, EUUENAFRAG. BRERMNEESOIIERE, NMBELE, EHaUBRZAF.

Network Administration: User Administration

Users

User Role Expiration Primary Auth Server Secondary Auth Server Actions

admin Customer-Master-Ad... N/A Local None

tac_sdwanl Customer-Master-Ad... N/A 10. .98 (TACACS... None I

rad_sdwanl Customer-Master-Ad... N/A Local 10. .99 (RADIUS) I D

test Customer-Master-Re... N/A Local None 7 e
Page Size: = 200 Showing 1 -4 of 4 items Pagel ofl

PR

BT A Citrix SD-WAN Orchestrator A& FER—IREE TAEMEASERIBEFA R, RITIIREN, &
FEIREHE “QIEKP BT HE,
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B S HIIERE

TR AP NS MR BRESHIIEELNRARS MW, RZTFR.

EFNARNSMNINERE, BE “BF JIhEE -, ARRE “RESHIIERSS .

L3

Network Administration: User Administration

Users

Remote Authentication Servers

User Role Expiration
admin Customer-Master-Admin N/A
rad_sdwanl Customer-Support-Rea... 02/03/2021
tac_sdwanl Customer-Master-Read... N/A
tac_sdwan2 Customer-Support-Rea... 02/03/2021
rad_sdwanz Customer-Support-Rea... N/A

Primary Auth Server

Local
Local

(RADIUS}
Local

(TACACS+)

Page Size: = 200

Secondary Auth Server Actions

None

(RADIUS) & e

Y I Edit Authentication Server I

[
" Update Local Password &

Pagel ofl

REHFNEFET BRRSDIIE, WAILENHRENERS NI, B “WERSMHWIE", AEM “FHEISHIIESX

B ThIPIRPERTERS R, BENA.

Edit Authentication Type

Username

Single factor authentication (e) Two factor authentication

Primary Authentication Type Secondary Authentication Type

1. 1.4 (RADIUS)

Apply Cancel

MREYFNER T WERZSHIE, WA LUERNE LB S O R R IRE RR RS KK,

EUMEIBRRSMHIIE, FRGT RERRSHWIL. WS HIIEXRE THIIRKER, NEA TBMNIIEXRE Th

S
FEHWIERE REECIRAFMNRE, UETERE.
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EE

TR B A AR, BERAFPNEE, 57 “2(F JIheE 7 HEE “Emfst®En’,

i2

¥

CREEEAMAFNER, WHEdmESNIEIERAR, GREMIMNIRS 3 LR,

ENAFRAG

EENAFAE, BRE RF FIhe YRE Bff. &R fAe, ARRE NA
212

B ERERINEEGARNAR,

Edit User

Username

Role
Customer-Master-Admin

Expiration Date (MM/DD/YYYY)

g

October 21, 2022

HE E i PERRNEEMLL, AFiAEacag Citrix SD-WAN Orchestrator, EREZIUERSicE, EaILL
IS ER QB MR,

BEREE, 1EMRENZH DNS iRS23EE 7 —5% DNS 2R, %2R E 583 Citrix SD-WAN Orchestrator
BFAMERE P i, BREFHEBEREES 788, 8BFE/E, AT Citrix SD-WAN Orchestrator &
EMEREMHENERIER. PAESMEE LREERNEE. BXEZFMES, ESIE SD -WAN 1&& LR
# SD-WAN Orchestrator B2 &.
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EEEIRZ A EEAIMEN, MRELHIIEBENEFEH DNS RS T IP thiutfRtr, BT =1 FQDN BBEfm 4
#h 1P 89 Citrix SD-WAN Orchestrator 89 DNS i2R:

+ sdwanzt.citrixnetworkapi.net
+ T#.citrixnetworkapi.net
« sdwan-home.citrixnetworkapi.net

flan, wnRAHIFEH Citrix SD-WAN Orchestrator B2& 4 c itrix.com, 477 DNS ARS8+ AL F FQDN €
# DNS 2R, Hasih IP sthiskaiz Citrix SD-WAN Orchestrator:

« download.citrix.com

« sdwanzt.citrix.com

« sdwan-home.citrix.com
EeRiET:

fBlen: R A A Citrix SD-WAN Orchestrator B2 & J c itrix.com, N T EIRER S5 B2 E N down-
load.citrix.com, #it+EIERSE REN KiHE8, citrix.com, BBA{RX%F7E DNS RS2+ 9L T FQDN #
HERZEY IP sihk eIz DNS ig%:

« download.citrix.com
« sdwanzt.citrix.com
« statistics.citrix.com

NI EEBRBRENEXER S AF ARG EEEN Citrix SD-WAN Orchestrator, &% MERNHIT IEH
BQI0IF SIZTER bR S EMIIE IR E ET,

pEF=

ERHEFHERER, RARUEDEERAENRESEHAAXNES.

EREER, BEMNSKETISME “EE > 9L, ARERAMIEE 1214 Citrix SD-WAN Orchestrator,

Advanced Configuration

On-prem SD-WAN Orchestrator Domain *
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HTTPS iEH

October 21, 2022

B 574k Citrix SD-WAN Orchestrator WR£EIE HTTPS EZEFE HTTPS iE$H. ErILUERIER F A
GUI &9 Citrix SD-WAN Orchestrator Li2#tHIZHA HTTPS SE$, ATl EfE MERIEMAEZS (30 OpenSSL) =%
AIENMERMNBENX HTTPS iEH. BENX HTTPS IEEAFEIEH R U R SIEREXNEMETSE,

E2EFRINES, BESHME EI1E > HTTPS iE+H,
AR

ERUHEEERER, RAREREERENEREMRM LE HTTPS IEH,

Network Administration: HTTPS Certificate

Installed Certificate

Issuer Issued To

Country us Country us
State/Province California State/Province California
Locality San Jose Locality San Jose

Organization
Organizational Unit
Common Name

Email

Citrix Systems, Inc.
Engineering
Citrix

support@citrix.com

Organization
Organizational Unit
Common Name

Email

Certificate Details

Certificate Fingerprint
Start Date March 18 08:09:35 2021 GMT
End Date March 18 08:09:35 2022 GMT

Serial Number

Upload Certificate

Upload Certificate

Click to select or drag n drop file here.
Allowed file types are .crt

Upload Key

Click to select or drag n drop file here.
Allowed file types are .key

Citrix Systems, Inc.
Engineering
Citrix

support@citrix.com

‘BREMIER MPoRMETIRE LRENIEBHRE, KREEAIERENEPITRES.
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ks MORE T BXEEMALERBRIFRES IERBFHR BR 5 IREBJMLE, RMIEBREEIRERT. MK
FEWDRM T NEBERVIEREBNANMEIFAES. IEBFAEEREEIBNEY. FHSHIEBNERE.

BEHERIER, BEME “BE” > “HTTPSIEE, AERET “EFER
FE
SMERIEBREARENEEEN HTTPS KIEHEMBEs HTTPS RE88. MIWEMERIERE, GUI 28
ShRI#To
B L MEMEMIESR (0 OpenSSL) sHAIEMMER HTTPS 3EH, ABKHE EERIZMA Citrix SD-WAN
Orchestrator £, ZIFHIEHIERHn.crt, ZRHNZHALRH N key.

EHEEEX HTTPSIES, &7E “LEIEH" M “LERHE EPoRRE “LE7 suEshiiEs M 298 X ML
£fE, GUI 2B5IRIH.

M= 8] B I

October 21,2022

fEar g i As#hay Citrix SD-WAN Orchestrator 4 BoaYiE R 58],

#10 Citrix Hypervisor a9 %sa)

#h0 Citrix Hypervisor _ERYRER %S 8],

1. MESWERIZR XAEMI (VM)o
2. EEREMN, ARRE FHE R+

file View Pool Sewer VM Storage Templates Tools Help

Q) Back - Q) Forward [ Add New Server New Pool 5] Newstorage [Tl NewvM | (@) start () Reboot () Suspend
Search Q[ e —— o - Logged in as: Local root account

= {7 XenCenter

~
General Memory]| Storage || Networking Console Performance Snapshots Search
[ SPW-ORCH-ONPRFM-SVR-1 o - 2 =

Y Virtual Disks
=@

3 DVD Drive 1:
B rive 1: [ <emptys ] Hect
)
[} Positon  Name  Description SR Sze  ReadOnly  Priority  Active  DevicePath
g [ Herd Disk 1 Local Storage2 6568 No 0(Lowest) No /dev/xvda
|72 CitrixSD-WANOnprem rc 2
3
)
)
)
)
)
)
)
)
B
)
B
)

<

‘ﬁ Infrastruct

¥ Objects

Add... Attach Disk... Activate Move... Detach Delete Properties

2. Organization Views
O‘ Saved Searches

M Notifications
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3. EREREHET B,

General M y Storage i Console Performance Snapshots  Search
Virtual Disks
DVD Drive 1: | <empty> v| Eiect

Position Mame Description SR Size Read Onl Priori Active Device Path

Hard Disk 1

[—
| Add. || AttachDisk.. | Activste | Move.. || Detach ||  Delete || Properties I

4. BF “KPNMMUE" &, AREHMEETE IR SERHE,

€3 'Hard Disk 1' Properties ? *

G;”e'dalD_ o Size and Location
ar 15

% Custom Fields You can increase the size of your disk so more space is available for your VM. Reducing the size of your disk is not
<None» supported.

Size and Location

B64.9 , Local_Storage2 Size: £4.967 E| | GE ~ |

CitrixSD-WANOnprem rc 2
Device 0, (Read / Write) Location: 'Local_Storage2'

0K || Cancel

5. g Start (Fr44).
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€ XenCenter

File View Pool Sever VM Storage Templates Tools Help

@ Back - () Forward - | [l Add New Server New Pool §5) New storage 1] New WM

B reboot ({J)) suspend

Q

) {r XenCenter

& General Memory Storage Networking Console Performance Snapshots Search
. e —-

! Bject

@ - - ae
@~ - =
% — DVD Drive 1: | <empty>
g —
——— .t Position  Name  Description R Sze  Read Only
B e Hard Disk 1
B
B
@B -
B — -
B — -
[ — -
B
3
B
B
B
B
B
B
B v
< o >
‘ﬁ Infrastructure ‘

Priority Active Device Path

W Objects -
B | [ s |

LM inas: Local root account

Delete | [ Properties |
2, Organization Views -
Saved Searches -
O,
A notifications
o] 1 Rz gy
& ESXi ARS5 28 LRI E =S (8]
=l 73
o] i £z Z3 ‘—J
1E 0 ESXi ARS3 88 L RYREA i8],
AN EIERE R XA EMAL (VM
1. M m} ) =) £ 5K |4 °
EREM, AERE “RE
2- ]& + H.IL* > /A g o
vmware ESXi 1001@10.105. 'Q Search
“% Navigator 1 || ) onprem-testt
- @ Host
g Console [ Monitor | ) Poweron @ Poweroff 1 Susp fesaf| | /| @ Reesn | 3 Actons
Manage
b Pt SS—— o g
fan GNUILnux 6 (4-01) oM
~ (3 Virtual Machines Compatbilty £5X5.1 virtual maching
Vitvars Toos Yos MENORY R
crus 8 08
Menitor Memory 1668 srouce 5
» @ onprem 26,86 GB
More VMs...
- B3 storage
a2 - ~ Hardware Configuration
> B datastoret » @ Networking » @ cru BvCPUs
Lot » €8 VMware Tools. VMuware Tools Is not managed by vSphere ] Memory 16 GB
@ Networking B
» B3 Storage 1 disk » 2 Hard disk 1 100.97 GB
[ Notes it SD-WAN Onprem Virtual Machine / Editnotes » B8 Network adapter 1 VM Mgmt Network (Gonnected)
» @l Video card v
» & COVD drve 1 Remote device CD/DVD cive 0
» @ Otners Addtionl Hardware
[~ Resource Consumption |
Recenttasks o
Task ~ Target ~ ntiator ~ Queved ~ startea ~ Resuta ~ Completed v =
Power oM ) onprem ot ) oozt 172300 © Compited sucsstuly ovszcet 172501
impart Vaps. Resources root ovosra0et 177t ovoaraoet 177t @ Completea succasstuly 1082021 172300
Power On VM B onprem oot ovoarc21 171855 ovoer2021 17:1855 @ Faiod - Tha ttempted operstion cannat be performe... | G1/06/2021 171855
Shutdown Guest s — ot ovoaszeet 173307 ovoaszeet 173307 @ Complted sucasstuy ovoszcet 173308

3. R EMEERMT &R,
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llf';-‘ Edit settings - onprem-test1 (ESXi 5.1 virtual machine)

Virtual Hardware WM Options

) Add hard disk B Add network adapter Add other device

» [ cPU . 6

b I Memory MB .

8
16384
+ 2\ Hard disk 1 10096679 GB bt

3 SC35! Controller 0 LSl Logic SAS

» [N Network Adapter 1

WM Mgmit Network Gonnect
» (%) CD/DVD Drive 1
' EI ple=ce Specify custom settings
save || Gancel
4. 7T R FEAIEMER =E, ARRE “RE
(51 Edit settings - onprem-test1 (ESXi 5.1 virtual machine)
2 Add hard disk 8 Add network adapter Add other device
+ [ CPU a8 » 6
» I Memory MB o
» o Hard disk 1 GE
+ SCSI Controller 0 LS Logic SAS
+ M Network Adapter 1 VM Mgmt Network Connect

» 5y CD/DVD Drive 1

» [@] Video Card Specify custom settings

TS care

4

5. BFEF “FH7
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vmware' ESXi

More VMs...

root@ 101055081 + | Hep - | (YN ~
“T; Navigator 1 || 5 onprem-test1
~ @ Host
EM | JEdt | @ Retresn | &3 Actions
tanage
Monitor onprem-test1 cry
E— o d
~ () Virtual Machines Gompatbitty E5XI 5.1 vt machin
VMiware Tools Yes MENORY
cpus 8 0B
Monitor Memory 568 sronece
» & onprem 26.86 GB

~ B storage
B ~ Hardware Configuration
» B datastoret » @ Networking » @ cru BVCPUs
CorEr » &8 VMware Tools. VMware Tools is not managed by vSphere: 8 Memory 1668
£ Networking » B Storage 1 disk » B Hard disk 1 120.966791
[ Notes Gitix SD-WAN Onprem Virtual Machine 7 Editnotes » B8 Network adapter M Mgt Network (Connected)
» 8 Video card 4B
» 5 CODVD drive 1 Remote device CD/DVD drive O
» @ Others Additonal Hardware
[ - Resource Consumption
Recenttasks o
Tasic ~ | Terget ~ Initstor ~ | Queved ~ Started ~ | Resutt ~ Completed v >
— 5 onprem ot ovparneet 172sc0 ovpancet r7sc0 ovsarzoet 172501
- f— - ovoazeet 7zt ovoazeet 7zt ovsazoet 172800
Power On it 5 ovprem o ovoarneet rritsss ovoarneet rritsss © Fiec - Tho atemptd aperaton cannot bo perorme... | 01082021 17185
P Jre—— . [eTr——— [y — © conpieted succassuny [———

FiZEmiy Citrix SD-WAN &%

October 21,2022
7% Citrix SD-WAN Orchestrator st ZE R ERZIMMIGE, BFHITUTIRME:

1. EFAMER Citrix SD-WAN Orchestrator F&RZSHMMIES, EiEaRT, SM2 KBS > IEHRE > ’&
EE, REMN “Fi&BFIS FERIHRFEIS, BFHRE.

AR

WRMSAR U@ Ay Citrix SD-WAN Orchestrator i4iR11%i&% ,

i8N0

NiZig& T “MEHTIRE” K
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Device Information

Enable HA

Primary Device Serial Number Short Name
|Enter Device Serial (Required for Deploym: Primary

Secondary HA Device Serial Number HA Device Short Name (Optional)
H3TM4CXEJV Secondary

Advanced HA Settings N

2. SME EHER > i8E, FAHERBEZEMEILEMTIRFBIBR.

H e}
Site Dashboard Relative Time Interval: Last 1 Hour
{2 ALERTS See All © UPTIME See Details TOP APPS See All 88 TOP APP See All
CATEGORIES
0 No Statistics Available No Statistics Available

Critical No Statistics Available

WAN DEVICES

Device Info

Availability Cloud Connectivity Uptime Short Name Device Model Device Edition Serial No. Bandwidth Management IP Actions

3. B TFREIMENBRFEMHLIRE, ARMIRLIFTZRE.
4. BIREREENR L, ARGUFZEMRE—FEMBRENHL.
5. mmEAFAAF REM Citrix SD-WAN Orchestrator #, b= AFISME BE > bR E > 8 &1¥4E
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Bo £ “EREFVIS” FRAPFNFEENFTIS. BHRF

Device Information

Enable HA

Primary Device Serial Number Short Name

l HE530CXRDG Primary

Secondary HA Device Serial Number HA Device Short Name (Optional)

H3TM4CXEJV Secondary

Advanced HA Settings

6. EEBETIZMEE. EXEZER, F5H THEMEE,
7. FFNOW, IREERERINER LN EE,

Network Dashboard Relative Time Interval: Last 1 Hour Site Group: All
£ ALERTS See All ® UPTIME See Details = TOP APPS See All © TOP SITES See All
0 No Statistics Available No Statistics Available No Statistics Available

Critical

-+ New Site Map List Select Continent Select Country Search Q 2
ARl @ cCritical

Cloud C ivi Site Name Site Role Device Model Serial Number Bandwidth Tier Management IP
® Online MCN_VPX MCN VPX-SE 6E886BCA-18CF-6C... 1000 10.102.77.106
® Online Client_vpx Branch VPX-SE HE530CXRDG 1000 10.102.77.107 I
Page Size: 200 Showing 1-2 of 2 items Pagel of1
8. EWMELF, SME “BE” > ‘MEREEXN, RERE “BERE/RH.
428
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C4EE LN
9. BF& B8
Q Current Deployment Deployment History Change Management Settings

Software Version :

0/0
Staged Appliances
0/0
Activated Appliances
Total Appliances Staged Activated Failed
0 0 0 0
Online Site Status HA State Software Version

10. BpE=ME, Bd BE .
11. SMBIRNURIRHBIERE RS RIS,

&R F A Citrix SD-WAN Orchestrator 19 APl 35/

October 21,2022

Z7£ Swagger AR @& LA Citrix SD-WAN Orchestrator ZithiZfE AP| 573, ERITUTRIE:

1. ERZAHA Citrix SD-WAN Orchestrator A58 % ? £ Ul WA LA, sAGHES APl #5/8,

onse oo [N [OF

Dashboard Help

API Guide

LEES % B~ Swagger MR I¥4HE R,
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Swagger Spec Details

Citrix Cloud ID
Customer ID:

Swagger Spec URL: https://10.106.186.76/swagger-ui/

On-Premises Swagger Spec: Download

2. B& Swagger #SE URL LLixiR] API #5780

Citrix SD-WAN Orchestrator i&d curl {247t API
WEFMY

. TIRER

o BHIER
WITU TSR, @i curl £/ Citrix acithigmiag API:

1. ZER: NRELMH XVA, WHRAEZEREI =R,

curl -k -X POST -H "Content-Type: application/json "https://<
onprem-orchestrator-ip>/policy/vl/onprem/cloudLogon - data '{

"clientId":"<clientId>","clientSecret":"<clientSecret> ","ccId":"
<ccid>", "pop": "<popName>" }

clientIdclientSecret. #M ccId aLUM IAM TIEFHKEL,
AREESRSERZE, 1B

BREFPIKF EECTEIE,.

2. IMBR: ARFTRMBE RIS D IIEL .

curl -k -X POST -H "Content-Type: application/json" https://<
onprem-orchestrator-ip>/onpm/vl/logon --data '{

"username":"admin","password":"<passwordField>" }
1
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Xz&E A M ZFF ID AN, CustomerlD REFFE, £HEMAPIERREERE. RF &7 ID LUEH
EER. ZLRNEMHRA—NY, 25, RENERER.

w5 ERS% WIFShEF CustomerlD E5h Efth Citrix it API,

curl -k -X GET -H "authorization:CWSAuth bearer= <token> " -H "
Content-Type: application/json"https://<onprem-orchestrator-ip
>/onpm/vl/scope/<customerId>/globalSettings/ntpSettings

B RREE

October 21, 2022

AT REREE XTI UEERTFA#E Citrix SD-WAN Orchestrator SF& EHRITH B ERME S,

LGS

A L T EME DA EFTEM Citrix SD-WAN & HhR4s, HEMEEARMA Citrix SD-WAN Orchestrator
. EREEMENIEEERTFAHA Citrix SD-WAN Orchestrator 2 A& 2l R HhR 4,

FE
IRHEITERREEMERF A 10.3 frZ<ay Citrix SD-WAN Orchestrator F3| N8, FZIFEEINKTF At
10.3 k789 Citrix SD-WAN Orchestrator BrasByER {4 AR 2s.

R

EIRMEIEEIRED, EATF A Citrix SD-WAN Orchestrator AFIREHEIER THMETFREREREN
Citrix SD-WAN & & FhRA, REFHEERAIURH FTHNRFRA. EXMNREE THHFMEEEHA TR
Citrix SD-WAN Orchestrator #, &R ERRAILKERHRIRHERZEIE Citrix SD-WAN Orchestrator B2
FrEAMIgE k.

EEFPREIRER, TREEBERFUTHMNSEHFAEIZEER Citrix SD-WAN &3 A, i1 UEER T4
##9 Citrix SD-WAN Orchestrator f &2z, HiEZHGSRERREIES.

BAGHYE, ESME EitZet > Orchestrator E12 > Mg > i85,
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Provider Infrastructure: Software Images

Orchestrator Appliance

Publish New Software

Software Version

11.3.1.53

Publish

Published Software Details

< Refresh

Software Version Status Details Actions

Page Size: | 50 v | Showing 0-0 of O items Pagel of1

AT UM AT Citrix SD-WAN Orchestrator % astiZ8 2/ Citrix SD-WAN Orchestrator BFRE R4 iR 5=
FIRBR BRI RE, WTFFRPRIBENBEHRGRAE, BARINZHFHRREREBRT Citrix SD-WAN
Orchestrator for Inclouse fr7s, & XA %&iERFA#AY Citrix SD-WAN Orchestrator B8, ESIF EFH
Ko

Publish New Software

Software Version

I 11.3.1.53 % |

1.2.214

1.23.11
11.3.0.168
11.3.1.53

BEATF A9 Citrix SD-WAN Orchestrator THERTFEFABBEER A Citrix SD-WAN #fE, #HEEZRT
AGNIZNHEE,

Software Publish process has been initiated. X

Publishing Software Status

56%
Downloading SaaSGateway-code-11.7.29-0.zip
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ERABHNRERARTE “BRBORGFMREE To EEMAENZ, &M F 24489 Citrix SD-WAN Orchestrator
REAILUFE=NERBHVRERE, MREITERBEMIRGRAE, BEFIRRHIRZAMBE= AT BREFE—

AN
7o

Published Software Details

Software Version Status Details Actions
11222 FINISHED Successfully downloaded and published the..  Ti
11.3.098 FINISHED successfully downloaded and published the.. T[]
11.21.56 FINISHED Successfully downloaded and published the.. Tl

ARG, BALUM ‘ML BB EEREIRE. BEMBEIIMNE ENEIRE. BXELER, BE WER
F, BERIHEE, HHRIFFAEISSEEEIERAFA#A Citrix SD-WAN Orchestrator, BxEZ¥MER, ESE
5 Citrix SD-WAN & & HEE,

RIEFHR

EREFEERESR, RERHBEERT SR T4 Citrix SD-WAN Orchestrator B#EHREI&HhR A,
EEFPRELEDR, EREERLUSERTA#E Citrix SD-WAN Orchestrator BEFREI SRR A,
AR
« ¥4z Citrix SD-WAN Orchestrator for Inclouse 48 FHEIEHN A # I BN ERIUMNTHE
TE R,

o Citrix 2RI EIRRF PRBREMINBRE, ttsh, SD-WAN EBEREARZ A FE.

o Citrix TR E HHEIREMANA SD-WAN BB B RER,

HITUT SR HEMREERTFAMA Citrix SD-WAN Orchestrator 24T iR s :

1. mERTFAMAFR RER Citrix SD-WAN Orchestrator 1, S#i3l EitZ245 > Orchestrator &I > it
i& > Orchestrator.,

2. FEERREE, AREFEETHHERETAMASL LM ctx-onprem-1 (FFAHA) .tar.gz Z#HIxX K
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Orchestrator Appliance

Current Software Version : R10_3_0_187_888886

Click here to select the file or drag and drop the selected file.
Allowed file type is .gz

Uploaded File Name : none

While upload is in progress, please do not navigate away from this page. Doing so will cancel the software upload.

Delete

3. BF L BEENREELETHENERTAMEMIE Citrix SD-WAN Orchestrator,
4. EfEmmE, 8E “RE
5. HAGIRTHRIAN, BE “RE",

BELE
AR

TRUBREERED, RERHBEERBNYE Bili%eH > Orchestrator E3E > EIRFIGE THEE,

EIZ IP #1 DNS

EREE R F A AL (VM) By Citrix SD-WAN Orchestrator #F5hs8i@:d DHCP BERE &R IP 5, e L@
ERTFAH GUI B9 Citrix SD-WAN Orchestrator &2t &2 IP #1 DNS i& &, &8 Fashiei%ny Citrix SD-WAN
Orchestrator KEE 3 N EEEFER. BRER IP thitfg, SSH EIBEEHEIL

EfRRE/ENEIEIP 1 DNS8E, BEMSBREISME Eit%e# > Orchestrator 12 > B1EIZE > B IP M
DNS.

RHEUTFAES:

o IP #hiit: EATFAHIEAA Citrix SD-WAN Orchestrator #9 IP shit,

o WX IP hik: ERTFAMAY Citrix SD-WAN Orchestrator BF 54MBMLEEERIM X |P ik,

o FRIERS: BT ENXZAHAR Citrix SD-WAN Orchestrator A BRI MR8 7RI,

« X DNS: kg4p Citrix SD-WAN Orchestrator K DNS &R EE & 2IAE DNS BR$S231 IP i1
ik,

« 45BN DNS: 723 DNS RS2SR AN AT DNS iEKr%EE) DNS RS 2809 P ik,
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Management IP & DNS NTP Remote Auth Servers

Management Interface IP

IP Address
10.102.78.86
Subnet Mask *

255.255.255.0

Gateway IP Address *

10.102.78.1

Save

DNS Settings

Primary DNS * Secondary DNS

10.140.50.5

Save
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NTP g &

1A AF IS E QEAFIRGIE], tha] IAGER ML E Y (NTP) BR53284% Citrix SD-WAN Orchestrator g9zsithshag
‘5 hiEt SRR (UTC) B,

ERE NTP [RS8, BERNERESSME ZitZ2t > Orchestrator EI1E > BIEIZE > NTP , AGEA “EBE NTP
RZ287,

124 NTP BRS328 IP il siigi 2., MRS LURMINES NTP RESE, BEREEVEET—58. t1R—4& NTP R
IRz, Citrix SD-WAN Orchestrator for Inclouse £Bzh1553—& NTP RS 8BRA%, tNRK NTP RES8IEE
W3, 1BHEEINEE DNS RS SR ENFERIER IP ik,

NTP settings

NTP server 1

O.pool.ntp.org

NTP server 2

1.pool.ntp.org

NTP server 3

2.pool.ntp.org

NTP server 4

3.pool.ntp.org

EFMECEHEAMAYE, FRA “EH NTP RSS2 %I, AEFntEHAME,
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Date/Time settings

Date

Time

RIBENER /SRR X,
AR
B XEEHBH Orchestrator B, BLEASSSEFERAUINNEK, BEREHBTM. §Xi%HA, &
27 &B Orchestrator E#H.
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Timezone settings

After changing the timezone setting, a reboot will be
necessary for the timezone changes to take full effect.

Until then, some logs will continue to use the actual
timezone setting in effect at the time of the last reboot,
even though events timestamps may reflect the new
setting.

Timezone

Etc/UTC

Save

IEFRINEARSS 25

EREEREREDR, RERUBEERTRAZITESHEIENAFPEE RADIUS 5 TACACSt fRS588. &F
EERALUERRHBEEREENTESNIIERSR. AFFEENRED, FREERYUEE RADIUS 5
TACACS+ BRs588.

A=

#afR7E RADIUS 5t TACACS+ SHIIEARSS 28 EeIRFTEBIA K .
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Management IP & DNS NTP Remote Auth Servers

Remote Authentication Servers

+ New
Name IP Address Port Type Actions
serverl RADIUS I |
server2 RADIUS I |
Page Size: = 50 Showing 1-2 of 2 items Pagel of1

Test Remote Server Connection

Username *
Password *

Remote Authentication Server *

BRBZEZEFMHNIE, ESME Eii%et > Orchestrator BIE > BB E > mi2FMHNIERSSE. RE+#E. W
AUTFERER:

« BA: BRZESNIIERSSREE.

o BRSB\BRIN: T2 HIIEARSS BREIR M,

o BR35ER3KE: ImIZHHIIEARSS2RAIZEE-RADIUS 5 TACACSH,

o IPt: imi2 S IIEARSS BRI IP sk,

o A EESHIERSENEOS. RADIUS BRS3283898AmE % 1812, TACACS+ ARS3 2369/ 49,
« BRS5EEIA M WINRS SR EIA . ERIITESHIIEARS S[IMERNER,

o SHEIERE: ((NERTF TACACSH RS2 EEATRAFRMERLIXE TACACSt RS BRHVINE T %o

- PAP: EAZEBESHIIEMNY (PAP) @id ) TACACS+ fRE 285 Btsa H = 2 $ARIN5E A P S 1HKIE,
- ASCII: £/ ASCl FRr&@d g TACACSH RS3 239 FoarH =& $AsR N8 A F~ B9 381,

o B FREIEESHNIERSSHNSHIIERNEEIERE (U RERA),
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Add Authentication Server
/| Enable

Server Name * Server Type

server3 RADIUS

IP Address * Port*

10.2.3.4

Server Key Confirm Server Key

Timeout

10

Add Cancel

A LUNZEARS 88EE. £ MRAEERSH[ER" T, RUEEHN AP S N 28, EFRTESHIIERSES, A
E&8E Wik,

BIEEEE

EEI L7 Citrix SD-WAN Orchestrator EiE{THHaI#URECIRER, AREAEHIXHIREHERIEEEIR

BYo

AR

o EREFREREYS, RERHESEESANEIBNMELREEED,
s BRZEEEFEENRE LMETREFEENRETIZNMEEED. B, EXETRMUFEERNR
B MEARTF EENREPRIENHEEED.

EOIRMIBESY, ESME Eit%# > Orchestrator B2 > HUBEBE, REH&EM.
£ BME IITRE TE, THEEHNHEE
BE “LE7 WRHLETHRNXMS, SHAIETRIXHERIIRE L.
BRE, BRE BE FITH “RE.
AR
o —RIARRF—NHEBESD. ZEASHEOERNEED, BHRMEED, ARRE &6
o BIBERERMNS HITHIBE M A#AR Citrix SD-WAN Orchestrator Bk Z#8El,

o BEESHXNEEMSIHRIEETEN. EXAEHS5TFaEXIEIE,
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Only one backup can exist on the system at a time.

Created At Status Actions

Tue, 04 May 2021 12:09:00 GMT Available W o e

Page Size: 50 Pagel ofl
While upload is in progress, please do not navigate away from this page. Doing so will cancel the upload.

Click here to select the file or drag and drop the selected file.
Allowed file type is .gz

FHEERE

ERAF A Citrix SD-WAN Orchestrator 2R REEFERE. KiHEE. FtEUEEMEL#HR Citrix SD-WAN &
TThRA MIVE B RT RS BB 2R

EREFREREDR, RERUEFEERTRNTHETS, RUSEEREPHNEFEER KB RITHEIEIIN
R, ARFEENRET, TR EERAMRITHE TS,

TR LURITHE R TR LUE IR T B AT REME.

o FINFHLE: ERILURII— MRS, HE#EANELD R4 Citrix SD-WAN Orchestrator SE#ERI X713k
BRI, BSER T A RER Citrix SD-WAN Orchestrator, &R LUSESMEEHTIBIENEFE
B, HiHER. FHBIBEENEA%GM Citrix SD-WAN &1ThRZS, HUEFRINMNEERS, SR T4 Citrix
SD-WAN Orchestrator ¥ E#HB50.

o REME: RERBE, EAILUSE SRR EEDER T AHEIMN Citrix SD-WAN Orchestrator #9
LA, ZEHI5 Citrix SD-WAN Orchestrator BasithRAsH8E], EERTFA#A A REay Citrix SD-WAN
Orchestrator 1, THEEF “THEE EMEeDHCEHE, BEMRRE, BB T4 Citrix SD-WAN
Orchestrator ¥ E#/=5h,

AR

o WHISRTBIERHTH, BXAEREHFHERE Citrix SD-WAN Orchestrator for Indeliad. *F &
BRFHERATRESBREEESR,

o FHEMNZAAMBEE D KIBEHIENEEI XN, TBE, IBEEFHNEIETIEMER. ZMERE
HEPRSIE, BRRERDS —MEERSEH R 2 MMIFRESIE.

PR

T BT %I 2RI RE):
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o |[BiRAFRHBPASTRINFRE. T8E, MEREFHERE,

o TERTAHEIMNAIA Citrix SD-WAN Orchestrator E8IER) STS FaFHB. B2, IBE, ARRESY
HEERTAHEMAAIE Citrix SD-WAN Orchestrator E4£ /A STS, Fabffiks STS.

« 1£I8#9 Citrix SD-WAN Orchestrator oA MEBIRBES N A TR, TBE, MREIILH, BEFHEE
il

o BAERT, BigHETEEIBH Citrix SD-WAN Orchestrator for Inclouse A LUEZEIFIE NAEZ S ML
IERRSS 2R, MIREERKFERANEARSHBRIERSSE, FESKEARS MRS BIEERATH, WEIEE
BROUTEER. EXMERT, BHR Citrix ZIFAR,

o FBEFHERS, EIEENAAHA Citrix SD-WAN Orchestrator £ ECHVRERR =S IE),

o EIGEMESED, BANMEREHEEENLE BT,

s ERMEMETED, BEHUET, BHXTRTIFCTEMBER=RNETEMIE, AoeEiss L Citrix
SD-WAN i&#&5 Citrix SD-WAN Orchestrator for Incloude Z gl &,

7£ Citrix Hypervisor L7k

1. MEMWBERFREZEMN (VM) % “F# &M+, AREE M.

General Memor],r etworking Console Performance Snapshots Search

Virtual Disks
DVD Drive 1: | - | Eject
Position Mame De SR Size Read Only Priority Active Device Path

Hard Disk 1 Local_Storaged 63 GB Mo 0 (Lowest) Yes Sdeviovda

< >

Attach Disk... Deactivate Move... Detach Delete

Properties

2. REFAER, FINMEBENRIF. B, XNHUE, SERN. MAMNEERBIIE “FE EmRT,
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AR

EER A AR ZE D229 Citrix SD-WAN Orchestrator JEFEH) S a1 8B RI M Z,

€3 Add Virtual Disk ? X

Enter a name, description and size for your virtual disk, The size of your disk and the home server setting of any VM
the disk belongs to will affect which storage locations are available.

Mame: Mew virtual disk (1)]

Description:

Size: 50000 |GB

Location: £l Local storage on 123 TBfree of 1.76 16

Local_Storage2 171,47 GE free of 1.2 TB

Cone
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General Memory S5torage Networking Console Performance Snapshots  Search

Virtual Disks

DVD Drive 1: | <empty>

Position Mame Description SR Size Read Only

Priority

Active

Device Path

0 Hard Dizk 1 Local Storage? 65 GB Mo

Mew virtu... Local_Storage2 30 GB

0 (Lowest

0 (Lowest)

Yes

| Add.. | AttachDisk.. || Deactivate | | Move..

Detach

Delete

3. BFAArREH Citrix SD-WAN Orchestrator, AESin% EitiZ2H > Orchestrator B2 > Zf5E

B, mEENEERE0IE “FHREE T
4. &F VR PR, AT ITRHET SifE. SEVA.

Network Infrastructure: Storage Management

Reboot of the system will happen as part of Storage migration process.

Storage Management

Host File Systam Type Size(MB)
Local* Jdev/xvda2 ext3 64891
Local Jdev/xvdb ext3 51200

Available(MB)

47196

unknown

Active

Migrate Data

5. METBIEMME. NEHE ENEFRE. KitEE. EIEEMN Citrix SD-WAN Z1ThRAEEHEIHH
W, TERE, EAF A Citrix SD-WAN Orchestrator & E# B 5D,
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Storage Management

Storage Migration Status

1%

Disk migration triggered.

Storage Management

Storage Migration Status

Storage migration done and reboot is in progress. It takes approximately 5 to 6 minutes to complete the reboot process. Your
system may be unavailable in that time period.

336 secs

7£ ESXi ARS5 88 LiRISHASR

1. ERIER ESXi RS |IHEFEMN. RERIE.
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vmware ESXi”

r00t@10.105.48.3 v | Help v |

Q Search

“I% Navigator (s onprem_111024
~ [@ Host
“ (& Console [ Monitor | on @ Shutdown 1 Suspend ' Restart ||/ Edit | @ Refresh | & Actions
lanage
Monltor onprem_111024 .
Guest 0S Debian GNU/Linux 6 (64-bit) 351 M a
~ (%1 Virtual Machines [ 15] Compatibilty ESXi 5.1 and later (VM version 9)
VM Tools Ye
& onprem 111024 ware Tools s MEMORY il
: e 8 ' 10.96 GB
Wy Memory 16GB
More VMs... Host name sdwan-onprem STORAGE
81.07 GB
B storage | 1]
& Networking [ 13]

AL\ The configured guest OS (Debian GNU/Linux 6 (64-bit)) for this virtual machine does not match the guest that is currently running (Other 3. Linux (64-bit)). You should specify the

correct guest OS to allow for guest-specific optimizations. {3t Actions

[+ General Information
~ € Networking

Host name

IP addresses

sdwan-onprem

1. 1e80::6c34:91ff:fe1b:4876
2. feB0::454:9cff:fedd:4c9f
3. 1e80::b872:deff:fe07:a190

~ Hardware Configuration
» | cru
. Memory
» 2 Hard disk 1
» 2 Hard disk 2

» B Network adapter 1

8VCPUs
16GB
64.97 GB
66 GB

VM Network (Connected)

4. feB0:bc62:811f:fe5bi3e5b
= -

] Recent tasks

Task v Target ~ | Initiator v Queued v Started Result 4

=

v Completed v

Import VApp. Resources root 07/01/2021 17:36:12 07/01/2021 17:36:12

1©  Ruming..36%

[ — R

Import VApp Resources root 07/01/2021 19:16:15 07/01/2021 19:16:15

2. BE NIRRT > “HERERER.

@ Edit settings - onprem_111024 (ESXi 5.1 virtual machine)

Virtual Hardware VM Options
) Add hard disk || 8 Add network adapter E Add other device
‘ 2 New standard hard disk

) Existing hard disk

MB v
L3

64.966796 v
-

» L Hard disk 2

» SCSI Controller 0

LSI Logic SAS v
» EE Network Adapter 1 VM Network v Connect
» (=) CD/DVD Drive 1 Host device v
» & Video Card Specify custom settings v

Save H Cancel

3. RIBEHNSIFRNEEFHETEMAMRE. BHRF.
AR

BRI ZE D229 Citrix SD-WAN Orchestrator JE#EH) M a1 #BRI M (Z,
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ﬁ Edit settings - onprem_111024 (ESX:i 5.1 virtual machine)

» L Hard disk 2

~ L New Hard disk

Maximum Size

Location

Disk Provisioning

Shares

Limit - IOPs

Controller location

Disk mode

Sharing

» [ scsl Controller 0

» #H Network Adapter 1

829.52 GB

GB

GB

[datastore1] onprem_111024/

© Thick provisioned, lazily zeroed
) Thick provisioned, eagerly zeroed

) Thin provisioned

Normal

Unlimited

SCSl controller 0

Dependent

None

v

v

v

scsi (0:2)

Browse...

0 Disk sharing is only possible with eagerly zeroed, thick provisioned disks.

LSI Logic SAS

v

Save Cancel

4

4, &ZAH#A9 Citrix SD-WAN Orchestrator, ARSM3 EitiZety > Orchestrator &2 > ZiEEE, a7

H T TR

5. &F UEm Bk, ARER TRUE SiEE. BHENA.

Network Infrastructure: Storage Management

Reboot of the system will happen as part of Storage migration process.

Storage Management

Host

Local*

Local

Apply

File System

Jdev/xvda2
Jdev/xvdb

Type

ext3

ext3

Size(MB)

64891
51200

Available(MB)

47196

unknown

Active Migrate Data

6. WEIBEERMRKR, NEHE LNEFRE. 4tEERE. Citrix SD-WAN LIThRAMEIRESITHE BRHT

BREEE, TBTHGE, EATFAAY Citrix SD-WAN Orchestrator BE#H Bz,
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Storage Management

Storage Migration Status

1%

Disk migration triggered.

Storage Management

Storage Migration Status

Storage migration done and reboot is in progress. It takes approximately 5 to 6 minutes to complete the reboot process. Your
system may be unavailable in that time period.

336 secs

Citrix Hypervisor Lay7sine

1. MEHWBBREFPEFEMN (VM) %F “F EmF, AREE EEME,
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General Memory S5torage Networking Console Performance Snapshots Search

Virtual Disks

DVD Drive 1: | <empty> v| Eiect
Position Mame D¢ SR Size Read Only Priority Active Device Path

Hard Disk 1 Local_Storaged 65 GB Mo 0 (Lowest] Yes

[ Attach Disk... ||  Deactivate Detach Delete

2. #EE%ERES Citrix SD-WAN Orchestrator for Inclouse #9. &4 RMMMEEE, SAEHEE “HmM.

WMREERYIE, EfREEES Citrix SD-WAN Orchestrator for Inclouse B4 R#ENHEENE, HE
Ay Citrix SD-WAN Orchestrator &F % HRS,
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€3 Attach Disk ? ¥
Select a disk to add from the list below.
E=d Hard Disk 1 23 GB ~
E=d Hard Disk 1 39,1 GE
E=d Hard Disk 1 32,1 GB
E=d Hard Disk 1 2.3 GE
E=d Hard Disk 1 39,1 GE
E=d New virtual disk 150 GE
E=d New virtual disk (1) 99 GB
=] New virtual disk (2) [RETE:
E=i New virtual disk (3) 100 GB
E=d New virtual disk (4) 60 GEB
E= New virtual disk (3) 56 GEB ¥
< >
Attach as read-only Attach Cancel

3. BRAAP @ Citrix SD-WAN Orchestrator, AGS#nE] Eiti224# > Orchestrator B2 > 5%

B, AT T R E R AR

4, (kR Ey” RiEEH (WRiEF, WER “THEE S%E), ARBEE WA

AR

FREER TR SRE, SR T4 Citrix SD-WAN Orchestrator 2Rt & T, HET

BrEMEETER.

Storage Management

Host File System

Local® Idevixvda2

Local Idevixvdb

Type

ext3

ext3

Size{MEB)

64891
153600

Available(MB)

26730

unknown

5. TBERE, EHAFAHA Citrix SD-WAN Orchestrator EE#H B,

Active

=]

Migrate Data
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Storage Management

Storage Migration Status

1%

Disk migration triggered.

Storage Management

Storage Migration Status

Storage migration done and reboot is in progress. It takes approximately 5 to 6 minutes to complete the reboot process. Your
system may be unavailable in that time period.

336 secs

ESXi fR55 88 bR s

1. B ESXi RS BHEFREMN. BERE,
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vmware ESXi” 1001@10.105.48.3 v | Help v | (CRnel
“I% Navigator (s onprem_111024
~ [@ Host
(& Console [ Monitor | Poweron @ Shutdown Ui Suspend ' Restart |J /7 Edit § @ Refresh | £} Actions
Manage
Monltor onprem_111024

Guest 0S
~ (51 Virtual Machines | 15] Compatibilty

VMware Tools Yes
& onprem_111024
CPUs 8

Monitor

Debian GNU/Linux 6 (64-bit)

Memory 16 GB
More VMs... Host name 'sdwan-onprem
B storage | 1]
& Networking [ 13]

correct guest OS to allow for guest-specific optimizations. {3t Actions

ESXi 5.1 and later (VM version 9)

AL\ The configured guest OS (Debian GNU/Linux 6 (64-bit)) for this virtual machine does not match the guest that is currently running (Other 3. Linux (64-bit)). You should specify the

cPu
V 351 MHz a

MEMORY il
10.96 GB

STORAGE

81.07 GB

[+ General Information
~ € Networking

Host name sdwan-onprem

IP addresses 1. 1e80::6c34:91ff:fe1b:4876
2. feB0::454:9cff:fedd:4c9f
3. 1e80::b872:deff:fe07:a190

4. feB0:bc62:811f:fe5bi3e5b
= -

~ Hardware Configuration
» | cru
. Memory
» 2 Hard disk 1
» 2 Hard disk 2

» B Network adapter 1

8VCPUs
16GB
64.97 GB
66 GB

VM Network (Connected)

] Recent tasks

Task v Target ~ | Initiator

Import VApp. Resources root

Import VApp Resources root

2. BE RMER" > “DAER

ﬁ Edit settings - onprem_111024 (ESXi 5.1 virtual machine)

v Queued v Started

07/01/2021 17:36:12 07/01/2021 17:36:12

07/01/2021 19:16:15 07/01/2021 19:16:15

Result

(E— 19
[ e— )

v Completed v
Running... 36 %

Running... 37 %

[ Virtual Hardware ] VM Options l

Add hard disk [#8 Add network adapter
2 New standard hard disk

B Existing hard disk

(= Add other device

» L Hard disk 2

> SCSI Controller 0

LS| Logic SAS
» [#H Network Adapter 1 VM Network
» (o) CD/DVD Drive 1 Host device

4 Video Gard Specify custom settings

Connect

[ Save H Cancel

3. wesiEsER Citrix SD-WAN Orchestrator for Inclouse B, &4ERMEMNMERE, RAEEE EF
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@ Datastore browser

4 Upload [ Download |3} Delete [ Move [5Copy (] Create directory | @ Refresh

el TU_U_u_rur —onpren:
& datastorel B Onprem_1_15_1_1...
L Bwi N !
Onprem_1_15_1_123_...

L1 Bw2
~1BW3 563GB
DR Wednesday, February ...

1 NSRouter

1 onprem_1030202_...

(1 onprem_111024

| Onprem-orchestrator

| UbuntuDsktop

1 vmkdump

] VPXL_802.1x

1 VPXL_dot1x_HA_s...

1 VPXSDWAN

I = win1opskto Ul l i

3 [datastore1] Onprem_1_15_1_123_Base_02_10_21/Onprem_1_15_1_123_Base_02_10_21.vmdk

4

4, BFRAMABFAFREA Citrix SD-WAN Orchestrator, SAESAn3 B2 > Orchestrator 12 > Zi4E
I, LS T InERNEE,

5. kiR “E)” RiEEHl (WRiEF, WEk “THEE SFE), AREE WA
AR

FREEF TR SRE, ERATFAME Citrix SD-WAN Orchestrator 2Rt & T, HET

BREREETER.

Storage Management
Host File System Type Size{MB) Available(MB) Active Migrate Data
Local® Idevixvda2 ext3 64891 26730

Local Idevixvdb ext3 153600 unknown D
Apply

6. THBERE, EAFAHA Citrix SD-WAN Orchestrator ¥ E#H B,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 453



EAF Ay Citrix SD-WAN Orchestrator 14.4

Storage Management

Storage Migration Status

Disk migration triggered.

Storage Management

Storage Migration Status

Storage migration done and reboot is in progress. It takes approximately 5 to 6 minutes to complete the reboot process. Your
system may be unavailable in that time period.

336 secs

HTTP A2

ERATF A Citrix SD-WAN Orchestrator EEEEXMIEE A REF B, TER. =32 ZTD. Cloud direct #0
A, R Citrix SD-WAN Orchestrator for Inclouse @it HTTP {IEARSS 2813 BB, MIETLATE Citrix
SD-WAN Orchestrator thzstiEidiElE HTTP RIBRSRBISE,

HTTP REBigBEHEEM Citrix Cloud R HMFrEZHER. BESTLUET HTTP KBRS BERBAHH
Citrix SD-WAN Orchestrator p9t£Hi5ki&H 2 Citrix Cloud,

Faz BB EETIF

BERER HTTP KEB#T=ER, #5@Ed Citrix SD-WAN Orchestrator #9 CLI iz#I&FE HTTP KEILE,

mERATF At E I A Citrix SD-WAN Orchestrator W=ZERE L, MEEEE HTTP KIERFMAMEIEH
Citrix SD-WAN Orchestrator #| Citrix SD-WAN Orchestrator IR HIFFE HibiEiE, M4FER CLI BE HTTP
REEFAES, Cloud EREmHASREEREG, BAE Ul EEEE HTTP RERSSNIEHAEE,
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7£ CLI Lfi2E HTTP RIERRS 2L E

@idizfT set_http_proxy <EE HTTP KIEIRE, EaLER TEREHNEERESE HTTP {12:
o EHIERS R LBRAS MR
set <ip address> <port> <user name> <password>
o ERIEMRS R ERBRASHIIER:

set <ip address> <port>

£ HTTP RIERRS R E

o show: &< CLI L2RAEIRE, BERERED,

k& HTTP RIBigE
o clear: IL&<HER HTTP REIRE,

e« main_menu: Lt&SEIREEREIAHAR Citrix SD-WAN Orchestrator B9 CLI #5614,
SDUORCH>set_http_proxy

yhich would you like to (
"set <ip addr > <port> [<user mame>] [<password>] " - Set HTTP Proxy s

ettings
"clear" - Clear HTTP Pro> settings
"show" - Show HTTP Proxy settings
Ymain_menu"” - Return to the Main Menu

set_http_proxy>set 11.11.11.11 5555
fire you sure you want to set HITP proxy settings? <y mn>7
2]

Successfully updated proxy settings.

yhich would you like to

"set <ip addre port> [<user name>] [<password>] " - Set HTTP
ettings

Yclear"” - Clear HTTP Pr settings

"show" - Show HTTP Proxy settings

Ymain_menu"” - Return to the Main Henu

set_http_proxy>_

7£ Ul LB E HTTP RIS 2RICE

1. BFAtBEA R Em Citrix SD-WAN Orchestrator, ARSiz) EitZ2eH > Orchestrator Z312 > HTTP
IR,
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2. £ “WBERENG: HTTP K12 o9, WAUTFERAE:

o IPsthak: CIRARSS 2369 IP sthdik,

o A RERSBIEZTERNNEROS,
« BR&: RERSSHNVAFR.

o 3 RIERRSSE|HIERD.

=

AR

RAERSSHE L REESDIIE, WAILEAR2MERFRET,

Network Infrastructure: HTTP Proxy

HTTP Proxy

IP Address®
mnnnn
Port®
5555

Username

Password

3. BEHNA, RERHEIATEE,
4. BH 2, FHf.
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&iE
o EfFA HTTP RERSBFLEMAMAY Citrix SD-WAN Orchestrator 2l Citrix Cloud Byt 3537
2, NIUSKIEIRSREIE Ji%ERE SSLHTTP A18a] SSL £ad HTTP AIRARSS S, RS S AEHTR
Citrix SD-WAN Orchestrator BR5589 SSL iE$.
o N Citrix SD-WAN Orchestrator for Inclouse BiZEEZIEER, NHUTLBIRAEIRS S
RE, MBEXKE, EEUBRRERSSHISEHREEMRERSS.

i Ul EMRIZIRSRISE
1. mERTFaMAFR AEM Citrix SD-WAN Orchestrator &1, S#i% £i2249 > Orchestrator 2 > HTTP
K18,
2. £ “MBEMZEN: HTTP R ZHoH, & ‘DR, S EREIAHEE,
3. BE B, B,
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Yes, Remove | Mo, Cancel

BRIRE
& AT LGB R RS BB fR P BT R 4TI ERE/5hiB. R TIRE BHIMSHHEE/ SR B ER. IE—&5k%, BFEY
Fo IAMERT, EATAHAY Citrix SD-WAN Orchestrator &k 30 XZBIHIA £ 4+ 5UE/5E,

EMEER, SHME BiiZH > Orchestrator B2 > BRI E, wEMEER, ARRE WA, §li, WRESE
B 180 RZAIBIA LS HUE/ R, 1EM “BRREIHER (R)” TFIRHPEE 180, RERE “NA". ARIEE
BXRER 12:48 £47E SD-WAN &% EgERBIK#ETT,

Network Infrastructure: Purge Settings

Purge Statistics Interval {days)

| 180 |

SRR

October 21, 2022
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ATIRME X UTEE B F At B 228989 Citrix SD-WAN Orchestrator {7892 TEmA91E B
AE
FIRMUEIEEIEED, RUBSEAATLUAEMAE GUI T1E £tz > Orchestrator i2if, TR EERF4E
EE FEEHMEEUAFEBETIRE GUI i@,

FEEHMES

FEREM BINRSEHH CPU, REHEHE) NEAEXEHECRAIESHHERE Citrix SD-WAN Orchestrator
for Inclouse for Inclouse L.

a0, R CPU EAXRBIIRENRE], NWRIERFEEHHMRER. TREIMEBERI=F, WNR CPU EAXKE
£, WBHRHIERR. FAEHNET NELFEMRLZIMETFEEXERNALIER. MR CPU EAKEE, NE
RREZR “IFER. WMRMB TR, WERRKSKERFERS.

EEEFAEMN, BSME B6tiZet > Orchestrator 21 > T EHMAE,
ERTRERPFAEHHUTHRARES:

o HR: FEEHIER,

o EIRAE: EREORS. MRTERBUEBTIRENRE], MWKEA ACTIVE. MRTFEL5IEMEREEIRERER
BEME, NERREH INACTIVE,

« BR FEALRNREME-CPU. REHEHE.

o YAifE: EROTFERUENSHE,

o SUEERYE) FAEMRERNE,

Description Alarm Status Resource Current Value Created At

UPPER THRESHOLD EXCEEDED ACTIVE Memory 70.1 Sun 22 November, 2020 at ...
UPPER WARNING THRESHOLD EX... ACTIVE CPU 514 Sun 22 November, 2020 at ...
Page Size: 200 Pagel ofl
A it Al AR
FRETRR

TR EEERATAMTFER Citrix SD-WAN Orchestrator WiziTikR. ETHRRES8IE CPU EAX. REER
KN BAEFHEZRENKE (BHL).

BEEETRBTRR, 5EME EitiZe4 > Orchestrator 2 > T 81T
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CPU Usage 1%
Memory Usage  74%

Free Storage 35%

PHEBHARZAEXMH. RAGENEMOBRATIAR, AIFBSFHEAKSEHMBRALDE,

EoRIZIE, ESMI BiiZ1 > Orchestrator 127 > iS58, RHeIE. SIZREERE, ERALUEHTHE
TBRHEN L, ARSHENRER,

} =r

AR

ERTFAHA Citrix SD-WAN Orchestrator — /X &% r] LUTZE R M2 EL,

These packages contain important real-time system information you can forward to Citrix Support Representatives.

Total five Diagnostic Packages can exist on the system at a time.

Diagnostic Packages *

EREATFAHMNBEEFM Citrix SD-WAN Orchestrator

EEFEMIEESRS (0S), ERaEEFHAE Citrix SD-WAN Orchestrator for At B2, fEEREHE, ER
F Ay Citrix SD-WAN Orchestrator BR2FEN, FIERSMEEATH, ERANEE 6 DA ETRH. &
BE, BETERTFaA Citrix SD-WAN Orchestrator ZR51E.,

BEREATFAMA Citrix SD-WAN Orchestrator EB1EF, &S E Emt%24# > Orchestrator 287 > E2
Orchestrator [V BiEF 8T “EMEE" M “2, EFMBSL #H1THIA
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FZAMEMNER Citrix SD-WAN Orchestrator

BREEsEMAL Citrix SD-WAN Orchestrator B #ti2 fE & 4 (0S). EERHAIE, EA T A Citrix
SD-WAN Orchestrator Bitll, FiEIRSHEEFAH. ERANEE 6 3 8 st fexm. BERE, BETERTE
#1fy Citrix SD-WAN Orchestrator & ®5m.

BN FEHIR R —EB D S 7E 4P E AR, TR EHBERTA#A Citrix SD-WAN Orchestrator,
BEE, 592 222 > Orchestrator 1217 > &5 Orchestrator Eil, B& “ERRE” 1 “2, EFE

& #H1THIA

Network Infrastructure: Reboot Orchestrator VM

iR

October 21, 2022

AT LIEES Citrix SD-WAN Orchestrator Zx#thZZH XN FEBELIRNRSBELR. FARELRERST
BHEXNER, FINFEERZE. RAM. CPU, IRESZRERaHAR Citrix SD-WAN Orchestrator FifTHIMARSS Y
R

E EHER, B2 Citrix SD-WAN Orchestrator st iR REA L ANHEER, ARRETEERE TAEIRA
RS ERo
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SD-WAN Orchestrator for On-Premises ~ P*V°%F CusTomER
All Customers v

Provider Configuration:WAN Link Templates

+Wan Link Template

Wan Link Templates

Actions

Notifications X

Platform Alarms Service Alarms

Upper Warning Threshold Exceeded for : [cpu]
current value is 56.2%

Fri 30 April, 2021 at 07:51 AM

Upper Warning Threshold Exceeded for :
[memory] current value is 56.1%
Fri 30 April, 2021 at 05:39 AM
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copyright-text-footer
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