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*F Citrix SD-WAN WANOP

December 15, 2022

Citrix SD-WAN WANOP & &1L WAN §3%, A F RRMEAMIMN D FEREBENEL S, Citrix SD-WAN
WANOP &5 F&ZE, RAEHIIEZER. 20 HHNREUNEEZR WAN FE, MEFHMEE. ERBEXRN
BiERF. RS8R BRIRIRMEEALEN, B, EAJLUE Citrix SD-WAN WANOP RE£EFEHREN], MASFIR
BINE, N WAN SHERET U, #FEREHAEE Citrix SD-WAN WANOP &%,

Citrix SD-WAN WANOP & &2 Ui, @iE:

o ZRIEES, E4ELEEiE 10000:1.

« EATF Windows WM& &%: (CIFS). B ARER (ICAF CGP, BiEFNE£iIE ICARRE). Microsoft
Outlook (MAPI) #1 SSL 9% Nk,

o REBRBLUHRSNAENZREXNREN LT RMLLSEATHMERE,
o =24 TCP thillii&E, AIR/AST SR HEZRIER,
o SNERFS

Citrix SD-WAN WANOP H9T{E/RIE?

Citrix SD-WAN WANOP F=&p3d TE, EHEENE—m—, WINRETHENRE, AAHF ASTRNEIRBEW
AR,

BE, —M&E (FEMKE) TUNEZ M EE, BEERBASNEERE—,

HlEEE M RE— Citrix SD-WAN WANOP i&& (BAMRAIEE, BRNESRIEE), REBERZS NN
HABEEPREIER ORI Z MRS,

MEH Citrix SD-WAN WANOP &&= 23%%E Citrix

SD-WANOP & &1EEETEERERINRATIE S A 5EE.

Citrix SD-WAN WANOP haE B EEAXT IS AIHER SRR IEREMISR AESS, UM TAIBBEN TR REEH,

TCP AR LIS AR A IR -EBVHEZR T RG], MRAREFMARILUBRE AEERA MMM BEFNERE. B
BN NTHREEED B R AL,

Citrix SD-WAN WANOP y1Ef L5

ITEAGRFFTENMEANEANEHSRERE, NMSBEFD TR SAPIZETFNERZINEREN, HEM
HNEURTFEMEZERNIANEE. BRIPERNIANEES, MEETHNIMEMNE,

Citrix SD-WAN WANOP = m & 5@ — R F S EE S KR HAT R WAN # Internet 5EER14ERE, MRIFERY
THEME, ATEENELHIRERAMNE~S, Citrix SD-WAN WANOP = @al#REMER, NEANEIEF L
ASIWDXNE, BEERDMAZIREBR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 7
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Citrix SD-WAN WANOP 138 ARIBI M, BIEERX/)\ESFERAERETR 0L,
Thag—%i:

BXEMER, BEHE &

RRA S

LU T2 Citrix SD-WAN WANOP F=@&m—LE X ER,

EERRTREREE, SREMALL, rismEEMERMNERRAENARZEFRER. — 1 Mbps #9735
A2/ 100 Mbps BBEMELER 1%, MARARMEERTE? AESS. 100:1 HWEHLLE 1 Mbps H#EREEETSLL
100 Mbps HREREREHEIE. REHREUATRE, BB SIX—INERRC

o EBEEERNREBRMSESELL.
o EREEZOTIFER (LEBHERERES, BRERTS LAN —#5R).
o FEER LAN BRBZEAIRTZT WAN BREGREIRH], EAFRRIRURERERRLIRSIE,

o BWAERZNERESIERAERARENRENTRFTR. KEXREFTEAEANRDNHEER, EWNERIFEHX,
Mt EF RN HRIFEHE, ENERRHH.

TCP iV NE=R T HE. EARHLAEREEIEREFENERERZSERAE, NMSEIFZHTHIEEERNSH
FAZEIR T S ERBYIR) &

TimEES, TCP/IP & EEERBAGEARENRERS, FEARTXMUIENTHNFEREGS LMD
EHMERERE, EMEEXBESEZE h2Mtt,. MRENIE, XNnAEEN B ERE™E, ENXxT
bufferbloat I &/ SXFTIERRRIARHE, )

Citrix SD-WAN WANOP & #&3@3 124 TCP/IP thi & ERAREITFIRMAM AT, SEEEHIEZENEER
EHRE (QoS) RAEFME, Citrix SD-WAN WANOP Rt T EHUREIEH, EhliEm R AGBEIRIESE, AR
ARG AUMBIERNEAREFEHRE, HEREREFHEERZ TSN REERRERTRSIHIE,
73 Citrix SD-WAN WANOP A ELRIX, MASEF— M HIEE, FAXLEHERKNETHEUTLERIEE, U
REFERAMAOED. BT ERZRIOHBUE, Citrix SD-WAN WANOP F&2EIZFE. R%HE Citrix SD-WAN
WANOP, EZFNHIECALTBRKE, MNISEABENTER, THRABIZFITERT IEEHSHNIER, THR
EEHRERITHER EXMKRAINEEDNXE, MME—BEBETE 40% FIAERF ] BEVHEREBE 95% HIF
BERTMRIFSMEMNMEES,

HERETERNFAATIR. AA5ERNMIEEERNVERREELTE MEM, AR TE& TCP Ltk (I TCP
Reno) M=z. HEREBISMIERFMMELEREVEM BERNHE, HEEBEEEK, REmE,

Citrix SD-WAN WANOP TCP il iniE s A PREHB/ DXL, AVFMNFEEREERSRITIT,

MEFEEEETR. ThtE, XUATHMNEETHERE N ERIRIH, HEHETERTERHATHE.
REFEREATARNRSEARESHRRELN. NAREFREATRIZITIRE

N

RiItATF RN AEFMNNET EMEItEEMRBBE, ARRITARKREEEEKIEIIRERITE )Y
Mg, B, —MEEE Windows XX 54 (CIFS) RERIREEE £ 50 RER, FHAHRBEMEREEE, £
100 ZEREREEREMNT, 50 RERFBEEER 5 7

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8
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REAXFRIERZ—NEARRE, ENAREFLAATUERLONERITEFHITHENERSE, EESEIHENIRF, MR
FBNAEF—RRH—1 <, AERHT - IHLZAFFERTM, BARH-—RIIGLTEERETEREN, ML
FET. M5, BEFRTLUBE . FURMENRENASINE, BB RATRSIIREERR—RER, HhEd
LiRR 10 BaiEZ,

Citrix SD-WAN WANOP fift1£ CIFS/SMB (Windows XX %4t). MAPI (Outlook/Exchange %) #1 HTTP
EBRER.

LI AT 1458 Virtual Apps/Virtual Desktops (Citrix HDX) fyttaE, BT Citrix SD-WAN WANOP & &2
Citrix =&, FeiI7emE Citrix #hi¥ &0 Citrix Virtual Apps and Desktops) AmE#31EM. Citrix SD-WAN
WANOP MEMEN A EHSXLENNEEER, NMERERFERERATEEN.

Citrix SD-WAN WANOP i&#&5 Citrix Virtual Apps and Desktops RS2 hE=IEET, X2 ¥ Citrix SD-WAN
WANOP &% 5 L T g 58 Ih8E

o ERRSBNANERERAMEEESM Citrix SD-WAN WANOP £4&.

o THEENFERRMERETHRNES Citrix Virtual Apps and Desktops iEZHBIf &L, XAPFE

ENREARREREXREMEL. i, REXNESESNARES, TEMELRRMAKRES.

o TIRIBIEEMEAN Virtual Apps = Virtual Desktops WEMIREHiITHER.

o B4 RIREENIREIRNE,
BN, KMEWERE, BT ZEASRENHN, BEREENHIHHEFE Citrix SD-WAN WANOP =&, At
DENFRLITRENAETRAE, TEREEE]IT ARKZEIAE, A, Citrix SD-WAN WANOP #i&ith
EERZLEMSEF, —THBNRERTEAN 20 £, B—FENSHEEAMESE (10 IP it 7 mEm)
Citrix ¥ AIIERARSS 28 A9thik DA Re S A & X AN ORE
mFEzneM, Citrix SD-WAN WANOP a] AR EHPLEERE ] LUINER  (WLEiERee) , MAREMFohicE. K85h
e ME §51% S —imAY Citrix SD-WAN WANOP, fAEEER. EarLllEst A= Citrix SD-WAN WANOP &%
RINEEHNRLED, EEEREEEMNNENER ISR, tilEHEBaC.
Citrix SD-WAN WANOP /8 TCP LEBURIRE HEE, H 52 Citrix SD-WAN WANOP hismiEsik, BA

TCP kik1i2 TCP i —ER5), WA EMRIFEY, RIFEHIERFENIELAE, ERENAED, HEHA
EEE, ESHEEENAY Citrix SD-WAN WANOP /8 8L %%,

Citrix SD-WAN WANOP 2/E33 & X EFIZWE AR IBAMN . MIPHIEMIGEFRE Citrix SD-WAN WANOP
715, fI4ke: T 1E, FAME&TE Citrix SD-WAN WANOP ZE 7 51—, IEHETER T EIRSSHE P in L RER
BRIERERIEE, WEM Citrix SD-WAN WANOP k=, —tIESERM,

PRETIRE:
Citrix SD-WAN WANOP 7= Sty = SR (#2254 Citrix SD-WAN WANOP MIEMEE. ASHBSTEH
ftone, pIsn:

. MIET

« BAENUAPSBIHENS MIEHR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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« 3@ GUI. CLI. SNMP, AppFlow #1 Citrix ADM 347\ 4fI &I,

FRIEY Citrix SD-WAN WANOP = mBEBEFRERINEE. XFES WAN RNt ZESNAR, HEBERE
BEMRIR. FZH CPU IR, EZHAE. EARNEENEMIMENTEZ,

FEECHES LEITH& (FI70 Citrix SD-WAN WANOP #&f4#1 Citrix SD-WAN WANOP VPX) BYZHEEEURTF
EHREUNELE AT INERNRSLRRE,

BEREHIE, B2 CitrixSD-WAN 7= REuER.

Citrix SD-WAN WANOP Z214

Citrix SD-WAN WANOP ig& i@ & WAN $209m 2. Zi0&E WAN, ZEDFEFRS Citrix SD-WAN WANOP
®’E, ST EMENEREE—8

&% N Citrix SD-WAN WANOP & & —RFIMAM BT BT RE, FIAEHMNE, TFSREER Receiver
i Citrix SD-WAN WANOP HiTRMi&F (BIMNRERIRER) 7 RELRIERIAKS.

Hitt, KEHMUBERRERIHE Citrix SD-WAN WANOP &%, FLEMUZR RN, FERAMIGEBIHNIT,
e EIEREREMIINE T,

Citrix SD-WAN WANOP & &7ERAIZE LR BANNE, REAFUFEZ—MHF, MAEEHERE. Gateway L
B, XMEEEATEFRETAEMBEANRITRERE. RENUERBMEYN, NHEES KNS EUFIRE
HE,

Citrix SD-WAN WANOP &&= LIFER AN IR F, EREN8 8 shieNF B 5hih e Thag ol # (R E 1% & A
B4 EROHTIRE, HEMEIZENFE.

RELERTRTREMAIRENME, BRE Citrix SD-WAN WANOP & & S ERBMEN S IEN LI SIRTTE
o 2EZIFRXR. FOMBEH MEFFIRDLE,

BrTMizig&Sh, Citrix SD-WAN WANOP &= mid &3EE# L (Citrix SD-WAN WANOP VPX #51) &R F
Windows R&myrI=EMERS (Citrix SD-WAN WANOP #&4#) .

MEEBHRETA

7£ Citrix SD-WAN WANOP RiEd, “INE” BR/LE55E, MMBL AR RESFE, BTFAFRERERFE
BEREERNEFRK, MERNEBRFLRRESES .

EMERER, BSCEMIEEN (telnet 3 SSH IR RIFPHNRF TR FEEK @0 FTP F@), EEKIE
BEBITFIRFT. —MEANMNESCITINEMARZEXNREZHERENB N CENRZME, NMRMSENREGE
REFNAE P A3, Citrix SD-WAN WANOP AT Ef#A A LIIX— o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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IETERE: EE

Z7f# Citrix SD-WAN WANOP &M I ERE, BFATEREEEE, ENRFAIEDN, BRIEE:

1. REEE, BTMERMAEMBIZMHN WAN BIE5HE,

2. gEE, BTFIMELERE WAN FH#NZSF R,

NETWORK A NETWORK B
s @) D@

WARN Router WAN Router

Appliance | = | ooliance

WAN Link
@ Transparent,
AutoOptimized

Acceleration
LAN Link

RXEE
BETHREE, BEER—RREEE— 8T,
1. WMAEAKX, REZEUCRE LAN B¥UEE. BT IE TCP/IP RENXERERFEFML, HitiE TCP HEEE
BEEBIIREMFER. TCP/IP RE (MIEFBIN TCP RE) BHEBNERES.
2. SRERE. R TCP RESTIEFHIRERLE, ERERGIIEFRTT,

3. BESEEEM. BRT RERAI, KEANRRAUEFTEZZREURAKMIZE, FARBIZERENERTS
HBIMEMT . IRIFH LAN IBEMONIZERIT. ERIREHNERNIRHE WAN-side Bapte BT/,

4. LAN iz, Citrix SD-WAN WANOP 75 23%88 TCP 12, HRifis= Receiver #UFIHIAR Bt =R 4
ABBIEE, XiF, REMEUSBENEEREEZRKEEMEFANKERE, TIERET WAN LEm89
HEWNME, (Eil@ TCP fAmIIRERERS, XABEE, TELIMEAMRE) s+, Citrix SD-WAN WANOP
REEHELHN, XRRERMRAGANKEAZBIEZFNYIESR, NMES T A REMNE,

5. NFAEF35I%, Citrix SD-WAN WANOP HiTZHihY ek, B!
o Citrix Virtual Apps and Desktops, &/ ICA 1 CGP #hi%
+ Windows x# %4 (CIFS, &3#& SMB1 #1 SMB2 k)
+ Outlook/Exchange (MAPI)

XEMUIER T ESHE, XBEIES. GHNEFRHFFH<S. EATURNEA. EAMNANIRHEITE
SRR ERFAEER T KT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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6. EESIZER/ESSTRE/N, NMEIBE EEE IR EREE, Citrix SD-WAN WANOP E4EHfERA
SHMEEEZE, HP—SWF/DREEZFEEEN, —EHWREESHT TR, BT—LEHWPRES, Citrix
SD-WAN WANOP E4:12FRAZ M 10000:1 MESELL. EHEVREIEEIR, AIUES WAN RETRES
[E4ELt. fEBh Citrix SD-WAN WANOP 438, 1L 100:1 EbEREHEHISXHRI LGB 1 Mbps §EERMEX, B
&HEX 100 Mbps,

7. Z25|ZFL Citrix SD-WAN WANOP THEEERFMEE I 2 BIUR SFERS B ZBEITENNEXR,
RSB FEXRF MBI Z EININERLIEER. TENWNEXRAVFFER SSL EHEM IR EI
R RfER/EismE (ICA/CGP). Windows xx#f%4: (CIFS) #1 Outlook/Exchange (MAPI) &,

8. #MREEHMBEN,. WAN SHZERZERBRISHIMT, MREEAR, BEQRERHECAENRTH.
ENTRMIEREASSREZRER, ANIFBE—. WAN REizH SR dErEFTHMTEag
TCP/IP i, 7 “F:&" 1 ‘B SEHLMKRAME. BelRoEERREEFESEMKE Citrix
SD-WAN WANOP &5, MMBALEERFER LIS ERMRL, FAFREIREERINEIMLEGILEMENE]
MigE. BaNEER TCP ARKFRPENET, XBEZBEAN, ERESWFELENAEHELE, XEHAIER
il

9. NAEF7#R, K@ Citrix SD-WAN WANOP SRahFiERE, HIRE CFEMNE AR EIML
ESATFREMREEHIER.

10. REERR. N T EEHHE. SEHMANEMIERIERR, REMFEREFTNE WAN FIEHERRERK
AN B#dEER=, LUfR WAN KZARSBH. RAMRAFHIAE ZHERAE RERTHE AT ERTHER

o MEPBRBATFFARNABLEBZRFRNINE, AFELERERTHTRILEMREES,

(Ll

s

F
G

at

BWEE

BRWSRNEERMTLESR, BFRTERRINE, MeER®, MeEFEESE, RINHTHESRE. B, 1w, BkS
B ERBE—NRERTE, BREMARENATEN WAN RE, MEXNRARETAN,

Bt MANEE B R L iR

B MEAIEN TCP #535EM, UET Citrix SD-WAN WANOP & & MTFEEHEE N, XA 24-31 SEF
Mo ERLTHIEERA .
o EEENYREIES (SYN #IES) £, REREMINFIRES A Citrix SD-WAN WANOP 1% & B94R3K3ET0,
HAEBAHEMINEE (WELE). XA “4RiE SYN #IEER”,
o WEIFRIE SYN #iERE, BBNRERBARSETIME SYN-ACK #iEe, ARKXIRRBSHERHEINEE,
o —BRZFZREWRIFEH SYN-ACK RS, BAILURERMREHENEMAIEINEER, F50, MRFE MR
BEHERXFESR, WaEREE,
« WA TCP #%aF5IS (ISN) @i mE‘ERRM 2,000,000,000 KEH, R—EIEELEHRIENEHE
HEAIEEEREEDNFRERE, XE—IMILEEMRERTRER. —BEEnE, s MTEENEamEH
RREFINE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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« MSS BRI/ (EBEM 1380 1), UHRSMUESHETEATEAR Citrix SD-WAN WANOP TCP Xk
T,

o JERER P kAN O SREF A E.

FASTHaIA

SYN # SYN-ACK #54E 6 M i 2| 37 -
« SYN#IREMNBSEFH. BIEFPHEE. Bd WAN. BIRSSEHEER, RERAKRSSE.
« SYN-ACK iR B MRS RiHIRE (BIRSBIRLE) @ WAN Rz, BIFFHRERS, RERAER
o
EENRELHIES. FIN. FIN-ACK # RST & th2Lt,

B2, Htt#iEEE2MkmiAN. fli, SiRSSmREMIRSHFZWHIERR, ExEET LAN BINZ8UES, H
WHEFITES, UERLET WAN £, XEFRSBIHKFNEPXEBIFEREMERT, ALECRKXMBEAENR
EARATESMAMMRIKL. (XS5EEN TCPRFEETR, HPrPEaiAKkE WAN 85—, S AREIESE
18, HEBFERNESMEREHEEFSLLREIERR, KMAKBEET MNERBEIE.)

RREBANNBHIZE

Citrix SD-WAN WANOP & B % “BRARN . RABEAZEREHHIREN—MFE RELNEAKE,
Hrh Citrix SD-WAN WANOP I F 2% &, E— MR O LHANEIEENFRBRHS —MiERD. HA,
Citrix SD-WAN WANOP L&EF A NFREE, REEFSIERT, BREHE-NMRONKESSHANE—MHOREK
EEAER, EXMEREEMNENERIDEERNSGI.

FERBRRFLGFOIERT, EEEMLMSETRE, RMEFIENE WCCP &, XEE ‘B8 B, ERa M
(SRS

N

f&erLAfEA Citrix ADM B2 Citrix SD-WAN WANOP %%, BXEZEE, 1551 #/ Citrix ADM &
2 Citrix SD-WAN A,

FriafERA Citrix SD-WAN WANOP

April 23,2021

FbERE Citrix SD-WAN WANOP i&&HFAHM%, ENBEFYTRSSHAEHREREHNME, BESHEEAERE
BARENRE, WECFEMWNMENEE, ~RERURRENARFHERERMNAIRNEEENRRZ—

REFNHERMGRZ:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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P EZSPWFIEHIEEMTIBE S ZIFNM ket (Citrix SD-WAN WANOP && M) HAS.
o REBMNTERAN R _EEE /NN R AL
LHEXLEEMN, MEEEMN.

YREBEIMAREN, MEREMEE

NETWORK A @ NETWORK B
WAN Router WAN Router
Appliance - _ Appliance
Za WAN Link PP
g Transparent,
AutoOptimized
Acceleration
LAN Link

I D
HFRE— WAN RIgrik s, &% Citrix SD-WAN WANOP %&&5 WAN HECR B XE &G, HEERMN

bR, BEEMETAIA, —&, fIa0 WCCP B%#s, AR S EMAILER. At RREATRERS, Fit,
BERANIERNERTESREIENIRENER,

THEEIRY, EEEEREREMEHVIARARRFINENE MR EBETHERM. XTFREHBE, Citrix Ei¥
B AKMEE R, tb+7E Citrix SD-WAN WANOP i&#& LR eENE, EREBF—MEIRE NS XA R4, M
L VFEKHE Bl R B i ER AR PR

TREMEXENTENERER, Citrix SD-WAN WANOP & ERMHAREENTR:
+ SD-WAN WANOP 4000/5000 i& & BB N H R,
+ SD-WAN WANOP 4000/5000 i&&BHE iR IR5hEsE.
s REJUESTAMEATER (FmTAREEMIREREENTRIRE). MEESEZRIRN,
AR

B % Citrix SD-WAN WANOP g &FfEERABIFMESR, 1HZS5SD-WAN WANOP F & X1,

April 23,2021
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AT IEEERE, Citrix SD-WAN WANOP & XA E B BRI FIRRZIFEMEN WAN SHERE, HTIFXLHEE
MFrEAF., %% Citrix SD-WAN WANOP
REN, ZHAEFEEE. BRAE (W), AFRENHERE.

HERE

i

4% Citrix SD-WAN WANOP & #&8Y, REZNRRZEXFEH WAN ik, MREMEREF 2D WAN i, 1
TN &N I REHERE, i, Citrix SD-WAN WANOP 2000-010 aJz#%&i% 10 Mbps #95&#%, Xi&& 8 Mbps
HEEE, BFRIES 12 Mbps Bk, MREMERE S MHERERE MEEMNE, WZRENZFHEMEXLE WAN
HHERINE —Ea2EE,

SFNRXEERREEFNFRIFAHENASRE, FAHERGZIFHEFNRAEREE,

= YA BW SEE
LA 03

SD-WAN WANOP & ¥ FER

SD-WAN WANOP 400 S 2-6 JKu
SD-WAN WANOP 800 S 2-10 JKfr
SD-WAN WANOP 2000. 2000WS 710 10 = 50 JKfi
SD-WAN WANOP 3000 50-155

SD-WAN WANOP 4000 310-1000 Mbps
SD-WAN WANOP 5000 1500-2000 Mbps
SD-WAN WANOP VPX B 1-45 JLfL

= 1. B mE& N7 BF ) H B R

Virtual Apps/Virtual Desktops EF&E

FHIGENZ XenApp =k Virtual Desktops BFRHRAHE. HENWBEEREINBEF I EMSEET, REEE
LB, MRERERAEMNNAEFREMSEE, R EF N AEMNRERF AP 20 EeEERE.

= RARAP#E
SD-WAN WANOP f& 1
SD-WAN WANOP 400 10-30
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= RABFY

=
SD-WAN WANOP 800 20-100
SD-WAN WANOP 2000. 2000WS 100-300
SD-WAN WANOP 3000 300-500
SD-WAN WANOP VPX 20-350
SD-WAN WANOP 4000 750-2,500
SD-WAN WANOP 5000 3500-5000

R2 ENNA/ENKERFRE

AR K1)\

HETRETERTEENLIER, ARMETEESSSBESHESEMRE.

SD-WAN WANOP 4000/5000 #%IiREM 1.8 TB %I 2.4 TB M E R =2, k2T, SD-WAN WANOP 3000
2.1TB, SD-WAN WANOP 2000 3 470 GB, SD-WAN WANOP 800 73 80 GB, SD-WAN WANOP 400 /3 40 GB,
SD-WAN WANOP VPX A& 100-500 GB Wi aE, BRIERT, RENMES SN A THRIIEMNE A E, 5

WM, EERSUBSKENAENERNVES 24 \WHEKNEERE,

e (1 Mbps BosEZRI I EER AL 10 GB &X.)
& 3. BEX)HEBIEE SRR

KEBHES HERIEE 1 Mbps HEERIEE-10 Mbps

HERFAZEN 33%
HOEHEE an A AR

SD-WAN WANOP 23X 23X
800

SD-WAN WANOP 141X 14X
2000. 2000WS

SD-WAN WANOP 717X X
5000

100% sEREFIAET

BY%RIE 4 A B AP

SD-WAN WANOP 8% 19 /s
800

HERREE-100
Mbps

HTHEZIEASAFRIE, EEOTES

EEIRE-1000
Mbps

17 /et
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HERREEE-100 EEIRE-1000
REBES HEE 1 Mbps IR EE-10 Mbps Mbps Mbps
SD-WAN WANOP 47 X 47X RiEMA RiEMA
2000. 2000WS
SD-WAN WANOP 239 % 24k 24X 6 /By
5000

BT HEROHRINERSERL

April 23, 2021

REALURRER WAN $HERE., ZIgEERAE MWHEUAWRO#HITRBRER, $EEHA— M UKRiROFHED
SR ORE, ERKREET WAN BRE2EHM LAN ZiE, MTFRENERED, EMFRISEREREFE. BN
1RIFR T 2FEPA,

NEMEX S HtEERNAALLAFUTMRE:
o ERfEMERE
« FEFERENERE, RERAREREIH,
« EREFEELHEMMKZIRE,
HintEz (WCCP, EHREX, EXMER) FAHBIKE, BEFTEENIERMS, HEMEHRE.

ErNHELERRRBRERABEN WAN BREFZEZZ 1 WAN BRHER. EIROE REMEARIN T UERRLE
Thig, %#F VPN HNERSIMEEENEPHMUE,

IRl X 1% & 2 ¥ Citrix SD-WAN WANOP TCP fiift, MimfEfEm A xE8E Citrix SD-WAN WANOP &&8Y/3
FAMNE VPN &%,

EEER

REALUEUTRAFEE:

BERN

 RERA—RSME. RBERAIRN. HEE—TIMEUAMIBEALERAN, S— MmO LR, FEEEFER
BERMSENEE,

o RABRNIF—S5REAER, BEEHMEIAIINER.
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WCCP B —ZRBMR A LR EFER. ASHBASES. RARE=TRAREE, E21ERKHSI L
£/ WCCP &=, 2N ZE/Li51T I0S A 12.0 (11) S 12.1 (3) T. (WCCP ft%& Web EE&E= 1Y,
BizhIGET 2.0 RRIET B, MSHREHmEIRE.)

M ABRR - MUTF WCCP 23, ERETRIENEH, BEFERRAHELNTA LAN 50, FRNERE
UAME R FHI&E EEH. BEEBREHE EEARIMNABRER, RASBETI0SHKR 12.3 (4) THES
RS,

PARA-BFUSRANRPIHSTREIRE (BMEE—N) . (NHS IR, WCCP FMEMNERE ARk
FRBs 7 I E R,

B AME BRSNS RENNBIEEESE — X /EBIx R, TRENBFRERE, MRRK, N
WENREHIEE. THRELERAR. FEHFAURNZERIRE,

BEARI - 5 Citrix SD-WAN WANOP 4 # T RENEEFER. EBEARAT, BHBHEENARS
Citrix SD-WAN WANOP & & £744R, REBEZNFER IPMuMmOS, 4§ Citrix SD-WANOP ETUR
MEIFmELIEER TCP/IP ixk. 2T, EEERABREAT (FitFH), BHIEXEUEENER IP MiEO
S, ULERENES IP (FiK0).

ExmBENX (F#F) - Citrix SD-WAN WANOP B FRIRER R 2i&E. sIRERIIENHSHMER
EBZ—HEHER. THBEERMALR.

IEE

Softhoost XX -HEATFAZHIHENE 4 TCP Tk, RETREMNMEMET hardboost B, BEE
BFEEEE, GREERN TCP —#, BEFEEBR,

Hardboost #X{-SEXEH M. FEZMH TCP Tk, EATERMER. NRER. DEEBNEMETRE
HERR, XEEHERRMELMERER, BNATARTERERTNEERE 23 R R,

+ =

Py =

B Citrix SD-WAN WANOP & &fEBEAIFHAE S, 152 Citrix SD-WAN WANOP FE &1,

BB—1 WAN RH23RYI5 =

April 23,2021

WFR

— 1 WAN BEH2EMh s, EBEFMEEEMZ AW Citrix SD-WAN WANOP & & 5 HFMETIE. TE

BRTENMRHEBOEFHER, FHSBASARERATIR, MHIEGEFRNRER,

ETF WAN B3R FIIEFRERR
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A. Single LAN, Single WAN Inline

LAN @ WAN I::> LAN —g—@— WAN

B. Single LAN, Redundant WANs
Redundant Inline Redundant
—@ WANs to Site ::> g@: WANS to Site

C. Single LAN, WANSs to Two or More Sites

WAN to Site X

LAN
WAN 1o II(> WCCP WAN to Site Y
Site X
N
WAN to WAN to

Site Y Inline | Site X
E — WAN to
Site Y

D. Dual LANs, Single WAN

LAN LAN WAN
@ — v >

WCCP

E. Multiple LANs, Multiple WANs
WAN to

LAN Site X LAN
N I:> LAN
WAN to

Site Y

BXEFHERITIL:
1. BB, BANTIEM: ABIER. REBEEE T LAN ZFOMEDER WAN 20, XFHER T HENR
XERERN, ERETREENEE. KRSNENTHREANES L.
2. BEERN, TR WAN: REMRN. AREIENthEXMECE RN RERR,

3. B1EEM, £ WAN: WExst WCCP, XifiaihaAmss: POEH RS, TR OMBHBER, EEE
ERENERNPOLRZE. EERHBEFR, FEERUTRIMENIERZE, SEEIhOnRERE. FHit,
BNSRERFIEI NS E=MRE, BERRRTEASERNRETRERTHUERNFAES.

ATESHMEPERBARRE, FABIERH WAN B2 EFTE WAN REtHUIUBTIRE, MASHE
HEEEE WAN EOZiEEE, EXMERT, WCCP B2ERER. NRBEZHOIEN, HFEASHRE
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KIEFEROIR L, NSFHITHKEZ,
4. WEEM, BATEM: REC (FRE) 5 WCCP, &, WCCP RSB MEE T IR,

5. ZMEEM, £ WAN: REX () 5 WCCP, X5 C £, ERFHEES LAN #0OUKRZ WAN
mEs, WCCP S22 UEXEMER. EXN/EMNERT, EERRIRE LA UERBERR T ER.

BEXELZER, 587 [R] (Jen-us/citrix-sd-wan-wanop/11-2/F#/%& 1.pdf)
BE% WAN 2589k =

April 23,2021

E—iaREZ D WAN BREEES T ANREREN AN, BEERT, IP IEARHRELENRZHNTEMm, REC)
IR, BR, REKMTEEERTNEMUEE. TER ‘K" KES.

FRE— WAN BEHSEHIERF, ENTREAZRE, ENRERUKREEREBIMIERERED ZENEES,
XEHHRRBMREEETIRE., B2, WFMD WAN BHE, FTBEAEIEA—1 R,

BT AR5 E BN S R S E U U B S B AN A BT 1, REHMABNESRA R ES LI R AR, TEER
T T A REER IR MR GIA R, NRiLR CH D SREAEERRE, C¢-Dx D-C, FHERXREN, —1]
BRI, BR, FABRKEKRE C-E-D =t D-E-C W#IEEKTIRE, SEUMERRNEAH EEREERE,

IEXIFRER R
SITEC SITED

[eesssssssssssssssssssssssssssssssssssss

SITE E

XS BS REHBEE. RERENRERERBE R
IR AR ENHRAEEZNMEMIERRKER T A EELIRE, WAFEERIRE,
MRREMUTEHAE WAN RS Z/E, We@RAWME, HINEMERE, WTEFT.

BIEE R E IR R R A EXHRER
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SITEC

SITE E

LAN

femssmssssmaann

BB E R R L TR R > — AT UM IR
. SR, BEFH LRSS MEY (G0, apAF apB) HIgE R IFERBIER TSR MR, XA
HHEA RS RIRTH. AR TENNE /A S,
. WCCP 83t AYF B MBS WAN BB EHE, AFTHENE WAN 8, FieTIAmNEE,
. BINAEGEE AT MEEES D WAN AR ERS, SHAEBMERE WAN 7E, T RhAm iz,
. fER ARFIRS I ABSEAERSAE, BERIAEIS IR RN RS S hTAEREESAEE,
Rt XE—HBROBASE, BEaIlRERAE B BNRE, NIEEMSRAZTERE, Hii,
MR WAN SHEMFR—HHHNARAAT (BREET LAN EEEEES), NARRTESE MRS,
165 B AS ST A PO AR 2 S B R PR R e
SITEC ... SITED

F
: Virtual :
o Inline

L AN

=

HEER— IR A LUEREMNEET, Ma— kM ERERN. ARG ERER LR

[E— WAN SHE89I8 R T EER A X FRBYEE B a)#R
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SITEG SITE H

D T T T T R [

LAN e

AR MEER TRIERIEHIE

April 23,2021

Citrix SD-WAN WANOP & & BB 7R M. EANBRKENER T ERERNRIPER. XLEREREBIUAT
&=o

£ RERAT, IREERM. RO NEREEMRENEES . NREFE, WHBTEILEEMSRIEN, REFHE
BRI RH, RAFTBRNANKREEESARETELENE R THELERE, BEREERT, BEMNEHERIE
FIETEMERMERZRIBTRHEBRMBITXAN, BBk LRE.

NEMRERBEEREWEEEELME, ARAHNAEFHINEHERTEP—MERA L, FEMREZTES
ERMEBREIEARIMEFER, FERERIMERN FIET.

HigEMEKNE, NEERRFARMBERRITIT,. MENEREREIMR
£ WCCP 2T, HHBLHEIEFEILMIEYIRE, HEREEBXFEMNEERITAER. WCCP thilITREEITIR

T E,

R WIE-ATAMNT RIS EMABRERN—EER, BEFNITAMEG WCCP R —1F, FIREFATANETIRE,
HAEREFTBNEMER, WRAER “WIEATAN", NELKIRENMEMIEERRES, WRRETTH.

£ ARNT, ALUSREEENRY “TH” (FHRERA) ;N XA (FHZSERABEEA).

£ eaAN BT, UR—1 HARSHIEE, Z—TREFEMEE. £ HARKT, RENSRIERER,
IR HARELTFRBEXF BB MREHMHISKE, MERKEEX.

FEERBRAT, Citrix SD-WAN WANOP iE#EEERBER E LRTBITIREE, HEITMENIRE,
BERRERED KR ARSES.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 22



Citrix SD-WAN Hi#&& 11.2

SRR U4 IERE R

April 23,2021

—ARi, FRERIBRNLTEDRS. B, REAGAN—EMEA, WTRAT.

EHAS,

HUARIE

BFHISTT

RE Pt EimE WCCP-  WCCPL2 i MREE. AR

GRE

Citrix Y Y Y Y Y Y N
SD-WAN

WANOP

At

MEX Y N N N Y Y Y
HE AP BE Y Y Y Y Y N
WCCP- Y Y Y Y N
GRE

WCCP L2 Y Y Y N
il Y Y N
MRS Y Y
EHHAE,

FAARIS

BRI

RE puBE EimE  WCCP-  WCCPL2 % MREE. A

GRE

Citrix N N N N N N N
SD-WAN

WANOP

At

MEX Y N N N N N N
HEAPBE Y Y Y N N N
WCCP- Y Y N N N
GRE
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EHNAS,
H AR
BRI
WCCP L2 Y N N N
SR N N Y
HRIRE N N

f#M Access Gateway VPN EZE Citrix SD-WAN WANOP &4+

April 23,2021

IHIRIR AT AERR VPN 325F Citrix SD-WAN WANOP $&#4iniE, #iiR2% Citrix SD-WAN WANOP i&& 5iA1mM %
RE—REHE, FEBRAMNXREREANZFZIEE.

Bx Citrix SD-WAN WANOP #&E# 215 E M VPN, ESRER VPN XS RER Citrix AR,

ZigE Citrix SD-WAN WANOP %45, BERIARMXERETR, WTFAR:

1. £ “2REERE LN “SEER T, %EHER Citrix SD-WAN WANOP #&#4 =M TCP (ILEiEE,

2. #afR Citrix SD-WAN WANOP (ZEm2s IP f1EE IP) AR IP it fEipn RIS EERTEN “WEZR
BoPEA T IHRNR,

3. XFHAMS ML, SAAMAEMIN (TCP. UDP. ICMP) #ER&E TCP &L,
4. BHR PREKREER LM “ARA: Bk WEER TaaXEER

VPN SZ#55%ED

VPN X RERHIREWIE VPN HBEM—MEEE, MTEMT. XMRETHRREREMEHEESE. BE. 4
NXAhRARHERRE, MMEEEMNNBREFINELE. (NBAEFMEMESENMERELERM. B2, TCP hik
mEERFMERE,)

FFREX VPN 89 VPN 2Rz
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Servers

Appliance Inline
[ -
Other
Users

e W ¥_.8

Firewall Router

TEEZTRTIMESE VPN —MiEl, REMT VPN 8RS &in. BEEAMBITNFTE VPN RERINE. AEZ

ZBHTEY VPN SREFZINE, I VPN FRE A LINE,
B8 VPN &, #%Em A

Servers

“DnE-ArmEd"
VPN

Other
Users

Firewall Router

TEETRTMESE VPN N5 —MiEF. REAUT VPN B9iRS SR, EEAMBRNAE VPN REHZME. BF

iZt2B4TEY VPN REFZME. Ik VPN REWL R LUNE,

8 VPN i, %M B

Servers
—_—

Firewall

L

Other
Users

"One-Armed”
VPN

Appliance

B-©-

Router
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BEE

ATHEMIE, VPN ZIRE TCP AR3kiEml, K% VPN ExXHFi,

£ Microsoft Azure 22 SD-WAN WANOP VPX

April 23,2021

Citrix SD-WAN WANOP kRELETE Azure Mz LH#E, AIfERWHIRD.L/ DA Azure T2 IERH WAN 1k,
BT L2 B R/ ESEMER ERTA, RILTEE Azure =8 Citrix SD-WAN WANOP Z&93h37 VPX, B2,
A LUE Azure =REB D ERZEE Citrix SD-WAN WANOP VPX #0 Citrix ADC VPX, Citrix ADC f&/ Cloud
Connector 8l IPSec i, m Citrix SD-WAN WANOP VPX alhiiEiERE, MM AEFREZEM LAN B9

=
BEo

Azure = Citrix SD-WAN WANOP

\

Citrix SD-WAN WANOP VPX
k‘ 1 )
/ |

On Premise Datacenter or Branch \
/‘/\/\ —
DE— || [ | s Cloud Connector IPsec Tunnel : :; ==L [ | D —
=T =T
— 0
1\ WO/NS ( 4000/5000) WAN Citrix ADC VPX
Source Destination

/

WIEERT BEEBER O N AEAY Citrix SD-WAN 4000/5000, #&F AT IATEN &R TEE Citrix
SD-WAN WANOP #1 Citrix ADC i&#&, #ATLUZ VPX, 7 Azure = VNET L, /A Citrix ADC VPX 128 (PBR)
R ERE Citrix SD-WAN WANOP VPX,

EIEZ R

EE7 Microsoft Azure 2= SD-WAN WANOP, & T TigME:

1. £ Azure = E&BE Citrix ADC VPX 32ffl, BX¥MELR, E2RE Microsoft Azure E£E5E Citrix ADC VPX
I, FENMARNFMPEEMMEED, FEREMSEOLEA IP BE. I MEEORME:

- BEENO
o TTERMED, ERTF IPSec@E
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- LAN B0, Sz
- WANOP i#£#0, 5 Citrix SD-WAN WANOP VPX 7 Azure = #5315,

2. £ Azure = 8B Citrix SD-WAN WANOP VPX, A%i#4HE8, BEA TANSELR,
SR 75 WANOP #0 LB IP 54,

3. A Citrix ADC WAN #0O0M2F IP #thlik, E4ig&F Azure = £ Citrix ADC VPX ZE)ECE IPSec B
B, AXEE IPBENESZER, HSHIP &EiE,

4. % Citrix ADC VPX B2 B R #iBBEEME Citrix SD-WAN WANOP VPX, /R WANOP @&fs#O0MfhE
IPstutik, GURMHTFEEMRSE. BXFHAER, BSHACEM S TEHEMRS S,

5. £ Azure LEE L TRER:
« Citrix ADC VPX @M@ WANOP B OMERBAR-BHAKREZ B NS B EE RN B it it fEA R P i
FMFARSZ 2B FM, Citrix ADC VPX mm@ WANOP g0 IP #isit R F— MK =,

« Citrix SD-WAN WANOP ##MO#9E MR- BEE KK B 55 BH R B ARt (F & - i F WAIARSS
28 FM, Citrix SD-WAN WANOP #0 IP ittt F— Nk =

FLENTEHR, SRZXIFESEFRENNARFN, JIEEIREERIM IPSec @i#, £ Azure = VNET i,
Citrix ADC VPX 2R &, MEZHEHEE LR Citrix SD-WAN WANOP VPX, Citrix SD-WAN WANOP VPX &t
BHIEE. MUEIBEEHIEELER Citrix ADCVPX, Citrix ADC VPX $#UEE %%3IBir. EiREKE L, Citrix
ADC VPX ##urE ¥ & % Citrix SD-WAN WANOP VPX LU#1Titk, RUHEIBEEE BRI IPSec BEZIXE
o

7 Microsoft Azure == Citrix SD-WAN WANOP VPX

EE7E Microsoft Azure £EBZ Citrix SD-WAN WANOP VPX, &EHITUTIRE:

1. 7£ Microsoft Azure ®, SfEIER > Hi7 > WEER, R Citrix SD-WAN WANOP Hi#{TR%,

2. 7£ Citrix SD-WAN OP T £, MTHIFIRPIEE HREER, ARLEE QE. WK ERE Citrix
SD-WAN WAN 1/t T1E,

3. EEMES S, ERTHRR. ZRAMUE, REHE,
AR

TR LLEFSIEERA, HRAT—IER, ATRT Azure RS ENBXFR. HIRAR LEEHRR
FENFERR, ENSEEFN—MHEENHER.
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Create a resource Create Citrix SD-WAN WAN Opti... X Basics
All services
1 EJ; i > Enterprise Dev/Test
Configure basic settings
* Resource group @
Dashboard Create new (®) Use existing

surya_wanpt-test

All resources

Resource groups

App Services

Function Apps

SQL databases

’ Azure Cosmos DB

N

Virtual machines

Load balancers
Storage accounts
Virtual networks
Azure Active Directory

Monitor

o

4. EEERISHP, A Citrix SD-WAN WANOP EH MMM &R, 2E OK (HBE).

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



Citrix SD-WAN Hi#&& 11.2

Create a resource Create Citrix SD-WAN WAN Opti... X Administrator settings O X

All services

Dashboard

Configure deployment settings * Password @

852 All resources

Resource groups

App Services I sessasssanine ‘

Function Apps

SQL databases

7 Azure Cosmos DB

N

Virtual machines

® Load balancers
Storage accounts
Virtual networks
Azure Active Directory

Monitor

b achisor [ o<

5. 1Z Citrix SD-WAN WANOP & &4y, RIBEMEREE Citrix SD-WAN WANOP VPX Hi& B, #HHTE,
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Create a resource Create Citrix SD-WAN WAN Opti... X Citrix SD-WAN WANopt setti.. O X
All services
1°* / >
Dashboard 2 05 Disk Size(GB) @
All resources Bone
R >
esource groups )
3 Citrix SDWA appl-- %
App Services Configure Citrix SD-WAN WAN.. . ]
Function Apps —1
SQL databases |
" Azure Cosmos DB eastus2.cloudapp.azure.com
K * s
> o >
Virtual machines (new) vnet01
Load balancers * Subnets @ S
Review subnet configuration
Storage accounts
Virtual networks
Azure Active Directory
Monitor
i o
6. WItHNALEAENSBHRUNEE, MREEER, WKETRIEETERS. BEHE.
Create a resource Create Citrix SD-WAN WAN Opti... X Summary! O X

Al services @ Running final validation.

Basics

Dashboard

Al resources

Resource groups

App Services

Citrix SD-WAN WANopt settings

Function Apps

ne size

S

Citrix SD-WAN WAN Optimisat...
SQL databases Citrix SD-WAN WAN Optimisat.

" Azure Cosmos DB

J

(
e

Virtual machines

Load balancers

Storage accounts

Virtual networks

Azure Active Directory

Monitor

* Advisor
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7. RINEBERE, SANE ML LEF Citrix SD-WAN WANOP VPX, &8 LUfE A% Bk T0E — 5 AL B = I
28

X Citrix-wanopt - Networking
[ 7

Add inbound port rule

vvvvvvvvvvvvvvv

nnnnn

SD-WAN WANOP Aid12

April 23,2021
AR X TEMFAE Citrix SD-WAN - EmM 1 (WANOP) 2t mE R,
AR

TEHRGZE, BIEREFEM Citrix SD-WAN BREFEHE, BXER, BESRFT,

TERMHE

ZT# Citrix SD-WAN WANOP #48, 1555 URL 7= & T &, ANMbiRE T FHIRERA,
ETF Citrix SD-WAN WANOP &1, iEHITUUTIRIE:

1. ficitrix.comBENERER.

2. BEITHIEHM FFIRPEE=R (Citrix SD-WAN),

3. E7F Citrix SD-WAN WANOP s H3EZFr B rI R AR A,

4. LR FEETE A, THARRE.

« T#3ERT SD-WAN WANOP 400/800/1000/1000WS/2000/2000WS/3000/4000/4100/5000/5100
REM.Upg AR,
o T#; SD-WAN WANOP VPX i&&89.bin ALK

Bk SD-WAN WANOP 2 FEMESER, EZRSD-WAN FEEEFE
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5 IRTHORERDEHINS, B7NEARKEH. BN, EXEIBGENIRE, LIRSS EBAGER FE
EREEMAN—LASMENANEME S, Citrix BINENMERREIEWEFTEE B RIS,
FERINESERM M ONIR BA—FER, XRERERRENERITN.

BERT. BN ERRE-FERNARERFIREESEITPIE BFEESBELTIFE. UARNKEOEBE
BARYUNLRIER, FEBEURBRANHTHR, TREXSEELN, KEXFNEN T, FIREXFANER T
HNB TR, NIEARERETEMATEREL.

ERS IR
MR FECE T FNINEM, Wl UERENTRMER N RER R, XEERAIURTRMIN, WaIUREERE
E—Ih R TTRER. TARERAIUEHETEN, Ba LB FEERMSEEEER,

1. ERWAR

HigENATEERLAEHIEEN, HEFETRERNZERNSTHASEENE LXK, B, REETHRH
SN ERERIRE, H ARSI AR TE R TR/ RIEREEE WTEARTERER, F—HEREHR
MR IR A IERAHE.

WCCP FESAEIRT

WCCP RAMEMABIEIIZ IS M. £RBERSRNERER, 8 WCCP BEsbarRE, B4aE WCCP iRSS
HHFREREBLNEIER—Ho
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BEZ I HENS AN

ATEESMHENSTANE— M EIRENRER. JSBEEFR, WEREHEETH MRS,
FiRimH

April 23,2021

BAFRMKGEXANTIEHRZE R ENUKRNED, BEREOREENRES. MREFHEROLERE, BIFEILL
B R OGRS IR &

FiwO

MRBATEHAHAHESET IP ik, MIREFEAZ IP thibg 8 SARRTIHMINE S, tEREAF S
By, HERE MO M EE TELER “SENHRMN FRPMAPRIL. IRKBAERED, REFER
InEEsS A 89 |P bk,

FIHOBTF:
o BITET Web B9 Ul #1TEIE

- ATHERANGEERE
a8

- BHUAMERNESEE

Aux1 iz

Auxl iHO5EHROER. MR Auxl mOERREXHROREA, MIRERHM Auxl iRORY IP s REVEATIR, AR
MEHEEA, WEIRORY IP b2 ANEIARR

VLAN Z#¥

April 23,2021

REAREER (VLAN) 658 LUK PIAR Sk B9 — 3B 53 SRR AR TE A KBS B FHI N IS, SD-WAN @& RFERA
&I TEY VLAN st (REX. WCCP. EEMREXFAET) . A VLAN fRBERA S HITIERA RN INE,

fBign, MR—MEIIERTHENRE R 10.0.0.1. VLAN 100, fs— ik’ 10.0.0.1. VLAN 111, W&
FMEXEZM N AREERM, BIER VLAN EEERER IP ik,
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EATLR VLAN DB IR & BIFRA A, #80 UAMRH, SEADRLEMUANED. MR VLAN SEcLh
imH, WERRE (GUIF CLI) {XfiPri% VLAN ERYRE. NRLEHE VLAN, NEBRENOIMZHE VLAN BUR
B, £ “BE: 9EI8E . WRGHEE. P il RIR E#HITIGER,

B E X IAXMiwE

April 23,2021

HANGEBNNAKMIEO: FMIEMERO, FFAMETA (apA.lflapA2), HEZR (MIERIL) #4igE, MU
RENRINEBERKE, HAEREEOM Auxl. FHZRORHMNE, MERKEOEGNATHEEN. KSEHLER
fERTHEIR O,

—4 SD-WAN Bl EERiRH. EXMERT, MDEREOQRTE,
REMAFPFEA LUEE VLAN 53E VLAN REipE, ERTLUE VLAN SEAiIsENERFER O ERKED, UE

BHITEE,

1. XM

mOFIR

mOsGEMT:

WA O EFR

FiRisO 1 FE (WREEZHFE, WapA.l)

FiRikO 2 Auxiliaryl st Auxl (JNR&HEZE+E, M apA.2)
7 #1 mEY A (apA, KiFEHRO apA.l1# apA.2)

1 #2 & B (apB, #0 apB.1#1apB.2)

=® 1. LXMimA#

DA 55 B A s K ) 1% 1

April 23,2021

AR EEOTEREERNEE 7.2.1 hiiachy SD-WAN (LAFTRI SD-WAN) 1000, 2000. 3000. 4000 #1 5000 &
®’ER,
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AREHKEHSHESATRERRAN “WEIL" (UKWER) ek, MRERHIVKE, HEXTF, WAMNEL
HmOSBRER, MATFURRES MA—TROFEEZ— N K0, MFGREREBE—1F. EREILRAT,
REFERGERR MG DR X EBL,

RERGHRHNEARERIXARE. EREHREN, FRPUFRIBIXARS, BEIRET2VEL, MM
IR ES . HWIHREREHN, THAFEE.

YERANGE XA, REHFHERORTEFIR

MRBRERP—IMEREOLERR, WHKREEFES—MHEROL, UHRERXAFZHERIIRES KR
&L, Alt, BMERKSHET (NKREE) SWERFRS—MBFA

HERR A LA MR LIFEL:

« MRKRBAZTHO, W—IHRFOEOERXARSRES— MWK O LEERE, AREMBARKEL.
XAFBRNERNROIKRE, UHTEE. SURAMRIESHEMES,

« MRBATERO, REFRBRE (FHRE) THROATEE. sTRMNESMAEMES. —PHHERO LR
HERXAFHES— RO LFS5REG, BRCERRENERBLEN L BEE GUI FERT EROER
EREIMLE, R, REERNERREERERO Bk

AMEREE i 5

April 23,2021

WEREC, ik WAN ERFERERTR T ABREANHEBEEE, M FXMMbR, REMBEE LAN 11 WAN &,
FEULRTLUINERFTE WAN REHSINE, XELMINEENSERSZE, MZEEFRERTER.

HTFFAERREMNERETR, FbQFHANRE SRR F L EREBH,

£ IP W%, i Gateway HEENMERBIATITN. @I AMM Gateway, REFILUTHIEER, HAILU'EREM
EEER, XEEIRHRRGIRENBETEREERTHN. STHRILEERE, HRITERERN, BETT2ER
HROERT, ERMIRKEIEERMK.

BB 5 ik R N3

April 23,2021

BENRERSKE (WNZEENRSSE) TRBRENVMEFE, AIUENESXERFND XML LLREKRE. TERER
Tiz_hfno

1. BRI, (NUINERIETE RG
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SD-WAN A& EEZAM T IEHE N ERE, RIASREENTIAINER, RANERERE -0 EERRE, ERITH
BUR TN Gateway, RERMARFJEEREIRMM,

WCCP 2{

April 23,2021

Web Erz@=thi (WCCP) BB HMESRAMIL. WCCP iz 2 &4MXETF Web £77, BA—HMEBBHH
I EATF Citrix SD-WAN & &ENER2EER.

HRBIRERIRREY, WCCP X2 %% SD-WAN IRENRERSEH, HREIEXNTREN, EMER, XA
—ERMIEEEI AR WAN $HE 2R, ShRER. £ WCCP&EXT, EeEzstER WCCP 2.0 thilkiki5:&E
TIRENRE. REFWIE, MESIZENREMFBR/HREANEARKEL TREERE,

=

AR

ATARENER, WCCP hiiads 1 A nBdet, Rt WCCP iRz 2.

o FRER) WCCP Stis# WCCP BRIRA “BTF . NBRSKIRERRE, Citrix BEE%s WCCP i
A “EBEF . #HRk, WCCP BFRImBERITA €&

o FIISEAARE AR KRR WCCP B9 m M s WCCP B3, RAXEMEAT “IKH
887 —ia, B—YLammNtzs WCCP, #BrRS SD-WAN &&—EFER.

SD-WAN ig &3zt WCCP #&5(:

« WCCP 28 3.Xx AmLLRE MR SD-WCCP =&, EXHEMRERSE (BHE),

o 7.2 RHFSINE WCCP B E AT ERNERHRTES A18E ZE#HIT R H T,

WCCP =R TIFRE

WCCP #8E SD-WAN REMNIERARRERN, FHRAT, REEHEEE WAN BHBI ENERKOD. WCCP
ESE—IMHXDE, ERRERESEMERESE, REDBERCSIIXENERIE. WEMIE, BiRE
WCCP B 2sMIER A28 L XAV E E RN R R BRI & Z B ERE,

WCCP BEHRERFE— P UAMIFO. REVAMETLTARBRHO (F2H WCCP p9xziiiliz0) £, &R
i VLAN 5HtWRERE. FEREAEKRN WCCP &Rz,

TEERTOFERHESEEN=SEEZEO LAREHRERLEIEA WCCP iig®. 8428 WCCP Big&ERH
B, REFAZWI=E, HEIEERX.

1. WCCP nE2
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NS — N0
/)zl\'lr,id:j'lzz

WCCP AU T E—RAEBHSBNIREZERLRE:

o L2 RA-BRBHBMREMUTE— L2 B CEEAUKNE) L. IP#EEXEN, 6 L2 S NELR
HiEE. TWZREDP, L2 BRARTEEARRITH, MMREERANMEEE. BTFHEMEMRS, L2 BRR2EEE
X, BHIEFMBEZRF WCCP Mig&EHZIFZE,

+ GRE X —@AEHEI%E (GRE) 2—ERAMY, Bt HISEATUNBEEMM, BT HERL, H;
RgEMEBEEFILRARNUE, TRE. FMENRE L, RO MERHELE. GRE 2R¥H WCCP
R, Kol GRE iRLH R HRESMMEIA P, FWREMFR GRE k. BIHE, REAVMUMITRERERE
BHBHTFM L. B2, HEIENMENIRAMIEMEIRBEIEN CPU FE, HERM 28 =15 GRE kAJ&%
SEMIEEH, MMEMEIMNIHH

WCCP R332+ Z 1M 2EH GRE VS L2 %%, SMREZTLUESZ D WAN iz, SMEREIUEacH WCCP
ARS54H,

PR EEE UDP RELUR TCP RE, SNARBRHBLTEEN. NMRFTEREBRE, BENEAE-TRSE (8D
WAN s#i888 UDP BRS54H) -

EMARS E#

WCCP £Rin (18%) £ UDP iz 2048 mERMEIME S, HHECAMBEILEMLERE, LRSI AR
EEAMLE WCCP 18, REWILREHITIRIE, HIFEMNRERRIRBHERT R, @ WCCP EAhI 2+
=S MINEREFGERIRT, &EESTET WCCP 1251i@E& (UDP %0 2048) SERMSRIKR, REMBMAR[/OAERR
7 “Hhere_I_Am” #1 “I_See_YU” M¥UREIER. BINERT, hidiEE 10 WEE—R, NRBA[EER=
MYEEFRATEEUCRBIREIVER, WRIANNZRERERE, HELAHEERLRE, BRENEIKRA ML,

BRS5FNARSS 4

ERR—RHEBNFAEIREDT URERRNRS. AT REWMLERS DELMLEIRE, WCCP i ERIRSARIRTT
(—FPRBE . HREARHFIME S, ShaERSAS,

o BMREILUFZ MRS H.

o BARMSATUERZ MRS A,

o BMREAUNSNRBEERR— RS E,

s BARBASBTUNEMREEAR—MRS A, 3 F SD-WAN &%, WCCP BH#ERATXHZHIRE, M
WCCP #X TR aigE.

s BMEEAENARANENMRSAEMIEE—T “REXE” (L2 3 GRE). SD-WAN 4000/5000 i&&1a4 5
AN AEEEERREZE, Hit SD-WAN &R IFREXEFRRE,

2. AFREMRSERATRR WCCP iRSS4A
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ZIIRSAE AILER—&E £S5 WCCP —E2fEM. a0, & LUM—" WAN SEZEEIARSS4E 51 RE, M5S—
WAN HEEIZIRIRARSSH 62 &, ZIREEXF[Z I IRHEE. FERASRTERABRNRSATEFRAIEERIEAR
ERARSHB T TR

ARSZARER, MRLFEAEE—NRSA, NERERNBHBIEEFER—RSEHLRE. IRBIEEIAS MRS
HER—ER, NimhBiEeRREZERNRIIEENRS A,

SR AT

HWCCP ZeAMERA TEAN, TREFESHRHFHKANLEZECH apA 5 apB 12 IP #tilit, MARER
RMSIR s sthat, INRAEHERTS, FNTIRESEHNSRHBEKER, EMEL WCCP @&, TAZHERT,
WCCP RS el A EREEES, Fit, MEPENFRNMERN S,

inE WCCP R721F WCCP BRSAETHENMRE. MRMREZHSBRHBER, WLZMH—0REETLIERSA,
HEMRERKREELR. CEEPNEUREZRSHSESSEMKIEATENRS, HEMIEEEMIRELTNIEE
PRSI IZARSH. WCCP B#EA TS MRSHES K18E.

EBEHRFH

TEIERT—ME2M WCCP 38, iSAF L2 3 GRE. iEiw0 (1/1) EEEEn % Akmasm0 (Gig 4/12).
3. WCCP &% EE

L RBIF, SD-WAN 4000/5000 U E#ENBE, mERKD (1/1) MBEEKO (0/1) SEEINEHS WL RKHER
Ho

7Ersmgs £, WCCP 72 WAN #1 LAN s O ERIEAHEE THREM IP WCCP EEM. EATHEMRSA, B71M
72 Hﬁﬂéﬂ 71 ﬁﬁ:f TCP /IILE; HERQE 72 ﬁﬁa: UDP /ﬁ%o 12%2_ 7J|] UDP /}ILE; 1E|EJLX5(TJEF_‘.ZFE%?,%1EJ¥%W§°

: WCCP MSEAR A ¥rde & TCP #1 UDP LUShsthil, &tk ICMP #1 GRE FhiliaR5ad 18 &,
WCCP #&

SD-WAN &&=+ WCCP B#&%, XEENRBAREBRAHTHLRGEZENRE. X SD-WAN &&EE B
%Egggfm 9 1ﬁ%[§ﬂWCCP B,

WCCP #5E

BHx WCCP w8, 15553 Web E7E@BEHY V2, 1Tk 1http://tools.ietf.org/html/draft-mclaggan-
wcep-v2revl1-00,.
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} =r

AR

7£ WCCP sh#8E SD-WAN USRI STRANTTAREY, FATAILU§ SRR 2 425 apB. 7 apB l@— 1A
SG, HE—MET apA SG BffisR. MR apA EBH SG BB, WEMTEER. WRTH, BEM apB
SG. 1%, apAflapB REMTFEMFMH.

WCCP 3 (FFRKE)

April 23, 2021

WCCP & 2 72iF WCCP FREAFTHEBEMER, MNRIEZEIREHRABHER, WKLME—RFEELERSA,
HEMSBERIRELZR. CETHREURTEZIRSERTSEMIELTERES, HAMISEEMEETHIES
SRS IEZERSE A,

pE=

WCCP B&EATEITRSZASZ MRS,

BRMEM R EMOE

LR (3FE¥&) WCCP RRIRHIMRETE:

s EEESMMENNIEE L, 4AFE WCCP IRSENFIERELMEIAR— N INET,

o BENER—IRE LRERECREM WCCP B8, RERRFIHRITIIERE, EERZEENERISBINES @R
W, (WCCP MEMRBRN LIRS R, ErifRE WCCP MEMNECRERBREREHS.)

o WFRBEN WAN BRBZSEMIER, ERBEASERER WCCP,

s BMRSAERZFHF—MEE. RS MRERRNEEIEFHERRSANE KRS, HERKRHNE—NEE
B o

 WFREEHERERHERSHZD WAN BB R, WCCP JRFZHF—1. #8023 WAN BH2.
HthP& o 233 7J LUGE A EEIA M EXAR 2o

B 28378 WCCP
7 WCCP RRB R H2RdF 8. WCCP hiizk 2 MRS BIEEF B NN S, ERAMEIZBE 10S ie4s 12.0 (11) S
f12.1(3) T. LR AR ERIEEVR T R RSB IRNAE, REAEEEFR MRS L.

MRBEBZIFRMBEREEL, WSHEFREROD LERE, EAETREEIE WCCP RESHIRRERE. ILINRERTLL
R ERI e, WMEBR 7600 FEl,
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B eSEC B BR A

BRMERGETLEREMNBRHBEERILE:

X7 WAN w0 £, #mn “WCCP EEmE”” FEaM “WCCP EERE” B
ERBE LS NEOL, RTERIIRENKROSN, HN— “WCCP EER” &4,

F—MAEEE WAN REEEMEIGE, MEZMAEEFRERHBREEEHIILE, LTRSS WAN BX. &
ﬁﬁ%jl\ LAN ﬁﬁ‘ﬁD*ﬂjﬁE LAN % LAN /}lLEE’JﬂgEE%'EJ: 3|1Fﬁﬁ/}ll.55§ | ﬁ% A@ﬁ LAN Ex)j_ik #ﬁm%??
SEXMARENHH, WRFEA GRE, RAEHREH T LUINEER RIS,

ERLEMEL, “EEMHN BEER, HEAERKHE CPU LNAHLL “SEml” REELD, MBLE, XAILL
B ER RS ENERTIKRAE . ZXAMEERS EZEANEAR TEERPMH S EZRM T RSHNEMER,

FRLERMBEMNF WCCP BN A2 “WCCP EERW”, RAWAMERE_MEZE. AT ERHRHBIIN, &
EHZEREREIIREEEMNASRMARHRO, FJEEIEARNMRHS, — AT WAN i8H, 5— BT LAN E
LAN &,

—iRRI, 57k 1 EBER, A% 2 FiRMESAIIEEE,

e Rz WCCP

ARSSLARTIAR TCP ¢ UDP, EFEERIER, BERERTIEFEN, XM WAN REHLIBIIRE. Hlit:

MERE—MRSE, BT TCP R,
HEREFBRHMRSE, — BT TCP A2, Z— VAT UDP fi. MEZENKIRIESS LREN, BHsE
S AR,

ECEIRFEE

®&BohihE WCCP-GRE 5t WCCP-L2, FZ&EFE Bi%iRF (HPRERE TS MRMEN P itih) =t ZHERME
(KM R EREECE 7 2 i),

EE (888 BE-XNTFTERRE IEZHRE WCCP iRz 2 FERHZEH WCCP 4 ID FA—1BEK, ABRESD
WAN #0 EEREER. UTE3# 10S Rl

config term

ip wccp version 2

! We will configure the appliance to use group 51 for TCP and 52 for
UDP.

ip wcecp 51

ip wccp 52

! Repeat the following three lines for each WAN -interface

! you wish to accelerate:

interface your_wan_interface

! If Reverse Path Forwarding is enabled (with an 1ip verify unicast
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! source reachable” statement), delete or comment out the statement:
! ip verify unicast source reachable-via any
! Repeat on all ports.

ip wccp 51 redirect out
ip wcecp 51 redirect in
ip wccp 52 redirect out
ip wccp 52 redirect 1in

! If the appliance is inline with one of the router interfaces
! (NOT SUPPORTED), add the following line for that interface

! to prevent loops:

ip wccp redirect exclude 1in

B

<!--NeedCopy-->

MRZNBRHABBERR—MNRE, WS N BRASNEEN LR, £RERNRSEIFRIRSH,
SRR ENES M RESREMS BN, EESEBRERERR. UTEEH 10S RF):

config term
ip wccp version 2
ip wccp 51 group-address 225.0.0.1

! Repeat the following three lines for each WAN 1interface

! you wish to accelerate:

interface your_wan_interface

! If Reverse Path Forwarding is enabled (with an 1ip verify unicast

! source reachable” statement), delete or comment out the statement:
! ip verify unicast source reachable-via any

ip wccp 51 redirect out

ip wccp 51 redirect in

|

! The following line is needed only on the +interface facing the other
router,

! if there is another router participating in this service group.

ip wccp 51 group-listen

IIf the appliance is inline with one of the router -interfaces,
! (which is supported but not recommended), add

lthe following line for that interface to prevent loops:

ip wccp redirect exclude 1in

R

<!--NeedCopy-->

SD-WAN ig& = WCCP R{HEAEEIIE

SNFARSEIER, EBAIERUTEREELE LRE WCCP 21, ZIEF LM SEEBENSENRIAME. BAIER
RERERXESHIRENEME, Fa, MRBHFJEEHE WCCP IRS4A 51, WEEANREEAFENE,
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2ERELEE WCCP R, BRITUATIZME:

1. #EE: ®&KRE: WCCP IiE L,

2. MRFHAREXRSH, WEET “EERKRXL TTE. EBEE SD-WAN fl8#%E (% SD-WAN) . #EEFHED
SD-WAN, frégEl WCCP TiH,
AR BXGEAETIES Y. “ SD-WAN” #x{tbBF SD-WAN SrI AT,

3. MEKRBEA WCCP &, FRE BH.

4. 8 ANNARSS4H.

5. BiAEO (apA). i (TCP). WCCP 12554k (0). BREa2%&E(E (£18). (ZB=A) MEFNE (1) ERETY
BREREIE—TIRSA, BMRXFY, BERUNFERPBNRE,

6. 7T BEHFIU FBR MREEANERE) X St FR MREEANIZSE) B, BARSER P
ik, % IP BF WCCP Sig&# TiB(Ep MR in.

7. MRS ERABIEEER WCCP Sitig&#1TEE, BURAINESKHSE.

8. MREMBABERHER, BFHEMMIKERMARILKX (BE/GRE/Level-2) . BARKIERERE (B
oh/GRE/Level-2) FIREMBHIE (BID/14%) FB. NFAZHEHE, RAEETERELER,

9. BEHM.

10. EE RSP RHN UDP RELCIZSZ—TARSA (FIdn, BRSS4A ID 52 FiHi UDP),

11. %= e&tae: WCCP fiE, K& FERNTE 60 RARENN “BEE .

12, BEEELERE, HE G NELRIDEEESEEAHEEME,

WCCP fRSSAREFMER

7ERRS4AH, WCCP 2&eh23#0 SD-WAN i&& (WCCP RigHhey “WCCP Cache”) WhiBEEYE (ThEe). RMB/IE
‘AR HEPELHINE. BERMERE:

o ¥&H%: GRE 5 Level-2

s BUBEIRESZE ((WPRZHE): GREZ 2 4%
o WESE: BYIRED

- B (BUAAT)

MRREDNIHBESRASREEZEANTHRS, WSRRER. ATRSANKERE (W0 GRE k5 2), ®E
AJRERRD. EZBRSAP, & ‘B ERERERTRERASNESEREN, FTUMEAER, BZEESEL
ST RE.

T2 SD-WAN ig&Hhpuid(E B IR E AN,
TR A

o EFE Bt B, EEIALS 2, BAENBASTNIRENEEN. NRBAEXE, HEBRHRSZSRENT
B—FML, MWHEHI 2

o MREET “Boh”, NERRERSEPHBRBASETUDBRENGE.

o ZIBIRSATHIRBBIVIERBRNGE, TIEERFIER “GRE” 3¢ “&3 2", ®2EMA “Auto” (MRS
PHRMNE—PREBHE) #HITEE,
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o JWFAFHE, LRENKRHR EEFTEINBRHSE L
Xt FERER2S B

o FNMENBFHE
o HiEE "Bt B, BS5RaSNEIERI.
o IRBAFHFIERASCAZIFERNDESE (BRI,

o WFEMARSA, MRLBHEEN “Auto”, REIEERF—NRASINEE 8% 3 W7, WNREH
E3Hr, MERE 1R BN, SR HER. B FhEFERSATRERBSERNG X, JUKKRE
R RS B AR 5 B Shik R AT R AR EE,

 XTFARE, ERERKHE “BEFRBNRBHESETTE .

o EREM—MEZE, RSATNEMRERSETIRSATHFAERBIEHRE TCP 5 UDP HiEE351221%
o I A LB IHRYIRIGEFREEEREIARSAZORERUITN.

XTI E, REHE IR IP i #5, REFRMEER “Bin P il sURIBEREORNG. R IP
#uut” IR REARMRMEMSTER IP it sCeE, ZMNAREIEERTE IP #uts 5%, RINMERT, BFR
SHBRF-MNRE, FER— (ISR THRARAR. (RE 6.0 £HTEXIEE.)

X FERE:

o MNRBM[TERN, WiKE LEXNEBBHLE, NRBHBFIFERN, WiRE LNEBFROANT,

WCCP A s FE R

fEF WCCP B, ®&EiRMFRANEN WCCP #ORER A%, BRBHASEEIIZIEMER.
WA REERE: WCCP IIE—WCCP imE k& WCCP 2R HaPRES, HiREAZ KA,
BEFE—GM: kRE%E: BEERNEESRBIHER WCCP BXHER—MHFE.
E 1. WCCP BEHREB (BRKEAHMEFFR)

IR —7EiRmE L, “showip WCCP” &< 2/ WCCP $EEHRTS:

Router>enable
Password:
Router#show ip wccp
Global WCCP information:
Router +information:
Router Identifier: 172.16.2.4
Protocol Version: 2.0

Service Identifier: 51

Number of Cache Engines: 0
Number of routers: 0
Total Packets Redirected: 19951
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Redirect access-list: -none-
Total Packets Denied Redirect: 0
Total Packets Unassigned: 0
Group access-Tlist: -none-
Total Messages Denied to Group: 0
Total Authentication failures: 0

<!--NeedCopy-->

¥iE WCCP &=

e LAM SD-WAN GUI #5138 WCCP F2&.
% WCCP B2 &
1. SME “B7 > “gE%E" > “WCCP ImE,
2. ER—IEE, AREE RRER. EFERSHEESR WCCP &, WTEFT.
3. Brphi@Ed SD-WAN &R LHRE, HE ‘WA > ‘N7 > “EE TEELBiER

o MR EEBRE NFRER AR L, NRT—YIERITENIETRS,

o IRERUT RMBERE BT L, FEE FHES . RNFINERERNITESRRERHE LM IP
WCCP EEMz—EXHHMEIR, HEFFH-IRSEMNIRSB[-FRIHREXRAREREBEZ.

o MREBEETEE, BEFIRECEEDKRME, HE WCCP BMnm&E EnEmEiz, Nin@aygEs
BHABEEETX,

WCCP #&

December 15, 2022

@ WCCP Be&EhaE, BRI Z 1 SD-WAN && D ERLERVERE, MMENESEEE. ERETUUER32 4
HRENIRE, BERLA 32§, ANE®A WCCP 2.0 #f, WCCP BEERTAS MR HBM—LE RN, RA
REBIEEE L AR

ERNeERS SN, WCCP BEAFRERIMZMER SD-WAN &8, MNRIGEREKRE, NWEREEEHMEHE
FEREE.

SD-WAN SrTEY (FEMSIRERIEHEBESIEENMELE) 5 SD-WAN STEMEARRE, ER WCCP B E2EMIER
BENMEREAIZENRE, BIREIRXIES T 8.

FR 7 FEE I S B SRAVE IR INE 218 &9, EE T LUER Citrix B9 “BEE KR haEET F T iEARIRSIEEMNIN
BEo

BiVETFEE WCCP #&miEA CitrixCommand Center, TEIE®TRT WCCP #XT SD-WAN §&BHENEEAW
#, | Citrix Command Center &1&,
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1. A Citrix Command Center &1 SD-WAN 84

T E % WCCP 55

WCCP thiXTEM NN DA BT EHMET PR 32 AikE. A TENTAEF, BRT IPtutz s, = MAERIR
& (RS, HENRERE) DAEENAERHECERR. ERATHRRKHRNERRSHNIRETURAR
Ty WCCP 8%, UMis&EMBHIIME SN, ERUMAREREMHIZWEF SEORENT. NRSEEH
ML (ARBRNESHT), WEEMTEEE, UWENERRRILE.

2. —MNEBE=MENRHHER WCCP &8

BEPHN—MRERENEEET, HIEFBEEPRENAHTEITN. BENEEFR P HIRROILE. ATIRER
BHEENEE, FIM— T REENEFHIER. NRUFEENEEFRY, WARREFRAEENEF.

EENEFREAHTERENIEAR, HFEMNRHBXLRE, REBSEHNFAERARZER, FILAMEREE
BYRTERN, B¥SAILUETT.

AR RBRERERE, SD-WAN 4000/5000 %#& 2R A% WCCP EF 5B EHFH,

ISR

WCCP FRaHTEREHSH, RIFREENTBFAHE, XSHBEETHYUMR ZEERTFE,

WCCP tREZ 5B TR ERT I G HFE, 5130, SD-WAN WCCP Bf&E U ERMRL A A, AR 1-6 il 32
fiL IP sthitk, XEEMNHURT AR ARESR, BRI = EAEEEROPIE UL LXEIR I8, ARTEHNERIEERT
EREERENE NMREFRENBIEARISBAHTERNE, BEEREEMNRE, MEREBLETEMLE,

EEHRH

RIBEHIMERT, ETUEARNRERHS I EHREHNE WCCP 215, TIERERISMREBERS MRHEES,
BEPHNESMREEMONS EEERNFERBSERER,

BIRFAIRAE

HFETEF, =4 SD-WAN &&mIIEEKIEFLH 200 Mbps WAN, ZMibsz#% 750 P EIMNBEREFEF.

90 EFRSD-WAN #43E2%, SD-WAN 3000-100 AT IA3z#% 100 Mbps #1400 AR, Eitb—3$iXLEi8%& 245 200 Mbps
#1800 A, XHRE T #IEH X 200 Mbps 5840 750 HERAF,

B, ATHHE, MR—EREREHE, WCCP BFERASRETIT, MASHRAIH. HIHEFER DN, FJLUBIE
A= MEEREMX—R. XAMEPMIBY N+1 FN,

WER— I ENEMY, FILUBEMBE=MREMEET. EXMERT, 8MRERXHE 67 Mbps #1250 AR,
BT TRENRE, HERIFAEEHN CPU WREEMREN =_FNEEALLERN=HFX—F%,
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NREE WCCP B, BAZMBENBTEEEE— SD-WAN 4000-500 g&LFErTAERN. —AREHF—
MEELTENRTE,

e dindesb i

fEA ST WAN BRI EMTFERRE D WAN BBH2E, MR E—NRERESCIEIEFRF 100 Mbps oM AR —1
200 Mbps BHEsE, MIRHEER, BIHERERER,

PR

£ WCCP B & FEEIRER UT RS

o BERHFEIREVINRR—ESHERERNR IR,

o BERNREZENSHESAEZBH. EHA Command Center Big&FA—MARITEE,

+ SD-WAN RERFAREXMH, ARAEKMTREMERFEA—NRETHITES, HRRE—MRERBME
X—R. AILICAARREEE QoS

o 2F WCCP MAaBTHBEEASHABMSEN, EELNRFNMHTETEHIT LR,

s AXBEFNENRF S L BIENERHNG %,

o BAWCCP fREATRBRKENRN 1-7 i, Big&%H 1-6 INKR.

o AERZBIRSH. (CTHFRBIRS A,

o EREERSEIFIEREBVAHERNELS7% (GREF L2),

o SRH[HEANELMIRE S EHMLE: MEXNE GRE AMELLNE L2, —LRABER I AR LFZ
F L2, B “BASNIHIRERSEIERLE NER. “EXMERLT, RSAVAEEN GRE,

+ SD-WAN VPX 73z#F WCCP 25,

o RENSZR HE) RIMN (FF) EEDE. FIFFMRNDE.

o FLRIAMIKE (90 SD-WAN 700) Rz#F WCCP B,

« ({XPR SD-WAN 4000/5000) L2 BT, S8MEOFTEMMINESELL, SMEEZ/H=TED AR
BERITRESINERSFELRFIBNIRE) .

« ({XpR SD-WAN 4000/5000) kEExH2EH WCCP 1ZHRISESX A SIRSEMNIRE FRRBERNRME P thit>
—ItEg, frt, NfERRERN IP MUEEINSENZED, TAEMARMSEIFE 1P,

EELERMEFEMRS

ATENIEERT, ERLLUTEREMFNIRERENZ NN FERA/ N BINHNRKRA/NERERNR/NRRANK
1-2 {iL,
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ERANRERES —
5 Citrix Virtual Apps and Uspec= REIUEFM
Desktops &&1&#&

WAN #%3% Em9 Citrix Virtual Apps  Uwan = —
and Desktops A/

RAPIHARK Uoverload = Uwan/Uspec = —
BIgEZFN BW BWspec = RBHIEFM
I cTpeEse BWwan = —
BW 2 # 7%k BWoverload = BWwan/BWspec  —
Frfig&EiE N = max(Uoverload, aE— 1 ERm
BWoverload) +1 =
EERNRNEE Bmin=N, mEMEEN2= -

WRERA SD-WAN 4000 5% 5000, Bmin=2N, OEHEANF 2= -

EiYE R Bmin<=16, M B=4Bmin, —
AN 2 Bmin =
HAHBE R “—" Ik M =log2(B) g B=16, M=4,

wio(E: WIER—1 32 itutisie, EhS =7 UEFFaERHNIERPH M, 88, XEATURRRIER
fEAH WAN FRBIBHHNR/NER L. NRTRLSHEERRE, BEEAPUHEER. (Bl $F /24 7R, FRH
R/VE#MI 0x00 00 nn 00, EEEA—HMIECA log2 (EEEA/N) : MREBA/NA 16, EE 4 (LigBR—
itt, 3FHIEBANA 16 F /24 FM, BEHEIEIRES 0x00 00 0f 00,)

RYUFMEFMFRERETIIINHE, EREVNAERER, BMER, BRERNS M HIUXYF—FTEEN, Xt
FHR—HMNELT. BN, AHTFERIRH. XMITNHARREATREFZRPO/A (RE 2. IREINER
XFE, MARBEFNFRIOBMKEFNG, MEHXLEMEERTAS 50/50 BTN FERN—E9, §
m, MR- /24 FRAIBE=NFMMEAH 50/50 BiE, HEEEERD MBI, W 0x00 07 10 HYHEI Ak R
0x00 00 0800 HIFEMAL, FHIFHEHRF 0x00 00 00 00 10, HALFEER—I5rATaER%H 50/50 B, MRTEFW
BESNEDER 32 P i,

28 (I=| &
RAEEE —
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JilIBEL i BE apA

WAN BR$548 PR e 38 LR EARIARSS A (51-255)

LAN RR$34R S— I REANRSA

ERER 28 P shdk EMI%ENHO EREMIFEOR P i
it

WCCP thi¥ (@%HR “Bzh”) -

DC&* MRERERBIREHIEERA
HSRP 5 GSLB Fopsh s v, &
fER “HEM". BN, BHER “WiF

PRIV,

7£ WCCP B#&EHEEIREH UTRS:

o BHEPIAMEREVIER—E SHEMBRII IR,

o BERNEEZENSHESFEEH. FA Command Center Fig&EA—MARITERR,

« SD-WAN RERFAREME, BNCKMTRHBEMEREN—NBETETIES, HERE—MREEBHME
X—=. FILACRAERELE QoS

o 2F WCCP NABTHEEASHABMSEN, FEELNRFNAHTFETEHIT LR,

o ARBEEFENENRFL L BENERIHENG .

o BAWCCP fREARATRRKEN 1-7 i, BIR&XHE 1-6 INFR.

¢ AXIFZBIRSA; (CHFRBIRSA,

o {EAMERRS AN BIFIEBHBONZFHEENE A 757% (GREFH L2),

o SEEBHENELMIRESESTLE: BEKIE GRE AWEHLINE 2. —ERAKETR I AR LFX
#F12, B¥ “BHEBIOHSOREIZEIEIERLE” R, “EXMERLT, RSEXBTEEN GRE,

+ SD-WAN VPX 325 WCCP 5,

o REZHF GFihiE) RIN (FF) EEDER. FXFMRSE.

o FERIAMIEE (G0 SD-WAN 700) R3z#F WCCP 8%,

* ({XpR SD-WAN WANOP 4000/5000) L2 #XF, SMEOFTERMMERELG, EMRERSZIF=1END
(REZFBEBAITHESMERELAIENIRE) .

« ({XPR SD-WAN 4000/5000) kEERH2EH WCCP 1ZHISIREX SRS AMNIEE LRRBEMERALE P thit>
—IUAS, SSfRE, NEAEREZRAY IP MubEEEIR&E RN, TIAEARKERIFE IP,

A R FEHERR

B> gE&E > NAREFME > WCCP TEANERAMISEN LIRS, MEERTREMNEFENFEEMIRENYFT
R EFE— WCCP &7F, ARETE RKEUERE.
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ZERT” ERF ERFMISEIRS. S—IRFE, KSR “25: AEF". ELRFoRIFHRNE USRS E
Mo MRRETTBIHARAREE “25: BN KRS, NEERHMESEREHER.

YERT RSANMSE ETRIY, FERHMBER.

HERE AUk ETEXEN WCCP HENER. fFR WCCP thiXMBIER, BENS I HREBBXTREEMAA
RNER, FEIFUMBEPIERIREERIES.

TR BRE AT LR MRS E R BSINERIER B33,

FcE WCCP 25

EERIEBRIN. ZERMBERHFETHELERG, BIol7E WCCP &R IiEig&E. B8 WCCP 8%, EFEER
TUTES:

 E2& NetScaler 324
o GERMHES
o BLEIRE

REPAPIBRIR TV

April 23, 2021
=

R EARBRIA WCCP RABMALNLFRET A (£ A EIAREKR. B7ER—IRERE S RBR VA E I ER
Ho BE, BAIMUER—EEFRERIMABRITM WCCP &3, Citrix RRIERAFRZRETIRR SRR
RF TR INERIR T,

EEDNBRENT, RHBEAETRIEMER (PBR) MUK ENMEL WAN REEE MRS LUHITINE, MEE
RAENMIEER L OEHSE. IFFANEEASHERBSI LT RELE—ERENRRRGE, BIUERR
NFFE.

5 WCCP —##, ENMNEKBEFCFTEENARER, UFFEEN, HECHAERIHES WAN HENHEEE
AUAEXIFRER AR AR TR AR5 5. 5 WCCP RE, EFEERERSEMHSITIRREE, FibxELUATTHRIER R,
Hit, WCCP 2##EMIER, RBEURBIERT WCCP X EAIEIRET, 7 BINEE A B mEET.

BNl

TEERT —NMERNNE, FiZRES, BRtSNEREEENMEREHREERRIRE, FIRAIh, it
U R AR U R AR AR EEIA P BX AR 2o
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1. EPARER G
UTRARAIPMEN—LEEFAES:

o MRAFNNXIREAFMEBHE (XFBEMDAKREE—L),

o BT BASMEENBENNEE WAN REEE @R 4R E,

o BMIRELEMNEAMBREBFEWEIRE, HIEERE LZRIRKREE.

o B2 LEER PBR MNES A PSR R #T—RERIRE, MMAELERBER. &&% % [0RKHSFHHE
BRAXFHEESR (FMERE) Bif.

o BPMIREFHMBHEIIA Gateway IRENAMEHBFAMAL, MEFE—F (£ ELE: WEKER:S TEL). FEE
B L ERAFANETE “REZILAMEGAN" f “REBIWX",

FigE LREERIERR R

April 23, 2021
BB E R R O R ST

REZUANEZGA FOA) -ERAAF S IBRHSHAZE—818E. REFGEMRNKHHHEEXRZOERRNUE,
I NBIRR R LUK MM FR. SR NRHBBEHE—01RE, WS RARTSIROECHNRE, EF2EREXRE
—RRA[ORE, MEXHERTRNBHS.

£1X%| Gateway (F#%) -FEIENXT, EMABELHEEEFERLZIFINMXHITER, BEXEIEERHYE
wWFM EBENBRML, ETUEELE “REUKMNAHEN" ERAKESE, BACSARBERRN—TESTIE
HERTR.

BIEERIEQRLET T “WE: MARN: RARN: KK TEL, £ SR 35, & “REKRA S
N B “RIEEIRX,

HaSECE

April 23,2021

PR R AR TE ST M BRIR U B = MESS
HIREENFZH WAN &% % 2 SD-WAN 188,

1. B
2. B0 SD-WAN 2R A EIEBRM (WAN 3¢ LAN),
3. EAEIHEEINIETION, WEERSHIHER T USRS IEE,
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BT ERERBIAN

FEEMABIEINT, MREEMNAXDIREEHRANKBEEMRELNBIES, WKEaR LG EUEIZBATER.
ERILERERX 375 .

HAR TG AR REBNUANGE O —EATIRE, HERETHIESIENUAMREONEHEAN. HALTHTIR
EHZO LIRS XA 2 ARIRE, BEAEMEMZEO EREIESEATLL,

BEXRBHEER:

o BEMRBBIEEMIRERREIRE,

o WIRFBUEEM WAN ZIXK, BREERDIRE,

o MRFBIBELEET WAN, ERETNILE.

* E70% LAN 2| LAN B R L FI8&E.

+ BR3EFrE WAN REmIiRE, SWRERBLTEEN.

AR EERREETE, FieE, REHE (MAMUEEHEE) BIESEFR. Fla, FREMRERM
FM EFHBEIEEAE MR GRIABBSETENARBERFTEER. FHEEEESIRERE, BENKE
ZEAE, BEEAENLERMSFIIRER FRFERNE, BERRBERI.

BT R
MRREREWE, WANKHIERBZIRE, RANERT, BEFEREBNRER#TETRIER. BERAEBITK

S, BEEXAN LSS ST AY, HAh “GREip T—HKR" aSEE “WIEAY” &0, EAIEERN, 1
RigEATA, WASNAKE, FESKTIRE.

FEET: Citrix BIUNESETRR SN —EEANEAEMAEKER. SR TREBNEBEERIHETIR
0E, BRENIIEEARNTRN. ERATEEHR 0S4k 12.3 (4) T.

UT2ATHMigE R AR R

““ pre codeblock
I- Use a ping (ICMP echo) to see if appliance is connected track 123 rtr 1 reachabilit y ! rtr 1 type echo
protocol Iplcmpecho 192.168.1.200 schedule 1 life forever start-time now

AW E HOML 192.168.1.200 WA AW EHTH B, &7 Mt x 123 # 17 0
H, MEBBRMUREME L,

## B A =6

MTRARBATHAFAIATINE AN TR S E Cisco BBR[EMNRBERGA](/
zh-cn/citrix-sd-wan-wanop/11-2/cb-deployment-modes-con/br-adv-virt-
inline-mode-con.html) . A THBEZ TR ITE M, "I AHNESE R IEET
KREM, EZBUESRMNEEFAERERZITRIE Ao

TR AMBESMNEEREERE ping &0 #.
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XETHAFTERMY IOSCLI. Eflfd 8 A EAFTREEMEZHNRMB Ho

AR, BRAEBETRIRE &

EIRNIRN

pre codeblock

For health-checking to work, do not forget to start
the monitoring process.

|
|
|
!
! Original configuration is in normal type.

! appliance-specific configuration is in bold.
|
ip cef

|

interface FastEthernet0/0

ip address 10.10.10.5 255.255.255.0

ip policy route-map client_side_map

|

interface FastEthernet0/1

ip address 172.68.1.5 255.255.255.0

ip policy route-map wan_side_map

|

interface FastEthernetl/0

ip address 192.168.1.5 255.255.255.0

|

ip classless

ip route 0.0.0.0 0.0.0.0 171.68.1.1

|

ip access-list extended client_side

permit ip 10.10.10.0 0.0.0.255 10.16.20.0 0.0.0.255
ip access-list extended wan_side

permit ip 10.16.20.0 0.0.0.255 10.10.10.0 0.0.0.255
|

route-map wan_side_map permit 20

match ip address wan_side

!- Now set the appliance as the next hop, if it’ s up.

set ip next-hop verify-availability 192.168.1.200 20 track 123
|

route-map client_side_map permit 10

match 1ip address client_side

set ip next-hop verify-availability 192.168.1.200 10 track 123
<!--NeedCopy-->

ZEiRih s (BETIRRRE)

““pre codeblock

! This example does not use health-checking.

I Remember, health-checking is always recommended,
! so this is a configuration of last resort.

!

!
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ip cef

interface FastEthernet0/0
ip address 20.20.20.5 255.255.255.0
ip policy route-map client_side_map

interface FastEthernet0/1
ip address 171.68.2.5 255.255.255.0
ip policy route-map wan_side_map

interface FastEthernet1/0
ip address 192.168.2.5 255.255.255.0

ip classless
ip route 0.0.0.00.0.0.0171.68.2.1

ip access-list extended client_side

permitip 10.16.20.0 0.0.0.255 10.10.10.0 0.0.0.255
ip access-list extended wan_side

permitip 10.10.10.0 0.0.0.255 10.16.20.0 0.0.0.255

route-map wan_side_map permit 20

match ip address wan_side
set ip next-hop 192.168.2.200

route-map client_side_map permit 10

match ip address client_side
setip next-hop 192.168.2.200

EIRNIRN

ERxAEBANTHEBERITRIIRENATFREREE, ARBBEZEKME R @. /R 5 KRG
BXB-"T"TNMEURAES —_TERELENFAERE (R IP B
10.10.10.0/24, B WM H# A 20.20.20.0/24, RZ W R) . B XxiF A5 R MK
HENFARGE, BSHRBHESINHXE

EEESMmABERERN IP B8

EEMEAKRE,. MREIBVBEER TCP RRE, WH
MEMTAXAEHRFBEINREE (

A NERZTRERHE &)

pre codeblock

|

ip access-list extended client_side

permit tcp 10.16.20.0 0.0.0.255 10.10.10.0 0.0.0.255
ip access-list extended wan_side
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permit tcp 10.10.10.0 0.0.0.255 10.16.20.0 0.0.0.255
|

<!--NeedCopy-->

EAR, WFERR, MEBEERIE, NERAERMNEN. HER, HUTHEIREERTEEN, “17 #iAN

£ “FHL i

iEHT% WAN R8I E AR EX

April 23,2021

BEZ WAN T 1LEERBEIFNMERHERE, XMFERRNBRERNFRERMIE. EMRNKKRBIE
FARMBEEETIRERIXME WANRE (TieERMAM WAN %) RERIENTFBARE. TRERT —MER
#9% WAN $EE% 3 Z o

A AIREHBEREEEATAMIGE. WNERHAEM FE0/0 HOS5REUTHERMN HEEP, RgEUmE
RN EINREKECE (REIZIUAMEZHA) o

1. HAEM WAN B 2R EIMRER T

M RERNM S A%

April 23, 2021

EHNBEXTATFEIANE (TR KBE, TERERT —MEENSTAENE, TEMNBERXT, —xRE
RY—TEMNRE. XNTEAIAMY, BAREES R MSENKRBEREERR, REERHSEERTERTSIA
PMEXSRIRESA IP sthaik, MAREMKEL IP ok, RGP, AMIRELIERRANEMREKEE (REIZ LKW
EZHEN) o

1. S RMRG

s AL AN PR HERR

April 23,2021

EEMARBELT, 5 WCCP #XARE, REMEMITE TEIMRBKNET. BEXEMRBEEHITRIEHER, BER
REHER “EHER TEMEAERERANRLHIRE. ABRAKWER SHBMFEEPHHEIRS|E,

R B EAER B B EE TEEREERARE, BREXEME (RIREE WAN RN S —mRE
TigE), BRBEUHBKREN WAN REME L WAN REEHRELLEIRE, IRRER—1AMRE, WEEHITINE,
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ENHSTIOREE, BXAKRENBER. BITININERABENG, BRSNELEELRE,

ARV

April 23, 2021

FAERXT, WIS MREFRANBETEINIRE. XMEXNZHRIEX TR HRBB—MARTE, IERIRERBEBRE
XAGEERPHREGELBILAEREEEMMIEETBINEMER. REFREMH—NREIZ, FIFLEE
EAHFASIEEBIERENMMEE, SUEEHTINE, AEARRT LR,

ABX USSP HREE—EER, MEEEHMICERAS.
AE

SD-WAN 4000 5% 5000 i&& LRz HF R

ARNVERTF WAN HE—MINIRE,; FAREBEANBEHERIXORERERSEAAEE,
ARVERDNESHHIIEANEME R EE R T ENRS. IR RATENHIAM R,

BRIENTRESEAAEINETERE, EARAATEH—AIATILHENNG X IREREECRHRNRESE,
WATLLGESIRE/L N EHREAE. MRABTFHEMMREATBEERNIANGIRERMREMRE, NWaJLERE
N,

1. HAREHENARR
2. HHARIBEIFXIFRER HEYIF TR HERRHVAAR T
3. MhERERIBHART

eI B fEARLHIRTU

April 23, 2021
EUT—ABR T ERAER:

. EES WAN $8,
« BETHBEN ALY (AR LIMIEQTAET A MEEEW),
- AERMFLERE I RENBRIREGS, BRA

HRIER:

« WCCP &=, i@ WCCP thiliERBEM TS M EZITAEET WAN BHSLIXEIFE—1g&.
o EMNEERN, SHRHBEIERE FESTRMX) MEITHSMEHERERE,
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o ZPHR, HPS EERESE-IRERHFRMERR.
o LANEREG, Kig& (HETRMX) ETESEE LAN NAE, 77 WAN RERFES ARSI BEZE,

AR TIERIE

April 23,2021

FAENT, BETAHNRESERBEN B ERNFAENR. IRGERESERNAEE, NZERMBEEXZ
ERIPTEIMERRAR, HHRES. RiEH. BEEEREES.
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# Citrix SD-WAN WANOP i&%& +i2E MAPI f15% SMB 231, ARHRUTRHE:

. EERBURBSRBEE E, REWEEATEEN True.

. BRBEREPFNESETOMEE, BREMFIN R,

o BSOS E TR

o ARS523imigE LECERY DNS P shhb Az m] i8],

BXiFEE, B8R E Citrix SD-WAN WANOP &&=z 2m Windows fiE,.

REEAEHE ENERBPREHA?
#£ Citrix SD-WAN WANOP &% E AP REBER A1, SIS LaRAM,
REEBEE DNS RES LRETENE?
2. 1€ DNS RER |, AT P i E E Rl R EEH.
#E4# Citrix SD-WAN WANOP ¢ &AL Z 71, BERITMLERZ?
TEEREMNEZAT, BREUTRE:

- EZEEIZ DNS s{#%B) DNS BRE3 3809 |P Hubik % 2 T3 H1080

. WRIZR AN,

. TERIFIE IP Mt RS A,

- BE, MZEBITEINGE L ARFIRE.
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https://docs.netscaler.com/zh-cn/citrix-sd-wan-wanop/11-2/secure-traffic-acceleration/cifs-smb2-mapi/configure-sd-wan-wanop-appliance-to-optimize-secure-windows-traffic.html

Citrix SD-WAN Hi#&& 11.2

ynfar3&3E Citrix SD-WAN WANOP ¢ &R EE A& AP RINAZIERF?

TR LUEA Windows SE LW ERERF SREFRIEAF . NRFAESHIRESLEETARIRES, WiEEE
HEEERARPRMAZRRR.

NREAERFEREMGE, NBFTEEBRFIIAERRAR ZARXERE, ErIUSEBEUT FNRER,
EEHRS R Citrix SD-WAN WANOP & &M EN AT ENZ KERNERER?
fERRSS 88 Citrix SD-WAN WANOP i&& £, EHMREINBZEMKZHEME—H, It ENBNKEFRSGEL 151D

=h ks

F1Jo

KA R RR B B s 105 ?

T, BPIEMARS#BHARS Citrix SD-WAN WANOP i&&89i G WA ISR R, REFZIFBRAIET.
HATLUER Macintosh Outlook %/~ i343413 Citrix SD-WAN WANOP & &HINER ML EG?

To Z&#E Outlook REM MAPI fERERE NN FELt, EREEELIEE MM Macintosh Outlook,
KEBEE[ME S iR Citrix SD-WAN WANOP & &M E LN NZ MAPI?

5. BAREEFES XL Citrix SD-WAN WANOP & & A LUInE N MAPI,
o] LATE SRR OB E —4 Citrix SD-WAN WANOP 2000 8% 5 Windows Server 112 MAPI?
2o EHUEHIEDLREERS Windows Server B9 Citrix SD-WAN WANOP 2000 i&&i#17% MAPI,

L3R fE Citrix SD-WAN WANOP ig & N \EiH B EFERE T FRXE NTP BRS3#[E, RERE 5EEH
225 NTP RSS2 R ETE)?

&4 Citrix SD-WAN WANOP & &MY, RFRASHITHIRMAZE NTP BRS2BE S HidiEl,
7z Citrix SD-WAN WANOP ig#& &, BB EENRINFEEERSL?

RMIANBERT, RETIHENEREE 900 RBER.

Citrix SD-WAN WANOP i&#& Lt 15t Outlook SHIIENH?

MhRZS 6.2.4 7o, &&ZFFNE (BRIA) #1 NTLM v2 Outlook SHIIE, BAR%LHF Kerberos HHRIE. B2, iR
7 6.2.3 B RIRARZHHE Outlook HHIIE,

Citrix SD-WAN WANOP 2% %3 Outlook Anywhere. RPC over HTTPS?

EHY, MhRZs 7.3 Fig.

E48

April 23,2021

Citrix SD-WAN WANOP E4HMTRARMTA?
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BAEENERNGIRIENEER, EXEMAIFLEESEEER, BNXE (FRNNES) FHFRNEERLD,
KNEXREE: ERREEE,

fr B R AR ?

BRMNEESEYEN S E: FEMESL. 5 WAN SHER T 2R, XMERMBEXEKN, BT Citrix SD-WAN
WANOP EZENEEIEER, KIEHHIE, E46 5:1 WXHERD 2 —BiaEh. TaIIRERMZA, X—=4E
K0—, Hl0, MREFFHEEXNE, TEGE2EER, W 5:1 WELHELCETRMET 5:1 AN,

E4E = TIER?

E4E5 | ZaFREBhiEd HEERNSE, SMNBIERBEERED, BE LHNBUIEREEXR, 3BXERZrEEn
FREN, ERERAN E—1EIENSIAE. t5IAEE WAN MAREEFRERE, B—IHNRESERSIBFHE
HEHE R,

RAAEMNESELLESLD?
Citrix SD-WAN WANOP & & ERISCI R AESELLL9 10000: 1,
AR EZELL R %07

BAREEREFRARHERAER CBIERNTI9E, BEEBLEMAET, BEMKEEESE. REEMBRSEKXD
IEAEENRERERAIERRIR. EEX R EREHIERNRIMMN TR

—REEFIMBOBIERFTBWREER, HEESEREREIME, FIE0ME SSH BEFM SR RGN ER—FRESE,
ENENNESIERXER 2R REE,

EE—#EHIEH WS REINMBRIEESE ANEAERTERESIFREY, EXERSLRETD, ERELERRRINK
FEI—Zi8l, EE—REBHE, MIFSER. LEBIBNTIYERILENRT ZREEHIRNINER, SRR MREHR
BREAEEER 1000:1, BHEEEEE _HFIBIENTHETASHER AT 1.5:1 1 5:1 2§, FLERHTFY
BEET 10:1, AEFRRTRENER.

NXASTRAIRES /AR NBHN HSIEURAMEEE —REBUEER. XAREHSRYE, RANGEFEXNNEEETS
FrEARHER, X, FAE. HTML TEHFHRENL. £ 1.5:1 3 4.1 MRz E#ITEREEEERN. TERX
MEsEEd, efERELFURESE HEHE (1001 REZ), REEN_#HEIHIESTEN, BEEEBELXE
B, REFH_#HEIEIERIEE CD &, ITRITXHEURKEENER. SMAMEN. E58 XMEERT
2, BNESET KT URESERN Z# R,

Citrix Virtual Apps and Desktops #BEX #Z5. FTENH AN S BN ERFILHE, A2 UATHER A
ERIERN T K. BTFMITHE, BEESELSRN 40:1, FHEERRE 3.1 A6, REXTER MREEN) HH8
EBERARLN 2:1,

FZENMERBTAXS?

ZERETHENEREFERFAHRE L. EXHRAEFENERT, SHTURKRENXHE, £ Web ZEHNER
T& URL, REFHEEREBMIVERNR, NEFASHREMIFL. NMREHSEFENRITERONR, B
RBEEER, WEFEAITREMFL, NRATUMBFHPRHETR, WFREMIRSSETRINR.

H—HE, EEKENKENIHRS, FERECHTNFHRLEELEEERETNFTHR, RIHERFL. XE
RE, WRETHEXHE. B 1% WRBFH LEHXH, W EERTETEEREE 99:1 XL, MRETHXH, ARKH
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EERimEn R ENEMER, WARESISHNRENESER, EEFFTEXHIE, BA2RE TRIA” BFMm. %
WREEBMIRS B[R, FEIHIRRBRFHEF T IERE,

RPC over HTTPS

April 23, 2021
SEARLE— MRS LSBT HTTPS 3EH03% RPC?

CIEMARS ER— IR ES. ERILMERAIMER HTTPS BRS52E, BR, ELITET HTTPS &E#e3Z RPC a9k
, B IMeEFTBIARSS K SSL ECEXHHERIZARSS XK. WMRFHEET HTTPS Eix RPC eUMRS %, N
B BRI SSL EEBXHESR Web (FAERS) RSB,

H&EEL HTTPS LA #EF 7 RPC IR EMARS K, XA miEd HTTPS i&iEiRkE RPC?

FigEFAREIRA 7.3 53, QUEZRET HTTPS 812/ RPC AEFAB T MRS, Eit, FriE&EE HTTPS /Y
RPC E#ZE5 AR ERPE TCP HfttiERE, MREFGXLEERH LB HTTPS iE#EH RPC, NpFAXENEIER
QULHEWKO

w& LREHEE HTTPS i#17 RPC WEIARRSS 27

T RENABRIANARER, MARBRINRSE, EUMANAERFEIZRS X,

®ERTIET HTTPS ZE#m RPC 124tE R SSL E4E %7

Bo wETEE HTTP &N RPC IRIEEM SSL EFMB. EREMBNERTF HTTPS RENMBMHEE,
5 MAPI %4, &&2EE: T HTTPS ik RPC EZMIER?

To & =@ HTTPS i1k RPC BIEER,

i&d HTTP & MAPI 5i&id HTTPS 89 RPC RRENG?

2. @3 HTTP &9 MAPI 27 Microsoft Exchange Server 2013 SP1 {E S hias L 2RI Y

E P imARS 235 Citrix SD-WAN WANOP &% Lavi@Eid HTTPS i &/ RPCigBEEHAXS?

BT BIZARSS 2@ HTTPS mERM RPC AR 25, BEFEZF U Citrix SD-WAN WANOP i&#& E#17
EAHMEE.

NRHABAREE X TEE SSL EEEXH, 2REMFAER?

FL Exchange Server FE TLS 2iFRiER . EMESXLERSENERE, EREEMARINRIELR SSLEEENX
, BERERRERARZR TLS RIERIE.

1R Microsoft Exchange Server ERAHTHIEE, HAEET HTTPS ARS8 RPC BY, [7iZmffikasil
RN E 4R IP #udk?

NREERNRABTEIRE, BHEET HTTP BRSXKEIZ RPC BHEEEN IP (VIP) sthitRmn sl ks n,
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gnfa7z Outlook (MAPI) TiE+ X 5> MAP 1 RPC & HTTPS &7

RETLURHE Outlook (MAPI) BT EE RN BIEFX D WE. 0, &I HTTPS €A MAPI #1 RPC BF U TR AR
F:

« MAPI: MAPI %0 eMAPI

« & HTTPS #7178 RPC: HTTP AN ABREF Y. HTTP ANBER MY, HTTPS s N BRERF Y
N HTTPS 75 R A2 1Y

SCPS

April 23,2021

42 SCPS #iY?

siEEE AT &Y (SCPS) thiX@ TCP thilp— 1A,

SCPS hilBEH+AmE?

SCPS thiX B F R EBEMEMN A,

Citrix SD-WAN WANOP i&& ERE#F SCPS 1hiy?

&, Citrix SD-WAN WANOP i&& 215 SCPS 1l I e A e il (i $a e
BEALUSER SCPS Mig& 5KEM SCPS BiRE—ER?

Bo MRIKGERA SCPS BigE5REA SCPS MIRERS, BURSREFLENARIBECH]. ERIUCEHAET
IP AR EAMM L HEE, UESMREFHEFLANIZE,

MRREFENS —H—IREABAT SCPS MigE, SREMAER?

MREZ—IHANIRERAT SCPS, Mu—mgERA, WEMRFRHIEESZEFM, KERBEEZSH “SCPS RXF
TLES” ko

BRA7T SCPS Mig&FMEAINEENITHBEFAXKF?

BHET SCPS MERIAGETHZEINTIEXFIETFEA SCPS NigH “ERFMUAEFIN (BR) MASIERNERMY
Haik (Sack).

RENE

April 23, 2021
B Citrix SD-WAN WANOP g BB R 23142
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HEHTEERAUTE-TEN, REEEEMNFAREIL Citrix SD-WAN WANOP && 2 BIMR &Xf%E:
» SSL &4
o ®ZEM CIFS 2Bf

o 0% MAPI ¥

ARER2REZH, RESHTESEEAER?
Bo BATITMFHIZWINZZYANE, /57 881E Citrix SD-WAN WANOP & &3k iERin 2 Bt B R 2 ME,
YEEEEN—IEIREBARENEN, SREFABER?

L EEEE—umaY Citrix SD-WAN WANOP i&& EFRA%Z2NEN, Z—MREFENEIZREH=HITH SSLE
LB, MEMMREBIIEERIBMBESHEIE, WXEREAFRENNEXR. BNIREZBNFIAINEE
EERME, HEREREE.

MREFAESENHRELBARENSE, SREFAER?

MRGERATRENE, WASMERELSHLIERENEXANUFNERE, RE TCP REZFIMENATAR. &
RBES, UHERRERFRIPFAFNEERLERPEENRERES T L2 FH-E,

N ARFEZRERL?

BEETREEDRARIFRNRESH. KEEFRTEERRNER, HATREEESHMBESHE. NREERAE
=, WFAIEINESIEMLBEREER.

AT RIPEYE, BMEIRERSE, BREFBMRENBLMENMNBRERZN, TRMIREZR, BRT2MNEM
E48.

HM Citrix 42/89 Citrix SD-WAN WANOP £ &2 T8 & AT BER L RIENZHIIER?

o Citrix SD-WAN WANOP ™ m7Ei&H SSL ESREFMBHNRBIIEBNBER TLE. MEABSEREN.

SSL &

April 23, 2021

MRS ERRE?

, MREEAN, (58 SEAEEERN P HIFISOS, A0S a0 M5 A4 E S T,
ISR ANAR 2 SR

N FAEEGEER, MREATURINESESN TCP iRk, BRBRIESHEROHAE, XEETRITERES K Citrix
SD-WAN WANOP ig&#8Ei#f5. Ittih, EZIFE TCP 755, LARLEE R EIR &S IEER —EETIR SRR
R IFIERLIEE,
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BEEEER, SASERELNY, EEVNONRERERRRERINSER. ER2, fl0, 3:1 NEESBERNKE
AR=HZ—, MAZHEEHENIESD, SIMEERLVII=92—HK). EFEEEA Citrix SD-WAN WANOP
TCP k&M FFISHE,

IERERNEEEREMHA?

MEFEEEENMEHEERA Citrix SD-WAN WANOP &%, B AER TCP Y, HEEENE HIRESXIE
it Citrix SD-WAN WANOP &%,

Citrix SD-WAN WANOP i

April 23, 2021
BB LB PLE 5 A 7E A0 BIH L K2 Citrix SD-WAN WANOP $5¢4?
BB T 5175 3% 2 — e B L %% Citrix SD-WAN WANOP &4 :

b

o JRIURE: BITHRRERF (Msi) X,

Wt
W

>

o BAEARE. BITUTEHS:

4

*\> msiexec.exe /i path\\CitrixSD-WANWANOPPluginReleasex64-\<
Release\\_Nunmer\> /qgnx*

o miEREE: M Citrix Receiver iz#2% 2 Citrix SD-WAN WANOP f&ff, hREZRFERHERSSTH,
AT BEX Citrix SD-WAN WANOP jfif REERFIE?
Bo EETLUEEA Citrix SD-WAN WANOP 48 msi XHEBENXES IP it flEF X 8aESE (DBC) A/
%% Citrix SD-WAN WANOP {EHHREBHERZMA?
s$F Citrix SD-WAN WANOP #&ff, ERITENEHEUTENR:

« Pentium 4 4 CPU

« B/ 4GB WATE

« &=’V 2 GB AT AR TE
BATUEMP LR R 4 LR % Citrix SD-WAN WANOP #&f4?

AIUTE L T RIER A L %% Citrix SD-WAN WANOP #&f#:

1R1ERYS R s hRas

Windows XP RE, Bk 32-bits

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 87



Citrix SD-WAN Hi#&& 11.2

RIFRS hRZs hRs

Windows Vista Home Basic. Home Premium.  32-bits
Business. Enterprise. Ultimate

Windows 7 Home Basic. Home Premium. 32 1i. 64 i
Business. Enterprise. Ultimate

Windows 8 Filb, il 32 fii. 641

Windows 10 Bk, il 32 fiI. 64 i

7E224 Citrix SD-WAN WANOP {5241, [REIBLETAL;EHE?

FEHEHL L2 Citrix SD-WAN WANOP #2241, 8REULL RS 1M
. RIBEHRIERGARA, T8 32 {3 64 i Citrix SD-WAN WANOP Z4i2 Rk,
. TATEERMIEENES T e L2 Citrix SD-WAN WANOP 3k,
. BRI ENAE RSN RRATIE,

o mAEERELR Citrix SD-WAN WANOP #ffhizs, sNREEAFHAEY Citrix SD-WAN WANOP fizzs, 7]
HEARE, ARTERPRE.

Lt Citrix SD-WAN WANOP & &z #F Citrix SD-WAN WANOP ##4?

AT Citrix SD-WAN WANOP %% 32#5¥ Citrix SD-WAN WANOP &4

« SD-WAN WANOP 2000
+ B& Windows Server #9 SD-WAN WANOP 2000 i&#&
« SD-WAN WANOP 3000
« SD-WAN WANOP 4000

« SD-WAN WANOP 5000

L Citrix SD-WAN WANOP & &7F 4% Citrix SD-WAN WANOP #&{4?

AT Citrix SD-WAN WANOP & & %#5 Citrix SD-WAN WANOP &4

« SD-WAN WANOP 400
+ SD-WAN WANOP 700
« SD-WAN WANOP 800

 Eg& Windows Server #9 SD-WAN WANOP 1000
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2 & FE 7 Citrix SD-WAN WANOP 2000. 3000 #1 VPX i& & =3 # % (CCU) ¥ Al iE A & E A Citrix
SD-WAN WANOP & f4#?

Bo WIIE Citrix SD-WAN WANOP 2000. 3000 #1 VPX i&#& £ =4 CCU N aefEmA Citrix SD-WAN WANOP
o

HREHE Citrix SD-WAN WANOP 4000 #1 5000 i% & %4 CCU #F o]k BE6EF Citrix SD-WAN WANOP
i

Bo BAFEE Citrix SD-WAN WANOP 4000 #1 5000 i&#& %% CCU ¥rrIiERIRI A Citrix SD-WAN WANOP
. IREEMIFEIER LIL Citrix SD-WAN WANOP & iEiEEIX LIS &,

Citrix X F IR F WA ILE HLE?

Citrix BIHITA T RIELUINR TR :
o /06EA ALL/ALILE#TINREE B, RIBERIEEFWo
« REJ Citrix Gateway VIP #thtFE 0k,

Windows E& s E2E % #¥F Citrix SD-WAN WANOP #&4?

%o Windows EE P ix EARZFF Citrix SD-WAN WANOP &,

Citrix SD-WAN WANOP iEHE 323554 Citrix Receiver #1 Citrix Gateway fxz<?
Citrix SD-WAN WANOP #&E#3z#% Citrix Receiver 4.1 # Citrix Gateway 10.5 kix7so
Citrix SD-WAN WANOP i@ Rz #50Le Citrix SD-WAN WANOP 175E?

Citrix SD-WAN WANOP #&#Fz#5LLF Citrix SD-WAN WANOP Ih&E:

o SRETF

REHRE Citrix SD-WAN WANOP 4000 35 5000 i & EEZEMEAN, LUE Citrix SD-WAN WANOP #& 4
REISERE?

2. wtE Citrix SD-WAN WANOP 4000 5 5000 i&#& EECE iEMM, LAE Citrix SD-WAN WANOP #E4&E
R,

ESEERERNEXETA?

BEMENNE X Bt A?

BA LAN #2es, 2 Citrix SD-WAN WANOP #&# I &I FE— LAN L&, ERBEIEREME, ANERER
EY, BEARREH RGN AT AMER A SR AR ERRE,
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EmiEmE, Citrix SD-WAN WANOP &g & ZiEm&/ 2 RTT ER%1?

Citrix BiIUERERN RTT EATAMBIHM EAER RTT (ping BiE), EB/NFEMZZAFH RTT E, 20 28
BIMEXN FRZBMERITZE B,

A Citrix SD-WAN WANOP #47E X IEANIEY, (75 FEHpL& 42
73 Citrix SD-WAN WANOP $& 4 E X IR, EZ R T R
o NIgEAEHBIFRE FREXIMERN, XEFHERFIRENMGR LR LAN 7M.

o MRFEFRET LAN BERBAR IP bk, 1E/9XLE [P MR MHRRN, S RAR |P it AYRR NG F 0
FRRERMNZ &, XEHE [P it B R A tpTiz it = EAF Mo

o MREMEA VPN LRERARE T i8S, ARZKEEEPRRATIET, WAL IREEENMEFREEIR
2, MAMNESRERLFAMESHRE, EXMERT, B—mEEE: Citrix SD-WAN WANOP &
#0 VPN Zali9iEsE, hniE Citrix SD-WAN WANOP &4 VPN Z Elp9RE B & EN.

Citrix SD-WAN WANOP #& 4 55 5 M 77 (R 72 1T B L RRRER U7 R ?
Citrix SD-WAN WANOP & f4#9 B SR A1 BRER S (- 7B 7E LA T XSk -

« BASRME: C:/ProgramfFiles/Citrix/Citrix SD-WAN WANOP

o Rzt C:/Users/admin/AppData/Local/Temp

Citrix SD-WAN WANOP & 9N 2= 0] RS ?

Citrix SD-WAN WANOP $& AL EERIERMES IP titt, < IP #itRAEZ ST AMNNEIRE, MAHE
MBI &, Hik, Citrix SD-WAN WANOP {&# AL EESImal A EiEE,

Citrix SD-WAN WANOP {2 5L S E R ?

Citrix SD-WAN WANOP #fif 2 #5 A FEB B

* WNE

« WCCP,

« BAAM.

« Citrix SD-WAN WANOP #&f+5 NAT ZhE.

« Citrix SD-WAN WANOP #&f+5 Citrix SD-WAN WANOP i&#&7 WCCP #&xU /A ICA K.

+ Citrix SD-WAN WANOP ####5 Citrix SD-WAN WANOP 4000 g 5000 &%, 7ELtEEH, &iRin0 (0/1)
EEIEENE, HE E< P iU FRERMLE L,

HIESNAEERNEEmSRRR TRsh?

£ZEBAER T, Citrix SD-WAN WANOP &R B #IBEHIR IP it EEEmB/ERX T, Citrix SD-WAN
WANOP ig&RIEARSS 2 H ECLEIE R P sthit,
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AR

Citrix BiERBARHITE~EE,

gnfal7E Citrix SD-WAN WANOP fEHMIG & Z BRI R LRIE?

£7% Citrix SD-WAN WANOP &4 IR & 2 BRI L 2ME, ERMUTIRE:

1. 7£ Citrix SD-WAN WANOP & RFRE L, FTFHERHER R,

2. 1%&F CAIEH BT,

3. BE S HLEEEX CAIEHR,.

4. EREEFHIEBINERFER,

5. % B IRIES &

6. BEHFNo

7. EFEYENEBERH LEEXIES,

8. B BEFHEEIEREMEEF.

9. MRMAREBRIF, WMNEDLUBRETLR.

10. B ZREER CAIEBMEAN LEEIREA R T 2RE,
MARIERE BRI RLRE?

BUIRERERUREME, B TIRE:

1. 2#7 Citrix SD-WAN WANOP &R EN, HETUTHS:

*\> telnet localhost 1362%
2. #EEHIE L, EITUTHS:

*\> showtunnels*

UTRe<inflit. MRAHEE ‘BEEETUR" BoPHXEsRe, NERIR2HE IRREIZ:

B, MUSCAREIREN BAXC,

Showtunnels
Message Tunnels:
Connected Available:

172.16.9.100 auto,secure,client,initiator,configured

CN: mike.199.130

Connected Available: 1
Clients: 1 peers: 0

113
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A% Citrix SD-WAN WANOP {&4mMEZE S, B2 [Citrix SD-WAN WANOP 4] (/en-us/citrix-sd-
wan-wanop/11-2/wanopt-plug-in.html),

ME R

April 23,2021
42 Citrix SD-WAN WANOP 2 mH:?

Citrix SD-WAN WANOP &I H—A R RIEEFRFERREN MR, FLUHLEREEERRENRER
7)1LEZ'ZL UiLEgo EERTF TCP/|P Jﬁ%E’JDDETH, /ﬁéﬁzﬁ/ﬁliﬂgL*%tE"Jﬁﬁﬁmuio

MERT TR A?
RIBEIGENRE, REAREHEFHRNEEZEE, BENEENRER ENREENRERRTELNFTR.
TREWEENMAS Citrix Virtual Apps and Desktops JiEi##1T32H?

Citrix SD-WAN WANOP & & @i RIS g/ BINK EEUR R, HTRAREENRERAM:R, MIEFTE
REERE. EEW—REBHREMNE ICA RMLERHN MultiStream ICA IREANZIFN~ R, ZFRBAFPHRIE
DREEODTBEFRMERNERE,

AR FHEA?

Citrix SD-WAN WANOP & &ERMMR AT, XAGMERRMBIRIAT, BEATHHA, KREEZESEE
B SRS, EXEMERRE M,

IIARFNEIAR A FHEAB AKX 5I?

IR AFHNBIEL FRLEREBLEMTREESHMASR (INE) HET, WNEN 2 WREBRRNRERRET RN
%, ™EA 1, 7 Citrix SD-WAN WANOP EEEH, WNEREREFEERIERIE.

rAaBHEEENX?
BIEEXIEESEEXNEEXBNRE. AFEEE BRI RENRATT R MU AEE HELENRENRAT .
ZE X REIRMI NN B RE R Wanside 5 LAN iwfRE.

HERETE X BT aFa?

HERRE MEIREAEB R LE WAN 2 ERRZEMER, HARITRABREE, ZEXERREFIR NI HIERE UK
Wanside g LAN i#i8, BT IRERANNFAERESHETENFIRHTILR, E—PLEEXIFRREFBHE
o

BREERARINKREEEMRSE. B2, RERARRSEETHRNKBERTNAERE, REDKERIR?
Bo BHWERESHRE, REFBMGEAT WAN 1, LAN StEREMEE ERRERARBRT.

Blan, EE—MEE, EAUEIE—MRSE (0 Managment_Service_Class) , RS ERFMENER IP
#uit, HFEEEXREAERBEHPEIRS L, EXHELT, 5 WAN LB REN, ERILUIRIIEEREER
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SERRFWAXNERE _Service_Class, BR, EREBFBEBIRER, RIAKBNZENAFE, EaREEME

NEEXREHEREEFE.

EREREREIRETR, RETEAEE _Service_Class [KEEHBEE XREREREE, HUARINKE, A7 ERX
MIEE, EALUBRR FRrAEM” EmMEEEREENX LAN LKEFEE,

Ft4k (OS) 7t

April 23,2021

#8 WANOP RERZARZARZ I SD-WAN hRz<?

Citrix SD-WAN hi7s 10.1 RE=hRAs,

PiE SD-WAN T S# 2R ER5D?

. P SD-WANOP (VPX. #i2. &) ME%/EIRIREZIFHRERAFAR.

hRZs 10.1 25549 WANOP VPX B2EXX 4+ (RAM/H£#[vCPU) RHA4?

+ 6 GB 7%, 100 GB W&E# 2 ik CPU
+ 6 GB W7F. 250 GB H4&E# 2 ik CPU
+ 8 GB W%, 500 GB H4&# 4 MRk CPU
+ 16 GB R77. 500 GB #&# 4 MRk CPU

fERhRAs 10.0 SERhZAIE1TH WANOP 5 10.1 hrA Z < s a1+ A X517

Thee

WANOP LERsnETFZ
S

WANOP VPX B & 1EAR%E
25K

WANOP VPX ZERS
EAF WANOP VPX 1%
E/apA EEREE P #
HE

7£ Citrix Hypervisor
2F EARITIMAE I
WANOP VPX #93z ¥

10.0 HEFRRZ

3§

4GB W#F

3§
AINMERT, DHCP &F

BRARSE

XHF

10.1 XEFRZE

FFr

6 GB R7F

e

DHCP ZERIAER TR F
BRRS

5 2SS YN il
SD-WAN 10.1 XVA Bl
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L 10.0 SERIRA 10.1 AEBRA AR

AExEA Citrix 25 gt Citrix BF “BRE” GUI, BER
Hypervisor 6.0 E#AHE Hypervisor A4k%1 6.5 hix ~ Citrix Hypervisor szt
B2 R 8IE 7 (5 WANOP Citrix ~ EBiEFhRAE

WANOP F&mZiF (f Hypervisor 6.5 74 81),

7.2.2 BRI Ebtibg SAEHIT WANOP 10.1 #

BhRARMNTEERAS &

Citrix Hypervisor 6.0 kx

Zx) s 10.1

i mar Citrix Hypervisor Lizf789 WANOP VPX 74k Z 10.1 R, SNRAZE, NHA?

BT PV 2 HVM #i%, FEIARZIFIAR, E0FER XVA B 10.1 Citrix Hypervisor WANOP VPX LFufc#
#9 SD-WAN kR,

fe3kz ESXi Liz17H9 WANOP VPX 7+4&/Hyper-V (5 WO #3Z 10.0 s E Rk A) = 10.1 frA 215, NREH,
Afta?

XA R. FEET, EEEH RAM ZRFERE K,

Yi32ig & £H WANOP 74 (5 WANOP hixzs 10.0 SkER ) 2 10.1 i AR X4, MRFRE, AHA?

SR, FHRMEREZGRIEIEE Citrix Hypervisor BN EEEF (EWIE SD-WAN &% ) A% Citrix
Hypervisor hiizs 6.2/6.5 REShrA, XA LUBSEA BLE EN-FREIE,

Notifications (2)

=+ Appliance Settings Configuration Overview ()
=+ Optimization Rules
Current Versions
+ Secure Acceleration = =
Management Service  Version: 11.1, Buil

+ Diagnostics I

XenServer

=+ Maintenance Supplemental Pack

Hotfixes S65E001,XS6 002 XS65E015,XS65ESP1005,XS65E008 XS65ESP1020,XS65E013 XS65E014,XS65ESP1023, XS65ESP1008 XS65ESP1012, XS65E0C

NetScaler SD-WAN WO  Version: 10.1.0, Build: 147

Hypervisor Information

Uptime 29 minutes Platform
Edition  Citrix XenServer Product
Version 6.5 Build
iSCSIIQN  iqn.2018-07.com.example:3cd59988 IP Address
Kernel Version ~ 3.10.0+2 System ID

Serial Number

System Time

»

System Information

800

Citrix NetScaler SD-WAN

11.1: Build 51.143, Date: May 30 2018, 01:37:04
10.106.133.156

450150

FT29C2EACM

Fri Jul 27 15:02:01 IST 2018

INEYE WANOP i&& k&M Citrix Hypervisor 6.2/6.5 S{ESRAIET, AP BIAHITHARE?

F4% SD-WAN WO kA &, EpiAsk Citrix Hypervisor, g0, £ FEMERAZESF, LEMZEITIARE

7F 7.2.2 (A% Citrix Hypervisor 6.0 hixZ) # SD-WAN 800 WANOP F &,
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1. Biig&EFALKE SD-WAN 10.1 fR7ARR, SHIMTFHEIRER.

Error: Unsupported XEN version: 6.0 Please upgrade your XenServer to 6.2 or
newer.

2. A “ns-sdw-xen65-pkg_v1.5.upg” % Citrix Hypervisor #2F 4= 6.5 GXATLUM Citrix FTEHmMiET
o

CITRIX Citrix NetScaler SD-WAN (800)

Dashboard Configuration Documentation Downloads

= Update Software

Upload the software image.

File Name*

Choose File w !nsfsdwfxen65fpkg_v1.5.upg

3. R SD-WAN WO &%& 9.0 iE= R4S, MA=FHEE Citrix Hypervisor 6.5, B2 RIUTHIRES,
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Error: Upgrade to release 9.0 or higher before proceeding with this Update
Software operation.

4. iIEFNMRIR, BRIESR WO hraA4k2 10.0.2,

2% Citrix NetScaler SD-WAN 800 Series-WO s e Logout

Dashboard Monitoring Configuration Downloads Notifications (3)

+ Appliance Settings Configuration Overview ()

+ Optimization Rules
Current Versions

+ Video Cachin )
: 2 Management Service  Version: 11.1, Build: 51.143

+ Secure Acceleration I XenServer  Version: 6.0, Bull
+ Diagnostics Supplemental Pack
+ Maintenance Hotfixes XS60E045,XS60E058 XS60E014,XS60E050, XS60E047, XS60E035, XS60E040, XS60E024, XS60E052, XS60E034, XS60E020,XS60¢

| etscaler sp-wan wo_version: 10,02, Build: 37_|

»
Hypervisor Information System Information
Uptime Platform
Edition Product x NetScaler SD-WAN
Version 6.0 Build  11.1: Build 51.143, Date: May 30 2018, 01:37:04
iSCSIIQN  iqn.2018-07.com.exampl IP Address
Kernel Version  2.6.32.12-0.7.1x56.0.0.533.1706 System ID 0

Serial Number ~ FT29C2EACM

5. M7, A “ns-sdw-xen65-pkg_v1.5.upg” # Citrix Hypervisor 2F#%2 6.5,

= Update Software

Upload the software image.

File Name*

Choose File w -nsfsdwfxen657pkg_v1.5.u pg
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Upgrade in progress...

1/1

Upgrading XEN...
Time remaining 20 minutes

v

Upgrade successfully completed.

686956 (Production) Logout

Dashboard Monitoring Configuration Downloads

+ Appliance Settings Configuration Overview O
+ Optimization Rules
Current Versions
+ Video Caching -
Management Service ersion: 11.1, Build: 51.143
+ Secure Acceleration I XenServer  Version: 6.5, Build I
+ Diagnostics Supplemental Pack  Version: 6.5.0- -2-2.0.0-1020-1020
+ Maintenance Hotfixes  XS65E001,XS65ESP1002,XS65E015,XS65ESP1005, XS65E008, XS65ESP1020,XS65E013 XS65E014,XS65ESP1023, XS65ESP1008, XS65ESP1012,X565
NetScaler SD-WAN WO Version: 10.0.2
»
Hypervisor Information System Information
Uptime 5 minutes Platform 800
Edition  Citrix XenServer Product  Citrix NetScaler SD-WAN
Version 6.5 Build  11.1: Build 51.143, Date: May 30 2018, 01:37:04
iSCSIIQN  iqn.2018-07.com.example:3cd59988 IP Address  10.106.133.156
Kernel Version ~ 3.10.0+2 System D 450150
Serial Number  FT29C. v
System Time  FriJul 27 14:38:00 IST 2018

6. M7E, & SD-WAN A= 10.1 k7,
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2% Citrix NetScaler SD-WAN 800 Series-WO

Dashboard Monitoring

4 Back

Update Software

Configuration

File Name

| ctx-sdw-wo-10.1.0.147.upg

Click on Install to initiate the installation.

f Close |

2% Citrix SD-WAN 800 Series-WO

Dashboard Monitoring Configuration

+ Appliance Settings Configuration Overview

<+ Optimization Rules
Current Versions

+ Secure Acceleration 5 P 14
Management Service  Version

+ Diagnostics XenServer Version: 6.5, B
+ Maintenance Supplemental Pack Ve

Hotfixes

INetSca]er SD-WAN WO

Hypervisor Information

Uptime 29 minutes
Edition  Citrix XenServer
Version 65

iSCSIIQN  iGn.2018-07.com.example:3cd59988

Kernel Version

P
) ?

0

3.10.0+2

imEIAR5 28 ICMP Ping T/EE®, 1B TCP mEF

REEFK. RSSEMBHASE LOHIEHRE,
% WANOP VPX st & i /BRS5 288 1F 0 VM 1R ERY, BHRERSEN VM ER2ARIEH,

Linux & £ & #:

ethtool -K eth® tx off
ethtool -K ethO® rx off
BEITAE-H#H ethd tx x &
EETAE-M%E ethd rx x i

o

10.1.0.147.698258 (Production)

Downloads

SP1020XS65E013 XS65E014,XS65ESP1023 XS65ES

System Information

Platform 800
Product  Citrix NetScaler SD-WAN
Build  11.1: Build 51.143, Date: May 30 2018, 01:37:04
IP Address  10.106.133.156

SystemID 450150

Serial Number  FT29C2EACM

008,XS65ESP1012,XS!

Notifications (2)

o

65E0!

WANOP VPX &% (2 WANOP ;F2ETFIE
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RN WOVPX LEA “REM. RX8” B8N A

=~ e
Checksum.SendForceSW on

BT WO 2R 4%Mi1%, SDWAN SE/EE/WO i&&ARFRIERTEEMENL?

THEo

IR TF

April 23, 2021
TIRET S EFRENEREARE?

EREENR, FtREFRUEEFENRIOAMEILR, MEFNEZRRSBERXTHZEE, EEFFEHENHRE (R2
EAH) 8%, BUESE, TRERSS[EUNIRTERE, T2 (RSS5HEHm) RENEHATESE, KME/NEKRD),
MMREEEREE, £t (B REKERES.

E48ER T EEMMARBANNR. MRXAERSBLEN 1%, WTF—REREASE 99:1 WESE.

EENEATRENNNR, NRIRSE LOXHENRN 1%, WpALEB TEFRES, FENEHRTHIER,
NEFAREEFNRAEBIWELSE, MMSLIMEFL.

LT UENSAEFAEM Citrix SD-WAN WANOP I85> 3 & M S RE#HITHAX?
Bo FAEHNEEFENXMREFRATEE,

SRR SBRRAEMA?

SRR IR FRAFESBEI, BT EASREN.

BARAUEHA CHIGR ERERE MM R ASARE?

Bo WIRIEI HTTP iiRX AR, &7 UEE XL RHATER,

R UREEFNREAANG?

Bo FREFATERENRFINNR. EiREIRE], FSME BKE > MR > EE, AEMETRRGPEE
=8

SRR F AN E A P A ?

ZEUNESREEFINAR AR, JSTRERENEZE L. HAEMIRNE - TEESFIRaTMERY
ge, BEZAMERM Citrix SD-WAN WANOP ig& LUSEMEE SR, FEESHLD WAN £HE,

te5h, MRE-NARENEANE— AP REREEREENIM, WEZPAEFBKEIEFRIT.
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5%#) Citrix SD-WAN WANOP TCP &R E, RERBRIQFEM BT P ik, REFEF mpURBIEER A 5B
LIEGEY 1P stusit, FIE@ESIREHPAE HTTP AEMFHBREREE S

e Citrix SD-WAN WANOP & #& Sz FiIl5ME 177
TR & SIHISREFIIRE
+ SD-WAN WANOP 800 ig& 5B RIFAIIERS.

+ Bi& Windows Server # SD-WAN WANOP 1000 &%, ERFrEHREIFAHERS,

SD-WAN WANOP 2000 & & 5FBEHREIFAIERS,
+ E2#& Windows Server 9 SD-WAN WANOP 2000 i&#&, SERFRESRIFANERS,

+ SD-WAN WANOP 3000 €& S5FE®EITFAHERES.
st FsAETE, Citrix SD-WAN WANOP &% b3 HpLe s E =7

o STHFRIERE-MEXEMAMEL. VLAN #1 WCCP
o FZ#FMTHEE-Citrix SD-WAN WANOP ErTFAM. EiENFE e

PSREF TR ML Y RR?

MR BB REB U T BR&2Z2—: .3gp. .avi. .dat. .divx. .dvx. .dv-avi. .flv. .fmv. .h264. .hdmov. .m15.
.m1lv. .m21, .m2a. .m2v. .m4e. .m4v. .m75. .moov, .mov. .movie. .mp21l. mp2v. .mp4. .mp4v.
.mpe. .mpeg. mpeg4. mpg. mpg2. .mpv. .mts. .ogg. .ogv. .qt. .qtm. .ra. .rm. .ram. .rmd. .rms.
rmvb. .rp. rv. .swf. ts. wvfw. .vob. .webm. .wm. .wma. .wmv fl.wtv,

BEAIMERZZH Citrix SD-WAN WANOP & /S BISREFI4E?
Bo AR FIREFEEFRFFNTE LER,
BRIIEFIRENRREEMHEMITRFHEMTA?
BEEBIREFINRE, B

o 79 apAEOSEREMA IP ikl Gateway, WNREE, MHELA apB &0,
o EiIgE L, RETMETA www.citrix.com 852 DNS iRS328.
o “FMEMEENARER JIRPEDE-MNBER.
« 1% Citrix SD-WAN WANOP GUI 24k /M A H B ZiRAEA
Citrix SD-WAN WANOP & 2 & Al LUERMREFINEE?
Bo THEFIIAEFINEES Citrix SD-WAN WANOP & —i2ER.
STRETRLE X S ER AR &7

MIMETF 1 EEXRNI S 28, AN B 28H0 Chrome iXI%i28. #5AATLA7E Windows 7 ¢ 8. Apple iPad #1 Android
i0S 'LX%J:XLEO
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Citrix SD-WAN WANOP & & 2 & X 15 FiB M ik a9 snE 7z ?

Fo (UAMIEATAFM “NEE BETE LN “SENNERER JIRPFN. RNERT, SHNNBEFaE
YouTube. Vimeo. fffit. BikF Metaacafe, SMMRAFEREFBENG (Fl0E URL FMBENFER) , WA LG@ES
SEHE IP it skeARME MRk,

M7 =S 25 SNMP 1577

Bo AL SNMP MIB IIASABFEES.

FHTTP RERS R MEF?

%o EEHTTP /& (W0 HTTPS. RTSP 1 RTMP) FZHHSAETF-
KA LB MSEFS %3m0 80 LISMYmOR HTTP RE—RERIE?

Bo WTFMIEE, ERUEIRERIBEX K. EAMMEEMIEEX KD, ESME EBCE > AN > TR%
FoE, ARRE RE” ERFLEN /g & B

Citrix SD-WAN WANOP %4 (£ HTTP fRS£HME) BREIUSMINEE—EEM?

Bo HEEWRREREFET Citrix SD-WAN WANOP E4EHLIERMMMEFFI, EERERNMEFRRHAS,
HEERFRGBPITMIRS B FRI HES) -

YHEBANREN, T2 IPuRRENNE HTTP Y ARFRSHEEMENR?

o Citrix SD-WAN WANOP #1117 HTTP :#ZBAHIE, HEPeBREEENIR IP ik, Eit, MRME HTTP AEE
FEERELER (FIMNELERL |P ik sgAIRE) , W HOX L8R,

HTTP REERNASEREMERRFIZ T A?

EWEMRS, BRE WREFER TE GFhtml) ENERNSAIHER. Lo, B3I VideoCach.cmd 4iit

EERHLEREERUTER.

fit& Windows A& Windows
SD-WAN Server B Server By
WANOP 800 SD-WAN 1000 SD-WAN 2000 SD-WAN 2000 SD-WAN 3000

77551 25GB 25GB 50 GB 50 GB 99 GB
RAM 375MB 375MB 700 MB 700 MB 1024 MB
HTTP EE2% 1000 1000 1500 1500 3000
PR

EAHTTPEXN 200 200 300 300 600

PR

RE B HTTP EZREIE, SSdimER.
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} =r

AR

BRRENEN EREE,

MIMEFHNEMRITEESNE S RE?
Bo FMSMHTTP M2 (BMEERARIELER) FEEEMWNER GUI FIHEEH,
REFRE7 Citrix SD-WAN WANOP i&& EERBEX IP itiitAZE apA LUk apB #07

Bo BABBENZMMRONEENMD IP ik, M apA EZOERKE HTTP BIEEMER apA IP stlit#1THE, MapB
EOFWE HTTP #iEE &M apB IP stib# TR,

WRAKAIFEOERE IP ik, NizdEO BRI HTTP SEREASRBEFMNE.
B AEF RIS B B NI R A KN IR BB Z D7
« &/|ME: 100 KB
« ER¥E: 300MB
« BAIAME: 100 MB
LI ERYETE Zearsaa
RERLEARVEENEEBHREFYR.
L3 Citrix SD-WAN WANOP i&& MhR4s 6.X A& 7.y HEATISMEREN, 2L2EHAER?
A Citrix SD-WAN WANOP DBC s ESK, HEIZ— N RIRMIIEFED X
L33 Citrix SD-WAN WANOP & & MhRAs 7.y FE4RE 6.X HEATIMEEFN, SREFAER?
Citrix SD-WAN WANOP DBC M#lSiEFHELIERKRE. B2, WREFIETEAT 6.X .
L ¥ Citrix SD-WAN WANOP & & MARZS 7.x ARE 7.y FEATIBAEREN, sLEHTABER?
Citrix SD-WAN WANOP DBC fisRE R £ic REWHRE,
BESIMPE - M HEEENHIERENNS, HEIZMAEXWEPEENNER?
MREERINEATEENSIERE, Citrix BIERE |P bR s inEsfiEm O s LAN i
HALRENEITHNREESHNERABERS?
—MIREZHRNBHZ N FMES, WIRERUKRITHB S TR —MEST,
RALEIRE FRRENSRISTURSMER S D
100
HAILURINER ERNTUER K BNRAHERS DT
50

MERFIEIX G RP T HANEFIIXFNRABERSD?
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300
HIRATIRER M FEMNEFRERRSETHENES (DBC) 1%5?
Bo HTFIXHESERE, AItMEFEHZIRTIRA,

Office 365 /&

April 23, 2021

1. At AT SAN?
AETELIEZ N FQODNS BEEEXHRZMH, AT RRE—R, HIMTMIERF#ZT SAN,
2. FARHRTIR?

ETHRHESHEMRNGRINARFAEE CAEH, WEXMERLT, EREMN SR PEFEE
JUR (2-3°R) |&, BF IR IP stabS RN EI RS IR P, ET—RREHA, EEAZE SSLRE, HEATmEM
HITRBEEMBIRNE S TP [P S RETHIRTIRS 48 /i, HIRTIRNIF D LIEBLR,

3. EMEEFE Office 365 MEEZER?

e
~F

FZ A0 > &R > &R, 1% SSL RIERES. XERFAES, BREFAREEEN.

= Oiptienration Mgnito ptimazatic onnecta Accelerated Connections [w]
Conmections Aczelersted Cornactons
v
CIF
Denalls Initiator Respander Duratien ldle & | Bytes Transferred Compression Ratio/Type Bandwidth Savings (%) S5L Prowsy
o0 0 mogngsnona. st gut T [P ———
ervee Cla
ﬁ 51302361 85717 231012222481 443 Om S8z 2118 K8
sage Grag

4. MRFANERTREBAHIRYIREDEN SSL REXHREN &S, SREFAER?

MRNLRHATAREFAELE CAILER, WEETHRNES, FEREZEFIRHINABEFNERRFGRAEL,
R RIRE, HERE HIRYIR WA SSL R EXHRREN—E5.

5. MRFFEHN SAN FREE/QIZBNRBIEBN—ED, sREFAER?
EET2H SSL I8, XFIERIE SSL #iE, AsBmMEMLS.

6. MRFFHAREN—ES, HEMREFPIHKEHORIES, SREMFA?
IRKRERHIRTIR, EEBWMAL.
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1.

IR EHEAH M Citrix SD-WAN WANOP &&R3HiE CA R, SKREMHA?

B L, SEMETERDRSAIE CA B Office 365 AR, ERUHMILEZNFEXLRAETS
gk, EARMEHEY CAIEBHER SSL BB X HINiE,

SN RNE ML P i A HEBRTE IR Z 507
HRME P iRE ST OB &SR CLI < £7R ss-HBR-list SRENE,
HEFPRHREZEAN?

BABERT, 1 48 N\HEBMRIEEPHTIRER. BPRALER CLI i atliEmRssIREE*xclear
ssl-exclude-Tlist =-\<all\>/\<Client\\_IP\>x*,

10. snfarsniEMRLE SSL #E#E (SNI) FAHE?
MBEHER CLI 5<% 2R ssl-4EHKE SN/, EaTLUEIEREE SNI 951
11. yNERRIEARIE SNI?
f B CLI & <£xclear ssl-non-proxied-sni -\<all\>/\<server name
identifier\>x%,
12, BEFRIHATFHIRRESHNRIAREIEZD?
B FIRRIEHIRIRE 48 )\BY,
13. TN BERSENASMREXHD?
=8, RITTUZAREBEZ SSLEEX RS2,
ALk, BEEED WAN i&& ESME BB > R5S5%E > Web (Internet 22) >R{ig>HE ™ (LARER) #
ANINRT FRECE X o
14, M EIFRIPERNIRE?
wE TCP EENE, AXESER, FREAE, BFHIFREEERE, BHRITUTEE.
a) MREBEREETENRE-FREBEMMAE. AXERE Office 365 NEEMESE S, ESROffice
365 %,
b) MR BEEREBRIERK-BEIEF LM Citrix SD-WAN WANOP & &HRmAH CAE+H,
) MRAETEREFHEHK - BEXHHBNEFRIENEETUEA CLI &< xclear ssl-
exclude-Tist —-\<all\>/\<Client\\_IP\>* Mig&HiEk,
HyhnisieR

« BR% OneDrive EFIRENSETREEHE “BREE” , X2XKE Microsoft (https://support.micros

oft.com/en-us/kb/3097938) B9— BRI, 3k Citrix SD-WAN WANOP i&&455,
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https://support.microsoft.com/en-us/kb/3097938
https://support.microsoft.com/en-us/kb/3097938
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« FEREH Office 365 EEMME, BiNSIE—MRMHNAEIES, HPEE5EERNEAERENT R
SAN 7R, ERALRIEIERERES —MREEXHHNAFIRSS. E&JLUE Citrix SD-WAN WANOP & &
ApniEx CA,

o BRNIRBARRERN CAIES, EXMERT, EA Wireshark 5t OpenSSL JREVRM A& CA &7, #
M “BX” TR (s Windows SSL %) REUEH.

o WA E8508) Office 365 WAIERFRY, SBEMEMNIEH, FEZRATHIRFIRIED, TR
TANESR.

o Y4 Office 365 #E#ER SSL RIE (BHt i SSL RIBIGE R True) HAENNBRHAEFER 365 iIEBMA=
RIBIEBE, BiLUAFIRIT AN RSHRETARERERE, ARBRREIT.

« Microsoft Office 365 A1 F LA GMMN AR, W OneDrive. Outlook. SharePoint. Word. PPT.

Excel. OneNote, FREXLNARRFHETNL, HEMIIERBEMAE. HHAREFEEUEEEER
AERERTIE; B2, WRSEIMENEEBRMNRE, HRERERSBEIRMRR,

[E%8

April 23,2021

Citrix SD-WAN WANOP EZFERRIRIERAREBAN S RESE, XENERFHRNELEES. EFENBER
BAN, WERLREHTRE, HETUEE D REAERERNURESRNELEFRSR, Citrix SD-WAN WANOP
E4E TAFE R EREE,

EHES I ZREFFR, EEBMBRBEBAESRLL, FI90, 2 1.5 Mbps T1 §EEEH LI 100:1 E4E LAyt EE 5]
IR A6 100x 3¢ 150 Mbps B9iNELL, BiRR M H 52 R —rR,

5XS¥HEHEFZERR, Citrix SD-WAN WANOP EEAELIZRER—MMEFZEMEENMEERZBHE, EiE
ARFITUNE. NREZE/VEREHEERTUEUEBIERE B 5|8, HREEENSIMEMRT. HILF~EREREIT
e TR LT AR UL,

EHERIUERIRENMENRE, MMRHSE TB NEEHLIER.

E%8 T{FRIE

FrEEERZHSAEEESENSE, BREZAAENFFRLENHTEFTHR MRRINELILEST, WRAE
XFHIE WRIHEICED, WENSIESERAERR— M LEDNE. E— M EEANREFHFHEP, KFH
EETRFHHNHETURRES/LNFHNEHRTR, FEARFEETEHEREXENFT,

E485 |1 R HERALIZRIOA/NIIRE, FHREHEEE (W0 LZS M ZLIB) £ 64 KB REDHEAEHLIER. Citrix
SD-WAN WANOP & &{R#FZE D 100 GB MEZEHLIER. Citrix SD-WAN WANOP BN ERALIERZERE
AR 100 2751, FEUErTLUIREIE S LEEHME KL, Mm~EEHERNESE.
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Citrix SD-WAN WANOP EEEZIFE R, FEULEMENIIRILE AT LUEEFEN Y LR 100 Mbps FiEM. 148
EENESIRMHEIZREN 1 Gbps WEHE,

REFERAHBIE. B2, TARENRESEN. HIM, MREZEE 4.1 WESE, WSOM2RTRABEERSX
E—PeRYRHHIES, B, mBiEERRDT 4:1.

EgatEnERRk:
Citrix SD-WAN WANOP EHE SN ARFEX: TrIESRERBEMIEME TCP EErHIE,

S5%%FFR, EEMEREFHZUNEEERERE. EAKEN, EXANENFNREEFPHNENEIRKY.
BEESE, EXAPENENFTRSERNIARLES, A— M FLESIEFTIMR, HERIE~ENERmdEN
BEATF LA, Hlt, EFELCSHETHEMERREN. MRETHXME, FER 1% OIXH, ARERLEE, Wit L%
BRI EZELE A9 99: 1,

AKEZEHEIEERHNE — M= ZEA Citrix SD-WAN WANOP £ A8 ¥ £ 48 7[5 48 ¥4, BN, JPEG E&=
YouTube AR TELEN, FEFE—RBEHEEAIXN, LSBT EHITIIINIESR. B2, TiLANERLE, B
RSB RN FD, BFEERAFRRANAFRRERTRNMY BlNE—raEd FTP MT—x&d HTTP) &
o

Khr L, EEMEIRATEDEZNREES ZaBHIEZNSERR. STRANAEFMS, 88X, EEMNZEIN
Zlo YEETMFERTIRE, FitSEE 1:1 2 10000:1 ZE89tEER,

| Monitoring » Optimization » Connections » Accelerated Connections

Accelerated Connections Unaccelerated Connections
Details Initiator ‘ Responder | Duration | Idle | Bytes Transferred ¥ | Compression Ratio/Type
o 172.16.01 : 55222 172.16.0.71 : 3120 Om 43s Om13s 739 MB 969.0 to 1 (Disk)
o 172.16.0.52 : 58730 208.85.46.23 : 80 1m 41s 1m37s  L70MB 97.9 to 1 (Disk)
o 172.16.0.34 : 51869 173.194.33.142 : 443 1lm7s Om 3s 013.82 KB MN/A (None)
EZamnzEz iy

HFZEREHFEERENEZEBEAANENZMEN, NIEREBBESFAIELEM, B Citrix SD-WAN WANOP
RETUEIREMAR B ENIS EHMEER, Citrix SD-WAN WANOP & BT 2B %M 5 Citrix
Virtual Apps and Desktops TIAZR£EMZEM, HALUESFEEREMAN SSL. Windows X#£4: (CIFS/SMB)
#1 Outlook/Exchange (MAPI) BR$3 33H9 R S EREZM.,

BENTEEIR(E:

AT HRARXEHRENRREFZER, Citrix SD-WAN WANOP &&FEANAR— MR ENESRESIE, HIeIUE
WHRMBRAFEN I EF R SNERHBRNREREN—IFR, EHESIZESRETHEMHNEZ MEETRHITEH
SES, MMBE#SRKESE. Z— P FLRESRESIEFFREE.
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Monitoring » Optimization » Compression Decompression Breakdown CJ ‘

60 Mbps
40 Mbps
20 Mbps
0 bps N é A A_M—AM
17:32:45 17:33:00 17:33:15 17:33:30
= Raw - Nano Matcher = Micro Matcher = Little Matcher = Big Matcher = Disk Matcher

BETRAENESE

AREEERESIEEER RAM REMEEEHLIER. XTARTAFNES. BEREFTHAFHIRNERATILE
5|%, EFAENEREEGRENER, BESARERNES MENNEEF/ENKSERE) Bt

B THENES

ETHWENESRESIEER/L+ GB = TB WAERFHELEARLIER, MMENESBIFNEELL, BETFHENES
SIEFREIFHER, BARLETFRAENSIZAGESHNER, HFEBESBmEFHEEH,

B RS RE%S

ERE: RSENEL, ZRSXHBAESE. KNEEGHYESMRSENTHRSE, HPEE LU TER:
o W, XERERATETHENETRENES. RIEEEERIZEMNRERR, BNEERIED,

X
« N7F, XEREBATETARENESE, BETHENEEFRR. IRERVER, RANRBHET MPER
NESE, RESBMEFRFHEE,

o XRFEIEH], AIRAESE, ERAREBERINE, ARZMENIRSH FTP L@ EEF 1T iED,
o &, XEKREEEMREITHIERER,

BXREMER, BERERSEG.
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MEETHENELEERE

R&: EE TEN EERT ERFRERSBHURKER B BRHUEESITEERNAREE L. BNE
ENEEERS A STRNERXTHERPIRE,

EEMERZMRARMNR, SFERERTNTRE, URKEDNNENS ERIMEEL),

RENARERF (W0 FTP) RXGHIER; TCP EREMAHIRASRIGHIEXXHER. Eftt (f17 CIFS 5 NFS) £=
RIXAHIER, MBERN—RFESHL. THIENHIE, E4%5 |88 SRBTERA R X4 R, XFRE
fER A LIRS S 7E 58 R F2Ed~ 4 100:1 70 10000:1 Z BB E4ELE.

HEREN T ERERIUR T KA. AT LRERNAENRITER, XPLERIURTRE, TR,
MRERERT SRERFFA—NBENUR, BETFRENETHENERSBIEHTRH,

FEAAATETHENEENEFETEZE, FRKMKRAEENEE, MNMRESHEIELRNISEE £—1
FTEROEFRP, MAFRLER, BERENVBEFRER, MAEDREZNES K, UBFRANBERSET.
B, RUEEERBAEXASARMENEETHMIIER,

HRENEPHNS — T EER, MREERBEMNEPNSERT, BERFF . RSS2 LAN potteE, XERTHIFKIR
LR ANKRERIEMRE

TR Iperf 3¢ FTP #7915 MMM L MR, Iperf REAMMLT MR, SIEEESRE EMEEE—RER),
HEEBENMRR AL LERAENRON CPU HBRE#MERR, WRWHH LAN ERFIKIAKRN, Iperf HESEE

BERZIET T1 $5R8 K% 200 Mbps; MRimSAMiEEZEH LAN BEPBEFREBALMILE, WEEEF 100
Mbps.

Iperf MREMEIGE £ (FEISHIRET), HAIMFIREXhttp://iperf.sourceforge.net/, BEERT, BRIZMIES
RARENIET, WEXMEHTHIFHNNR, MANEMEEIREEHTNL,

FTP x4Ftt Iperf EEEMNIRIEFEHR, FTP BemHE, HERSTER. ZBMEENS Iperf ABER, T,
REIERATEREF—MnR AR ENHEEF RS,

ENHETHENESERS, BHITUTRE:

1. TEAETHENEENMIREZEFEES GB #iER. HIRtEnIEhLinES. RIBHIENTER,
F—RFEAER H IR E KBIESE.

2. BREHAERNBIRERA TR EREEIR M,

SRR EER S

Citrix SD-WAN Ekhi A% H @3 BB thiX SN 2R X BB WANOP BRSZ X B RE MY N AERF 2t ErESE
RENME, MREEANREE (1) hRigE, NgE—FEHEENRRBERLIELRR, ZRRTESRHNE
ZMAHEREEE. EFERETE WAN i1k GUI EJF, EETRTAEE—MNADEURIRSE—RISERMRL
73500
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7z Citrix SD-WAN &4k (k) hRig& GUI A, $+33 WAN fiitk, 72 WAN fRALIERIR TR T AT/ A H

o BEESL—@d WANOP e &MFTE R E LR MEMIFMEEZEN S8, XAFEEAM LAN £iaz WAN
BNERE.

o E4aLL-A1 10 MRS 5.
o LRGN S-S EN,
BEEHEE:

EREFE R ERE WANOP WFERENAHELEL, URIMEMIFMEERNSH EXRTIRETR WANOP BRSS
BIERzITRE,

Diaibbeiid

CESERELS:
tirFR 2R mE WANOP B SR8 URERRMAMRMUEIELS @ DR EmN S RE,

E4E% (71 10 MRS 5

7£ Citrix SD-WAN &% GUI /1, ErRILUBESME 5127 > “W AN R RETEFFAEESNERL (BMRS
LANFTRIR) o UEBEMERMNERIRTI R, HUNMERIROF R IR,

FERRIRS LD LRREESLLET 10 M.

LR 2 R— MY “HAth” 1=, Z=RRERT T 10 DIRSEERLLREZS, FRRKE—EDHIFRE H M IN®RER
ESRLLER,
3% Citrix SD-WAN 2100-500-PE

W v Ll
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HTTP &

April 23,2021

Citrix SD-WAN WANOP pniEe3 E & BEEMURMR HTTP B8, XRIFRESIMEEA HTTP HHilAIMTTH
EREMNARERF (XETEH. W5R. BSERE).

mE HTTP L BIEESE. RERF. REIEHIMER.

E48

HTTP 2 Citrix SD-WAN WANOP %R E45rIIE4E N FFERF.

BESAE (8EfE HTML TE. B, i #5IXH) BRFRENEXRESE, BENTFIESEN _H#FIRNE
711, WFEFXANAS, BEN 2.1 HES, MEZRBIIWREFR, BMRANELRESE (BETFRENELSEM
HEEER) RHURSHESRL, BRANNRMELSLL N 1000:1 XES, MbEMELSELL, WAN #RAEEREH
%, BRs528. FF IR LAN B,

REEEENZ ST, IRMREMRE, fId0, &&E HTTP fRsk LERBVNNESEN, £ HTTP EEEERR
AREIEZEN

BSAR (84 HTTP ARkMESERTE) BHOER/NLEN=MNEESIEEEN. FXEINEN, E4E2
FH. HEIFI—NENZERE, EESES.

TR

HTTP R EXMMEREAN. STHEFRENERENES, AEENEREENENRS. REBATSTE
MEStHRE N HTTP EEREEQATHNERHE RN, HEHEFHLUIAMIEXBR IANLREEE, FiHE
HELBREXEAEETERNERTEE.

e

SREEEEMEM TCP R LTEERM ERNER MRIFBREED H R ERESR,

WERLRTF

RRZS 7.0 ZFRFINTSAXAHE HTTP EF 5 KRG HTTP WRRFEIAMFME, HSHRMHATE R, MEH
MBRSEBREFIMHEL o

FENMERBTAXI? BARFRMT RUTERONE, EXWMFEZREN, EEIEEHT.
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o EFRMRT MRS [LMPRE, MRFEEESE, XMRSNBIEERRSLRSBHFRESNLH. &fF
AR LEMARSS 215, FRlDERSS 88 ERY DA EL

o EBERTEMBIER, X5ZANEREMN—NRETTERSSE LEAXENRBIHABREE, EEBFTE
T F, AEYRFPIRERNNKRMEE FANRENERN, ZEAEFR-NREENRIERSEE LA
BMHBRIEEIZ M, WA EREEFRIA,

o EREBENTEEETEBIRSBREEE, FFHEMNIRATEFIHRENEE,
« E%2 CPU BERE; £EFR.

HTMLS By T {E/RIE

April 23, 2021

HTML5 R HTTP, XA TEFHEMNRS S ZEEEMIER/ME Y. BFRHEER TCP EEHERATCRRSSEL
EHTTP 3ER, RE[ELR T A BERIIH I ERMAXLEE R, FERIHMRSS[ELEES, SI1ZERIRHE
BXE% WebSocket #rsk, mAEE HTTP 5k,

HTML5 pE 5 E WebSocket pk, E#t—SFIRMBERN HTTP Eit&t, REFIHM Web RS E2ZENEE
RERSHENE, E@EETER T Web ARSI WebSocket thil. B2, SR LKLY AT EAZEFiHm®
ARS8 2T

LEPmEid R WebSocket #i7i%##8t, Web fR5288% WebSocket IBFMAFRIER, HERSB{NRE
WebSocket ¥, WebSocket thi¥ 5152550 Web IRSE 282 EIIERE, Rltt, &0 LUGERLDGHITERNE
. BIREREMO -, EEMTHER. X2 8N, RARSSERAMENA AR P HEEREFRNME,
EI RIS ROERE, LUEZ P im0 231 AR S5 28 Z B3 1T W A 4015,

=z

AR

R MBASEREMEMHER, NEE, UEMAUNARLUXMYE. EXEENELZER, BS
ghttp://en.wikipedia.org/wiki/Comet_(programming),

WebSocket #i%i&Eie TCP %0 80 #1 443 i#1Ti@(s. XBEBTEMEB AEEFELEIE Web Internet HEIZMIFEF#
Ti@fE, by, WebSocket BB SRR G, — WebSocket SEERTLIERZ A WebSocket miki%,

AE
MRRSEE LM Web BREFEAREZRE, NEXFER WebSocket,

HTMLS fazir— webSocket &%

S HTMLS 893085831 JavaScript APl HUiT U TFES:
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o :TH—" WebSocket %,
o B3 WebSocket iEiE#1TiE S,
o %7 WebSocket i##,

Z4TH WebSocket ##%, R BamARSELE HTTP ALHEEUIIRE WebSocket il BRSS BIEZTIELIL
BR. LUTFRRAIE P imiE kAR BRI A B

o BFIHIER

Nl

pre codeblock GET /HTTP/1.1 Upgrade: websocket Sec-websocket-
protocol: <List of protocols that the client supports over this
websocket session, such as an application level protocol, for
example ICA.> Sec-websocket-extensions: <List of extensions
client wants applied to this session, such as compression.> Sec-

Websocket-version: <Version of websocket protocol that the client
intends to use.> <!--NeedCopy-->

. RBIRS BN

pre codeblock HTTP/1.1 101 Switching Protocols Upgrade: websocket
Connection: Upgrade Sec-Websocket-Protocol: <One from the 1list
of protocols in the client request.> Sec-Websocket-extensions:
<List of extensions server accepts for session.> Sec-Websocket-
version: <Version of websocket protocol that the server supports
.> <!--NeedCopy-->

TEETTEF MRS 2 Z BEI3HREE BIRF
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i

Client HTTP Request: WebSocket Upgrade Server

A 4

HTTP Response: Switching Protocols

F 3

WebSocket Frame

F 3

WebSocket Frames

WebSocket Frame

I

WebSocket Close

WebSocket Close

£ HTMLS ##288i8), BPIRMARSS S ZEIIRUTHEE

s BFIHAZE HTTP &R UFAR WebSocket,

RRS5 28R % P i i KA 4 8] WebSocket #1i%
BR$3284& WebSocket migiEEI% P i,

o EFRAZEXF WebSocket #9iER,

BR&338%H WebSocket,

.

BB NiXkRZ 6 (IPV6) hniE

April 23, 2021

LIEBIREEED Internet BY, BRI EE— IP sk, [P HURRIREHEREME, EEFERMAISEH
SEETELMN. Fit, R¥EERIEMRAN Internet X (IP) IPv4 (5F 32 fiithl) REE IP #itHIER, BT
fEF IPv4, RILUNEREIBEEMRIRE D ECLY 43 12k,

IPV6 @i £/ 128 it 7R RIRESRARIR IPV6 M8 Lig&HIMA i ORERRILRE, BT IPve ##Y IP il
TR % F IPv4, ARMNVABIERFIEEEDS5IAX IPV6 HiNBIsH .

IPv4 71 IPV6 i RRI B, XEGHIRTSEM, EMEKE Citrix SD-WAN WANOP & & 2R &R AR
BORERIENEY IPV6 &, RJLUSA IPV6 IIERIhEE.

BIAERT, &% E2A IPv6, Z1£ Citrix SD-WAN WANOP &% LB IPV6 IIiE, HSMIIEE > &&1%E > I
RETIEF B A IPV6 IEThAE,
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Dashboard Monitoring Configuration Downloads Notifications (6)
= Appliance Settings Configuration Overview > Appliance Settings > Appliance Settings [#]
Features
. Features
icensing
+ Advanced Deployments ‘ Dicable |
+ Network Adapters
Name State Status
NatScaler SD-WAN WANOP Clients
s semistration Traffic Processing @ Disabled License is not available
Date/Time Settings Traffc Acceleration @ Ensbled Ensbled
Logging Traffic Shaping & Ensbled Enabled
Notifications Traffic Bridging @ Enabled Enabled
+ sumP
1PY6 Accelerstion & Enabled Erabled
AppFlow
AppFlow & Ensbled Ensbled
~+ Optimization Rules
RPC Over HTTP @ Ensbled Ensbled
+ Videa Caching
Native Mapi @ Ensbled Ensbled
+ Secure Acceleration )
1CA Mult-stream @ Disabled Disabled
Diagnostics MAPI Cross Protocol Optimization @ Disabled Disabled
Maintenance SCPS @ Disabled Disablzd
Secure Partner @ Disabled Disabled
SHMP @ Ensbled Ensbled
SSH Access & Ensbled Enabled
5L Optimization @ Disabled Disabled
Syslog @ Disabled Disabled
User Data Store Encryption @ Disabled Disabled
Video Caching & Ensbled Enabled
NetScaler SD-WAN WANOP Client @ Disabled Disabled -Requires IP configuration
weep @ Disabled Disabled
CIFS Protocol Optimization & Ensbled SMB1, SMB2 and SMB3 ensbled

ISE IPV6 &%

FigE LR IPV6 IEE, IRESFHAFER IPV6 thiXNENBEFIRE. BWRIZEELINE IPV6 RE, AL
iR & FRE TR,

E IPV6 R, ESME BT EWR, AR EE NEETR IPve hREHEXSEITHER:

ERE ER TTEYHT 5RERYMMMEEERNIFAES. LIImBERNER-RAR, BIINEERMARINEER, N
HEE ETRYIH TIREEENENAEERE, GBS E8M&EN “BatiER" M “MNIER" FIRIRAILT
ETRARY IPV6 RE, MRXLHBE+70H IP thikE, MFERT IPv6 EE, MUTERESEFMT.
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POOOOOOOOO0O00000000

RILERY IPV6 EZFTE “RIDERERE SRR L, MREBIMNEXLERE, FTREFRENIRE LNV AREFSEHITHRE
HEBRAIE. 5 MEER EH -+ E—F, EULBI5IAS N FEN B i2F" M MEERF 7IKIRA Hikm-+ EaY
IPV6 &%,

AIRARER: “ANNARE TTERMESEENME, TRATUERARERR Citrix SD-WAN &&RHNEH
NAEFIREELE, ABERT, RERUHERRE—PHET. B, BFLUEE MNERRIZR A B RPER
‘BE—HW. ‘BRE—/N. ‘BE—X". ‘&E—A" % ‘®KE—TA" KEXHESEE. LREA=MERFR: TRER
MARFER. LREMBMUKR EDNAEF (B LRERBR) . ‘TMRANAEFER EHNFREEUTHIMER:

- VARFEESEHERSL (BXEX): XR—MHE, MR TREELXISIVAEFNARER DL MR
RENER IPV6 VMM BEF R X THEYKRLOIRTRE, WIZNAEFIRER D EELREHET.
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Total Application Link Throughput Percentage (Sent)

[ IPv6_ICMP ( 97.8% )
B HTTPS (2.1%)
B Microsoft DirectX Gaming ( 0.1% )

s MARFERSELEERSL (BEK: XB—GE, BRTRENSIUARFRWHRER D, WRIR
EMER IPV6 N ARFEE T RABSLNRE, WEKETNAREFERIRERS .

Total Application Link Throughput Percentage (Received)

[ IPv6_ICMP { 97.8% )

B HTTPS (1.8%)

B Other UDP (0.2%)

B Microsoft Direct¥ Gaming { 0.1% )
B ARP (0.1%)

0 ICMP (0.1%)

o RIXER: XR—RIIKIENHEE, BRTREASMIARFRLXRENERER (USWIKNRM). WRIK
HEMEA IPv6 XM BRFRIXKE, NtEPESLEH —RTIEEER IPve thilBES N ARERF.
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Sent Rate

2 Mbps

1.50 Mbps

1 Mbps

500 Kbps

0bps 16:42:00 16:42:15 16:42:30 16:42:45

= [Pw6_ICMP — HTTPS = OtherUDP = MicrosoftDirect{Gaming = OtherTCF = ARP

o BUER: XR—RIIIEIEEE, BATIRENEINAEFRERENEER (UUSHREM). MRRE
MAER IPV6 thiX B9 RIEF 1R T #4148, MILERESLH —RTILER IPve hXBE N ABERF.

Received Rate

2 Mbps

1.50 Mbps

1 Mbps

500 Kbps

0 bps 16:42:00 16:42:15 16:42:30 16:42:45

= IPvb_ICMP - HTTPS = OtherUDP = MicrosoftDirect{Gaming = OtherTCF = ARPF = SNMP - ICMFP

o ENAEFR. XESTMNAEFNAITSRER. RRIIETRENHRHRERSHABERBER, UK
UBSHHRMURLEMRBORR, REMBRNEFTH. LAEFNRERSLUKRIRENNAREFRSRE
R, NRIGEENEA IPV6 ihXHINAEFRMARE, NERPRIILZNBEFRESITES.
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hpplication St Rate (s} Recenved Rate Dy Totad Bytes Semt * | Total Bytes Received Total % Order

- NAEFH: XESTUARFAENBEFANKYARERF (WRA) NAIHEER. RRIIHTANARER
REMBFWNFT. SIUREFRENAREFANKNABREFRETNEER, IRELEEE, WEETE
BENEZNAITEENAT. NRIKEENER IPve MM AREFRERE, WHERPEIIHZNBRER
RESGHER.

Application Application Group Fareet Application Bytes Sent * | Bytes Received

B LXEFHBE UK EHFEEEENRREURNBEFRABNAITER. ZENFESNAEFERIELE
B (B2 NNAEFEESEEERS (BEK BRURANRAREFMINAREFEAER, HPEingit
iR TMMAREFER EHMREN, EEREENBIMENIKE. EHINARERF (B LXENRBEHLUR) EI+
BE—NIHIREERBHUKRAEEDINAREFNR, EREEEXLEMEWER, LEMERNEFTIHUARR
N 2 RS MR WA SR B RFAE R

HEHETE X

April 23,2021

PR TE XEIG &SR LE WAN §Ei FRVRZEMESLR, HRITRERE, HiEENIEES5EEXNEEXEKIRE. &
YHEREE DB R B R A U RBE S R R R BB AN R, HE SRR BATIR N IS 07 8 I
Wanside ¢ LAN imfi2, @SR RDNAERESHHET XIIRFTHE, F—MREE XTI REFRENTE
%,

ETHATREREE, EAUEEXIEENBIAEEE . AE, BENXTIREE WAN sz RED LAN M5z,
WNFEENNRKEE, THRHA—PREREEEN . HMXUNBEZETIMIERIZTE X,

BMERMAMNHRERS, ARKZEENRBEE, JEHENEREEN, RESEUTSERNEERRET
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N, MTUEREZHAXIZMSBOBRENBIEE SRR, IRXKEIDMFHBIMEERK. YREERE LAN #
I8 WAN ZiElH7E S BRI RET, RSB REBRICRENEREBYS WAN RRBGRE, NMERAERE. RER
FHREEREEBEFETRELEINVHIES, MXMERRIREREBLLHNTE. FRIFERESNRNSIESATH
%, BNEEF—IRAFHZ 1R B, REFEEURTEI Gateway BIEFTEH EMIRE T BIRE,

A=

HERSTE SOB HIE A T 5 AR DX RIER. ERIHOFM Auxl BN RO BT LR E X A5, BEXEFMIR
DRTFEAERN, ANEMNBTFEENEASTRAENARANEaEE, AT WAN RE.

BB

FERT BTREEXHNERN, &k 2YiEkE, BEFECHTRAE, CEEREFERYRBL, 17i5E
aIR=H

* VLAN A2— i,
o ENERA R,

« ERE— T EE,

FRINBEIEENX

SME BE > MAFHN > 5% UEEYUTEXNEE, BRABERTEX U THEE,
1. apA.l1, IEF EHFHN RO Z—.
2. apA.2, MmE#HFLEMS— N iER.

3. MREZAGEEWINERR, NBEFE apB.1# apB.2.

4. “FIEEMARE", EAREENERE, ERNTSEMKGEEEXFLENREMSE—T2EMN.

HERERIE EETRHNIRFIFEER. BEREERTHNEEN, RESKRINFNIREE, AEEEREE—PLEEE,
XEREATEBEN, HAREPHRE—NEXAULEFRARE, BERINEE BEENTE, BRE EMT

+ Appliance Settings Configuration Overview > Optimization Rules » Links [#)

— Optimization Rules

‘ Add | ‘ Edit ‘ | Delete | ‘Update Order‘ ‘ Filter Ru‘es| Show User Modified Links Only|

Application Classifiers
: Name Link Type Bandwidth In Bandwidth Out Order
— Links

Coardboost/Softboost Link (apA.1) LAN 1 Gops 1 Gbps 1
Link (apA.2) WAN 1 Gbps 1Gbps

All Qther Traffic LAN/WAN 1 Gbps 1Gbps 3
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EIEME AP RIHEEE X

April 23,2021

BEEEE, AERTEFEENUTES:
o RIXEFEWS mREHERE,
o HEHER WAN HE5T 2 LAN F45,
s —MXOEERRESHMRENS %
. TRBIESEE LRSI,

HERR RS —HERR RS SRR IR KO0 E ., £ WAN SHERERT, WAN BavE=ZER Citrix SD-WAN WANOP
REEMERRIEN, FEEERNS—REEE. flN, TEERT —TMTHEMREAMNMNE, S MIENENM
RHHEIRENEZ M WAN BERERY 95%, MAEBTERRBEE,

Configured for 2
2 Mbps_N&' 2 Mbps
Configured for 10
Mbps
(; @ 10Mbps _# = 2 Mbps @ G Configured for 2
v Mbps

1 Mbps
Configured for 1

RHERENLE N EREERN 95% MARE 100% WREZA T AFERAHE (ROBEEAILLL 100% MAHEE
REEIE), HHRFRIGEHETER, UERAN—MENRI, RIFREMRTEREETHIAD, SWRENFASE
o

1. At B R G ERER A RE 1R AT

XOFREREWAE—AEEMEREXTR, BUMERZEXZNAT WAN 212 LAN M4,

RERTEFEBENEHEEESE WAN L1738, MRE, WHEMEERNAE LTE. BRHELER, BRITUT
R1E:

o XMTFEBENRKEE, EEAMESRN—NEOETF WAN %, ms—1 k08T LAN.

o HEMEIPEERT, K0T IP it MAC ttutit, VLAN 3{ WCCP RZ4H, (EFEE, HAEEF WCCP R34
B )

o MRUERBEZD WAN, NZASHIEERE AME S ATFIRER REMRE WAN IR,
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FEHHETE X

April 23,2021

HEREXHINE—MEFIIRT, SMEEE—1FRE, MEIITHSMEARBEARENHESEHITUL. F—NT
REXHELECRENEE, 8 MEREXPHRE—TEFIANTIR, XERNBIM ERITHITNIR KD
HIEASXEMNETIER, MRESHEF—IMHEERE, NiZHEBRAETZERLE,

ERMANF, FIEFEREZ ANded —i2, ELFMEIREEBLALE. FIEFERRIAA “ER7, BNALTARHE
& E. 4FRMYIR (FIa0 IP FMFIXR) AbY, FIRFERKE—E. b2, MREMTRLE, BI7IRK
MAILED,

SHERT LB T 5REXRBKALAMIER R, RMNBMR P ik, VLAN /7%, WCCP R34 ((VERTF WCCP-GRE) X
KORFAIBARIAR MAC Hisk, EeRRREXEEE T 4ERIRBI LAN 550 Wan wmhn@EiEimO (aP.1 7 apA.2), mE%
BRSO E T REF EERIR MR I D ETRHEFRRE I X o

RIEHE |P il E YRR ATRERY, FRIFERTRIHE, ATAENSIEE Ia8ER 5-& A ER-ERNEREEH
BOSERR, RIS EREM—ET AR ERIEREAERNER, MREAN, N—FKERREFTLUET apA,
F—FES apB, HEALUETEEEERENER. MRM T ERARENRAEEMY, NWeILUERRHBFN MAC
Wit D FFRE. HFFEEMKIER, TR WCCP-GRE, BEBAIUAEN WAN SHEFERRRENARSH, MMk
Citrix SD-WAN WANOP £ rTRETS 2RSS H 73 PHE R TR 2.

Citrix B B RHNAKBEHITE T HRONEEEX, WAEEMSZHITET IP EEEN.

BEEHZEEX:

1. Sz “BE” > “MeRN” > SR, ARRE FI.

Adapter Source IP Address Dest IP Address VLAN WCCP Service Group Source MAC Address Destination MAC Address

2. WALTSHHE:

o B EEHRAEAMR, BALEARER LAN IsEEE2E WAN Mk,
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o FEEREL HEEAEE, LAN 5 WAN.

N ARNHERS,

i
gt

o WEREN: FHEERE.
3. 7£ RN Epoeh, SBE AR HRAUTSHEE:
o EFCER. IWEERRTIR (UAREA). HEEEA LIRS LUAMERRIRAY, XETERE.

o JRIP ik SHFRARNNEIESR, BEER P AN (REERHAYHNEIES), EXEHIESL, Src
IP FERFREIIN S P ARk FRBYRU AL F R ITEL AR, I FMNETE P stk s FRBvFIR. E2HFmELES,
BN “Hef% 10.0.0.17

o BARIP sk FHIRESTHBIESEE SR IP AN (BEEHNRTHRIER) . EXEHIESL,
Dst IP FZERFEIMN 5 IP fRskshpy BARIE FEOHTTIE R ZANIERE IP st siFMEvs &R, EF
HEPCES, fIdn “HBk 10.0.0.17

« VLAN: VLAN FNE AR F#NSGR HAN B EIEEE VLAN 153k,

« WCCP fr554H: WCCP BRSAEMNER T HANHBEFig &R GREP £#3H WCCP #iEe. (LMNFE
¥ L2 WCCP,)

« JR MAC #tohit: SR MAC stohit R ETRIE SR,
815 MAC ithiik: BIED AR BIT MAC sthit,

4, BHAIE,
MENAEBLUEIINANER Src IP # Dest IP FE& (XE#EATF Src MAC #1 DST MACQ) :

o (NEHNIRENHIEE LRE Src FE.
s REBFRENHIEE L19E DST,

MEXHER

AZ# Citrix SD-WAN WANOP & & ERBRNANEKEE, HhEeMNEFRURME— WAN i, XEHE2ME
BRT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 122



Citrix SD-WAN Hi#&& 11.2

8] S R P B i

MetScaler

apA 2 SD-WAN WANOP apA.1

Intaernat

170.16,0.0/24
1.0 mbps send

—_—
-i—

6.0 mbps receive
Incoming BW = 0.95 x 6.0 mbps

Outgoing BW = 0.95 x 1.0 mbps

£ EEF, BEIMEHRHAFAERERER WAN 8, ZiEEE— ADSL f###, EERRMNAEMZIEE (M
T 6.0 mbps, MLt 1.0 mbps). I iMEREEIMNEFERD apA.1, LAN EEMEFERO apA.2.
EX Wan-side $£#% (aP.1) WESE:

1. Ar-gmEE—MERE R, fln TIENERSE (aP.1)%

2. BEBIGERN “WAN”,

3. BENEHHEEREIZE AR EREER 95%.

4. BIERBEEXIEE WAN LIKFIEEERRMN, EHTEIF, ZiEEEN apA.

5. B2EIE,
BEBMLE IR EERE (apA.2) BIESZM:

1. REEE—MERERTR, Hl “AEEN (apA.2)”

2. BEEIGEN “LANY,

3. BENNELHHEREREIZE RARFRUAMEER 95% (95 mbps 5 950 mbps).

4. BWIERBFEIEE LAN LUKFISESRHMN, EHTBIH, ZiEEEEN apA.2.

5. B2EIE,
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BENHFHIAEKEZE

MNetScaler B mbps
aph.2 S5D-WAN WANOP aph. f#

1.511.5 mbps

170.16.0.0/24

10.0.0.008

FEERMTE RN ERRE, Bi1ZiGmRT ADSL EEXREEIMNETE 8%, B T1 &2l EM, Citrix
SD-WAN WANOP g & 8™ ME, &1 WAN #EE—1,

RE/NFSEHE—FREE, EAUTHINSE:

1. %858 apB LAUE = WAN §5i%, 4% apB.1, HREEER “WAN”, BHEESFZEN 1.5 mbps
T1 JEEEH) 95%, HAEEISE— PRGN, Bl “WAN FIHE",

2. 7 “RER EXFRIMEE apB.2 BIFN, HMEk apB.2 WBAEEEX, (HE, ErRILI4IE apB.2 /93K
INEREX, BHEEEERN LAN 8%, FiEx apA.2 FridevaBes.)

JEPRBRHERR

NFEBENAKBE (BMERFRRH—D WAN) LS, E5EA IP FRmASHiEEOREKS LAN REFM WAN
mE, WHENFNEREMBEONSERZEEXEE, IP FRENEERTHNKEE, LHEHRERMHZ ™ WAN
B, BR, WTFRHENNEKPE, BEFHEONBEEETZE X,

MMEEEBERE Src IP M DST IP A EMNBARE

o (NFEHNREHHIREREPHRE Src IP FE.
o REBFRENHIEEFEE DST IP ¥,

XMOEERZS AR, BEArRItEIEaERAaRNE XK —E57.

TEHEZE X P EA IP st

MetScaler
aph.Z2 SD-WAN WANOP apA.i

- 170.16.0.0/24
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EFERET IP MM EERENE LAN X, ErTLiERE LAN FRREX LAN 1 WAN 553%, MAKIEE AW
wA:

o 79 LAN BEETE X BN, H7E Src IP FEHIEE LAN FM.

o« 73 WAN $E2E X QI , #H7E Dst IP FEEHIEE LAN 7 (f1R2 WAN FR),

WCCP FEMAIBIETC

MetScaler
SD-WAN WANOP

Lan
172.16.0,0/24

ERET IP NANAEE WCCP SURIMREXEE STEMEEE X FERA IP tiit48FE, E7 LAN 1 WAN IP FRZ48[E
89

fE A WCCP-GRE BY, GRE Rk #H 2B, HEAHNKNEIERRE IP ik, Bit, LBRNEZEENERT
WCCP-L2. WCCP-GRE. MEXFEHARBRIET,

(WCCP MBI ER FEALEKRHE, WCCP £ERERE: SA&HENE LHITRE.)

& Citrix Application Delivery Management ZI2F1 141

December 15, 2022
Citrix SD-WAN WANOP AppFlow 3235 Citrix SD-WAN WANOP &&SCIM R EMN B E X S0,

AppFlow 55 Citrix Application Delivery Management (ADM) E2&fE/. Citrix ADM fE/ AppFlow FF ik
FEMISERBOEAES, Citrix ADM fFEEE. EBMNEFMLH Citrix SD-WAN & &2,

Citrix ADM &g, HERLURMETENMENE, Citrix SD-WAN WANOP i&& BB 7289 WAN 210
B, SEEXEMTARER/ ENSERENFASITESR, TRIETHX WAN BFRIRRXE LRF,

BEXFAES, B8R Citrix Application Delivery Management &1 Citrix SD-WAN 2l
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REHARZ AR | B R E R F

7z Citrix Virtual Apps and Desktops ¥/, MRDZHAFHMERE, ERRARERELRTENNAREFN
ERE EEENNE. BRANARER. EEATEFTEIERLITRE:

s NENB—BISHT FROAFER?
« RAIERBRAREFEENERESERTA?

o EAERBERA, BEENBEBENHRERS?
TELAEREIERA, BMLEEMKSENENNEEFBFEENTERERS?

s WTFAENENKERR, FHEFIRMRSSHER UK T RS ?

‘isEMERANERETHREMBHERE, MEENNAREFAPRRANNNAREFESL?
o FARBIEROIER?

Citrix SD-WAN WANOP AppFlow %#%54 ERFRARIERM T ER, Fli0, RIFEHEETH WAN %518 %R 23
HIEFEEF XD FF R,

Citrix Cloud Connector

April 23,2021

Citrix SD-WAN WANOP i&&#m Citrix Cloud Connector ThaEig el #3E O RIS MITBIME, il
TURENLET B, cHENREFMFEE—MNESME WL 51T, &8 Citrix Cloud Connector, &a]LIF|
B EERENE SN NERRIEREIET O,

Citrix Cloud Connector f#1SEEBE N BIZEF IR EH, UBERAHIESTEM,

Citrix SD-WAN WANOP i&#&=8 WAN L ThEEaIinERE, AESIEIER OB THNBEFREISM LAN B9
48k,

T EHIESROF T ziaER Citrix Cloud Connector 4b, ERILUMEREEERMUERL, UEHEREXRSMM
RERE,

E3j% Citrix Cloud Connector 2R A%, aTLl@idigE R A Citrix Cloud Connector BRI E IS B S OE
BB —NMUER LTINS =

EEHIEROEZERS—MUERL, BEEEMAIREZIENLE Citrix Cloud Connector
pRE, SMUERLIEE—RIRE.

EREUEFOEERIINSE (190, Amazon AWS &), EEEEHIEFSOHH Citrix SD-WAN WANOP 188549
E=FHERIEE (VPX) ZiaigE Citrix Cloud Connector R, w2 ma g Citrix Cloud Connector s(&
BaEFAEER Citrix VPX,
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TEERTEHER O EZEIEER Citrix Cloud Connector B%iE,
Datacenter AWS

s ) - )

Server

il

/ NetScaler VM i NetScaler VPX
=1

T § e m = NetScaler Cloud Connector Tunnel

v

Router Firewall Internet

-, --4 NetScaler SD-WAN
i WANOP VWM Server

_—

NetScaler SD-WAN WANOP /

NetScaler SD-WAN WANOP
400075000 Appliance VPX /

.

{i8)i& & Citrix Cloud Connector fzEmI& &R Citrix Cloud Connector REiE Y s s34 % s

£

\

Citrix Cloud Connector BXif R LU T iy :
- BAEHIE (GRE) il
o FFRiRAE IPsec thiXEH, RFEHEER
GRE 1hildRMH 7 —fils, ATFHEREZMHRNANYNEES, UEBIS MR, GRE AT
o EIEE1TIE IP MAERSH LA,
o B (WAN) #5722,
« NFEEEIFRMEREFTENEMERARE R EEE,
GRE 1hi\G@id m#IEE A GRE #7540 GRE IP fRsksRET R EUE .
Internet thiX& 2 (IPSec) thivEH#T#R Citrix Cloud Connector BEEHaITE S 2 BMERS.
7 Citrix Cloud Connector B&™, IPSec aI#fyfR:
o BUESTEM
o BIERSHIIE
o BIERE (NE)
o BHEERKRE

IPsec {8 GRE =m0 iR MERNEEER, MERHERLEMAE (ESP) hilsem. ESP hii@d R HMAC
MERSHEREESNTRYE, HEIEANBEEZHRNEL. EXNHIEEHITMEHTE HMAC 5, BEm ESP
trsko ESP #5k#N GRE IP #73kf5, #, ESP #EZFENEMEZENBRARNKRE.
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Citrix Cloud Connector BEHHIXTENER Internet Z5A3cHEhRZA (IKE) hiX (IPSec thilEHH—ER5) thiEs
ZLBEE, WTAE:

s MM ERERUTENEIEREZ —HEHTEIRIIE:

- MHEZHEMHIIE. B85 INFA LFHREMATHERRANXEF TR, WEANMHAZEREE
EELGHITEMRIE. b, EFESHIIEMT), BAMEESMNES LREERNTILEZER.

- BFIUEBINE BoiEF (REAN) WEEFEAEMPXEBARKIREIEHTESR, M5—1 Receiver
WERFNERREANQBIEER, EF, F88 X.509v3 IEBEEPRBRAHA, IEBRET—
ERFIRIE, EMEBRRTHGEFSHS D S5 E QB XE,

o RME, EITRFERIHN:

- —MINEEX.

- MEER, BFE—IWNEFPNBHIEAES — NS5 PRERE.

LMY MEBEBEMMEZANMNIF AR L XE (SA). SAS BEEM (84h), FlN, UFHwx4%FA (CB1#1 CB2)
B EEREEHTREN, CBl AARITMT2XEK, —1 SA BTFRENE, 5—1 SA BFRENEHIES,

SAS THIEEMBEIKE (FRAEHEL) Big#, XH/IWEFHER Internet A (IKE) 1hil (IPsec hiEH
—ER5Y) SRRV RIAFEILMA SAS, BRAER AR B RZEN LREEREAR.

o, Citrix Cloud Connector
RFE s = R Citrix SD-WAN WANOP ST fEi%iE IR g m i1k

f2E Citrix Cloud Connector EM A RE 4

£ AWS =5 HIBHLEE R BRI Citrix SD-WAN WANOP i&#& 2 iai& & Citrix Cloud Connector f}igz
g1, BERIEUTESEEETMK:
1. HBEREBEEHOFE Citrix SD-WAN WANOP & &BIEMIEE, BX7EfER WCCP/Virtual Inline il 2 &
BT EBE Citrix SD-WAN REMEZER, BEBHEE—1 WAN BEEH2EAIE S,

2. £ AWS = %%, BEEMEE Citrix BikigE (VPXEF). BXFMER, EBIR7E AWS £% % NetScaler
VPX.

3. EAWS = E=%E. FREMESH Citrix SD-WAN WANOP Ei#ig#& (VPX) fl, BX¥MER, BHSRETLS
#h AWS %% SD-WAN VPX S AMI,

4, £ AWS £, 3% AWS E£8 Citrix SD-WAN WANOP VPX 2148 E & AWS £/ Citrix VPX S26ldrpy fa %
TEEIMIRS 28, @i Citrix SD-WAN WANOP VPX 2l &% R ER, EE 4 E A sEEE Citrix Cloud
Connector B%ESCI WAN 1k,

FERaSITRmEeIE AT EEMIRSES:
ERSIRTAT, #BA:
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« enable ns mode |2

« add lb vserver <cbvpxonaws_vs_name>ANY * * -12Conn ON -m MAC</span>

Z7£ AWS L1 Citrix SD-WAN WANOP VPX SEfI{ERBRSHERS T REBEBE A BT HENRS S,
BEHATUU TR

EmLRETRAET, #BA

. add service < cbvpxonaws_service_name> <cbvpxonaws_IP> ANY * -cltTimeout 14400
-svrTimeout 14400</span>

« bind lb vserver <cbvpxonaws_vs_name> <cbvpxonaws_service_name></span>

ficE Cloud Connector [%i&

April 23,2021

Zfi2E Citrix Cloud Connector f¥3&, i&EER Citrix VPX & EWNEEE L AEFRITUTES:

« B IPSec BB X —IPSec BgE X k35 EEMH Citrix Cloud Connector B¥EHH IPSec thiXERRY
IPSec thiXS#, % IKE A, INEEE. MAHBEEN PSK.

o S22 IP BHEHIE IPSec BLBE X5 H B —|P BEigE 43t IP ik, =42 IP stiyt, FFi&E Citrix Cloud
Connector BERIiY K IPSec BR B XXE521E, IR IP BESL{&d#RA Citrix Cloud Connector B¥i&E
o1&,

+ 8E PBR #1UFH¥ IP ffiE 5 H XB%-PBR StiAfs & — A% HF—1 IP B (Citrix Cloud Connector f%3&)
iR, R IP #bEEM B4R P SEERZ PBR SEEM &4, HAUSER P #uSEEM B IP #ieE, WEEHE
mEEFH Citrix Cloud Connector BHERFM, Fli0, RIGIERIIELREBIEROFNENEF IR, HE
ZiE AWS = FM EHARS 8. MRIEIEESHIED.OH Citrix SD-WAN WANOP i&#& E Citrix g &E
£+ PBR S2&89RA B 45 IP SEEMELE, NEEEATF Citrix SD-WAN WANOP 4032, Z#iEai@Eid 5 PBR
ik xExm Citrix Cloud Connector R &% iR 6,

EEABTITRELE IPSec BBEX M, BHRITUTERE:
ELETRET, #A:

« *xxadd dipsec profilex* \<ipsec\\_profile\\_name\> -x*encAlgo** AES
-xxhashAlgox* HMAC\\_SHA1l -*xlifetimexx 500 -x*xpskx* \<password
\>
EFERGTITRECNE IP BREHR IPSec iBEXHHERE:

EMLRERATT, #BA
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« xxadd dptunnel** \<tunnel\\_name\> \<Remote CBC Public IP\> \<
remote\\_cbs\\_Netmask\> \<lan\\_subnet\\_IP\> -x*protocol*x GRE
-xxipsecProfileNamexx \<ipsec\\_profile\>

fEMHLITRELIZ PBR ANHRE IPSec BHESEEZAN :
ERLETET, #A:

o« xxadd ns pbrxx \<pbr\\_name\> ALLOW -**srcIP*x = \<local\\_lan\\
_subnet\> -xxdestIP*x = \<remote\\_lan\\_subnet\> —*xipTunnelxx*
\<tunnel\\_name\>

« apply ns pbrs
EEREEELRAEFCIR IPSec BLEXMH, BHRITUTIRME:
1. 813 4 > Citrix Cloud Connector > IPSec At & X
2. TFAMERERF, 2EAdd (FiD.
3. 1 “Fi0 IPsec EEEXH SHEESP, REUTSHC
o B
o MBEEZ
o BEEZE
o IKE thilthas (%1% V2)
4. BALT IPSec HHIIESEZ—, MR MNESER,
o NFMHZTRSNRIESE, BEREMHAZBRAEETSH.
o WFHRFIUEBSHRIESE, BREUTSE: </span>
- R
- hEEH
- WEFEAR
5. #i Create (8/8), AS%RE Close (i),
EFERIEELRAERCIZ IP BREHE IPSec EEXHHIERIE:
1. 213l £% > Citrix Cloud Connector > IP %i&,
2. 1E IPv4 &SRR £, BERM.
3. 1 R IP @B IHEEFR, RBEUATSEH:

o BIR
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o miZIP
o IR
o 7y |P KA (FEZSHE IP RETHFIRA, EEFH IP)

I IP (Bt IP RBMFREERE IP #R5ERE] “ZAth IP” ThiglR+ ., MFIRFPIERFIEMN IP,)
o Y
IPsec BRE X4

4. B Create (8)2), RS2 Close (ki)
fEFAECE S AERF 212 PBR N IPSec BHELSE R ZAN:
1. SMEFES > WL > PBR,
2. #PBR&Em+~LE, BEHEHM,
3. 78U PBR XHEEF, REUTSHK:
o B
o 1B1F

T—BEE (%8 IP@EE)

IP @& & 7R

o RIPE

BIP =

% IP 1R

« BirlIP &
4. BF Create (81%), AfGEE Close (k).

#iRG0F Citrix SD-WAN WANOP i&& Er9#T Citrix Cloud Connector BB B ERESIERSAR,
REM R EME L,

AWS = Citrix VPX i8%& #8893 Citrix Cloud Connector B8R B B R BELAERT .

Citrix Cloud Connector BEm Y4 aTRSEE “BEER Citrix SD-WAN WANOP” &igdigr, SRS
RTBEEAEL, daRFEEEXA,

BREMm N EEEF O 28R Cloud Connector &

April 23,2021
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EEIERAD R EEIBF O 2 EEE Citrix Cloud Connector BB LY BMLE, MELEEHMECEMLE, HAHEEEK
B OMIhEE, ERMIEME EHRAEIET O ZER Citrix Cloud Connector BB EREBSSIITRFAFHIEIEE
HE#PE, Citrix Cloud Connector Bi& 8B FSREM MUE P LM EMZEMMZRNREF AR, mMUEP LN
B AR AR AP B AR AR,

EREHEROEED S —MUERL, ERIUERBE— MBSO SD-WAN WANOP 4000/5000 €& 53 81E
F—MEEFR LS — SD-WANOP 4000/5000 i&#& 2 iali& & Citrix Cloud

Connector B&i&.

BT RNAEMRNARBIES 02 EE S Citrix Cloud Connector #230%38, &Z REHIEF .0 DCL FH Citrix
%% CB_4000/5000-1 5##&.r DC2 ## Citrix i&& CB_4000/5000-2 ai&& Cloud Connector BXi&E/R
i,

Datacenter DC1 Datacenter DC2

s N s )

= Server S1 %5 10.20.20.10

10.20.20.0/24

CB_4000/5000-2

CB_4000/5000-1

.0.210.30
eeqeeeeen 2 Citrix Cloud Connector Tunnel . R

i NAT_Dev-1 Internet NAT Dev-2 PR i
= ,' 10.10.1.20 (NSID) 10.10.7.70 10.70.5.20 10.10.2.20 (NSIE) :_ ——

i 10.10.5.30(SNIP) 10.10.6.30(NSIP) :

H 2 2 ( H

P 182.168.1.14(SNID) 152.168.2.14 (SNIP) |
pra— .

gEEXT (WCCP/PBR) T#9 CB_4000/5000-1 #1 CB_4000/5000-2 Ih&E, ©{i1AIscHi#kiE+ 0 DC1 1 DC2
WEAMKZEE(S. F13n, CB_4000/5000-1 #1 CB_4000/5000-2 mri@id Citrix Cloud Connector BHi&E7E2L
fE DC1 v Fim CL1 S¥dE+ O DC2 havpRss 88 S1 ZE#IT@E S, & ik CL1 MRS 8 S1 U FARME
FARIZE Eo

7277 CLL A0 S1 zja#{TIERAVIES, L3 =7 NS_VPX_CB_4000/5000-1 #1 NS_CB_4000/5000-2 L=/,
EREECEWNT:

« BEM2% R1 AFi@ig NS_VPX_CB_4000/5000-1 25X S1 AMIE&EH.
+ NS_VPX_CB_4000/5000_1 E#i&id R1 A% NS_VPX-CB_4000/5000-2 #IE&H,
« S1 Rp7izE—N@iE NS_VPX-CB_4000/5000-2 ix%| CL1 BIERH.

« NS_VPX-CB_4000/5000-2 E%i&id R2 iA%I NS_VPX_CB_4000/5000-1 #yE&H,

TRYIE T HdEH.0 DC1 # CB_4000/5000-1 EHIRE,
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S E=Ru

FFim CLL &9 IP sk

NAT i&#% NAT-Dev-1 FHIEE
AHEERY NAT IP itk

FTAEIRAY NAT [P ttoht
CB_4000/5000-1 FH9igE

CB_4000/5000-1 HEIEARSS IP #h
bl

CB_4000/5000-1 -iz1THY
NS_VPX_CB_4000/5000-1 -9

%E

NSIP ik

SNIP it

Cloud Connector p&i& Cloud_Connector_DC1-DC2
BT EHRIRERE CBC_DC1_DC2_PBR

* XL IZRAE IP ik,

TRYIE T HuEH.0 DC2 # CB-4000/5000-2 ERYISE,

FAER

10.102.147.10

203.0.113.30*
10.10.7.70

10.10.1.10

10.10.1.20
10.10.5.30

Citrix Cloud Connector B&i&#yzs
Hhig s |P ok = 10.10.5.30,
Citrix Cloud Connector B¥EHIE
g [P ik =203.0.210.30*
GRE [%i&Ei¥15

B = nimi&Ekas _DC1-DC2
IPSec EBCEXHHFAER

& = =imiEEss _DC1-DC2, m&
8% =AES, mEEE =HMAC
SHA1

I8 IP 56E = datacenterl HH9FM
=10.102.147.0-10.102.147.255,
B#x IP SEE = datacenter2 mg9F
M =10.20.20.0-10.20.20.255, F
—MNEAERE = IP R%E, IPRER
#r=CBC_DC1_DC2
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S E=Ru

BRs328 S1 89 IP it

NAT i&#% NAT-Dev-2 tHIEE
AHEERY NAT IP itk

FTAEIRAY NAT [P ttoht
CB_4000/5000-2 Mg E
CB_SDX-1 WEIEARSS IP ik

CB_4000/5000-2 -iz1THY
NS_VPX_CB_4000/5000-2

%E

NSIP ik

SNIP sk

Citrix Cloud Connector B%i& Cloud_Connector_DC1-DC2
E T EHRIRAIERE CBC_DC1_DC2_PBR

* XL IZRAF IP ik,

LT 2 Citrix Cloud Connector BEHrI7HE:

1. EPis CL1 mARSS 88 S1 &iXiER,

2. ZiERENXETTTE Citrix SD-WAN WANOP i&#& CB_4000/5000-1 &9 Citrix E2ibi&#& NS_VPX_CB_4000/5000-

L

FAER

10.20.20.10

203.0.210.30*
10.10.8.80

10.10.2.10

10.10.2.20
10.10.6.30

Citrix Cloud Connector p&i&#yzs
i P ik = 10.10.6.30,
Citrix Cloud Connector B%i&Hiz
i P ik = 203.0.113.30*
GRE F%i&E %15

B = mimiEss _DC1-DC2
IPSec ECEXHFAER

B1F = =imEEss _DC1-DC2, m&
B = AES, W#&mEE = HMAC
SHA1

8 IP SEE = datacenter2 p9FM
=10.20.20.0-10.20.20.255, H#rn
IP 5EE = datacenterl I FR =
10.102.147.0-10.102.147.255,
T— P EREE = P RE, IPRE
&M =CBC_DC1_DC2
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10.

11.

12.

13.

14.

NS_VPX_CB_4000/5000-1 ¥ #iE & 5% % =7 Citrix SD-WAN WANOP i&#& CB_4000/5000-1 L4789
SD-WAN WANOP 5=z —LLi#1T WAN fitfh. EEHIEERZE, SD-WAN WANOP SEfI% i 658 B2
NS_VPX_CB_4000/5000-1,

EREIEE A PBR & CBC_DC1_DC2_PBR (£ NS_VPX_CB_4000/5000-1 2 &) HisEMFKHE,
EREREIEERYR P tttf B 45 IP it 55358 F7E CBC_DC1_DC2_PBR HigE/IR IP SEEM B 45 IP 5&
E38

BFhxE CBC_DC1_DC2_PBR 45 %I CBC_DC1_DC2_PBR, &&&&EE I =iEiEss _DC1-DC2 f$E
RIERHIER,

NS_VPX_CB_4000/5000-1 15 GRE thi¥i@id m#iE S %10 GRE #5350 GRE IP #R3kRiFEFMERE
#E6, £ GRE IP t53keh, Bix IP it 2#3E.0 DC2 119 Cloud Connector & (Cloud_Connector

_DC1-DC2) ifmpysttit,

3t F Cloud Connector & & Cloud_Connector_DC1-DC2, NS_VPX_CB_4000/5000-1 ¥ #& B&
NS_VPX_CB_4000/5000-1 5 NS_VPX_CB_4000/5000-2 z A ERERA FTABEHEHERSY
storedIPSec Z& % %85 (SA) &%, 7 NS_VPX_CB_4000/5000-1 $1#y IPSec &2 2B & (ESP)
YRR XLE SA SEMHIEEEES, UII% GRE HEMIEENEM A H,

ESP thila@:d A HMAC ra# &£ #0 4 Citrix Cloud Connector B%i& Cloud_Connector_DC1-DC2 &%
N E AR R IR TR MM ZE, ESP hiY, 7EN% GRE B &AM ItE HMAC /5, £/ ESP
ESP %, HiGANENZrMNZ GRE BREFHKRE, 25).

NS_VPX_CB_4000/5000-1 sends the resulting packet NS_VPX_CB_4000/5000-2.

NS_VPX_CB_4000/5000-2 checks the stored IPSec security association (SA) parameters for pro-
cessing inbound packets, as agreed between CB_DC-1 and NS_VPX-AWS for the Cloud Connec-
tor tunnel Cloud_Connector_DC1-DC2. NS_VPX_CB_4000/5000-2 E£# IPSec ESP ¥ i&:X % SA
SHATNEHIES, FERBEREUESRN ESP 1Rk RBEHIES,

NS_VPX_CB_4000/5000-2 fAfEi@:3 Mikk GRE ARk RARE .

NS_VPX_CB_4000/5000-2 ¥4 i iE a3 & 5l CB_4000/5000-2, Mmixt#iBENASHRMHERXRE
%38, CB_VPX_CB_4000/5000-2 AE#&4EmmEIERIREE NS_VPX_CB_4000/5000-2.

ERMBIBESESE 2 1 CB_VPX_CB_4000/5000-2 #UxZI s kiR @4ER, LLEIBEHNER IP #thihigE
FIBRS2% S1 89 IP #thhk, NS_VPX_CB_4000/5000-2 i tt¥iE @ % £ 5IARS 28 S1.

S1 AEEFERBUIEEH LK EMVHIEE. MNHIESFREL IP it A im CLL &9 IP tiut, R IP ik 2AR
5528 S1 19 |P tthiit,

L& #3ES.0F AWS/Azure 2 8# Cloud Connector &

April 23,2021
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SR LUESERESOF AWS 8¢ Azure =z gl & Cloud Connector B¥id,

EEE—NTA, EhESIET0M WCCP/PBR 28R TERZA Citrix SD-WAN WANOP &% CB_DC-1 1 AWS
=ziaE &7 Citrix Cloud Connector B¥&, CB_DC-1 #3328 R1, NAT ig&iTiEEEI R1, AFEIEFLOM
Internet Zjami&E#E,

ERC TOIFRIEEHERTEMERK Citrix SD-WAN WANOP ZpE, IRGIFRILLISE OEETRIENKE,
T2 Netbridge, BFAKFFFETFMYREE Citrix Cloud Connector Bid,

W T EFR, Citrix Cloud Connector B¥iE 27 Citrix SD-WAN WANOP i&#& CB_DC-1 Liz1789 Citrix BEii&
& NS_VPX_CB-DC #17 AWS = EizfT#) Citrix Eiki&& NS_VPX-AWS ZialiEiz#, R 7 1k Citrix Cloud
Connector B EAFER, NS_VPX_CB-DC 51 CB_DC-1 Ltiz17#9 Citrix SD-WAN WANOP scfEss, mfE
AWS %, 5177 AWS £/ Citrix SD-WAN WANOP E#li&#& CB_VPX-AWS 23T,

Datacenter AWS

- N e p
" cL1

=
10.10.6.90

10.10.6.0/24
NSIP: 10.20.1.20
SNIP: 10.20.5.30

CB_DCA SNIP: 192.168.1.15
/ 10.10.7.0/24 NS_VPX_AWS 10.20.6.024
1010770 g6 165.175.15 203.0.1.150
=
P i P - 4 Citrix Cloud Ct |
e >
NS_VPX_CB-DC NS
e} 10.10.1.20 (NSIP) NAT_Dev-1 Internet
@"1 10.10.5.20 (SNIP)
§ 192.168.1.14 (SNIP) ok
: 10.20.6.90

\ Service ManagementIP = 10‘10.1.y

TR T ARAIREEROPIIRE,

\ CB_VPX_AWS /

KK B HRER
EFum CLL &y [P stk 10.10.6.90

NAT &% NAT-Dev-1 FHNIgE
AR NAT IP ok

66.165.176.15 *

ThEuRRY NAT [P tthht 10.10.7.70
7£ CB_DC-1 tHigE
CB_DC-1 WEEARSS IP it 10.10.1.10

7£ CB_DC-1 Liz{7Hy
NS_VPX_CB-DC t#igE
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S =kl

NSIP ik

SNIP sk

IPSec E2& X CBC_DC_AWS_IPSec_Profile

Cloud Connector f%i& CBC_DC_AWS

BT SRBRAIERH CBC_DC_AWS_PBR

¥ XL IZRAE IP ik,
TR T HREIR AWS = EHIRE,

| Sk | &R | ¥R |

11—

| FR23%8 S1 9 1P i1k | | 10.20.6.90 |

| ** 72 NS_VPX-AWS LH5igE ** |

| NSIP #31k | | 10.20.1.20 |

| BRgE NSIP #i1bsg/A3E EIP #t1k | | 203.0.1.120* |
| SNIP #31k | | 10.20.5.30 |

| BRgtEI SNIP sthaba9 At EIP it | | 203.0.1.150% |
| IPSec profile | CBC_DC_AWS_IPSec_Profile |

FAER

10.10.1.20
10.10.5.30

IKE hi4s = v2, INEE% =AES, 1§
8% =HMAC SHA1

Cloud Connector B3z i =
= IP ik = 10.10.5.30, Cloud
Connector Mizfgim =T = |P itk
= BRgYEl AWS B9 NS_VPX-AWS
£89 Cloud Connector =¥ sith
#k (SNIP) =203.0.1.150%, B&&Eth
I = GRE #1 IPSEC, IPSec &Et&EXX
BB =
CBC_DC_AWS_IPSec_Profile

R P SEE = iR OB M =
10.10.6.0-10.10.6.255, B#rIP &
=AWS FREFW =
10.20.6.0-10.20.6.255, T—1NEx
MEE = |PRE, IPRERIR=
CBC_DC_AWS

IKE version =v2, Encryption algorithm = AES, Hash algorithm = HMAC SHAL1 |

| Cloud Connector tunnel | CBC_DC_AWS | Local endpoint IP address of the Cloud Connector tunnel
=10.20.5.30, Remote endpoint IP address of the Cloud Connector tunnel=Public NAT IP address of NAT
device NAT-Dev-1 in the datacenter = 66.165.176.15*, Tunnel protocol = GRE and IPSEC, IPSec profile

name = CBC_DC_AWS_IPSec_Profile |
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| Policy based route | CBC_DC_AWS_PBR | Source IP range = Subnet in the AWS =10.20.6.0-10.20.6.255,
Destination IP range = Subnet in datacenter =10.10.6.0-10.10.6.255, Next hop type = IP Tunnel, IP tun-
nelname =CBC_DC_AWS |

* XL IZRAE IP ik,

7£ CB_DC-1 £ NS_VPX_CB-DC #1 NS_VPX-AWS f&#B0] U TE L3 WX FiE1T. e e LIRS0 AWS
=PI E MR 2 EREE, NS_VPX_CB-DC 1 NS_VPX-AWS @J3&:d Cloud Connector BEEEIEROMNE S
im CL1 5 AWS =Hf9BRsS38 S1 ZiE# 1 Ti@E, FFim CLL MRS S1 I FARMNEAMSE L.

AR AWS A% L2 18, Bitt, #AER MRS ERER L3 &R

AT CL1A S1 ZEl#{TEHRIE(E, £ NS_VPX_CB-DC #1 NS_VPX-AWS L/EA L3 &, RAHRLENT:
« R1 A&i@d NS_VPX_CB-DC 5k S1 198&1%,
« NS_VPX_CB-DC AFi&id R1 235 NS_VPX-AWS BYE&H.
o S1[rizE—%&d NS_VPX-AWS ZiA CL1 MR,

« NS_VPX-AWS A& Lifkkmgszla NS_VPX_CB-DC 89k .

U TR2EHERONESHMLILE LEEBENEE, UE Cloud Connector BFEIERE T 1E:

B&EH ik TES
28 R1 EAERE
E)iABRSS28 S1 AYERH 10.20.6.X/24 NS_VPX_CB-DC mi@iEixs SNIP
it =10.10.5.30
25X Cloud Connector Rigimimin  MstEl NS_VPX-AWS # Cloud NAT i&EE A IP #ilk =
mEERE Connector SNIP #ititpy EIP sk 10.10.7.70
=203.0.1.50
NS_VPX_CB-DC LrYigZ:
F)iX NS_VPX-AWS gyE&12 BgdEl NS_VPX-AWS 89 Cloud R1 9 IP #it = 10.10.5.1
Connector SNIP #hutitgy EIP ik
=203.0.1.50

LUTFE7%E AWS & EMBHNKIEE FEREMKRE, WUE Cloud Connector & IERE T E:

E&EH L ZES

ARs52% S1 LRYRRH

2ixEFim CL1 AYREE 10.10.6.X/24 NS_VPX-AWS myREi&E i = SNIP ity
3 =10.10.6.1
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B&EH B (BIES

Citrix E#1i&& NS_VPX-AWS L

HYRS EH

58 NS_VPX_CB-DC #9&4: e ORI NAT_Dev-1 IRE IP AWS £ EFEREH2RAY |P itk

ok = 66.165.176.15 *

LU T2 Cloud Connector fiEFE A CLL BEREIESERRE:

10.

11.

12,

13.

. BPim CL1 ARS8 S1 &ixiBENK.

&K EA7E Citrix SD-WAN WANOP i&#& CB_DC-1 Lizf7# Citrix Eiig&& NS_VPX_CB-DC,

NS_VPX_CB-DC =¥ ##E & %% % 2l7£ Citrix SD-WAN WANOP i&#& CB_DC-1 tizf789— Citrix SD-
WANOP S2ILU#TTIEMM . REBEIRERE, Citrix SD-WAN WANOP 26§ #kiE iR @2 NS_VPX_CB-
DC,

. ER#EES PBR 3A CBC_DC_AWS_PBR (£ NS_VPX_CB-DC #E2&E) FisERI&MHTE, RAiEKRE

EE8YR IP A B4R P it 53 508 F CBC_DC_AWS_PBR #igERIR IP SEEM B R IP SBE.

B F Cloud Connector B & CBC_DC_AWS #8 & 2 CBC_DC_AWS_PBR, & s & & E &
CBC_DC_AWS R & ix iR e,

NS_VPX_CB-DC £ GRE thi{GEiE mEE @7 GRE #535#1 GRE IP frsk k=S MER KBS, GREIP
RSB BAE P #ib&E 5 AWS x4 Cloud Connector B%i& (CBC_DC-AWS) w89 IP #idik,

5t F Cloud Connector f%3& CBC_DC-AWS, NS_VPX_CB-DC w#R#& NS_VPX_CB-AWS #1 NS_VPX-
AWS ZalMhill, 1 MER IPSec R2XEX (SA) S B H L3RS, NS_VPX_CB-DC ##y IPSec
EReBMNE (ESP) hilExLe SA SHATHIEHIES, LUINE GRE HEHIEENEM A EH,

ESP ihi@id 5 HMAC ma# & #k#0 5 Cloud Connector B%igi CBC_DC-AWS 157 FINNZ B SRR IR
BRTRBIEMNEMS, ESP hi¥, 7% GRE B &AM ITE HMAC J5, £ ESP k0 ESP %, HEAE
Nz afnmz GRE BREATRIRE, H3l.

NS_VPX_CB-DC BEmp#EE L1xE NS_VPX-AWS,

NS_VPX-AWS £iR#E CB_DC-1 55&RTF Cloud Connector i&i& CBC_DC-AWS £ NS_VPX-AWS Zial#j
X, KEEFHER IPSec ReXEk (SA) SEULEBNEHIES, NS_VPX-AWS £/ IPSec ESP s ix Lt
SA SHATNLHIES, HERBBERBIEEH ESP AR RETHIEE.

NS_VPX-AWS /@3 Mikx GRE 17k KAEREHIES.

NS_VPX-AWS R Eppy#iE @ £ 2 CB_VPX-AWS, FEE WAN iIEEXMLENATHIES. ARG,
CB_VPX-AWS 34 p iR R EIE NS_VPX-AWS,

ERIEIESS CB_DC-1 EF % 2 hiRRRVESUEEER, EHIEERN BT IP iR B ARSS 2 S1 /Y P sthit,
NS_VPX-AWS it HiE 8% £ FIARSS 28 S1o
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14, S1 AEERBUEEHLEMNHIEE. MNBIEEFER P it F A im CL1 89 IP i, R IP sthib2 AR
5528 S1 /Y IP #thhik,

Office 365 /&

April 23,2021
Citrix SD-WAN WANOP fitft T WAN, HESDZAEFIZIZLE me9k 55 B FRHE—He A r 45,

% Office 365 B— MRHBENBRSS (SaaS) AR, BRMET EWREFHNARFIHI Office B, LLRARE
FREERR, FERERMLEHAF.

Office 365 MNIRINAEE /215 53 Z /193K Citrix SD-WAN WANOP % Microsoft Office 365 [ 2R Bk
Ho

FAfY

YIS MER L BEXMEL 1818 %, HH Microsoft B9 Office 365 BRES BB ANNAELL D T MM,

EZEE AN
P HH Office 365 @St WAN RXFFHAE, AEET Internet 1247 Office 365 BRZ88, NN
ENNEZ X EEINE,

AR

EHAEM Microsoft Office 365 FRSZ B ZBHIXEEARINE, BINEMAEEZEIFITA Office 365 RSS2,
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Main Office

Branch Office

Irternet

Office 385 Servers

ERINALIE?

Citrix SD-WAN WANOP SSL fni=] LURZ#1m0&E Office 365 &, MimiRitESE. @im==2, Office 365 2321l
FMIAMERT LA IA F9 2 il HTTPS hniEsy RPC AU4F5K1E o

diz

1. ERZNMMENAZE Citrix SD-WAN WANOP &z ElgliER £31%,
2. EIEEBMENA (CA) RERAEIES/FH,
3. 7z Citrix SD-WAN WANOP ##merB % &R CA,
a) CA. w4k CA. HEEHHIR CA,
b) 1 Office 365 URL £ mAIEES/FAtA.
AR
FBSRIENN R ERERSER, KIEBIEBHLMA Windows 1589 CA RS BER, XESEME

FRP&EETLUER.

4. 6 SSL IrnRIBREXHHFFIREBETRSE (Web (EBENRL)),
5. @& Office 365 EEH BT MEER.
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I3

==}
A

IRIEFEHRELESR, BNABETEHNDZNWEEEERREESL, Firefox BRF UM RFEHREILS,
7 Firefox A #FHEEMIEREE,

ficZ Office 365 fNiE

EEE Office 365 fNE:

1. REXWETE (/en-us/citrix-sd-wan-wanop/11-2/secure-traffic-acceleration/secure-peering.htmil)
FFrR, EMA Citrix SD-WAN WANOP & &z BRI [ReME] R &

2. BUEIMIEH.

EE
AR5 834% Citrix SD-WAN WANOP ig#& 7 Office 365 Bk BMFY, FELXEREHERS
S|imigiTHeEE R, BE5IA Office 356 1,

a) B2 Windows IHESER ML MRS 28,

b) WMBEKE, FIMEBMK M. IEBERFIEBHERR T,

c) SME EHER > Web RSEEM > 22, ABREEMEETL

d) SMIIER>DA>IER GHEN) >FEES > RiFHES.

edTo - [tssueds [ [ntendedp
RUINEA-CA >

ARVINGEA-CA 64182020
ARVINGEA-CA  T14/2017

al.of ARV 2017
S | QMWIN-BPAKRYLNGEA exampletest... exampletest-WIN-GFARVINSBA-CA  617/2016

Learn more abot digta certficates

e) EiIEHEMEOSR, BE T—F,
f) 7 “SEFEEMER TOP, ©F EHE REMEE,
g) 7 Active Directory ;:Afsies GO+, %£1% Web fR53 > ¥4=8 > B,
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Adion  View  Fava Window  Help

B EEIEEITE

Enterprise Trust
Intermedizke Certification Authorities
= Trusted Pblshers
* Untrusted Certificates
Third-Paty Rock Certfication Authorit
Trusted People
Remote Deskiop
Certficate Enrollnent Requests
Smart Card Trusted Ronts
Trusted Devices (] certificate Enrollment

B Certificate Enrollment

3] Certificate Templates (WIN-BFAKRY1N36A

~1 console Root Issued To ~ [1ssuede [Expiration Date [ Intended Purposes | Friendly Name ['status [ Centificate Tem... [
=) [l Certificates (Local Computer) ] I AKRVANIGA-CA s AKRYINIGA-CA  6/18[2020 <hll> <hone> Root Certificati,
B [ Personal Bllogin. i com . AKRYLNIGA-CA  7/14{2017 Server Authentication  loginpartal eb Server
| Certficates Zylportal.office. com P KRVINSEA-CA  6[17(2017 Server Authentication  Ci_Mallkarjun wreh Server
Trusted Root Certification Authorities | % 1y/1-6FAKRYIMOGA xampletest.... examplotest-WIN-BFAKRVINGEA-CA  6/17[2016 Cliert: Authentication, ..~ <Nane> Domain Contrller

Ji[=] B3

Request Certificates

You can request the folowing types of certificates, Select the certificates you want to request, and then diick Enroll,

I~ Domain Cantraller ista

[V iideb Server i) STATUS: Awailsble

Key usage! Digital signature

Key encpherment
Application policies:  Server Authentication
alidity period (days): 730

2%, More information is required to enrall for this certificate, Click here to configure settings,

The follaning options describe the uses and validity periad that apply ta this type of certifcate:

Detals®

Detals@®

Properties | —|

I~ Show all templates

Learn mare about certificates

Cancel

3. % Office365 IEBHHIE B EHFEHFHERH.
A HITIRME:

> Office365 IEHRIEMER, RINT

a) ENEEH, w0 Chrome, #A url-https://login.microsoftonline.com,

15, SAREERR > IEBER > B 8.

XLEPBARE T Chrome RIST2RRY; HE i Eer i 2 b 2HERM,

C) M TWERBM, XEE T DNS TR, Flan “EFR.microsoftonline.com”, EflE TR ES

EREIES.
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&=

C N | a8 !"Iicrosoft Corporation [US] https://login.microsoftonline.com/login.srf?wa=wsignin1.0&rpsnv=48&ct=1

Your connection to login.microsoftonline.com is
encrypted using an obsclete cipher suite.

The connection uses TLS 1.2,
The connection is encrypted using AES_256_CBC,

with HMAC-SHAL for message authentication and
ECDHE_RSA as the key exchange mechanism,

What do these mean?

Microsoft Corporation
Your connection to this site is private. _|
b3
Permissions General Details |Cerﬁﬁmﬁon Path |
D e o e e | shoms [<a0> =
Class 3 EV S5L CA - G3. Valid Certificate
Transparency information was supplied by the Field | Value [ =]
- BVaIid from Sunday, February 01, 2015 5:...
BVaIid to Wednesday, February 01, 20...
BSubject login.microsoftonline.com, AA...
L= pyhli RSA (2043 Bits)

Subject Alternative Name

@Eﬂhanc&d Key Usage
@Certﬁab& Policies

DNS Mame =login.microsoftonli. ..
Subject Type=End Entity, Pat...
Server Authentication (1.3.6....
[1]Certificate Policy:Palicy Ide...

DNS Mame =login. micrasoftonline. com
DNS Mame =loginex. microsoftonline. co

Learn more about certificate details

Edit: Properties, ..

d) EREZFERHN EBEYE B0, N E FERPNEHEMS X8 5 DNS, URE Microsoft SEHHH)

BIEREM.

(7] Trusted Devices

I Domain Controller Authentication L) STATUS: Available:
[ viteb Server L) STATUS: Available
), More information is required to enroll for this certificate. Click here to |

‘The following options describe the uses and validity period that apply to this ¢
Key usage: Digital sign ature:
Key encipherment
Appication policies:  Server Authentication

validty periad (days): 730

B [ personal ] accourts. google. com exampletest-WIN-BFAKRVINGGA-CA  7/20[2017 Server Authentication  Google_ccounts Mare Actions 4
_ U Cortficates TNBFAKRVINDEA-CA exampletest- WIN-BFAKRYINGEACA  6/18/2020 <All> <Hone>
= g":“d R”? Cf”‘f'm””“ Authorities Ellogin.mi om o KRVINGBA-CA  7/14/2017 Server Authentication  loginportal
[ Enterprise Trust . " PR s .
cfficeay o
[ Inkermediate Certfication Authorties % PN 7 ot Envoliment I a1 5
7 Trusted Publishers .
. Untmsted Cortficates % Uut\wc‘ik‘ [ Centificate Enrollment
] Third-Party Reot Certification AUthoritiss - portal.o
= WIN-BF,
j ;:‘;‘:t: ;::ﬂ:p Tlwner, Request Certificates
=g WIN-EF. sianed
B Certificate Enralment Requests E e e s e e o s, St s i ot bt o o) Bl .
[ Smart Card Trusted Roats [T ——. <]

& subject | Ganeral | Extensions | Private Key | Certiication futhorky |

The subject of a certificate is the user or computer ko which the certficate is issued. You can
enter information about the: types of subject name and alternative name values that can be used
in a certificate,

Sublect of certficate

The user or computer that s receiving the certificate

Subiect name:
Type:

[CN=Officz 365 proy

Add >

I~ Show all templates

Learn mare about certificates

Walu:
I <Remave

Ahernative name:
Type: =
lagin microsoftariine. com
ons ha laginesmicrosaftoning.com
officeapps live, com
.14, officeapps.Ive.com

Yalue:

Personal store contains 12 certificates.

| add >
< Remove

(*.15 officeapps. ive.com
*.office ve.com
*.officeapps.live, com
14.officeapps. ive.com

15, officeapps ive.com
*.beta, officeapps live. com
beta.afficeapps. ve.com
office live.com ~

C= 1

arm more ahout subiect name

el | |

e) EEANGHESRBMHNIE, HIEEFMIIEBHPMhttps://outlook.office365.com.
https://portal.office.com. https://office.live.com#https://sharepoint.com (SharePoint

URL BEFHER) .

f) AERBAAEN. LENRHIERT —MBAEMA “Office365 K12,
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| Intermediate Certification Authorities
; Trusted Publishers N e =3
_| Untrusted Certificates
| Third-Party Root Certification Authoriti | Certificate Enrollment
| Trusted People
| Remote Deskiop
| Certificate Enrollment Requests
| Smart Card Trusted Roots
| Trusted Devices
Certificate Templates (WIN-BFAKRYINDGA

Request Certificates

‘fou can request the Following bypes of certificates. Select the certificates vou wank to request, and then dick Enroll.

ElE B @ EE

[ Domain Controller Authentication ,_I(a STATUS: Available Details ()

[vweh Server 1 sTATUS: fvailable Details ()
L\‘ Mare informatian is required ko enrall for this certificate. Click here ta configure settings.

The fallowing options describe the uses and validity periad that apply ko this type of certificate:
key usage: Digital signature
Key encipherment
Application policies:  Server Authentication

validity period {days): 730

Propetties |
SlCerticateproperties B
r p

Lez Jz Subject |General I Extensions I Private Key I Certification Autharity I

The subject of & certificate is the user or computer to which the certificate is issued. You can
enter infarmation about the types of subject name and alternative name walues that can be used

in a certificate, Cancel

Subject of certificate
The user ar computer that is receiving the certificate

Subjectname:
Type: CN=lagin. microsoftonline. com

Cll=AA0-OrglD
ICountry 'l Add = | O=Microsaft Corparation
Value: Street=C0ne Microsoft Way
Al Y | L=Redmond
I SevE S=Washington
=3
Alernative name:
Type:
DMS ~

Value:

I Add = |
< Remaowve |

JE— |

g) 7E FAFA TR, iR EARS 1,
h) gEME. SEMMTEM.

4. SHIEH.

a) TIER >MA>IER T, EELRIENREBES, AEEE FREES > St
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| Consale Roat Issued To = | Issued B | Expiration Date | Inkende:
= ﬂ Certificates (Local Computer) Colexampletest-WIN-BFAKRYLNISA-CA  exampletest-WIN-BFAKRVINGEA-CA  6{15/2020 <hll=

B Pelrsonal ?ﬁIogin.microsoftonline.com exampletest-WIN-BFAKRY1MIBA-CA Fl14f2017 Server A

| Certificates xlportal office.com exampletest-WIN-BFAKRY INIEA-CA  6/17/2017 Server

| Trusted Rook Certification Authorities | %1y, 1-BrakRY ING6A exampletest..., exampletsst-WIN-EFAKRVINGEA-CA  6(17/2016 Client At

| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers

| Trusted People
| Remote Desktop :
| Certificate Enrolment Requests Wizard
| Smart Card Trusted Roots
| Trusted Devices

?._I| Certificate Templates (WIN-BFAKRYIMNIGA 3
store to your disk,

To continue, click Mext,

Welcome to the Certificate Export

This wizard helps vou copy certificates, certificate trust
lists and certificate revocation lists From a certificate

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or ko establish secure network.
connections. A& certificate store is the system area where
certificates are kept,

- Un.trusted Certlflcates_ L . Certificate Export Wizard E=
| Third-Parky Root Certification Authoriti

< Back I Mext = I Cancel

b) KEEER ERSEAS. BHET—F,
C) £ SHAPAR, HFEM 2, SHAHA, REEE T—F.

| Console Roat Issued To = | Issued B | Expiration Date I Intended Purposes | Friendly hame Stal
&l Certificates (Local Computer) Fplexampletest-WIN-BFAKRYINGBA-CA exampletest-WIN-BFAKRVINGSA-CA  6(13[2020 <All> <Honez
=R PE_”SDHE‘ ?ﬂlogin‘m\crosoftonline.com exampletest-WIN-BFAKRY 1 NIGA-CA Fil4/z017 Servet Authentication  loginportal
- Certificates Zg]porta\.ofﬁce.com exampletest-WIN-BRAKRY 1N96A-CA 6172017 Server Authentication  CA_Mallikarjun
_ Trusted oot Certification Authorities | & 1y grakry ING6A. exampletest, ., sxampletest-WIN-EFAKRYINGEA-CA  6/17/2016 Client Authentication,..  <Hone:

_ Enterprise Trust
_ Intermediate Certification Authorities
~| Trusted Publishers

| Trusted People Estport Private Key
J Remate Deskkop *fou can choose to export the private key with the certificate.
_| Certificate Enrollment Requests

- Untrusted Cert\f\cates. ) | Certificate Export Wizard B
_| Third-Party Root Certification Authoriti

| Smart Card Trusted Roats
| Trusted Devices

T Certificate Templates (WIN-BFAKRY1NIEA Private keys ate password pratected. IF you want to expart the private key with the
certificate, wou must bype a password on a later page.
Do you want ko expork the private key with the certificate?
% Vas, export the private key
£~ Mo, do nok expott the private key
Learn more about gxporting private kevs
< Back I Next > I Cancel

d) RESEXHEEANRIAE,
e) MAHMINEG, SHIHA, REEEBRENR loginportal.pfx,
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. SHERIIEH.

a) EiIEBREASH, BiF T—F, £ SHMAPR, BFEM T, FESHMH. BET—F,

I Console Root Issued To_~ | 1ssued B | Expiration Date | Intended Purposes | Friendly Mame. | status | certificate Tem... |
= [l Certificates fLocal Computer) 2l KRVLNIGA-CA AKRVINGEA-CA  6/18j2020 <Al <hione Roat Certificati...
B [ Personal Flagin om AKRWINGGA-CA  F/14(2017 Server Authentication  loginpartal Hieb Server
_| Certificates ¥ portal.office. com -BFAKRYINIEA-CA  6/17/2017 Server Authentication  CA_Malikarjun web Server

| Trusted Root Certification AUhOrites | | %)y BFAKRVINDGA exampletest ... exampletest-WIN-BFAKRVINGGA-CA  6/1742016 Clierkt Aukhentication...  <hone> Dormain Contraller
| Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers

| Untrusted Certificates
| Third-Party Root Certification Authes

~ Tnusted Foople

| Remate Desktop

| Certificate Enrollment Requests

| smart Card Trusted Roots

7| Trusted Devices

Export Private Key
Vou can choose to export the private key with the certficate,

[ Certificate Templates (WIN-BFAKRVIN

Private keys are password pratected., IF you wank to expart the private key with the
certificate, you must type a password an & later page.

Do you want to export the private key with the certificate?
" Yes, export the private key

1% Mo, do not expart the private key

Learn mare ahout exporting private keys

< Back I Next = I Cancel

b) REBSHXHEXERIAE,
C) BAHMIAER, ARSHMPIED, REBXHRETIXHE, W office365_keys.pfx,

6. T Microsoft iFHAIHR CA Fchial CA B9,

a) MRsessh, SMElhttps://login.microsoftonline.com, B&HRKERFIEDET. SMI EE >
IERER > IEBRREZ,

b) ZEFBIEE FIRMZIEGER), AEEE THIEE > FARGE > EFEIXHE, KEER IIPEHAES.
BET—%,

.I\crosoft Corporation [US] | https

login.microsoftonline.com/login.srf?wa=wsignin 1.0&rpsnv=4&ct=14437330668&rver=0.7.6626.0&wp=MCMBI&wreply=https

%
Microsoft Corporation B Certificate x|
Your connection to this site is private. General | Details | Certification Path |
General Detals | Certificaton Path |
Permissions AR
Show:
The identity of Microsoft Corporation at Redmond, L5l Symantec Class 3£V SSLCA -G3 I
Washington US has been verified by Symantec {5 login.microsftonline. com Field Value =
Class 3 EV SS5L CA - G3. Valid Certificate [ version V3
Transparency information was supplied by the [=]serial number 18dad19e 26 7d eB bb 43 21...
[l signature algarithm shaRSA
[:=lsignature hash algorithm shal
Issuer VeriSign Class 3 Public Primary ...
y TP [=]vaid from Tuesday, November 07, 2006 ...
our connection to login.microsoftonling.com is ;
ﬂ encrypted using an obsolete cipher suite. [Elvald Wednesday, July 18, 2036 4...
|- subject Verisign Class 3 Public Primary ... |
The connection uses TLS 1.2.
The connection is encrypted using AES_256_CBC, L
with HMAC-SHA1 for message authentication and View Certificate
ECDHE_RSA s the key exchange mechanism. 4| L

Certificate status:

What do these mean?

[This certificate is OK,

Edit Propertizs,., || Copy toFile... ||
—

Learn more about certificate details

Learn more about certification paths
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C) MANXHEHREX M.

=

AR

k&, EoLUEER Wireshark st OpenSSL SREXARFI A iE CA &, HM “BEX” &R (0,

Windows SSL 77f#%) FREGEH.

d) ESFRE 6 UREFUTEAR CA fhiag CA:
i. login.microsoftonline.com
ii. portal.office.com
iii. outlook.office356.com
iv. *.sharepoint.com

v. office.live.com

7. #FrE Office 365 ARZ528 CA. RIBIEH/ZHAXFFAARINEIARS 28 Citrix SD-WAN WANOP i&&., M
“SE MR UE-LEA CAIE B &AM CA, SEBFIER/ZHEXTRME] IEH/ZBHT =M+ L,

Dashboard Monitoring Configuration

+ Appliance Settings Configuration Overview » Secure Acceleration » Certificate and Keys > CA Certificates

| + Optimization Rules

+ Vides Caching CA Certificates Certificate Key Pairs
| = Secure Acceleration Add 2 Delete

I Certificate and Keys I Name

User Data Store Symantec_root_ca
Diagnostics Verisign
Maintenance ca

login_Portal_root_ca

office_Portal_root_ca

Expiration Date

@ Oct 30 23:59:59 2023 GMT
@ Jul 16 23:59:59 2036 GMT
@ Feb 25 01:3%:42 2032 GMT
@ Feb 123:50:59 2017 GMT

@ Apr 22 19:47:55 2016 GMT

Dashboard Monitoring Configuration

+ Appliance Settings

| Configuration Overview > Secure Acceleration » Certificate and Keys > Certificate Key Pairs

+ Optimization Rules
+ Vides Caching

| = Secure Acceleration

CA Certificates Certificate Key Pairs

Certificate and Keys

User Data Store
Diagnostics

Maintenance

Certificate Key Pair Names
login_Portal_pri
office_portal_private_key

| pr

Expiration Date

@ 2017-07-14 00:07:33
@ 2017-06-17 12:02:27

@ 2033-07-18 20:01:18
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8. gl SSLIFHRIBREXHHIGR D RIEHEES Web (Internet 22) RS,

a) SME ERE > RLME > SSL BB M > FMAEE .
b) MANEEENEEXHE. %F BREEXH" . BTETH AN MikSRE",
C) £ RSB[IHFAEERE > WIEFHE T, BT EHAMEERERN CA =,

d) £ EFHAEBRE > EB/MAHA T, EREZAEBNSHMNIES/MHEY CREIFERA loginpor-
tal.pfx), ¥EiF MRBIERE, 7EIE HHERE TR 5IES/BHA KRR CA,

9. %ol SSLEREXHAES Internet (Web £2) BRSE. ST BEE > MAMN > RS, ABRK SSL
BB AN El SSL B & X 451&R A+,

10. 73 Internet (Web %%) REEEAMENETHENESS.
11. Ml esE s Office 365 £iF.
EEIE, NSRS, IEBREBE CA (MR Office 365 iFFH) B R NARSEZRIRIGEM CAIEH,
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Certificate @

Office 365 OneDrive

Certification path

p COnelrive @ exampletest2

Lo =ampletest-WIN-BRAKRY INIGA-CA

DOCU rﬂ e n J[S PERl* sharepoint. com

Documents

Recent

- | wit Welcome to OneDrive @ exampletest2, the place
ahared with me

Followed
@ New 1 upload & syne
Site folders
Recydle bin v O name
oAl
~ Groups @5 Document 3 Wiew Certificate

M5 Documentl # B
Certificate status:

[ Trace.02092015-045954-0109923226 This certificate is OK,

Learn more about certification paths

12. 1 “i&& W0 > & E L, 1IE Office 365 EERBEEaH EFEHEUK SSL M,

Dashboard Monitoring Configuration Downloads

— Optimisation | Wonitoring » Optimization > Connections > Accelerated Connections
Citrix (ICA/CGP)
Connections Accelerated Connections Unaccelerated Connections
I [pin -]
Action -
Filesystem (CIFS/SMB)
LAN vs WAN Details | Initiator Responder ‘ Duration | Idle + | Bytes Transferred |[Compression Ratio/Type | | Bandwidth Savings (3%) | SSL Proxy
Links Usage (i) 17216139221 :50454  132245.163.178: 443 3m31s Om11s  BETKE 1.1to 1 (Disk) 205 True
Qutiook (MAPT) (i) 172.16.139.221:50453  132245.163.178 : 443 3m32s Om31s  619KB 120 1 (Disk) 352 True
Service Classes
(i) 17216.139.221:50456  19123688.160 1443 2m2s 0m 535 6OSKE 16to 1 (Disk) 468 True
Top Applications
) (i) 17216139.221:50450 1322451651301 443 1m 33s 1m32s  3I5KE 1.9te 1 (Disk) i 2.1 True
Traffic Shaping
Usage Graph (i) 17216139216 11745 172.229.161.125:443  3m 255 3mds  54bytes 1.0t 1 (Disk) 0 True
+ Video Caching (i) 17216130216 11744 132245.16434 1443 3m25s 3m21s  Obytes 1.0to 1 (Disk) 0 True
1CA Advanced e 17216139216 11747 132.245.164.226: 443 3m 245 3m21s  Obytes 10to 1 (Disk) 0 True
+ Appliance Performance 4
+ Partners & Plug-ins

AR
Firefox BRIARIEZIGEMIES, BIFEECHIEPEMEX, Fltt, HMHEEUREMIEEES

Windows 81T hiES M EREX T F iR F) Firefox R, ERIEHLET Firefox &, EFIREB “EiE
FLEF Firefox” 845 FRIL BIR1E,

RIEBLEE AN 5

BIRSBIHIGEMNRIBIEBREE Firefox IEBEFMEX :
1. 7% Firefox {¥588ch, SME%EH > 54 > iFH > EEHIER > “ML NE>FA
2. LbfEais CARIBIES, %R THIE B BSHNREED, AEE F “HE.
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Advanced

General Data Cheices Metwork Update Certificates

Reguests
When a server requests my personal certificate:

Select one automatically

& Security

Qs

@ Askme every time

A& Ad ~ v | Query OCSP responder servers to confirm the current validity of certificates

&

Wiew Certificates Security Devices

Certificate Manager =]

Vour Certificates | People | Servers | Authorities | Gthers

You have certificates on file that identify these certificate authorities:

Certificate Mame Security Device
() 2005 TURKTRUST Bilgi Iletigim we Biligim...
TURKTRUST Elektronik Sertifika Hizmet S.. Builtin Gbject Token

1

Downloading Certificate

S

You have been asked to trust a new Certificate Authority (CA),

a2 Trust Ges, . Sicherheitssysteme im elektr.
A-Trust-nQual-03 Builtin Object Token
a4 Camerfirma 5.8,

Do you want to trust "exampletest-WIN-BEAKRVINIGA-CA” for the fallowing purpases?
Trust this CA to identify websites,
Trust this CA to identify email users,

Charnbers of C: Root - 2008 Builtin Object Tok
abers of ommeree Roo uitin bhject Token Trust this CA to identify software develapers
Global Chambersign Root - 2008 Builtin Object Token
4AC Camerfirma 54 CIF A82743287 Befare trusting this GA for any purpose, you should exarnine its certificate and its policy and
Charnhers of Compasree B Ruiltin (hisrt Taker hal procedures (if available}.
View., Edit Trust,., Export.. Delete or Distrust..

Wiew Examnine CA certificate

SCPS 24

April 23, 2021
Citrix SD-WAN WANOP z#f SCPS (Zjal@EthitngE) TCP ik, SCPS #r 2R TIREERE.
% SCPShttp://www.scps.org —RREE, ESH.

SCPS ERTIREBFEMAEME AN TCP Tk, NRE “EE: #AR” NEL%ERFET SCPS &ED, &&7 LUMNE SCPS
E#,

SCPS MBNRETHZ BN EELIRXFIETF, #H SCPS XigH “EEUAEARIN (BR) RBIREEFEERHIA
(SAK) . XFMIZRHIEEXRNSAREEHFDN, RILNREZE—HIREBAT SCPS, ME—w&ERA, M
BERERAMESIRIRIM, EREZSE “SCPS #XARLE" &R,

MRpIREA SCPS Mig&5REMA SCPS NIRERE, BUFAEREFLENAXBEC]. EAIUERET IP
HUARSSEMMN K L HERE, UESMNRIEHAFNANIRE.

RERENE

April 23,2021
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BEREWERLMRLHOREBEN, EFSREEREEMIKD Citrix SD-WAN WANOP & &EIIRILZ B &
EXFXRFR, NMIRE SSLELHE (Lifh F<E %), XL IhakEE SSL E48. &R CIFS ZH#m=E MAPI %
o

BRARENER, NFHRESAMRIERTZSWEXRIABUFRE (UKiETT Citrix SD-WAN WANOP ##89
HEN), BamRAES.

ERURSWEXRR, EXNERRLTHANILES, HEREZREERSESHKE, FREREZH, BEM Citrix iT
M AN YF ATk,

RENE

April 23,2021

MREBATRENE, WASMEBEHELSHLERENFXANUFNER, RE TCP REZFIMENATAR, &
RESE, MHERRERFRIFAFNEEDLIERTEENRETES T L2 FRE,

HEE-IFNRELNIZ—MIEEBARENEFNR, ERZRITH SSLELHE. MRFBMREBET IEERM
BESMHIE, NEMNBEAR2INEXR. BMREZEINFMEMEREREBFME, HEBESEE.

=z

AR

BRTZE2NFNREFEEIFR2UNHNERE, RERERRRESHERUHNFZ2UFRESER.
BRI IEM LI EX — o

HRRESHRFERRERN, LEAETEAEDTFEERNTNE, UATREEESHMESHH. IREETAE
=Y, WFEIEINESIEMLBEEER,

AT RIPEIE, BMEIRERS, BREFBMRENBUNEFTMNEREEZN. TRMIREZR, BRSNS
E4E.

ERRETAMIER

Citrix SD-WAN WANOP /= R %% SSL E<SHEMFENHERIERNIBERT LK, REMBCSEREN. &
AUBTERERENENIEERZHRNIES, LAUFEARBEMN “openssl” REBREMBHMIERhttp:
//www.openssl.org,

EFMAEN, EaTUERMERETAE (EHaER) WEES X509 EH. FEE=H, EH5IAZEENIES
MANMARER, UTRFIM PC ERan<$1TIER openssl LIERFLA (

my.key) MIBEAIES (

my.crt):
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pre codeblock

# Generate a 2048-bit private key

openssl genrsa -out my.key 2048

# Now create a Certificate Signing Request

openssl req -new -key my.key -out my.csr

# Finally, create a self-signed certificate with a 365-day expiration
openssl x509 -req -days 365 -in my.csr -signkey my.key -out my.crt
<!--NeedCopy-->

WNFEFER, FERARNR 2R,

EERENF

BRM A AT LRI Z2WNE:
1. ERIREEMNERE.
2. EREACRHINEE.

HTFERTZRENFNRERZERSSHABRENFXANGEUHFIRENER, RIttSENERNAT
EHIFRBIRE.

REEREWNENRE:
EMEFNEMRE LRITUTIE,
1. RS EREMBFAIE REMEWFALE, REMEFTH.
a) WMREFRXEEM, EM Citrix REVNZFRLE,

b) MNREEMHNEWEF LIRSS, B1RE ‘BB > “BEKE" > W0, £ RNFTIE 5, BE
iE, AEEEITEVFANERSS SHIRENEITFEIEF .

C) MRECEANBAMIFE, ERE BB > “BREKRE” > W, 7 MNFEE AR, RE 4t
VFRNEARSS 28 I, ARRE A0 U A inE T eIk,

d) £ “BE” >®&ILE > WA NELRIERNRESFIE. EFEET, MBEFIENERIEHE
KRB

2. ®EEE > R2ME NH. MRTEA—MMEA “Re” Bk, BREH%EE.
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Dashboard Monitoring Configuration

+ Appliance Settings Configuration Overview » Secure Acceleration
+ Optimisation Rules
‘1, SSL Optimization status : DISABLED

+ Video Caching

‘ Enable
— Secure Acceleration

Certificate and Keys Secure Peering

User Data Store

Secure acceleration reguires that you enable an
into a secure partner relationship with other Cle
requires that you install security credentials anc
to set up this appliance to be a secure partner.

Diagnostics

Maintenance

Secure

3. MREWBRINERERERS, FHITUATIRE:
a) MATHETBRR, ARRHRE.
b) BEEEMUETR “REWNFIEBNEE HHH, BE “BAREWEM CAIER, RARRE “RE
c) BEEIFE 6,

4. MREREHMNHFNBAFERERR, FRE K&2WFTHREERN, ARRE BAFRE THNHEET. EEH
PERS THIR R LI TH, RARBANBRAEZBRR RERT.

5 BRI EE > ReNE NEHEE “BA” KX BA f20F, FIMRZBRERNES. SFmREESMND
B, KIRERRARENS,

6. BIRE AR > Z2NE B HIEFEE AR EREERRBREEDELNNE. 2 BRAMENE, ARRE
*®F. AP SEFENEA D ERERNEMETHENERERLIER, UMREREIRBIT . #HEHIEN
BHNREMIURTERER. ILINEEER AES-256 %, (MEHENEFAMERMNELE, RERMEBELERD
£iER.)

7. MREEANBKEERNER, BURT—F, NREERAECHERE, FRITUTERE:

a) ®IRE>RLME, AEREREWNETHWHRERT, ARRE REWFIEBMNER THHRERR. 2
T BAREWNEMIEREE > CAIEH. BEREEIEFE.

b) £ IEB/ZFEIBIT, BE + BT, ABELERMUILSEIIER/ZHEN. NRETEEE, TRNEH
B ER. BHeIE.

C) £ CAIEBFREAMT, B+ EiF, KRB LETMMILIREN CAEHR,
d) RE “ERRWIE” A “SSL BBME” FERMMIAE, BRIECHEARTEER,
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8.
9.

10.

e) BHRE.

Secure Peering

Keystoss Settings 7

Opened

Secure Peering Certificate and Keys

MEHWHRIREEEIRF.
MREEANREECRENEE, NReNFEESTM.
MREEANBIREERIEE, FRITUTER.

EXREERNEEEARENE:

1.

2.

3.

4.

fEALEN “EEFREURIPYE IRAMIEEEERIRE.
E—M SRR OIRE L, ®BE RE > R2NE, AERE BA R (WMREFD UBARENE
BRZ2WF THHREERT. BRENZETFN. MRFE, LEHTHE,

BER 2NFIEBNZATHHREERN. 2EH BRARENFNLE CALED, ARRE RF. XFEREHE
FR CAIEBMAHIERE A,

R BEENE F TR+, BAREREZ—H P tit, EERAFINEERTE, ARRE &Y, X5
AR ENA CAIEBMIERERY, HIFHERZIZREZRE.

AR

sF SD-WANOP &%, IP #hatal A2 EmEA Web i5a89# 089 IP #thiik, 33F SD-WAN PE &%,
IP stohit 2R |P sk,

WHEIZZIREEE IR,

. EREEDROIRE L, BERE B0 > SEWHNES > RESFERH REIDERE. W TFE ERRE, ‘%

2" FROABNA “True”, HE “EERE N “EZTA
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CIFS. SMB2 71 MAPI

April 23,2021

Windows BB L HE MIRIERZKZ—, Windows BIERAZFBBUBHEMOHERER. Fla, T UM
B EZNEIBREIESRORNER. WFESMSEARE, Windows E/RER Internet xRS (CIFS) thistimm
=X, FERGNARRFRIZEZED (MAPI) thils@le Microsoft Outlook AR BB F B, tHHt2EiH, Windows
£/ CIFS il &ETF CIF (Windows #1 Samba) B #&iafI B RKE, # Microsoft Outlook s MAPI #1Y
Skifial Outlook #43E.

R LAREA Citrix SD-WAN WANOP & &3k tb s Eiy CIFS. BRS528H S 3RhR4s 2 (SMB2) #1 MAPI iE#%,

BRT 3 Windows 121E& 458, Citrix SD-WAN WANOP 1&&i&Fz#F NetApp #1 Hitachi =54 L& CIFS
SMB2,

TENREZEZRTERE Citrix SD-WAN WANOP ig&& Uik CIFS. SMB2 #1 MAPI R&Em5EEEi2,
BT CIFS. SMB2 1 MAPI ;&89 Citrix SD-WAN WANOP & &
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Optimize CIFS,
SMB2, and MAPI
Traffic

No Action

(No additional Configuration
Needed on the Appliance)

Are Appliances
configured as secure
partners?

Configure
Appliances as
Secure Partners

Is the appliance part of
the Windows domain?

Join the
Appliance to
the Domain

Domain has a Configure an Create a User
delegate user for existing user as a on the Domain
CIFS and MAPI? delegate user? Controller

Enable
Delegation for
the User

Address
the Issues
Reported

Run Pre
Domain Join
Check Utility

Configure Delegate Associate CIFS and

User on the NetScaler -
T T Exchange Services
to the User

Appliance

Verify that CIFS,

SMB2, and MAPI

Connections are
Optimized

Is user
configuration
<uccessful?

Address Run Delegate
the Issues User Pre-check
Reported Utility
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f2& Citrix SD-WAN WANOP & & LUk 2 £H Windows &

April 23,2021

B Citrix SD-WAN WANOP 8& 7% Windows e &R, SAFARERKERERM Windows X4
RLAMNZR MAPI Outlook/Exchange &,

AT ESEN Windows i858 T Windows £ R4, FAIHMRS 2@ IR H1T B M IIEM N KRR
PmE, XEXK Citrix SD-WAN WANOP i&& 2 Windows & 2N S EERR, AGETeERLEEEN
Windows X#RZFINZR MAPI Outlook/Exchange Fi&.

B¥ig&ARms Windows R EMEME, Z§&EHELUTIE:
o BEEEREZH SMB FEZH SMB2 ¥, 103 Microsoft Windows Server. NetApp Azs323#0 Hitachi
HNAS B3 ARSS 88 &2

« 1Nk Microsoft Exchange Server i@{z8f, Outlook B infERMZR MAPI 5 RPC i@g HTTPS 34 &
TiAlaEl

Citrix SD-WAN WANOP 8% Windows £ R TIERIE

BIg&MA Windows HREEER IR, HEMA Windows 5T, &&EMAENZEERR, XAVFFIEEER
N R BB R

% &R Windows 22 EREZMN—EDE, BPLIEHITENRIE, ARTRIANEZR ATBEEHPEER
ERPNEY, LS NIEIERERREGEIRBF.

EESERTUEZRAR. LRAPSEERFEM, BEEAERENIE. QVEZFRARFE, #AE Citrix SD-WAN
WANOP && EEEEIRAF, HAFER Windows thif (120 CIFS 1 MAPI) iaia42id B3 I8 EM INZE Mk IETRAT,
KREEREEAPRKRAP #HITE ML,

A7 & CIFS #1 MAPI %2, 15 Windows ZIRHFIAFERE R EIRRHIZIAXIRS. B Windows Server
2003 K&K, EHER—ETA,

HAEHN—29 G, BESMERLM Windows SR8, A Windows iR 0 IGE M 5inigig& s Citrix
SD-WAN WANOP {EF EE LN EXRR, BREHIEFOIEETEEMAN Windows 8, HF CIFS st MAPI pniE
BN, EEEERUKIETOIRENNE, BIFmE ZENZ S SSL BiE#HTIE ., Alt, ZERAFESEASBETHK
T,

TEERT IRERAIHRINE.
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NTLM and
Citrix SD-WAN NTLM and
Kerberos
WANOP
’ Encryption Windows Domain
== Controller
S5 WAN Kerberos
Client Citrix SD-WAN WANOP Citrix SD-WAN WANOP
Exchange Servers
and Fileservers
Branch Office Datacenter

F£ LEF, 2ZHAEFIHHREEROHNER. 2T HLTS—MIP, EA NTLM S4B 10EER Windows
RE2RFN—ZHD. SREWEXAPHFE Citrix SD-WAN WANOP i&& 2 iEIFrE IEEZE—#, @it WAN i
% CIFS 3§ MAPI iE##1 NTLM 54 31IE. R3E Windows i##=Hl2shk4s, R B#IEH.O Citrix SD-WAN WANOP
BENAPIEREER NTLM 3k Kerberos 513 10E 1T S 30IE. 3T AF#THHIIER, 3F Exchange
Server X4 AR B ELIFIRIERIGER Kerberos S 1IEMY, 2, Citrix SD-WAN WANOP & &R HtE
FiRFIARSS 88 Z [ 1L A9

NRIGEGELRLHNWEXR, HEMREUBEROIGERBEINIMNG, WXLEEZRER TCP RIZFIME, ZIMERH
TRARLIRIE. ERSEIERBR, BUEFHNRSSEZEMNERE, #MiFk Citrix SD-WAN WANOP & &R/EARE
_*io

ZRIATE Windows 2ERF LREARENE R iHFHIIE#E. Citrix SD-WAN WANOP & &L (L EE L RIEUR
FREENEF HSHEIER,

TRYIET Windows E£# Windows & F i S 30 IEE T UK ABRE Citrix SD-WAN WANOP {146,

Windows #{ERGXZIFSHIIEM M

ERIRRFR Y EFIRSHIIERT i AR

Windows XP/Windows  #hES433F (SPNEGO)  TCP ZR2i#limE, F48, BTFFrE Windows hixas

Vista/Win- CIFS #mMyiniE HIBRINIEE,
dows7/Windows 8

Windows XP/Windows  {Xf& NTLM (%R {X TCP JFRE=HImnE ERRIAF R IIERT
Vista/Windows Kerberos

7/Windows 8

AR WREEAN NTLM X Kerberos ER S HINERT, NASINERE, MRESME,
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¥ Citrix SD-WAN WANOP i&&7N% Windows £ ZFAMER

Effi bz L8 Windows £ SMB fiNZ MAPI &Ry E, Citrix SD-WAN WANOP SZx5H B UL TER,
REBIEIEEHRNE Windows R E 4
o P IGHRSS[EINRIGE DAL R EHTEX R,

o BEXAEAS Windows HARS 23 EMEEZETIESH NTP BRS38E, BARBERT, &&FM Windows HARS
R — NTP RS 2HIFFE & F o
« TEE 7 (3FBRIN) 1X Kerberos 5i{Y NTLM i£1EE Outlook, IEFEMEAIRIA (HFE) LI,
« BPRMRS [ UZ SRS [IHRENIEENEEENEAENKRR. FFFREEE.
o WIIEIERIERISE IR E Kerberos ZRAR, UMSEEHRSERMEMMNIREER.
« 1589 DNS BRS328 |P it ECEHIEARSS BB imiR & LA,
o BARSB[BHANTTEAAE, FEX DNS RS588 LECEREITHIZRBIFTA P thiib# T IEmM R @ER.
+ BRs3231% Citrix SD-WAN WANOP &M EN B TME—, EARIAENE “ENR™ HJESBEE.
AR

Macintosh Outlook ZF iR MAPI (Outlook/Exchange) #7, FEARINEILINEE,

¥ Citrix SD-WAN WANOP & &% Windows L&tz

ZfitkR£ Windows &, Citrix SD-WAN WANOP ig& 42 Windows RE£RZFHN—35, HEXAERRSE
AT B S HTENRIE. MTEFRR, BFELEMA Windows RER4AMN—E, HAFEEEMNE (FERAE
BER) . IS, BEFEEEIR CIFS 71 Exchange RS 51ZAF X, BEAFAMERFEEANERAF. ARG, &
HIFE Citrix SD-WAN WANOP i&#& FEREILEFE AN,

EAI LR figie s SREFER T BESS NSNS EETMAE—,
AE

Windows £ £ 4§ Exchange lRSREE MAPI &%, EEIREUMNKRZE Windows FiE
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Delegate User

e T f js
& ]
.;-J‘f La¥ o

CIFS Service Exchange Service

@
f'\

‘ Trusted Member , Tt
Citrix SD-WAN WANOP

Windows Domain
Controller

Datacenter

% Citrix SD-WAN WANOP i£&Z M AZE Windows 15

HigEMAEE, ESSEIEHSKRAZNE, MMAFRELRIAMEZHEN 0. FIREMAEN, BHEE
REEIEHISNEERERE,

EZHfytx Citrix SD-WAN WANOP 1&&1fk T CIFS #1 MAPI g (84%&@id HTTPS %4 RPC KR E) , &g
REIEE N Windows XRS5 25#0 Exchange Server FiEiEAI—E5. EHEBERS B[S MN,

AR HEREERSREERE L.
23 Citrix SD-WAN WANOP & &N E Windows i3, EHITLATRME:
1. SME EE > RLmE > Windows i3 £+,
2. #F A Windows i,
3. EEEFEPEA Windows H&,
4. 71 “AR®” FBRYP, BAETHREERNAR R,
5. EEEFEP, BEETHREEREH,
6. MBKE, EHIE DNS RS2, LUES Windows HiRIF—2,
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7. BEMWE,
8. T “TIRAF” MHH, FMERAF, SWTEIZFR,

+ applance Sem e Seoure Acorleration

W $5L Optimbzation vtatus : ACTIVE %

Windows. Domain

REZRAF:
Big&mMA Windows /5, #MEIB— AR, ZgEURATHENBF#ITIHRIE. LAFRTAZE BAF.

AR ZERRERAFKF, EREX Windows iFiEHIBMigEMER RIHRMNIR, MNREEE Windows iFiizHizs
EESRIFRNR, FRERRINEEREEIEESE ERITRENES.

B Kerberos ZIKIEBERAF FHIRIESRFMES: TR LREZRAF, KEBILAFRME Citrix
SD-WAN WANOP &%,

EEiEhIR LRRERIEAF

7£ Citrix SD-WAN WANOP i&#& FRREZRAF 28, KEEizHR LiEBEREMRRMNERAF. BrULIE
ERAFPKPRERNERAFP K ENEIRRF K.

IR REFIEWKF S, ALAFBRER. AR, BRERBFS CIFS #1 Exchange ARSSXEX, LUER LAMNE
XEARSHIRE, RFULAFARME Citrix SD-WAN WANOP i£&/5, & ERS5 ik XEXIIRSHNE IR TR,

ellfeES ezl ali vl

£ Windows gz %128 EelZZRAF kA, LUE Citrix SD-WAN WANOP &#& BT AR A P R Ltk P @i igia il
SEXTEHITR NI,

AR IRERNERFEENZRAR, BRI IIE,
BEIRERAFIKR,, BHRITUTEE:
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1. UEEBERSMHERE Windows iHiizhlzs. BHRXHARS 233 Exchange Server R2UIEIHMAL R,
2. M “FF 8 &arh, $77F Active Directory A& &0,

3. SIEERAR, NMUTES8EMT:

E Active Directory Users and Computers =N 15
File Action View Help
PN -;,_- el RE @ New Object - User -
] Active Directory Users and Com|| Namsg ~
2 — Saved Queries »a_JAd .; Createin:  ewample.com/Users
4 33 example.com a2 a1 b}
[ Builtin e
7| Computers #a First name: |MAP|_C|FS | Initials: | |
I (2] Domain Controllers 2
= wh
I | ForeignSecurityPrincipaly 42 pd Last name: |DB|39318 User |
= M_anaged Service Accour 2. bi Full name: |MAP|_CIFS Delegate User |
[+ 2] Microsoft Exchange Prot 3} D =
== H s Un
[» al Microsoft Exchange Secy 2 o (e pEs: =
| Users o
82,04 |MAPI_CIFS_DeIegate ||(f_z.3;.ﬁ.mp|.3_Com v|
2,0 _
35‘ Do User logon name (pre-Windows 2000):
2 Do |EXAMPLE\ ||MAP|_C|F5_De|ega1e |
2,00
EE‘EH
B,En < Back Meat > | | Cancel |
?_. Fe
ia_',Group Folic...  Securty Group...  Members inthis group c...
?_. Guest User Built-in account for gue...
82, RAS and IAS ... Security Group...  Servers in this group can...
< m > _-';_J_"Read—onl)r D... Security Group... Members of this group ... v

NAFBREIK:

FBFAL, EEIENAFS5ETE Active Directory RSS2 LRIZNERAF EMN. ERENBRBEAZIRK, BIKE
IKAP RS EHBMBEMHIREN Tk HRZERAF SPIRRS XK. XESAFRAGHRNEIEREHRRAHEEM A
AR

ENAFPBRZEIK, BHRITUTERE:
1. M “FF 88 %&, 177 Active Directory BAMITEN B0,
2. M RE” R, %R BREE.
3. EEAF TR
4. ERBEETERNERAFPNAR,
5. MNBIERSES, &EEFE R 1t HSME BiERiES &0+, NUTREEEMR:
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=

File

Action  View Help

@ 7

& Bl

MAPI_CIFS Delegate User Properties

Published Certficates | Member O | Passwond Replication | Dialin | Object

Security | Environment | Sessions Remoate control

Remote Desktop Services Profile I COMs [ Attribute Editor

] Active Directory Users and
I [ Saved Queries

General | Address I Account I Profile | Telephones | Crganization

MAP|_CIFS Delegate User
2

4 fj example.com Gro.
I [ Builtin per...
I [ Computers rato..
b &1 Domain Controller | Fist name: MAPI_CIFS | Initals: | | -
b % ForeignsecurityPrif Last name: |De|egate User | ers ...
i || LostAndFound
b [ Managed Service | | Display name: |MAPI_CIFS Delegate User |
I [2 Microsoft Exchang
b ] Microsoft Exchang Description: |MAPIand CIFS delegate user account | jtrato...
- (| Program Data Office: | | up ...
B[] System B

| Users up C...

I [ Microsoft Exchang Telephone number: | | | Other.. | gue.

I [ NTDS Quotas hter ...

b [5] TPM Devices Email | | gate ...

b can...
Web page: | | | Other. .. |

up ..

ftrato..

< m up ..
[ ok |[ Caced || el Help

6. M Bt 5P, % servicePrincipalName, MU TRESEFR:
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Published Certificates | Member Of | Password Replication | Dialin | Object
Security | Ervvironment | Sessions | Remote control
General | Address | Account | Profile I Telephones I Oroanization
Remote Desktop Services Profle |  COM+ | Attribute Editor

Attributes:

Attribute Value
sAMAccount Name MAPI_CIFS_Delegate
sAMAccount Type 805306368 = ( NORMAL_USER_ACCOUNT
scriptPath <not set>
secretary <not set>
securtyldertifier “not set
securtyProtocaol “not set
seeflzo <not set>
senalNumber <not set>
<not set>
snadow Expine <not set>
shadowFlag <not et
shadowInactive <not sets
shadowLastChange “not set
shadowMax <not set>

< | m

7. BEHRE.
8. 1 ZEFHRHIESR WEEN BRMME FRF, BT £ /<User_Name >, {IUTR & 8EFT:
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Published Certificates | Member Of | Password Replication | Dialin | Object
Security | Ervvironment | Sessions | Remote control

Attribute: gervice PrincipalMame

Value to add:

|_Bemove |

Values:

Bemove

9. BEHM.
10. BEHE.
11. BENA.
12, BEWE,

13. fTFAFH MAPI-CIFS kB A EM IHEE, HRIIREEE “E K IEM-ERMNIHEES, NUTRES
B
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MAPI_CIFS Delegate User Properties _

Organization | Published Cerficates | Member Of | Password Replication

Dialin |  Object

I Security | Environment I Sessions

MAFI_CIFS Delegate User
2

Remote control | Remate Desktop Services Profile | COM+ | Attribute Editor
General |Mdress I Account I Profile | Telephones

First name:
Last name:
Digplay name:
Description:

COfice:

MAFI CIFS

| Initials: I:I

| Delegate User

|MAPI_CIF5 Delegate User

||"-"IAPI and CIF5 delegate user account

Telephone number: | | | Oither... |
E-mail: | |
Web page: | | | Cther... |

OK || Cancel Apply Help

¥ZEAF 5 CIFS 71 Exchange AR$3 %Ex:

AAFBR “BIK EHRE, ZRIEAF S AR UAEREEIRERIARS X8 KitA R #mE Citrix SD-WAN
WANOP &89, &&RA5 P XEXMRSRERRTE,
FE: Windows e EAZEMER Exchange BRESREIE MAPI &,

EREIKAF S CIFS #1 Exchange AR XBx, EHITUTRME:

1. £ “BK" EWRR, EEF GSELAR UENRERIEERS ET.

2. &EF E BEASHIHEDN ET,

3. BE AN, UTRES8EFMT:
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Organization I Member Of | DialHn | Environment I Sesszions
Remote contrel | Remote Desktop Services Profile COMs
General | Address | Account | Profile | Telephones | Delegation

Delegation is a securnty-sensitive operation, which allows services to act on
behalf of another user.

() Do not trust this user for delegation
() Trust this user for delegation to any service {Kerberos only)
(®) Trust this user for delegation to specified services only
() Use Kerberos only
(®) s any authentication protocol
Services to which this accourt can present delegated credentials:

Service Type  User or Computer Port Service M

4. 7£ ANINARSS SHEES, BEH ARMTEN.
5. & “i& BAPSUTEN SHEES, FRMBEFENAMITEN, NUTESE8EFMR:
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[ 5 —
MAPI_CIFS Delegate User Properties | * X |
Ip Add Services 2| x|
I To allow services to be delegated for a user or computer, select the appropriate
—] users or computers, and then click the services. —
an
To select one or more user or computer names, click Users or Computers
Users ar Computers. P
Available services:
I Service Type  User or Computer Paort Service Name D
Hill=
Select Users or Computers ?
Select this object type:
|Users. Computers, Built4n security principals, or Other objects | | Ohject Types... |
FErom this location:
|mp|e.cnm | | Locations... |

Enter the object names to select (zamples):

CBEXCHANGE

Check Mames

oK

| | Cancel

OK | [ Cancel || Aoply

Help

6. i OK (FAE).

7. 7 RS WBEFH ATAMRS PIRP, wiF cifs , MUTRESEFR:

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

169



Citrix SD-WAN Hi#&& 11.2

MAPI_CIFS Delegate User Properties ? X
Add Services [ > [
To allow services to be delegated for a user or computer, select the appropriate
users or computers, and then click the services.
To select one or more user or computer names, click S
|Users or Computers. -
Available services:
Service Type  User or Computer Port Service Name | ~
alerter CBEXCHAMNGE
appmagrmt CBEXCHANGE
browser CBEXCHAMGE
cifs CBEXCHANGE
cigve CEEXCHANGE
clipsry CBEXCHAMNGE
dcom CEEXCHANGE
dhcp CEBEXCHANGE hd
£ m >
Select All
OK || Cancel |
OK || Cancel || Mool Help

8. MRExmE Citrix SD-WAN WANOP &% £i18E MAPI ik, iE&z(E Ctrl 8, #A/5i%#F exchangeMDB

BRS5.

9. BEH OK (M), EEBRMIRSHEARME ik TmE2MBREENR S5RF, NUTRESENR:
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MAPI_CIFS Delegate User Properties [ T

Organization I Member Of | Dial-n | Environment | Sessions
Femote contral | Remote Desktop Services Profile COM=
General | Address I Account I Profile | Telephones | Delegation

Delegation is a securty-sensitive operation, which allows services to act on
behalf of another user.

() Do not trust this user for delegation
() Trust this user for delegation to any service {Kerberos only)
(®) Trugt this user for delegation to specified services only

() Use Kerberos only

(®) Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Sen
cifs CBEXCHANGE

exchangeMDB CBEXCHAMNGE example com

[] Expanded Bemove

OK || Cancel || Aooly Help

10. 8% OK (H7E).

11. *i# Active Directory P EH T,

7£ Citrix SD-WAN WANOP i&& FEREZ LA,

7£ Active Directory fR328 LEEEZIRAF /G, &7 Citrix SD-WAN WANOP &#& FERRELIAF, UEILEEE

EEETILRAFANERERE. Xt¥F, REMTUESMLSEHR CIFS #1 MAPI IIEIHEEIMKERE,
ERERAPAMEIARS S[IRIRE, BHRITUTRE:

1. SME RE > Z2MmE > Windows i3 i1+,

2. BFEMAN Windows &% (W1RFHE).

3. EZIKABFAT, B A

4. £ 38 FRP, EEHE. XEEREE Windows 15585 THEERE,
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5 & ‘BFPRFRYP, RAZRAFNAR S,
6. 7 &Y FRYP, EEERRKAFHNER,

7. BEHEHFM.

Delegate Users
Add X

Add a delegate user account of the Windows domain controller. The CloudBridge appliance uses this account on behalf of the users,
to authenticate them with the domain controller.
Domain Mame™
example.com
Check Delegate User
User Mame®

delegate_user

[ |

User Name Domain Name

No items

Wi &R S EMASE

MRERGERMIAG, FERIGERMATE Windows TiE, MFELEIRTTESBOGETEAMANL, EATLUE
A N E SARFREENMAENREREFEEMNE. EXRHFREMNEZE, BEERLUSTILSEBERF
W% FTRE LI AYIE)RR,

EREERAR, BRITUTERE:
1. ER5BRS 234 Citrix SD-WAN WANOP i&#&.
2. SMEEE > RLME > Windows %5+,
3. #BFEMA Windows &% (W1R%EFHE).
4. EE—NIERRAR, ARRE FHiE.
5. mif WEERARF,
6. EHERAFPINETRHLETLSER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 172



Citrix SD-WAN Hi#&& 11.2

Delegate User Check : Summary

Delegate User Check : Summary
+ DNS Reachability Test

+" Forward lookup Test

+ Domain Reachability Test
+" Host Name Validation Test
+ Kerberos config file check
* Reverse lookup zone

* Time Skew Check

® Kerberos Port Check

+ NTP Port Check

¥ Server record for kerberos
* Server record for ldap

» More

—
Close

fc& CIFS A1 SMB2/SMB3 i

April 23, 2021

CIFS mizheeREF CIFS (Windows #1 Samba) By #Z5HA B RN KIRM T —E NI ERHEEERINEE, &
1& CIFS f£ifn4aXthi (30 DCERPC) ByHE3RIN8E,

CIFS tnzEE =185

o TCP REIZFIME—-FTILMILARA (SMB1. SMB2 5 SMB3) & HIIEMINBIZELRE, MEXIFHEME
CIFS HEERIT IR 1F,

o CIFS thi¥nnzE—X @SR IETT CIFS ss L PRRvERREKIES CIFS 1488, 7£ SMB1 #1 SMB2 CIFS
EE EEmITRER L, XEEREATER CIFS HIEE8HHIE (“B87), BEATAERHAREEMA
Windows ##iy “22FE A,

« CIFS E4—R2 CIFS E##ZHE CIFS thiXEREXR, MEBmEEEN]. ttsh, SMB3 EZERERMFR
HITESE.
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ZEBAT CIFS #8pIm% L, CIFS thiXihEMERERELRER CIFS #UEESHIIE (BR), HELEIEFRCIREM
A Windows i, HEHIEPOIRETRRIREZEIER2MIIZFXFA Citrix SD-WAN WANOP #ft.

%= 1. CIFS IiELHEE, 1% SMB HihRA UK igEREEMA Windows i,

SMB hfz#s TCP izl 45 ZINIBES
BRER

SMB 1.0 Y Y Y

SMB 2.0 Y Y Y

SMB 2.1 Y Y N

SMB 3.0 Y Y N

BRA%RA, Citrix SD-WAN
WANOP BN **

SMB 1.0 Y Y Y
SMB 2.0 Y Y Y
SMB 2.1 Y Y Y
SMB 3.0 Y Y Y*
BRA%RA, Citrix SD-WAN
WANOP RN NI
SMB 1.0 Y N N
SMB 2.0 Y N N
SMB 2.1 Y N N
SMB 3.0 Y N N

* SMB 3.0 X#FB1E 7.4.2 kR PFHM.

** Citrix SD-WAN WANOP F 3% # NTLMv2 & {3383 (2RIAiER F Windows 7) 5 SMB 1/SMB 2/SMB 3 #
NetApp BR5528. B Kerberos S5 AIFINER,

K 2. ERHFRSSFIRERFFERH SMB thilhRZs,
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Windows 8.

Windows 10 = Windows 7 = Windows Vista =%

Windows Server Windows Server Windows Server RHARZAH
EPin/RS% 0S 2012 2008 R2 2008 Windows
Windows 8. SMB 3.0 SMB 2.1 SMB 2.0 SMB 1.0
Windows 10 =,
Windows Server
2012
Windows 7 = SMB 2.1 SMB 2.1 SMB 2.0 SMB 1.0
Windows Server
2008 R2
Windows Vistas SMB 2.0 SMB 2.0 SMB 2.0 SMB 1.0
Windows Server
2008
RHARRASRY SMB 1.0 SMB 1.0 SMB 1.0 SMB 1.0
Windows

#5089 CIFS hiizs:
FHIEEA CIFS SSIEEAIREIRFIFIBERER, XEARZZFNRAEPAERR TELESLIMME, NTFRFR.

# 3. Citrix SD-WAN WANOP 3z # CIFS ARS323F1% F o

= BRSS528 EFIH
Windows Server 2003-2012 i 2
Windows XP. Vista7. 8. 2000 2" 2
NetApp 2 FEA
= v 2" TiERA
Windows NT = ES
Windows ME K& £kt & £

AR RAZEHE=7 CIFS LMEH LEFHBRSBHFTF KL — EHERNEGEER, REIMEFAFM
I, LR, MRFENITAS CIFS INERSFIAZEMITARRE, MiZEEFLIE CIFS &,

EN4ARE CIFS SRRy CIFS M TA#ITIRZ AT, FToRRERE,

CIFS mEE0TF -
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o AXHHIREFIB N

o INXHIEEIFAIE N

o BRIK,
AREXHIZIFE N— XL SMB1 (ALiERTFELD 640 KB IXHEH, REFEMEERABRTRIEREUE, MK
EEEREHE (FRAEBE 64 KB).

RELELRMES BATE SIRABIHA “HE” i, 72BAXEMRK. XHEIEESEBEN, BTN AIEFFTHRXH
ARt AR E, EFIURTENENAREFPRLES R,

CIFS MEFIARE HZ3#3R1S 10 fFE9INEEL, ARREERMEEEREEUSHAFERRENE. WELE, 7
LA3k18 50 fFR9INE, BRFAFERE, BETEEM. MR 10 FF%, BRAEN Citrix K&,

NI N— "X HERE SHESTHE (BR) R, MARESSIER. £ CIFS AU A RNES
TTEIEER, CIFS IERR ML, SAXHINE—1E, FREENBREH, BNFIRITXEMRL (Fla, MR CIFSE
FImREE T ER MR, WARSHITREMRK) . €A SMB2 thilly, XHTHERERMET, WEHITEX
Ber

BRNK—4nE CIFS ERIRUIRERZENARARITERINE, FEAREBERITFZEXHR, CIFS INEEFEHRRE
DB 2 5 3%, A SMB2 thilht, BRMESAESHERE, LUATERBINH,

CIFS thi¥inix

FRERSHSZH CIFS thiE, CIFS 2—METF TCP Mithi, FMREEH =, 7AM, CIFS BsErrs EKEW
K EMERE, FEIZSHERKRTA TR IS, AFHIERERIFEHRE, RiltwTeMERaZas i
o

CIFS IEERBI EMZARDERITERE. IREEFHIEREN, HFUNET—MEE EFSERT, AE
FUNEEIR, WAIUREMRETE), XERLBRERITFENUBIE,

4N, SMB1 ERIRUIFEENARNRBIRFXHIRE, FHFE1T 64KB RETTA, ARBAET—MREL @ISt
i, & T LB AR FUREIER T 2R MHEE 10 FH9INEE.,

H At AR RN B RH SN HRIE. INEANEATF CIFS #21F, B ATFHEXE RPC 1&1F,

BERMN

FRER S#ZHF CIFS tniE, CIFS 2—METF TCP M, HFMREEH =, AM, CIFS BsEis XEKEW
K EMERE, FEIZHETRKRTA TR IS, AFHNIERERIFEHRE, RltTeMEaas i
o

CIFS iEERI EME AR D ERITIZAE, SIREFFHNIBERER, HNET—MEE EIFZHERT, BME
TR, WAIURSMREITH, XETSRIERITFS MR,
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4N, SMBl1 ERIRUIFEENARNLBIRFXHIRE, FHFE1T 64KB RESTA, ARBAET—MRE @ISt
i, & T LB AR FUREIER T 2R MEX 10 FH9INEE.,

H At AR RN B RH SN HRIE, INEANEZATF CIFS #2F, B ATFHEXE RPC 1&1F,

MREHIMLEEA CIFS 8, NIREXNBENREER R BEERERAFNREERR, FSHE Citrix SD-WAN
WANOP i&&# % Windows & EHt4E1,

Fe& CIFS thilini®

BIAERT, WFAER CIFS E8p0%E, BEA CIFS IiE, NRENNEERER, NWAIUZRZER, AU
FARRSS BumI&EMA Windows 3,

2 CIFS &5

RIBEHZ 288, Windows Server s{igiiREZ B e EERABRE L LIS E,

1. Windows Server £33, Windows Server 2003 #1 Windows Server 2008,

" Local Security Settings

Bl dcion Wew Hep |
e~ AE XEFR R E |

D Security Settings / | Security Setting |

&8 hccount Policies %m&s: Restrick CO-ROM access bo locally logged-on user only Disabled

= (@ Local Policies ) Devices: Restrict floppy access bo locally logged-on user only Disabled

i (9 Audk Pobcy ) Devices: Unsigned driver instalation behavior “warn but allow inst...
i L User Rights Assignmer | @ain.main controlir: Allow server operatoes o schedule tasks Mot Defined

[ security Options B Domain contrallar: LDAP sarver signing requiremants Not Defined

- Publickey Policies |l ey main contraller: Riefuse maching account passward changes Not Defined

-‘-E _I S-nftwaa F.H'ﬂﬂ:tm Polld] Dhoimaary mennber: D ;'--.!i':." ENCrypt oF QN Secure Chnar nel data £ '.'.'-1_.-"-:|

-} 1P Securty Poldes onLac ] 0omain member: Digally encrypt secure channel data (when possble) Enabled
;_-}]D-:u'nm member: Digitally sign seoure channel data (when possible) Enabiled
%) Domain member: Dissble machine sccount password changes Disabled
gpﬂh:marlnmrber Macdimum machine account password sge 30 days
B Domain member: Require strong (Windows 2000 or later) session key Disablad
B irteractive logon: Display user inFormation when the session is lacked Mot Defined
ﬂ]tmmactweloqm Do nob desplay last user name Disablad
B treeractive logon: Do not require CTRL+ALT+DEL Disablad
;ﬂ[rtaractr.'a logon: Messape text For usars atbempting to kg on
&]Interactive logon: Message title for users attempting to log on Mot Cefined [
:ﬁ'ﬂlrtam-:t'n'a logon: Number of previous logons to cache (in case domain controler,.. 10 lagons
;_Tpﬂlrta-ral:tws logon: Prompt user to change password before expiration 14 days
Q]Irte.ractwe logon: Require Domain Controller authentication bo unlock workstation  Disabled
B trteractive logen: Require smart card Dizabled
B trteractive logon: Smart card removal behavior Mo Ackion
5] Microsoft network client: Digitally sign communications (ahaays) Disablad
:g;'g'p']r‘iu-:rsc-ft rietweork client: Digitally sign communications (iF server agrees) Enabled

E'gﬂl‘inr-:rs::-ft netveork client: Send unencrypted password bo third-party SMB servers  Disabled
;_Tpﬂl-'hc,r-:rs::-ft network server: Amount of idle time required before suspending session 15 minutes

Q]m:rsuft network server; Digitally sign communications (ahways) Disabled
&f]mnsu.‘t network server: Digitally sign communications (iF chent sgrees) Digabled
ﬂ—l ll B M renft retuand csmose: Dinrannsct chsnbe when laaan hoi iee s Friahlad ll
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Windows X# RS BAEMMRLEN: “BH” M “BE,
ZEmMEHERFA T2 CIFS hilinE,

LR EHWIEHIERNZSMUEE, MERMEBLRER. XeTUBALEINE, BRIFEEEHE T PiERAIER Citrix
SD-WAN WANOP 1&#&#% Windows 2 EiZE, HREIERN, EFamME. SN, HAZAEE (0
REKRBRAER) AaEHTHIINE,

BIMERT, Windows XHRSBIRMER, EFFEESR, HRSSEMIN, RANBEATREESR.

BEFEAUNEESZRNARLATLI CIFS INE, BHAERAALSIREUZALER, EIUEXHIRSSS LA E
DG ERAFRPHITIIRE, UTRA XFF Windows Server 2003 #1 Windows Server 2008) ER 7 Asi#hig
B, A, EEABENTR/LFE=2EE.

Citrix SD-WAN WANOP

BrifRSS I E U siF CIFS hniE

1. SMEIREN “FHRLIKE" TTH,.
2. REENG BFMEREBRDBEME (1B%) NER.
3. ¥ Microsoft NEEFi%: HEBEHRFES (AL BREARA.

4. % Microsoft MRS K. HBEERFEE (BL) KENERER.

fi#%E CIFS itz

. XHFRS (CIFS/SMB) TTE 2R 7 MK CIFS HEEMTIR, XLEEERS A A7 M AN EE, RIS
XEERRARINE (ERREITHIMES) , Frl “R7 EERT REEHMES IMNERS CIFS fitk, ™ “JERNK” &
BXAAREHIMELSE.

CIFS EEfHE

o BIEFEABNYEERVIERREER T, CIFS MEtEEERS.

« CIFS mMFEZEFIRE XA RX G RANFR. IREXHRSENEFAHEBAHEESTHERTEA TN
&, WESDHAFRRREME, BEFGLEFEMN CIFS EERL2XH, CIFS EERIEBHAN, HEEXFE
B2 iR KA, BMEESREtBEN. IMITAENLRAEREA, EEESHREFTREFALAERN,

o HEMEFEH Windows X HRFEF XA CIFS E#, BR Windows FREEHNEX4RS. B
MBEHEFHRRS BT WFENEBUNEENE, EEA Windows &5<17H89 NET USE 1&& &R
/DELETE &< 52 H#%. £ Linux 1, smbmount MENHZLEHE.

o ERELEBARERBA CIFS mBME AU EEMRE. B CIFS B, MAEERAIME, HE
“W: AL (CIFS/SMB) TiE 2 NEIM N EEIR" RESEE LM,
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« CIFS EIHER AR ARR, RAREEXHRSHBRENIREL SRS CIFS INERNEATERITES. 5
—MeEFEANEEINEE.,

o EREEATAZE CIFS ik,

o 18 Windows Server :&86#17 CIFS i, ERNERSZSBMLLIEE,

fcE MAPI 1nix

April 23, 2021

Microsoft Outlook mi&A Microsoft Outlook & iw#l Microsoft Exchange Server Z @R 2R M 7 BUHK
MERE, BIEMANL (BIEFIBETREAES) HEMEHT S,

LEIhEEHR A “MAPI I0E”, 7£ Outlook 5 Exchange Server ZiafERR MAPI il 2 S,
£ Outlook #ERAMZERIMES (Outlook 2007 ZHIMNERIAE) , LINEERREEMAEE,

(7£%+ Outlook #IBHHITINZMME (2RINJ Outlook 2007 REZHRA) &, ALLUET U FTRAMA Rz —FKEME:
@32 A Outlook B HARMIIZ @D L& E A Windows 15 []/en-us/citrix-sd-wan-wanop/11-2/secure-
traffic-acceleration/cifs-smb2-mapi.html, )

15K Outlook RiEhRAFET

Citrix SD-WAN WANOP i& & 7£ LU F 1872 T 32 MAPI fn3& 89 Microsoft Outlook 2003-2016 #1 Exchange
Server 2003-2010:

o XFXFNEFIRMRSENERAES (R MAPI 10,
« MRRSBIHLEEMA Windows 1, MEER MAPI INZENEZEZ MR, [N, BI1RE, #ERN%E Outlook
R IRPEAMNE,
AR
7£ Exchange Server 2013 MAPI #X&E ek RPC @i HTTP 11X, %#%F i, £/ Exchange
Server SP18Y, i@ HTTP t#4iX#9 RPC ey MAPI @3 HTTP thil, BRIt

WEFM

MREHMEEA MR Outlook ##E (X2 Outlook 2007 REBRAFHEINEE) , MAASLIILTIORE M
22—, LR MAP| EfehnE:
+ 2H Outlook EFikRHIINZE,

o PITHRHERMMESIE Citrix SD-WAN WANOP && %% Windows Z&Ehti&E14,
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[T
Outlook INEERBABE R TEENZREINRE. WRFEE, JLESE “
BE: ARSEHME” Tum L2A MAPI RS2 MINERZAE,) Outlook IEBEIELE, MRFBRBIUTEME:
« WAN 89 Exchange Server isg—1Mi&#&.
« WAN B9 Outlook kigE—1ig&%E, sEi=1T Outlook MRSt 7EiETT Citrix SD-WAN WANOP #&E4,

+ FiE Outlook/Exchange iZ2i@idig&®& (FI&&EMIEMH) .
« E#iEsh Exchange Server 3 Outlook (INEAR&FE, HEFIMEH MAPIEEXH).

7z Outlook F2@EN%E, HERSZRIHIEEETF Windows lBH5E PSS (5] Citrix SD-WAN WANOP
) BEERENNERXR, TIEEEMA Windows HMIERT, H EMSHIIEHTIRGEIRINEE (W
&), LUEMZERI{E,

=3t Outlook 2007 = 2010 &£/EE LHME
PRIEARSS RIHIE R EMA Windows HH 5E Fimig®& (3 Citrix SD-WAN WANOP #&fF) BEEREHNEXR, &
Mgz Outlook #1 Exchange Server 2 &8I0 8E# 1T IR,

BUAERT, 7£ Outlook 2007 ZAIZA T INZ. M Outlook 2007 Ff#&, BRIAER FEAME.

HATIESUSER

MAPI £/ 5 Etth X R EHIERR. XMERBERTHEMNENINES. iR, BoEd FTP £4, ARFEN
BF M LRI A EE R RN ARG ELNE. R MAPI 18X LEFRAERIBTEEE, WE ZREERE
WEISTRESE.

SSL £48

April 23,2021

Citrix SD-WAN WANOP SSL =4 2 2iEE4ER AT SSL & (5131, HTTPS &), =R#tm:i& 10000:1 MESE
ko

3=z
AR

SSL EEFEMEERKRIHHNHMREZENLENE (FL) E

BEEERFD A =ZNINBXE, MNREIREFINE. ERHEE. BRHEEIRSSBIRLEUNRSRHIGE DR
5
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Ordinary SSL Connection

IIIIII PN
k"x/),
}4 SSL Connection

Accelerated SSL Connection

e

Client-Side WAN Server-Side
SSL Connection S5L Tunnel SSL Connection

-

& SSL EESMEMBHLBIER, FRIEER “BRYEME" &5, SR MINERETHEERLIERBIREE
FREHIEMNEANIER. BIEEHNENRERTSEANRLHEIR—K, Citrix BiVEEERE SSL MEFMENTEE
SEZNBANS N RTHNESENLIERINE,

« BA SSL X%, BERBFLRRASHEERENEXRNEMIKE (LR Citrix SD-WAN WANOP
&2 SD-WAN WANOP $&if+) #1TESE. B, tINERESIHABIREEEN SSL EFHEIMNS.

« B SSLE4efe, B ESRENMBINRENFHRNBAFMEED.

SSL E4Ery T{R/RIE

April 23, 2021

SSL E4er] LUAREZBBAX R, EARSSHHRERAHRRSHBN T2FH. XMTHEATEEN, ARRSRIE
RELETRSVBLERIE FAANIES) HEIE, EHEBARKRSHENITIESF. WTFEFE, ITHEFERTEES
IR ARSS FEI TR,

HAFREFARSBNREEZEIE, ARASHEREUTRSVIHRE L FRRRE (EMH) THRSB[BIRKE
NIEE, FEESMRSHBEE.,

RS SIHMNE P imigEET SSL ELERAZERIENRTS. TREKERSSNE, MaiREZBNFEINRERTED
SSL #iEER R X,
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AR SSL EBFA—EMEFAAEIZERE. RMMBNARERFTNE, EXRNBRAEHFSRNE, KREFIZR
IERILENRE. BHFFREENRIEEMALENERBSRMNE (FFHEMHHELENE), AEFEFRIDRESMNBLE
BIRINZERE

SSL EETREU T RMIRR 2 —: BEANESHR D RIE, XMENEIEEARRER SSLIhaE. SR LUkRRMaE
N RAE PP hRERIIR o

fERmH SSL AIEEN- NHEFEAEENETFHRSMNEIE BEHMRENERTREFRNSHEIE) HEEFT
Z Diffie-Hellman. Temp RSA. TLS ®iFZIEAY, 7 A SSL FPRIRER, SSLIRAE 2, HRIFSHINE. WA
BHMEBEMEA SSL o R,

SSL ;FEEAHIE

£ SSL BEAREERT (FRES5 Citrix SD-WAN WANOP #&if EREBIRIURE) , RS VBIHIKENENRS R R
SROEE CEPBAX) REERSV/IHKE L, WECTTUARRSBHITERE. AR, RSB[HKEFELIHIZ
FEENVEERNE iR, RSSNEFERLEATPHLE Lo

FHEX TZIHEENETPHBSHRIE, BIGET RSA 1 Diffie-Hellman R%z#5, SSL ZAREBERXEATEERR
HE MMM AERE, BRifREFEELUTINEE: Diffie-Hellman. Temp RSA. TLS &iEZiiE. SSL s 2, 1Lt
5, AREEHEFRDBERIE, SNERALLL,

BFRIRRELHFHTEFNEE (SRSBFREMLELTSVNEXRRN), HARPHRAFTREE, FTHRKEESRS
SEEBE A,

Server's Private
Keys

[
[

SSL Data Connection : f
[

—————————————————— ]

SSL o R

SSLIFDAREER EAZSHBERTREEN, EAEXFHTFENAREFEENIRE RSA # Diffie-Hellman, 7£ SSL
HFAREEXT, RSF[HRENENTFHENIRSESE, WEARSBNEF K. ERIUERSH[IRRE LRERSS
EiE GEBERX), UATEARRSSENITEE.

MRERENENFFIHERE, WFSARERXEHREZFIRSHRIE, NRERRSBUAREFIEREFPHSH
WIE, MEERXERRE, BFETXERFRRE, MARLMNERTREFHHNERE. MRYBEFFEERRER
IR, BERAEANE)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 182



Citrix SD-WAN Hi#&& 11.2

HATFERRA TAZHREENEF RS HEIE, FERSFLEYLENREREFHETEHEIE. NRRSH[HLE
KREEEFHEE, WRSHHNBEFERTF RS HDIIERABOFRERREBRIAY. MRRS[HRELETEF
IR, WELKFEEFRNSHMNME, BERAXERERSMEEF S HRIEER.

BEFIHRETFERE (SRSB[BHRELELTENFXRRIN), FEARPRAFTREE, FPRHDEEERNNERS
ARSSERBIE. RBB[IHRE LHRSBRBERREATFIHRE Lo

BXHEIRSE, JUERELZESIEIERERY, 81 SSLEEXHF—1. BRSEEX PV SSL AN
¥BRs588 5 SSL BB fHILED, Rt SSL EEEX S5 RHELE.,

72 SSLIRDAREERT, CAIEBFHERZAXN UK CAIEBEF EFAULERSE/IES, REEIIT. BFiFS
REHME, RSBHRREVUERETFAFELAEFITUESNEE (AR EENNAMEANERER . B8, &
HTTPS &E#HER T, MRAAES URL i ERIE, Web JIRBELHES, —HRRiH, FERRSHIEN
BN BB T ERIED,

r—-——~—~"~"~"~"77 77777777 |
: Servers' :
S5L Signaling Connection ! Credential :
= G” ~S ; ;" === |
|
. ! |
| SSL Data Connection | * Servers |
| |
fcE SSL 45
April 23, 2021

Citrix SD-WAN O SSL [£48108ErISRI SSLiEENZ 2I1EESE (FIg0, HTTPS RE), Rfitmi& 10000:1 BIEZELL,
BXFAER, HBHESSL 1%,

EfE SSL [E48T 1%, Citrix SD-WAN WANOP 1R&FERBRSB[AZT A HAIER. BXFHESIRSH, JUERE
EREZME, 1 SSLEEXH—T. IRSZEEX PRI SSL MNKARS 2SS SSLECEXHFILES, Flitk SSLES
BEXHS5TAALE,

SSL EE TFEIR D HNERBARERNT, ERIUREBENERERER, BXFAER, BSHASSL FEHTIFR
#,

AE
BRIFZIFSERRIEE,

AT ER SSL BRERAR eI, SSLARERERT &MY SSL il TLS 1.2, ERILUERNAER TLS1.2 thilsifE
A3 TLS1.0. TLS1.1#1TLS1.2 thi%
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} =r

AR

SSL #% SSL v3 #1 SSL v2 REZ R,

BECE SSL [£48, BHITIATRIE:

1. FRENARS5 2369 CAEBMAEIEBERWNEIE, HFHEREERSH[IFRE L. XETETERRBETNHAE
P, wEtRit, AR552889 Apache Web BRS5 8809 EIBRTAE 55&id HTTPS 547 RPC #9 Exchange Server
BEERRE,

2. A LUEERQBIR S IR SSL BeE X4 e ERARIE SSL iR B XX 1.
BXEERDMNIE SSL BEXHNEER, BFRRTEN EBER2MAIE SSL BEXH 25,
BXEEFANIE SSL BEXHNER, BRI TEN EBEERNIE SSL BEXH 25,
AR

BRIAZHEERRNIE SSL BEcE X4,

3. ¥ SSL EEEXX M EIARSS B imie s ERIARS K, XA LUEEETARSS2S IP eI ARSS KEE A M RR S5 23k

FERo
BEXEZER, BFERTERN SIZIEAARSE E5.

4. ERFIMLE LIRERS X, SSLABASWESE, FIFCBTEF RIS LHARSSE, NMERINEMES.
XA R EERARSS AN, A2 SSLAN (RERSH[IHKEFE SSLAN), ELTUSBINERNELS. i
EETIARSYE, W0 “HTTPS” = “Hfth TCP RE”, MRULKMRBEEAINENESE, WAFEAMESR,

5. BIEMNEYRIE, BiR&AZIEXNZW SSL MERRE, ERSH/ImSE L, £ "W M EE mEEE”
EHRE, RSBXFINSENREMFIRERARSRIE, SSL AEFINAESERTL True,

FeER 7 RIE SSL BcBE X

REEFRINE SSLEEXMH, BHRITUTERE:

1. 7ERRS528 Citrix SD-WAN O k&, SMiZl icE > T2i&E > SSL AL EX f, ABRE RMEEXH

A=

ERILAFEAIN SSL BB X S S NTFAEE AT B LRECE S o

2. EEEEXHE FERHR, WA SSLEEXHNEN, AEEE EBAREXH.

3. R SSLERSHBERSMEMENSR, BE EMNENR FRIBABTEMNEN G, XERSB[BEEPTIHE
EZ/[E=
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Create SS5L Profile

M: dd Profi I t s
Profile Na
SSL-Server2
»| Profile Enabl

[ Parse Subject Alternative Names

Virtual Host Name

Server2

Proxy Type

® Split Transparent

Enable Exclude List

Certificate Verification™

‘ Signature/Expiration

=

AR

EXFZMEMEN, BASIENZ RS SSL BEEEX .

4. R R HERE,

5. 7E BRI FRH, REBRAME (ER/IH), RIECHRBESENE.

6. HITARSSWIHAIERE:!

£ WIEFE TR, EEMERSSBEBMENM (CA), st + LHRSE CA,
EE RESHRIE, ARE EBFAPFRPERE—EBREN, HPE + ERIEBTA,

£ D WhRE FERH, EERSFEZ ML

N =
o=

Citrix SD-WAN WO {3z #F TLS1.0. TLS1.1 3§ TLS1.2 3§ TLS1.2 W4H&E **, ** A3z#F SSL thi¥

SSLv3 # SSLv2,

MBEHE, EER OpenSSLiBERIEE BIE FRFH.

IRFE, BN “ENHBHRE" THHIRFER SHDEHEE, UAWEF K SSL 2EEMNE.

Server Side Proxy Configuration

Verificatio
E =

LY
.

Certificate/Private Key*
‘ split v ‘m

W Build Certificate Chain

Protocol Version*

‘ TLS1.0,TLS 1.1 or TLS 1.2 v ‘

Cipher Specification™
| ADH: HIGH : MEDIUM: @STRENGTH |

Renegotiation Type™

‘ Old style Renegotiation Disabled ¥ ‘

7. BITEFIRAERE:
£ IEB[FATA FERH, REIAME,
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PR WEBIEBEE A RS H[ImLEWE SSLIEFiE,

MRFE, HEFS L CA FEUAELBEEME,

£ kR 287 FEA, EREER PRSI ARES,
AR

Citrix SD-WAN WO {3z #5 TLS1.0. TLS1.1 3§ TLS1.2 5 TLS1.2 fW4A& **, ** A3z#F SSL thil
SSLv3 # SSLv2,

AR, ERETFIRERE.

RFE, BN “ENMNERE” THIIRPER ERDEHEE, UAWER K SSL SEEHMNE.

Client-Side Proxy Configuration

Protocal Version*

|TLST.U TLS1.1orTLS 1.2 "

Cipher Specification*
| | ADH: HIGH: MEDIUM: @STRENGTH |

Renegotiation Type*

| Old Style Renegotiation Disabled ¥ ‘

8. BEHEIE.

FREFERARIE SSL iLBEXH

BRI BEPMNIE SSL B EXXH, BHRITUTIRME:
1. 7£BRS 38 Citrix SD-WAN O i&&H, BME BB > ReE > SSL BEX #, AEEE FMEEXH.
AR

ERILIF AN SSL BEE X SNTFHEERITEN LBREX M.

2. EREXHET FEHR, WA SSLEEXHNEN, AEEE ERRAEEXH.

3. MR SSL RS HBERSPEMENSR, BE ENENR FRIPBABTEMNEN R, XERSB[BEEDTIHE
EZIE=

N =1
AR

EXRZPNENEN, BAS PN LIRSEIRAY SSL BEEX M
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Create SSL Profile

4. %ix B HERE,
5. 72 SSL IRS BB ER FBRHP, MTHREPEFRSFNMLEERN, NPT + LHFHNLERR.
6. BHEIE,

BIEEECRARSS 2%

EIRFEAARSZLHMIIMN SSL EBEXH, FHRITUUTRME:

1. 7 Citrix SD-WAN WO 1&& Web REH, ST BE > MEAN > RSE, ARBE Hl. BRENERS
XK, FEFAENRSE, ARRE RE

2. £ ‘B FEH, WARRSENRZIR (B, “hDE HTTPS”),

3. BIRIMERIZEN WE. RFN REBEHHRERESE.

4. 7E Tl BB e, B AR,

5. 1 5 IP " FEAP, RARSEER IP ik (fls0, 172.16.0.1 AL F 172.16.0.1/32),
6. £ AR FERF, FAMKENER. MREETWE, M SSLEEXHFRER.

7. ESSLEEX 7 Eoh, HmEFEEeIEM SSL EEEXHHIGHBTHE BEE &5,

8. B BUE LIGUEMN,

9. B g1 LIRIERS K,

SR CLI s

Citrix SD-WAN O 9.3 Z#5m&#89 TLS1.2 SSL #hi¥e &R] LUSIERMEER TLS1.2 N SEMARASEY TLS thille F%
5 SSL ¥ SSL v3 #1 SSL v2 LIKEBAMRIE SSL BB X, N ssl-FEE S 1 1R E ssl-Profile CLI &y &=
MR BRX LB Y

add ssl-profile:
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O oo ~Noul b~ wWwhNBRE

G oo b DDA DDDEDREDDIDEDEWWWWWWWWWWNNNMNMNNDNNMNMNONMNNNMNNMNMNREREFRRRERRERERRRFRR
WNEFEHFOWOWOLO~NOUPMMWNRERKODLOOOLONOULUUM WNEHODOONOUDMNWNMNEHOOONOOUGEDD WNEO

*-name “profile-name” *

*\ [-state {
enable, disable }
\1*

*-proxy-type splitx*
*\ [-virtual-hostname “hostname” \]=*
*-cert-key “cert-key-pair-name” *

*\ [-build-cert-chain {
enable, disable }
\1x

*\ [-cert-chain-store {
use-all-configured-CA-stores, “store-name” }

\1*

x\ [-cert-verification {
none, Signature/Expiration, Signature/Expiration/x*

*Common-Name-White-List, Signature/Expiration/Common—-Name-Black-List }

\]*

*\[-verification-store {
use-all-configured-CA-stores, “store-name” }

\1*

*\[-server-side-protocol {
TLS-1.2, TLS-version-any }
\]*

*\[-server-side-ciphers “ciphers” \]x*

*\ [-server-side-authentication {
enable, disable }
\]*

*\[-server-side-cert-key “cert-key-pair-name” \]x*
*\ [-server-side-build-cert-chain {

enable, disable }

\]*

*\[-server-side-renegotiation {
disable-old-style, enable-old-style, new-style,x*

*compatible }
\1*

*\[-client-side-protocol-version {
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54
55
56
57
58
59
60
61
62
63

TLS-1.2, TLS-version-any }
\1*

*\[-client-side-ciphers “ciphers” \]x*

*\[-client-side-renegotiation {
disable-old-style, enable-old-style, new-style,*

*compatible }
\1*

set ssl-profile:

1
2
3
4
5
6
7
8

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

*-name “profile-name” \[-state {
enable, disable }
\1*

*\[-proxy-type split\]x*
*\[-virtual-hostname “hostname” \]x*
*\[-cert-key “cert-key-pair-name” \]x*
*\ [-build-cert-chain {

enable, disable }

\1*

*\ [-cert-chain-store {
use-all-configured-CA-stores, “store-name” }

\]*

*\ [-cert-verification {
none, Signature/Expiration, Signature/Expiration/x*

*Common—-Name-White-List, Signature/Expiration/Common-Name-Black-List }

\1*

*\ [-verification-store {
use-all-configured-CA-stores, “store-name” }

\]*

*\[-server-side-protocol {
TLS-1.2, TLS-version-any }
\1*

*\[-server-side-ciphers “ciphers” \]x*

*\ [-server-side-authentication {
enable, disable }
\1*

*\[-server-side-cert-key “cert-key-pair-name” \]x*
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*\ [-server-side-build-cert-chain {
enable, disable }
AW

*\[-server-side-renegotiation {
disable-old-style, enable-old-style, new-style,x*

*compatible }
\1*

*\[-client-side-protocol-version {
TLS-1.2, TLS-version-any }
AW

*\[-client-side-ciphers “ciphers” \]x*

*\[-client-side-renegotiation {
disable-old-style, enable-old-style, new-style,x*

*compatible }
\]*

&/ Citrix SD-WAN WANOP @417 SSL [£48

April 23, 2021

Citrix SD-WAN WANOP {&fH e & RER P i, EIRRTH SSLIES (ReXE) ERREFREUS, FHREH
fth SSLECE, MRS LR SSL EEMNEEXFITE ML ENE THENESEN LIER TR RIEETME,

ZE HTEA LETHENERERELIERRNE, AE2REBESBMIGHNINZEEHBEXIER. TYWEHFREF
ZIEFIMITEN L, XMRZINBNBERR. B, Citrix ZiRAUTRE®RE:
o BFPNEERIRE LEAEBEIE: K. (B, EXMERT, REELAVFERAREESIEBNEGHTE
%8.)
o (FEREIELUARRARNYESHELRLERNAF LRI (FIN, ERLEEMZENZECRBR).

Citrix SD-WAN WANOP #&f# 3215 SSL $#F 2 LI2H SSLZERRAE, ZIGMHERBIEPHANIBER FLRE SSLiE<
. MRFE, FIEREHMAILUERERNEE, HESMEHHAIUAE B CNER.

FRIFERERE, SNEAFFS=R SSL E48.

W MR B AR N ZE VAT,
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RPC over HTTP

April 23,2021

Microsoft Exchange Server RBALERANE B FHI4ARS2E > —. BT Microsoft Exchange Server gk
HYIESRINAE, ERILUET Internet Z&MEEFIE, RIBRIAHER, EEIERBELEE Outlook &/ imH B FHEf4
RHIER, BRT MAPI iz sk, Citrix SD-WAN WANOP i&&F %z #5@id HTTPS #fTini2id #2iAA (&I HTTPS
#17 RPC) 3kfift Microsoft Exchange 72, LtIaEL#RA Outlook fEftA,

#BT HTTPS B9 RPC R2— M #B9thil, BMHIX Exchange 2013 74, ©¥% MAPI Zit AEiIAH. RPC @i
HTTPS WEEMSRE, EREFFMHEBET Internet TetFEFIMARS S,

Li&@id HTTPS /8 RPC B¢, Microsoft Exchange Server SRS FIEBMFA Outlook EFFHITE R
WiE, BFIRMRSS SR ZERBEER HTTPS fEAFRE

7£ Citrix SD-WAN WANOP &% £, LU Microsoft Outlook #1 Exchange Server iRz 3z #%53@33 HTTPS #17
RPC:

+ Microsoft Outlook
- Microsoft Outlook ks 2007
- Microsoft Outlook ks 2010
- Microsoft Outlook ki 2013
+ Microsoft Exchange Server
- Microsoft Exchange Server k7 2007

- Microsoft Exchange Server k7 2010

- Microsoft Exchange Server fgas 2013

Hrh, B&T Microsoft Exchanges Server 2013 LUMAIFRE R ZA#Z 1 MAP| (&g TCP) WKi@id HTTPS & RPC,
182, Microsoft Exchange Server 2013 3@#liE#Zi@d HTTPS /8 RPC, Eie&/ERR Microsoft Outlook Ak
7, #E#E Exchange BR$5%8.

i#id HTTPS E2& RPC
AIAMBRT, ®REELBATET HTTPS B9 RPC Ih8E. B2, BER&&EEENET HTTPS i RPC, EATHAITI
THAMES:

« ECEMEBY MAPL,

o EARSS[IEPECE SSL BLEX .

o 3@ HTTPS AR 2602 RPC #% SSL BBXHHEIIE.
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ECE Nz MAPI
pEI=

MREETIRE LEE T NEN MAPI IR, BBk AR5

Microsoft Outlook {8 Outlook ZFFi#H Microsoft Exchange Server Z EIRBB R BRI F4RIZIED (MAPI) &
£, MAP| EZFEASR HTTP ZE#ZEH%09 RPC, Eitt, £ Citrix SD-WAN WANOP &% LE&&id HTTPS #9 RPC
2B, WAEIRE EEEMZEN MAPL,

FORFME:

EEEME MAPI 251, BHREBREUTRRFA:
o ERPIRUKRSSHFIZE L, REWNFXATNIKEN True, BEEEREUH, BEBRARZEWTS
o TERRSS2RIRISE LECERY DNS IP it S mT k18],

IR OIRIR BRI NN

WAGEFEAP RNEIEIER OmIRE, HRSMAREA B

BX¥AER, BEBEEE Citrix SD-WAN WANOP & LUtk em Windows g,

fERRSSHIEPECE SSL ECEX

3 MAPI &E289 HTTPS &% SSL ®iF. Eitt, @3 HTTPS 3#47 RPC FEi@id TCP %0 443 1T, ItiF
A9Fes HTTPS, Web RSS2 52 55E B 1P AMEN ARF PREHTIRS. A SSL FRIFiBEHRET RPC @
HTTPS #iFFEBiENR L.

EE®I HTTPS BA RPC IR, HAESE FRERSI|/IET, ARSI, ErIUEE SSL BB, &
HTTPS RPC BF&ai@s. EfEM Exchange Server IEBEE SSL BBEXH, EERARERSSIMNEFFHIER.

=r

P =

B TRIERIER ORI E LECE SSL BBEX o

& HTTPS AR5 2612 RPC #¥% SSL BLEXHAERIE

EE@E HTTP E# 4 RPC, HMEIESIH HTTPS MFE MAPI AREFHNRSE. E4FRE Microsoft
Exchange Server 89 IP #ifitfE /9 I ARSS KB BAR IP sk, AR ELIEN SSL BREBXHBEIIMRS L. BERE
XHHERIBRS X T #R Outlook FF i Microsoft Exchange Server 2 El#9@ (518 FE A LA B X415 21R
o

EE

BT EBIEF Oimig s LR E SSL BB XA H B EAEZIRS K.
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i HTTPS ZE#30IEME RPC

FigE LEETES HTTPS B RPC /&, AILUE MAPI RSN E LIRIER & RSB EEREE HTTPS f0iE RPC i%E#,
mnE MAPI 23EE5+ L5t 7@ HTTPS E&symi&E RPC,

AR

B MER P iR & LU RBRS 28 Citrix SD-WAN WANOP i&& FEEi@id HTTPS # RPC, LU@Ei@Eid
HTTPS #E##hniE RPC,

IIEIETE IR HTTPS =8/ RPC

1. S1F4M > 1L > Outlook (MAPI),

2. 7EhNEE MAPI £3E&Ik £, 38IE&E HTTPS &#/ RPC 2hniE

= Optimization Mornitoring > Optimization > Outlosk (MAP]) Monitoring > Accelerated MAPI Sessions [s]

Acceleration Graphs Accelerated MAPI Sessions Unaccelerated MAPI Sessions

Optimized MAPI Session Count
iAN Optimized MAPI Session Count 58
count 213

Links Usage
Outlook (MAPD) TCP Connection Count Client Server Bytes Sent Bytes Received t | UserName Encrypted Service Class.

03 1021681033 192168.205 744.26 MB 270 GB Administrator True HTTPS eMAPL

AR

NAEFEEUTREMNE: HTTPS eMAPI. HTTP eMAPIL. HTTPS MAPI#1 HTTP MAPI,

TCP REFH MR

April 23,2021

EEERFAEMTZEBSMNERT, B WAN WIEZEEIEEE. WFEBNIEME WAN $E&, —IZERNE

WENE: “—BERRFIAZFAT 40%, MAZEMELSHER, EAMEMNIRYELRREIEREAR LA ERMt

$o “HEREZRIEM, FANMUSRIE, FEEZEEKEBR, MREELSEXMNIM, 95% FIBRMNFEZNA
E5E2 A AR,

Citrix SD-WAN WANOP & &R izl WAN $5#% EB9 TCP REMEIAM X, & TCP Ak SIS ES MEEN
Bhih E#ETIES, MERAEHTRERFEEEN, ANGRIKENE N ERTINERBEENRSFRENHE,

—J5m, Gateway AFIEMMEHSRREMNEEGE, TEMXREEX M, RATiITEREM TCP BRZ/R
21z%l, Citrix SD-WAN WANOP % AEIN T MK 1&g &M TCP iEEhir D IEEE, BMEESIRERRIGEEEFES R
T, thEeXRMERS WAN EaE.
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Citrix SD-WAN WANOP = H 2 RRfBEAN, ERM T Z0REMRL. BTFEHNRANEHEE, FHRELR
B, B, MRMAEBEIEMEEAERN TCP &M, NrIseFE R A%,

%*J\Jgﬁﬂ /)ILE*I%IJ

April 23, 2021

EEIAMEE (—MITFREMR, —MiiFHEkks) 3k Citrix SD-WANOP i&#&#0 Citrix SD-WAN WANOP &
HEVER TCP &R EHITINEIR(E. RELEERT HRAIREHMIING, EEMKEMAIUENMNEESHENH
HEEERENERZBEINER. XATFSNEIRERA—MEE, MAREMEHEERR MRS,

5% Gateway —#%, Citrix SD-WAN WANOP && R #iEEEmERE. AM, SEEMXTRNE, XS E
REZSCIEIZRA. TUREisH], 8!

o REAMRZIREZEH LAN B
o RiEFEWIREZEIR WAN B
o FWugEMERWALZ B8 LAN B

MEEFI LRI EEX =M KEFHNES— MR, XEREHOEHEN, FbSNREFTLURIITRIERE, SR
EREFERE AN TREIANFHHEROIN, X—RREE, HEFHZRHER WAN BEZNEENFRBRER,

TCP M EEEE TCP ER2AFEIEMEFRER, B2, BRTREISARN, SREHETHEBLH, Citrix
SD-WAN WANOP & 1ZHRSEr TCP EZLUEMRRERE R, #HESESR, EXZFASEH, FEHAERMEHER
ERME, FEREAUELE,

WFEi@r TCP, KHENETREE (BREMERMETER) TESFFHERETER, iadE, ESRRRERM
K, AERESRIEH.

meEizlE Citrix SD-WAN WANOP R 5IHFrE IR &EHIIRETHEE.
1. IEE BRI S AR
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NETWORK A NETWORK B

WAN Router WAN Router

Appliance < >

WAN Link
w Transparent,
AutoOptimized
¢ LAN Link
|

Appliance

Acceleration

ﬂ—
| e —

EREMK

April 23, 2021

A% TCP s2pets WAN B8 ERIAE, NEM MR, foEN TCP 2EEEE (EFRMEIA TCP REME) T
BRXEHNEEAR, FEFSEERESERNTER.

Citrix SD-WAN WANOP SEIRr5Z289r S, MURKFEIBESMHAFIZG TRE. XEMALLUBREARIE, U
HBRBIERIREA B B,

WAN R LUERRS HIETT, AREEEMAEE.
WAN fiit2FrE Citrix SD-WAN WANOP & &It REINEE,

TERRT HinmERARAE TCP (TCP Reno) B, RINEMNFEESEREE, Hi0, TICERNEIREENM, FK
UBEHEEFFNEERNFATLUEE, 100 Mbps aix% 100 ZEBUT, LIKEENEHEREITE 1 Mbps T, &
i, FEEMEE, XMAL EANREREFEIRTNARER. EETBERRHIER.

1. 3emniE TCP (4:aERES BB T TF%
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One-Way
Distance
{Miles)

100,000

Dialup

Worldwide

- 10,000

Cross-Country

- 1,000
Cross-State

- 100
Cross-City

(MAN)

- 10

Cross-Campus

0.1
0m 0.1 1.0 10 100 1,000 10,000
Connection Speed (Mb/s)

snR& A Citrix i, TCP EHESEEMRIL, AT ERRKESRERNSEHR. ERMEEN, EE
EFHKR, HETUEEMEBERERNSR, (ERETLZEBLITENHRL Mathas FARIKEE,)

INERFIEMREAR S THREERE, FREERTNSTRINE TCP, MEEZFMTHUHNMEZRGTHEMNRE. HIEBRE
EIRIBER AT SAMERBRNNR. TICHBMAROM, BRBRANMNENBREFE. 558 TCPFE, &
90% MERETEIT WAN WFREXESELAN, MEEZNMMEES 10% BiHEF BERER.

WFEEER (EEPRTHALNER , TREFNMEAZFHTROIRFLENR, BRURMLRK, HETHRE
L@ TCP 1818 %,

FETCPRE (W1 UDP) F&ME, BRF, EMARRELEHREE,

Nl

=% TCP RAN—PMRBIRTA ESERANEER M. TCPHN—IMHRE, IRESTNRE—IHIEEREF, U
7£ Receiver {887 (RTO) AR Z AT, KEATRIRIHAELR, SMBRARELD—HK, MAFFEK, BN
EEREE ERMNSWIERHNERR, XMEREREXRIEFMIREA AT,

ESRABEIERENERE BN ERERESHRAMIEERBRILRR, Fitt, FRIEMFFRNEIE, SN RTO A&
%, XRTFIHER.

HELREX LR—NEANES, FIUESEARTHEFWNTIMNTREAIUREES I XE— T EE. BR, XE
ARE (Pl Rngsh) AERI\NES. ESARE—NMNENSRESHN. REXENEERRAATEE
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MHEER, £hRt, BSEAERERNRE HRBIERSBIRYE (FEC), HAHEMREBIRMESLER RTO Rif,

BRI B&EcE

April 23,2021

MR EERIMETIRF, Citrix SD-WAN WANOP #3754 Bapie Ut 57T, 1&&38 TCP iRsaBiMinEI S ME
EPHE—MUEE: SYN #UEE (BEFIRARIIRSJ/LUTHER) M SYN-ACKHEE (HRSH/AXINEFIE
LS T EZEBWIES) . BI4RC SYN SR HMAFRIE SYN #1 SYN-ACK #iEE, XEIG& 0T LUEIY EZESSA N
W UERITFTE,

BRAMNETERSE, SRANSFIFLEN, CHRAUNERLEMEEE. MI1EHRANH, kb, RN
BArBohiRE, XM MEEER TCP ARLIATRIIGIRESH, TIFHRMRE CREMBFWAME) . EAMRER
(hardboost 5% softboost) UKRAIEZMERIEN (R AESRTL). SMEEEENEXHEEKENFIEEEH
S58MEERIR, MIATFESMNMEETN (FiH, RFHNESELEPHNS MRS EINTW).

1. BRI ITERE

Client Appliance Appliance Server

Ob—sm L e
r N

'_,.a—-\.

-5

SYM-ACK - e SYM-ACK
e T

7 SYN-ACK
e

_y

C

e

.

B RSN TIERENT:
1. BRImEEE—#, BdmEAE TCP SYN #BGRITH RIRS 338 TCP &k,
2. ER—ABETIRERN TCP METHMMEl SYN #iEeHAREGEOANNZE, F—MigEa%E SYN HEE,
3. BIMRFIRE TCP &, MEBIEEHTREREN, ARKENELTIRS:S,
4. RE|EIKGEE R TCP SYN-ACK #iEEREREE,

5. BIMKEICEIERZMEARED, HIFH B SHIMBETHIIE SYN-ACK #53k.
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6. F—MRERME - MKEFMEDED, MEBEERLIBXERD, ARFHIEERAITF iR, EENES
. XA MREELELETERIR T HENSH, HEERFSEREREEIFEEREFT.

ERINE, HEMENZT G, ARS8, BEIMPAERZERN.

TCP REIHIEI

April 23, 2021
TCP REEEIERMIER: WITAMBRHA.

Softboost FEAEFERM KX, URBERELFERHRRFIEEMRATE, NREEREILBEISETHERE
E, WHEaERMERFRIVE, RNRALERFAR, XEXANBERFAIUERIREMENEE, MitEERNA
BFENRTUETEHRE, Softboost SEMFHFHNEMMAREMLE, H5E=7 QoS AT,

BEINRLLBINEE N T, BYZRMECELANEMAMEN “HEES’, BEEETE. SHETLXNIRKNHER £
RIIEEW, FINBEEHER. CHERRAENERERE, KRER, BASESHIEEEL, FIIFS B NER, NEINE
A Softboost ;AL I HE M AEMY s 3d s ki A Hardboost,
Softboost RIZIMER, EAZEIE R FHEFER,.
R
« Hardboost WX BT EEEE =3 m IR N ELIBIT I E, HhELSRTRE D ETINRESF RS,
« Softboost #1 hardboost 2HEHIFM, XEKENIEEBENFIERSHSILEER. ME—
BTRBENENE, FS—MNRTIRENNINE, WASKEMRE.

BRBEVRARN, BRITUTERE:
Softboost RERIAMEN, EAZEIER FHFER,

1. SHE RE > i > BRARIRA, R EREHE.
2. R R (FA TR R

Link Settings

WAN Boost Mode
Hardboost '® Softboost
WAN Bandwidth Receive Limit
1 gbps v

|
Save Cancel
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BRFEREAR, BRITUTERE:
REEERE 23T IR LIRS HERS E3%4% hardboost iR, HPELARTRATRE T IMRIES HEEAHE,

1. SM% ERE > 18z > BRANRA, A BR&EHE.
2. %8R BERA F I ERREA R,
3. ¥ WAN HE KRS IRE N HEREER 95%.

4. BHFRE

B KIEE S E I

April 23,2021

Citrix SD-WAN WANOP & & TCP MR B ABHNIMERE@IGKIL, XL AEITERFRE L
TCP BB E AR SS B9 ™ A& AN

REMABSHE RAN” &0, ARRLMIES. RFEAIPLEN®E, EFSRmERE,

HAbps AIFIEL R BB RAETENERR MRS, BMER, BAESMER®SE Citrix SD-WAN WANOP #1589 SYN
iR, SRENNIESNERZHANE, ESERBETNELTER,. XEERAIEKEREMEERE, BEE
20-60 #aUSEEA, ERBEME,

EfFREI KERRH Citrix SD-WAN WANOP EBRIPA A SR NEFACE, LIER 2431 (+i#H) SEERR TCP
I,

REBHHIIBFRRMAEIEXEED, BF, B8 ASAF PIX S (FTeeEEHAMNA 7.X EfF) BINER TRl XF
o

QB FEERIRAIBALE, FRAEA— MR AT HEEHITIED, BEENEZE LT

UTTBIRAER 7.x B 5 B%E ASA 55x0 BAMBEE A, HFEERAN 24-31 SEERRNER, Fl2HEBEENXH
sSMEONS M BURE:

hostname(config)# tcp-map WSOptions

hostname (config-tcp-map)# tcp-options range 24 31 allow

hostname (config-tcp-map)# class-map WSOptions-class
hostname(config-cmap)# match any

hostname (config-cmap)# policy-map WSOptions

hostname (config-pmap)# class WSOptions-Class

hostname (config-pmap-c)# set connection advanced-options WSOptions
hostname (config-pmap-c)# service-policy WSOptions global
<!--NeedCopy-->
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PIX Fr SR ECE R -

pixfirewall(config)#access-list tcpmap extended permit tcp any any
pixfirewall(config)# tcp-map tcpmap

pixfirewall(config-tcp-map)# tcp-opt range 24 31 allow
pixfirewall(config-tcp-map)# exit

pixfirewall(config)# class-map tcpmap

pixfirewall(config-cmap)# match access-list tcpmap
pixfirewall(config-cmap)# exit

pixfirewall(config)# policy-map global_policy
pixfirewall(config-pmap)# class tcpmap

pixfirewall(config-pmap-c)# set connection advanced-options tcpmap
<!--NeedCopy-->

IEZE LN\
ME R

April 23, 2021

Citrix SD-WAN WANOP ig&Mm M EIRERREMRT (FIRAMREMESHERIRENERERAE) MNE (77
N FREEMEMRURINE TCP RE) . REMFAINENR NEALMERD BN A D ENHFRS G FIEIRIR
MERRE, LEREFNURREDKLRSE. BMRSEHERERNBRBIINETRE,

Acceleration
Parameters Ame|eral|ﬂn

—— | Classifier

Policies

—-.-
Traffic = | Vraffic Shaper

Shaping
Parameters

Application Service Class Traﬂ_ﬁc
Definitions Definitions ZIE[E 1l
Policies
Az Zf e e A e

April 23,2021

NAREF D EBEANBERFEXRDNANBEFNREHRTOE, IEEBATOIRIRE, HERSENGIER. F
ZHARFEREX, ERALUREREEXELNAER.
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Iz A3 RE X AR RY BN A o O AR

B AREFDEBERFEEHM S ENE (IANA) E S YR O#MEhttp://www.iana.org, BR1E, FE
BN AREFZININARFERRO. HEBEELTEQNVEXMER, NRENMEERLENBER, BEALGE
HENBEFSEBRIESINAEFRMRLAM, MIEREMSE LERLROMNERN BEF. Fi0, NREER
%0 3128 RATF Squid Web EEMiRERE, MEATF SOCKS K, MaLikeia (TCP) BRFERE N S
OKS (M0 3128), LUEBREN.

NRAREFASREEEBNENX. fIi, MRME EN— I NABEFER TCP kO 3120 1 3128, Mu—IMNARFE
%O 3120, MRE—1 Citrix SD-WAN WANOP Rz RiErFE X I E&iR0 3120,

FEENAEFEX

o oS TCP, ERTFEAmSHONRNNABER
o ZBEE, BTUXNEEER

o ICABRMBRA, ERTEMNZARER/EIMKE
o FRFY, AT IP #9%, a0 ICMP 5% GRE

« TCP, BF TCP MHERF

« UDP, BF UDP R#ERF

« Web ithiit, $H3$HFEMIAT I,

BEEVRAREFHE, BHRITUTERE:

1. SMEBIEE > MUAN > NEEFD LR, ARREHRM.

[ I R RS}
4 3

- [

2. ZRIBNAER MEL, REUTEH
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o B -NARFHEBNEIR. BT ASCI ZEHFHTIIL () FHFAX, HEXAXEE ASCI F
BEF. THL. &5 (#). = (). 8S (). at(@). FF (=) MEFH (1), ZRAKE: 31 MFFo

o HER -NFIEF D KRR,

s NAEFA-NBAEFNXERTRVNAEFH, NAEFAR—AREBEHINEHTTOENTE XL AE
4,

o DRLE -BATHNARFIEBNESRNE. LD XTERETNAREFEANKOHITH.
o WO-EFANKOS, ERIURNER. FIRINTTF 0 2 65535 ZiEpIH=,
3. BEEIE,
R REF 7 EETESIHT SD-WAN WANOP 43 328iRBIMFRE N AEF.
B XETEYIH T SD-WAN WANOP 73 £83iR5IMNFE R AR,
Rw

BE BRI UAITEIERPEINER Citrix ERBRAREFBRNAIRARFTIERF. —BELM, e
ERERSES, HURTREFEREK,

April 23, 2021
HIRSXDE T FEAEEIAIEE, BT LAERSXE N NFEEE. REXTURTFUTS:
. RAER
« IP 5% VLAN st
« DSCP {i
. SSLEEXH
BIBIARS £ EXERNRS. BREN), NREIBEETEARNEE,

RSEFBEFIIRPEX. SEFLEBIREBLENE —NEXEARERRS XK.
IMERRE RE PR Z EHNESR
EtghmEARs, Citrix SD-WAN WANOP & aiES D TCP EZM#E SYN HiEE, UMEERESEMEN

&RES, SYN #IEEFE2BMOH, REatrk, FtMERELFET SYN BIRERLHAS, HINERNBER
IHOSKEAR IP sk, 1N, —BNA, BIFRERREEEE,
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SMERRARRE, REFBREAIURTERYUIERNAS. RIBENBERF D RFRWEBIHIEHTRA D KAFIR
8], AJRERTEHESERNERDLER,

g0, HTTP EZEFMNE— I RIEEhttp: //www. example. com BBERLEZERHM SYN HiEE, 5k
89 IP BirimO 80, 5 HTTP: Internet RS HEE XAHLE, FEULINERS I EEEMBREIEANEL, EXMERT,
ZRSEE (BINE),

RERTEFER HTTP: Internet REXFHREMF RS, BLHREZIGRNEN, F—ERHOBEHBCEESFR
$ GEThttp://www.example.com, ZFRBESNAEFD LEBTNRONARERFENELE, 88568
BEFNRSEHRERTIZEFIERE, MAZEES HTTP: Internet WRSE X, HREBRTERERZRSEENX P
HIAR S S HME,
AR
TICARSS FEERBR UM, IREINEEESERER RGN HIEFIER B R
5B

FREREMSNAEFMIRSFEXE, HAMBRSEMEFREBIAERI, ERA TCP EEXAEGMERE,
MmAE&EE-

FERSEENX
HATFRSEKEXZ—TMEFIIR, BIFA—RIERFISNIEXBFERS ERNE LRA—ROEX ZH. MNSRE
EEREMNE—NEXZNARNEN fli:

« EF URL HIRS R LA TARSHFIRFH HTTP R332 70, FEAEMETF URL B-MRNIBS HTTP fRS53E
LES, FEitt, K HTTP BRSEMIES —IRRILEEAET URL BN E R BHIE TN AR,

o B, BFICA (BINARER/EIMKE) KHIRAEFRS EHFET Citrix RS %,

BFMEET URL BOMNES HTTP ARSS KA, FIE HTTP RSEREENZ LRSEET URLHNEHE R
HHETNARERIMNXERSRER.
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‘ Configuration Overview » Optimization Rules » Service Classes

o

Show User Modified Service Classes Only

‘ Acceleration Policy
disk
disk
Flow Control Only
disk
Flow Contral Only
disk
disk
disk
disk
MNone
MNone
disk
Flow Contral Only
disk
Flow Contral Only
Flow Contral Only
Flow Control Only
Flow Contral Only
Flow Contral Only
memory

Mone

| Add | | Edit | | Delete | [UpdateOrder| |Fitter Rules|
Order ‘ Name | Status
1 ICA (@ Enabled
2  Web (Private) @ Enabled
3 Web (Private-Secure) @ Enabled
4 Web (Internet) @ Enabled
3 Web (Internet-Secure) @ Enabled
6 CIF5 @ Enabled
T NFs @ Enabled
8  Microsoft Exchange (MAPI) @ Enabled
9 Mail (Other) @ Enabled
10 VOIP and Multimedia @ Enabled
11 VOIP Webcam @ Enabled
12 FTPData @ Enabled
13 FTP Control @ Enabled
14 Instant Messaging @ Enabled
15  Session Applications @ Enabled
16 Directory and Security @ Enabled
17 Database Applications @ Enabled
18 Secure Applications @ Enabled
19 lperf @ Enabled
20 MNetApp SnapMirrar @ Enabled
21 Other TCP Traffic @ Enabled
22 Undassified Traffic @ Enabled

Mone

‘ Traffic Shaping Policy Appflow Reporting Status

ICA Priorities
Default Policy
Default Policy
Default Policy
Default Policy
Default Policy
Default Policy
Default Policy
Default Policy
VOIP Traffic

High Priority Traffic
Low Priority Traffic
Default Policy
Default Policy
Default Policy
Default Policy
Default Policy
Default Policy

Low Priority Traffic
Default Policy
Default Policy

Default Policy

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

38T HTTP BRS £ 6032 RPC #3§ SSL REXH4IETE:

1. SMEIEE > MR > AR

5%, ARBEHRM.
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W] Enable Appflow Reporting

Exclude from SSL Tunnel

Defautt Policy

Application Source IP Address Destination IP Address VLANs DiffServ DSCP Bits Direction 551 Profiles

2. £ "B M FRP, BARSENET.
3. FWREREF ERMA &I,

4. M0 EREREE IR, EIFINEREK, NF M BE EERTEENRERLICRNEFMEMUE, BE BERRERE
#, ANESEMEFBENNT, EEAIUATRERENIRNEFEEGRE. AF MEERF. &F X ARE
=H TRAESE, BERAREEFINE, NRZINERNRSH FTP EH@BEERFILET, “X (XBFAIESEN
Ik AN T

5. 4% = AppFlow 8% LUS FIILARS 289 AppFlow 1B, RE ILARSEME B B ST AppFlow 1§
tch, AppFlow SRR R4S BBl I8 HEAM I B RY FA 6 55 BB RO/ AR . WAN #46 AppFlow RE S
AppFlow litese—te T1E, LIRS, IEREM AppFlow FFRE NS S BIGLMES,

6. EF M SSL BREHIPR” LIM SSL BB R 5 ARSS HEXREXIRE.

7. ERERBREIIRT, BREET IR ET. REFABRREABFIRMALEMEMEE, BT REWNFL
BERfRERE (ENFHEMRE) . KSHRSEEZEN FRAKRE, ETUARSRERNRESKE—ES
RITRBRERRRE, TEAUANBRRMRITRRED BE—MBIRMTRBIREE,

8. & “TmEMN” EoH, BE RN LULIER “ER7 FAMBSHBAIAMERNTRERN, MRENETEEZNI
W#F(ER TRUE, MZERF DL ZRSE. KSHRSEHOMENNXBNBIEFTIRAR, EMNBH
IAE4E IP sthat, VLAN #5%. DSCP {E#] SSL EEEX & #F. MUPHAEFERRIAA “BE" (BREM). M
WhEFERR—HER.

9. B AN LARINTHESSFL
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Filter Rules

Filter Rules X
Application Graup™
Email and Collaboration '|
Application Classifiers®
Available (27) Select All Configured (2) Remove All
+ - E POP3 (clear) -
+
Biff -
. |
L0 =
T
Source |P Address
10.102.29.230 | + v|
Direction*
Unidirectional '|
Destination IP Address
[+]7]
VLANS
[+]]
DiffServ DSCP Bits™
| Best Effort M |

10. M MABIEFA FIRSP, EF BF e
11. NA A" FIRF, EFFRRRNNABERF.
12. FEENNAREFEHE BEEE IR,
13. £ IR IP stk FEErh, RINEF % |P ik,
14, M 75 R FIRF, EFRENT M.
15. M SSL EEEXfF 5k, ®EFEEIZER SSL EBEX .
16. BEHEEIE.,

AR

o EBRTRIEBIBEROIRIEE LACE SSL MEBXHHEEAEIIRS L,

o AERBIREMNSRIZEN BEBIARS KA BES SSL BCE X HXE.

MERT

April 23,2021
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Apr 18,2018

MEREAFTRATNERE, UWHR—EKENRSHRE (Q0S), ERILIBTHIBEMANSE (FREMRE) SHRHM
& (ERFRE).

ERAREFEER, BLUSETRERRENMETSR, HUBIEREIEREENERERERXTER, SE
BT TCP/'P /}ILEE"JDDL;F@: /)lLEﬁEﬁ/%gLfingJ:E’JFﬁﬁ/}lLEo

BRILABANLLERREREEERNRERERESHE, NMEERESURES N ERRRIEHER R,

REFBETMNATHA, XESMRSEVERFEATOT. MRERLTERRS, WEMEE (EEMRS
xrh) A LEARMEE, YSNERSTERRTEN, REM RSN ARE NN RIEREE ERIRESR

BXIMRAFHABNESR, BRI AFHA.
ZREREFE:
1. EEEBEE X,

R PITZ 23 15 F HE BR R SR R A X AN e B R B AR H SRR AR K E B AR MEBEA B IRIEAEERE X
URAIERE#EEXNESER, BB HEEE X

2. RENABERFEX.

RATERNREHNAREFOXSNE, UBECHBHINARER, ARERSEINRPERNABEFUBEE
FREBRIARS . BXNARFNEUNNAEENAEFEXNESER, BEHAREN L,

3. BIEREIRERE,

TR LMERARE AR RN O EMRIERIBREENNEERIZEEMNALEENEMSH, BXCIERERE
REHNEE, BBRRE MR,

4. RERSEEXHRBREFBRIES RS FEXE,
BXEBERSZEEXNER, BBAKRSZE,
MEBTRN—EER
o FiE WAN REEHZREF M. MEERE. RINFEZEFMIETCP RE (W0 UDP RmEM GRE RE),

o BARMRATHIA, ERERRASTRSEDEMN TR BTRSEBRT—IHREM, BRRGEREE
B/ ERSY, FF (my_ fise/sum_of_all_ f5%ER). mMiRiLELH 100 KBRS KRG H B2 ML TR
50 MRS EMFEE, ERILUIEEM 1 B 256 M E,

o IRSEPNENERFRENEAZRS LT RIESFRE.

« BNERRBHEHATHNERTENN, EAEESEZE, MALSNATREEEEN WAN 55, M, mRE

ﬁﬂ’@'/\ﬁﬁmﬂfﬁ‘ﬁé&m*ﬁ%m, —PRI 10:1 £%, 5—1EM 2.1 E%E, WAFRSFIELEE 5.1, B

EZH WAN SHZERRRER. Sfirt, XMEREAUMN, BN WAN &EZMABNAREFFRE, 8%
EEENBRE R
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o REBRARBREHERTMEREMIFMERE. FI50, MNEREEIMNFBZFERMNARINEN EINN BEFER
WATLRBORERE, FAitSHEREMEL, RENRERBITURS. Z—MFE, IHEIKZHIETCP R
£, fVolP (£ UDP thi%) =Tk,

o REBRBEATRENEWS M WAN #Z, BBERTMRARE, WERTIFMERE, BMEERNS—
ihRECE Citrix SD-WAN WANOP &%, ItIhReth el B EimZEMAERIZI. BI90, RILARSEEAR FE#ITME
HFMEE,

I

o MRFE, AILMRES MHEEERS EKIREFERER,

« RTYBERAEREN, RERFEFTEILETREEZRRSNES (DSCP) FEREM T HEHES M UED

FRBRRERE R E.

INAR 2 HERA

April 23,2021

FEEMAEES, RM Gateway BEMWETILE, RNIFMIMXFRBEFASEDR. NRKEATIFRERELIE,
THEBA N TE R E B

REZE P MBERRE FIFO A, MRBEBEXAERELLMIMRER, AFISER, FIERIESHIIENALARE. B
B, MEBWDE/L T FRRNES R FIFO, EREMNAFE. AXISHIENENERTEZSRRXLFFAAHME
EHAREEER. HEEERAWE,

Citrix SD-WAN WANOP & & ERIMNATFY], XASTEZRERMAAT], BEIATHH, KIREEEREE
HHECHY. EXNEMERLERM, ERHTERREEH, REXNRNERE, IIFRED.

ZRZ, STERBUATHAIUTERERERHERS, FEEMERAARENTRENEREEXH.

TEERT ATHIONR. FENTFEHATOTNHE (RPER) NERRSHNTESSRERNHREMER. 1tk
ERNHAERIFE L, RRAEABIATHINERFERTATHM, MEERLTATHIMIERIE THEMT

o

&t

1. AFHBATETTE
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Per-Connection
Data Streams Queues

DATA

E—

-—

ACK

DATA

. . P |:- e -
..— uler

I I I I I DATA - /

REEREEXHFARERAMESENAEFNAFRMAIERNLEERE, BERS T ESCRHEZHEHLIE NI, THSE
ARERFINATRNNASHERBR BB REBASGERN—FE L.

AR A FHAFIEIR A FHAZ BBRBIETF, N QTHUNEEL FRERBILAMREESHNMER (IRE) B9
EL, NER 2 WRERRIRERREFTHEMNME, XER 1. 7 Citrix SD-WAN WANOP BELEH, NERERE
ARRED D,

B R BR RS

April 23,2021

BMRSEEXEBEREBIRERIGEXE, ZRBABXRSENRERES Y. ERIUNBRHEREROLREEME
EREPBEE, BRNRBREERTAZHRE, REUTRE:

o #5734 Citrix Virtual Apps and Desktops X B REMNMEREES.

o RIPIERFEEHBURAY VOIP &,

s ERIEEEE “EE, BMEERIGAET, SRS ARELE,

B A EFRMERRERNAESEENERGE, NMREHENAE,

o BRTHUNEFRT REFMERE

Citrix SD-WAN WANOP & &gk 7 I BN E R, ZHRIRE ZMER, XLREE REFEHRR I
ERTIH. bR BIARIESS, FeedmiEsMFREML BOARR. FRZNTHERENZFMAER LABHERNEX. B
HITEN, FEAMSHEIBEMIAERERE, FEBNARSEE X US| AR ERERRE,

EORREBFEREE, HHRITUTERE:

1. 72 SD-WAN WANOP E32 Ul h, SHZEI BRE > MU0 > REFERR, AERE Hil.
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Dashboard Monitoring Configuration Downloads Notifications (1)

+ Appliance Settings Configuration Overview » Optimization Rules > Traffic Shaping Policies [}

— Optimization Rules —
[ ad | Shouw User Modified Traffic Shaping Policies Only
Application Classifiers

F line Name| Create 2 new Traffic Shaping Policies Voice Optimized DiffServ/TOS Maximum Incoming Bandwidth Maximum Qutgoing Bandwidth
inks

Service Classes VOIP Traffic Very High (Priority 256) v Expedited Forvar... 75% 75%
Traffic Shaping Policies Very High Priority Traffic Very High (Priority 256) x Disabled 0 0
+ Videa Caching High Priority Traffic High (Priority 128) x Disabled 0 0
+ Secure Accleration Medium High Priority Traffic Medium High (Priority 64) x Disabled 0 0
b Medium Priority Traffic Medium (Priority 32) x Disabled 0 0
iagnostics

Medium Low Priority Traffic Medium Low (Priority 16) X Disabled 0 0

Maintenance
Low Priority Traffic Low (Priority 8) X Disabled 0 0
Very Low Priority Traffic Very Low {Priority 4) x Disabled 0 0
ICA Priorities Very High (Priority 256) x Disabled 0 0
Default Policy Medium (Priority 32) x Disabled 0 0
TSPl High (Priority 128) x Disabled 10% 10%

2. 7 IRRE R TET, WAUTSHE:
o BIM—HTERIREIRM. BB,

o MMARLAF—ERLUEZFME M RRE, BAILLERENT 1 2 256 ZEINBEEX{E. L% 256 BI&E
ERREHEEAZM 256 &, RELN 1 EE,

o MEZT—MREF, HRBEAZMAELRMER. XNFRSHERERRZIFE AT, FAA
RERBH “HWET REBXREFREE, ESBEEERXRENT, A2SRHEMAEBIMIEEZ. X
FF VoIP, HBERASKREIHRRE—RER (B0, #EREE 50%)

AR

®E ICA AR T EREEFES M.

Dashboard Monitoring Configuration Downloads Notifications (1)

Create Trafic Shaping Policy

Name’
TSP
Weighted Priority”
Very Low M Priority 4 v

v

Diffs

AF12 - Silver v DSCP 12 (binary: 001100) v

Bandwidth Limit

8y Percentage of Link Banduwidth ¥

Maximum Incoming Bandwidth Rate (%)

50

Maximum Qutgoing Bandwidth Rate (%)
50

ICA Priority Settings

ICA priorifies cannot be configured while Optimize for Voice is enabled,
ICA DiffSer/TOS Settings
Set ICA DiffSeny/TOS

a Less

EE—

« Diffserv/TOS — it #iEE LAy DSCP Uig B RFfiEE, BTG ThEHhE.
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o HERH —ERALEEEIOTEBIIEERE (MR EENESEHENERT). Citrix BMEEES
tb, LUEMERIMEXFINAFAERENTEE, LIEErTEaEHERER. fW, RENEREE 50%
RS R AR EMBREERET 50% R, BIEERREEMSELFERRE. UXis X RE
MEBESRAMRER—, EWEFRTER “E3MA” REN VolP REZS, IIngERIMER.

o I%E ICA fiFck— MR FBEAT Citrix Virtual Apps/Virtual Desktop g, ML, XEX. #E
FHEaRERNRENABMELERILMIGENRERE S,

ICA Priority Settings
##| SetICA Pricrity

0 - Realtime®

High ¥ Prionty 128 v
1 - Interactive®
Medium High v Priority 64 v

2 - Bulk Transfer®

Medium Low ¥ Priority 16 v

-

3 - Background®

Wery Low v Priority 4 v

« &% ICA Diffserv/TOS: 33F ICA (RIMLZARERF/EMSE) RE, T ICA REREPNESMEE
I LUERARER DSCP E#1TRC, tLIhaEx FHevZ i ICA ThRESRIB A, EixeEd, EMNAER
HEMKEE P ini N R ENAALERTRER,
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ICA DiffServ/TOS Settings

—=1

| Set |CA Diffsery/TOS

Multi-5tream (0 - Realtime)®

AF11 - Gold r DSCP 10 (binary: 001010) r
Multi-5tream (1 - Interactive)™ *
AF21 - Gold r DSCP 18 (binary: 0010010} r

Multi-5tream (2 - Bulk Transfer)® -

AF12 - Silver v DSCP 12 (binary: 001100) E

Multi-5tream (3 - Background)®

AF13 - Bronze ¥ DSCP 14 (binary: 001110) B

Single-Stream (All priorities)®

AF33 - Bronze v DSCP 30 (binary: 0011110) &

3. BERM. HMEZRERERIRIIRPIIH T REFERE,
WE, BRAURKRERABRRBERSEXEK, BXESER, BEARSZEG.

WMIRE T

April 23, 2021

WHARERIATIHEAHRNRBE (W, FHINRENTARFLRTEVER) . BT MREEEERXEERE
M, MEIAMRDHENXISBRAE, B2, BIEENBERMINZERRENT R, TRAESEIER, M
T A PR H R RASTE SRR,

MINEF I LE HTTP MSUAMEE AR, 155 BERERIEMNTEE L, MEFREEAM Citrix SD-WAN WANOP
®E L, YAMAREEEEEFNNMNE, REATUUEBEMERREHEFRA.

BigBEBENEFMMNGE, EEEFRAEENIM, XA UERATIHNET M AL 5TARSS 28 REEE BIL5T,
&R KR,

SRR F IR BEBRIEEERICERE HTTP 15K, BRTHIERIBERERER. WRFAIMEFRRME, R
ZESIEBIITHEAHERR. TN, FERAEESRZNEN], HEBESUNEFIMRA,

RIERHAR. BREEWNN, EEBINEFRSE, NRWAEEN, WEEFEFRBH THRRE.
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} =r

AR

ZENEIRBEN, BHER, BRIKMRSEN IP it 23RN, ERHR4S, Citrix SD-WAN
WANOP &&89 IP it R ARk,

HRUATABEFEN, SEFI5M.

o ATFRAEEIINMINZE HTTP, FOIAERT, w0 80 EEENSIEF. B, MRERETS—1iwA
90 Web BRS3236Y 8080) , MIIIERE ik O A FEF Mo

o EERMEBEEFISMNISTR, RIAMERT, YouTube, Vimeo. . BEizzn# Metaacafe fSTRE =R
mEkg&EF, BB YouTube # Vimeo, INRBEEFRBEMEMBGARIIN, WLFTBAEN RNH
PATREY, &R AERINASTRE B A EN T

« 27 YouTube. Vimeo. Metacafe. Dailymotion FfiBE= 4, EIEATLUIEEE ML, P it sk F M1
TR, EER, XML NG IS, Flam URL HRNENFR,

o MSRRFRARNRBIMSIER 2 —, HEGUTXH BE2Z—: .3gp. .avi. .dat. .divx. .dvx. .dv-avi.
flve fmv. .h264. .hdmov. .m15. .mlv. .m21, .m2a. .m2v. .m4e. .m4v. .m75. .moOV. .moV.
.movie, .mp21. mp2v. .mp4. .mp4dv. .mpe. .mpeg. mpeg4. mpg. mpg2. .mpv. .mts. .ogg.
.ogv. .gt. .qtm. .ra. .rm. .ram. .rmd. .rms. rmvb. .rp. rv. .swf, .ts. .vfw. .vob. .webm. .wm,
wma. .wmv f.wtv,

XETE

T IRE S FHISREFIIRE
+ SD-WAN WANOP 600 &%, 8% 1 Mbps 12 Mbps HEiFaiEE S,
+ SD-WAN WANOP 800 ig& 5B RIFFIIERS.

+ E2#& Windows Server 9 SD-WAN WANOP 1000 i&#%, ERFESRIFANTERS,

SD-WAN WANOP 2000 & & 5FBEHEIFAIERS,
+ E2#& Windows Server 9 SD-WAN WANOP 2000 i&#&, ERFREHERIFANERS,
+ SD-WAN WANOP 3000 & SFrE®EIFAHERS.

ERAF Amazon #9 SD-WAN WANOP VPX #1 SD-WAN WANOP VPX

SIFISRRR S5 2%

Adobe Flash #1AfR%528 4.5 HEBRAZFHUAEFIIAE, ttoh, MREFZFBT HTTP RIS AESHERE
BOEfRIASMAR S5 28
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XIFHHERL

PIRR 2 F 5B VLAN FRdkinCIREX. EIXAIERA WCCP SE1E .

ERMIEFIREREEEI

UT 2 ERMMEFIENEE IR,

o MREAARZFNMIERETHETRATNAN, WEERIEFRIEXEZA, XEMGHREFRE R
BETER M. XWFULEMBRER, Citrix RIET —MEMNMREFRIEMGE. BEEAT, BSAARIIEF
I o

o FEASAM LA AT BEX R — S E A ARSI, BEERURT AT ARSARRFRARRILE. XAESS
BRFARST,

o —LEAAMLL, 90 YouTube, BREMLRM, FEit, WM ERTEEEURTEFHIMER M,

MINEF R

April 23,2021

EUTIERT, &aTLE Citrix SD-WAN WANOP i&#& SR EMSNETF:
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3 Z AR R PR

: 1 Video
CITRIX - Content
SD-WAN Network (YouTube,
WANOP :

Vimeo etc.)
Video Caching
Enabled

FEHAGIF, APBEEITEN ER Web X¥eARERM, SRREBBALS (30 Vimeo) MISIABHIERSE
7773t Citrix SD-WAN WANOP & %& k. BeEXE—MMEIFRE S SEAMIgE FNEFHTR, MmRirs
LAN ZREF RN, MERFFITERSES.

S5 H At Citrix SD-WAN WANOP IhaeRE, EfIeINREIREZENRE, IR —MBmRE, IFEAM
&%, HERLUARSARL,

£/ HDX MediaStream (J7ZEE @A Citrix Virtual Apps and Desktops BFHID I HAE

Video
Content
(?l'ouTuhe, HenServer
Vimeo etc.)
Domain
HTTP Controller
CITRIX : . Ica/cgp | Data XenDesktop
SD-WAN Network Center VDA
WANOP J
Video Caching < 4
Enabled
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HDX Flash ExE @22 Citrix Virtual Apps and Desktops B9—IIhaE. Flash sHiEL L IhEEE N ALSRABEE &%
AARMARS, MAREARSB/IHIEIEF O Internet FEEZEMEE L ERIM. TWERXEHBLITRE ik
B, HERASZHM Internet EXMREF K EZ2M, £ 2% Citrix SD-WAN WANOP 1&& B BSnEFIhEE
PIUEENERFNEERR. b, BRZIETRERIIINHEEER,

Ak HTTP #5AM4EARSS 28

s

: . ) Ty
‘J_i / - ( CITRIX ( CITRIX HTTP Video
P Wf— HTTP “- SD-WAN Network SD-WAN Content
Wﬁ - WANOP WANOP Server

Video Caching
Enabled

TEULERREGIFR, AFEUMBIEHROIERI Web RS 88. 129 2i% Citrix SD-WAN WANOP & & /= AR5
ZERER, M5 i Citrix SD-WANOP g &REFHIRMAFAER, XA TR FEESH O Citrix SD-WAN
WANOP & &ML RE, Fit, #IEFH.L Citrix SD-WAN WANOP & &r# Al B F A E M9 ZHRERE.

FCEMINETF

April 23,2021

eI L@ Citrix SD-WAN WANOP B2 F RE G SITRALBETIMEFRE. RNERT, REMCENEFE
B YouTube #1 Vimeo B9#3fl. BIAMERT, ELE8&E LRENE. TRHRIPNEEED. FMIEREEHNHER
BE]. ERLURMMSRAMLL, FIalREIRBIEEMESBRERM L,

AR

MREFRIANER T RBANEENE. MRIFEERE HTTP fBURE, SNEEBATE.

WEFM

BREIRE FEEBMIMET, BHRBREUTRRZME:
o BERITATFIMEFNINETEROEE 7TEHM IP ik,
o A LLMISE ping apA/apB Gateway,
+ DNS BR$3281¥ 4015 B R A,
o & T LUEMN DNS Z#F4 www.Citrix.com.

« Citrix SD-WAN WANOP APX IP it 7£ R ML BB HT TP i51a4XFR.
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o MRIKEMPEERMMLIRENFRIROZ0E, WAHE “WNELE” TELIEERBZRERTREHTTPIE
KEY IP sisitEy VLAN D,

« XtF Web (Internet) 71 Web (Z/) RS, M ERKZETNIREN Fo

B RBASREFINRE

TR BISREEFINEE, AR e afEmIZIIEE.

BEBIMET, FRITUTERE:

1. SMEIERE >
REIRE > MLKEACES, EEBIREHRS T, WIEHHMAETE DNS RES[FAEEEST AR, HRIKSETHS
fi#tr DNS &% www.Citrix.com, BHRERGFIERIEE.

— Appliance Settings Configuration Overview > Appliance Settings > MNetwork Adapters [»)
Features
Licensing Management Settings
+ Advanced Deployments
Host Name*
— Network Adapters
vpx-175
Ethemet
NetScaler SD-WAN WANOP Clients DHCP for DNS
+ User Administration Primary DNS Server
ime Settings 10.102.29.16
Secondary DNS Server
e
cos
Network Adapters
[——
Name | Status DHCP 1Pv4 Address IPvd Gateway | IPv6 Address | IPv6 Gateway SSH Web VLAN VLAN Group
Maintenance aph @Enabled  @Dissbled  192.168.10.20/24 192.168.10.1 : B @Enabled  @Enabled @ Disabled 0
Primary @ Enabled @ Disabled 10.102.203.175/24 10.102.203.1 E @ Enabled @ Enabled @ Disabled 0

2. SinEl kE > REIRE > WEKERR. ENEESESE, EEMEX (90 apA) HEERE.

WHIRINENEERY P bk, PLEHEIIMEIAM Gateway |IP #libERTIR.
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Modify Adapter

Modify Adapter

Mame

apa

Enabled
[ ] DHCP for IPv4 Address

|Pvd Address/MaskBits™

10.102.20.88/32

IPvd Gateway

10.102.29.1

IPvE Address/Prefixlength

IPvE Gateway

Management Access

W) SSH
Web

VLAN

[ VLAN

BN o |

3. SMZl k& > IREIRE > W " WEHBA WNEF Tk

BER—MEIANEE, 2E =
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— Applisnce Settings ‘ Configuration Overview > Appliance Settings > Appliance Settings %)
Features
leonsi Features
icensing
+ Advanced Deployments
= Network Adapters
Name State Status
Ethermnet
Traffic Processing @ Dissbled License is not available
NetScaler SD-WAN WANOP Clients
+ User Administration Trafiic Acceleration @ Enabled Disabled - due to disabled wraffic processing
Date/Time Settings Traffic Shaping @ Enabled Disabled - due to disabled traffic processing
Legging Traflic Eridging @Enabled Enabled
Notifications
BV Aceeleration @ Ensbled Disabled - due to disabled traffic processing
+ sump
AppFlow Enabled Enabled
R ppFlow @Enable nable
- RPC Over HTTP @Enabled Disabled - due to disabled traffic processing
+ Optimization Rules
Native Mzpi @ Ensbled Disabled - due to disabled traffic processing
+ Video Caching
ICA Mutti-stream @ Dissbled Disabled
+ Secure Acceleration
MAPI Cross Protocol Optimization @ Dissbled Disabled
Diagnostics
5cPs @ Dissbled Disabled
Maintenance Secure Partner @ Disabled Disabled
SNMP @Enabled Ensbled
SSH Access @ Ensbled Ensbled
SsL Optimization @Enabled Disabled - due to disabled traffic pracessing
Syslog @Enabled Ensbled
User Data Store Encryption @ Disabled Disabled
Video Caching @ Dsabied Disabled |
NetScaler SD-WAN WANCP Client @ Enabled Disabled -Requires IP configuration
‘WCCP @ Enabled Disabled - due to disabled traffic processing
CIFS Protocel Optimization @ Dissbled Disabled - due to disabled traffic processing

AR
IREEFEDHLEFNEES X, MREEXERE LEAZINEE, @SR/ b DEAEMETHE
MERFNHETERERPX,. EBETHENEREHLICR, HRENEER,

4. HE, EBHAUSME EE > HAEARN > WREF, ARRE BE.

Dashboard Monitoring Configuration Downloads Notifications (8)

+ Appliance Settings Configuration Gverview > Video Caching [») ‘

+ Optimization Rules
4. Video Caching is Disabled X
— Video Caching

Video Sources

Prepopulation

Video Caching
+ Secure Acceleration
Diagnostics Settings
Set Global Parameters
Maintenance Clear Video Cache

AANALSTP i

ZIGEEE NEERE YouTube #1 Vimeo KSR, SHEENEEFRAMLES. Metacafe 1 Dailymotion #9357,
ZEMNEENERPHNEA—NEEWM, BHTBRZES. —ERFPIARER BN, MEwERF. EaLh@
SREEHER IP AbRMENGE LM TR FIRREEFFE URL EERNEMASANLG, SERIUEESHEE
fAIEFRE AL HIN B E M=o

BB X EATR, ARKEA EEFEPRAM,

MSNEFDRERASTRATREIIER. WREEAENEHIMNE/ENBEETEAITUR, WgERBERILIRENRE
HTTP Rg. B2, MRNGER IPMutEEEFMEISTE, WIREXAEMEFXLE P ik, TIRERERINBER
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IP sk, MNREHIALTA2FFIR YouTube, Vimeo. Dailymotion. Metacafe F{AEERML, EHREFEXLEST
o

BREBIR, EHRITUTRE:
1. SMEEE > MR > &R > SR,
2. MIIRFERE—MSTRRE B8

Modify Cache Status

Modify Cache Status

Video Source

youku.com

Cache Status®

Enabled r

BN o |

3. E EFRE THES, &EF B, ARRE FRE.

RRIMSTR, EHRITATHRE:
1. SMEEE > RN > f5nEsE > R, 2E R,
2. 1E TR FERP, BABRMISTURTIRFPH Web RS BAIMuLE FRaY IP tutit,

3. EEERS VRS, HRELERE “EEA. IREFERENMIERBAIIES, WA LUMILTIRAPER 22
7
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Add Video Source

Add Video Source

Video Source

youtube.com

Cache 5tatus *

Enabled T

4. BEHOE,
EMBRIITR, BN UR" FIRPERZ TR, AERE kR,

MIATRR TS

April 23,2021

Citrix SD-WAN WANOP & &R LITEE R AZ B IR 7T MR BB ILSRARSS 88 T RAEF . MREFEHRAER
FEIRIGHERNGFR (B30, EHENEERBRINGRMEY) , IHgIFEEM. S8 URHFEMPRELRBES
URL.

RERESTF TR AR T . REAPRX URLER, IS NEEFPRM, BMERS XSRSttt
ERAREASR, ERIUBITITES:

 IEEERAEFIME URL,

o RHEFISREY B HATNET B

o RHEEEFMMNIER.

o BEEEERMETIRFANEE,

BRI THMEFN, SoFUsEREMRNE URL 505 A B RERS BT REVEST R,

A=

MRERARFFERMEFBITERES, W THHEFRXMN. B2, SAFF GRS, ©MAMmRS
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BREl, FEFSRAREFNE. EERREFARATEFMNE, SIRBTUIRFRES PERNIMARS RN 1P i
HEAINE SRS = o

Z2a070 URL LUEEFSR, BRITUUTRME:

1. M2 EE > WEE > M ARN, ARRE M.

Add Prepopulation Entry

Add Prepopulation Entry

Mame®

Example

URL®

http://example.com/

Interface™®

apa v

State

® Enable Dizable

Schedule

® Mow Later

Fepeat®

Cnly Once ¥

co

2. 7 B FEP, EEATATRRTUEARBNRAT.

3. ZURL FEH, BEEEZF—1MHE 1IN URL, URL A ARSEMMHMIMNARSS 88, BHRIEETERN
URL HARSRS 430

4. 7 #O FRA, EFMEFZRRDUM URL TR,

5 B REREN BA UEERSER. SMREMRINTRAT.

6. EEILIIZEDFHaRMSAM URL THHAREFENIRE, WAILITETER B T HM,
7. BEEIE,
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TRERTREER:

K& tEA

BRE £ URL EEESE—MIEHRMMES 280, REATF
FEEMM.

BB IR SRS BIEERDEN, RS[LEMN,

£51R 301- kA5 ETHNEFNAEXABHEHZ —MIE,

8% 403-8 IHRE T HMEF SR RIEL,

£B1R 404-FK1LEF ETHNEFNIE R HNEZP R A,

% 504 RS3BWILAIA e EM URL T3&iAE.

BRINTE X7 X 73 URL F#iATh, HE “X° BEMEAXHTHIIER
&,

TEM Y XHERTE X M URL FHELRARHRW,

FETE X XX FiEM URL FHUEREAEX o

THETK % BFE URL ML EEE ST,

EETH THEEH#TH,

IEEEED REEFAM URL TEIEA M,

il = ZHFBEEEM URL FIRAHIRR.

TERBERIFT TR MEIEERITIE B RIRERT IR,

B EREF RSB %% B ERBREFRIFAR.

[EEEHRE RFIEEEMF B IR,

ITRIBL R THZE R RIEEIEE X

FEHH Xy X R BEPRESH, RELXMEEFPEE Y XHHHPH
X7 X

AISAEFRREZED AP x ¢ RENIEEFBBREO AP” X %

RIFIRZS [ETERIF 5 B BIRTS.

iR 0 TEASAR HIRAEIR, KR Citrix A HFH AL
R IR,

BRI EF TS ER

TR EBASREF AN, RSN URL FEHMEFMAN A ERILAITU T ES KEBEMREFTRRER:

o TEFRERYBHAM Y IE] 2 RIS Z FEFF A T AT,
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« E#MFEN URL,

« 2/ URL & BHPIRER.
o ZHM URL & BRIMSER
« E# URL £BM#EO,
 RmIF URL £BRIRES,

o MiBR URL 5B

TERRZERT T EEEMATA KRR & E s FrE R ARz 6

TEALSR

R MG TEARMEY URL BIRCRRRRIGES T i1 THMEF, &0 LR AR T HMEF N,

Directory listing smpty

Interface apX & disabled
fior video caching

Falled o pet directory
listing:

Dawnload intennpted

Ernar mnnc <Ernor
message

E’ﬁ
{Iff
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EUATHMEEN, FSME BE > WRETF > AN, EREEFNIRNEE, ARSE "I AR, FHN
PBRBPRESKAOFTE— 75

Notifications (7)

| Add ‘ | Maodify ‘ | Delete ‘ ‘Sta\ll\owl |Sta:u: Check

Name URL Interface State Start Time End Time Last Fetched Time Repeat Status

eemple  hitpy//fexample.com/ apA @ Enabled Dec 22, 2018 000000 N/A N/A Only Once Configured

BF VAR &, RE FIRETRM URL FTHAREPIRZS.

EFETES B/ URL
AN T R FEAMEFASIN URL /5, ERILGE URL LURISRELER, FIMEISIUEREZURR A RRE
RPREBEAEREE URL,
2EH URL, BHITLATRME:
1. SHEl ECE > 5EF > TUEN TUH.
2. EREFHNFE, ARRE BN
3. £ URL =k, #EEH URL.
4. BF 0K (HE).

BAFAENFBSH URL FrIIET

MRETEHEALSE URL FRSATURRERF, WERHFZFE. EAURAE, AREFENERE.
BERAKE, BRITUTRE:

1. SME EE > M5EF > TUREN TUH.

2. EREFHNFE, ARRE BN

3. KN RE” o, & BA %L

4. BF 0K (HE).

TSN B R URL E9SRETF

TR LARHEFIEM URL THASIH G EEFEIREN BB, F0, e sFEETURRF AR 7l
REVAISR, XAMXTE THETE, MERERMRAENRIBRNEFH.
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ZM URL i+RIE7F:
1. SME EE > 5% F > FUEN TUH.
2. EREFHNFRE, ARRE BN
3. NIt o, 8 LUFT S,
4. 72 F45 FEBH, FBEEMNM URL THAMAY HERMATEl, HEAFEEIAIREZE YYYY-MM-DD HH: MM: SS.
5. M “B B 7IRP, ERTHNEFASME, TRETINT:
o NFR—R: EFERBEAFIEEIM URL FEAISR—Ro
« §H: XM URL THMM, MFERBEMEFIE. THMEEENF IR EISXAFIE,
« 88 8BAM URL TH—RISM, MFERBHAMBtEIFGE. THRMEIEERN BN EFIEEE,
o B MRIETFHAR—R, NFUERBEIFMEEIF G, THMEREER BEAMEER 8.

6. B2 OK (H87E).

E# URL XBHHRE
MREEMK LEET SR, WARFECRRNERER TR, RANZEREF. BEEESMEE, BER
FIABFHRRDO, 50 apA #l apB HZiR0. ErRIUEAXEROTEH URL BT,
ZEH URL B8040, BHRITUTRE:
1. SM2 EE > EF > MEAK.
2. ERETHNFE. ARRE BX.

3. NiEO FI%F, EFEAT URL FENEO. ZIIRERRE LA BMEERNZD.
4. 2F 0K (HE).

i URL ZBHRE
MENENES, EEMARSTRERELZN. EPREFENRSATHERAP TR NN FRBERINNE
Ro
ZIEM URL EEFHINERTIRES, BHRITUTERE:
1. SMEEE > ME7TF > ME A,
2. ERERIFERFIUASHRE,

3. Rl KEHME,
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fiipx URL %8

MREARFE URL KB, WATLIMTIRFBIER. EMFR URL %8, HERRFE, ARRE PR

=3

AR

MIRARBFATAEES S, ©RSMEFFRERERAIAT Ro

BNt Ze2

April 23,2021

‘B TIE. “YNERIRT TEM “ERERT NEENERASER SR ST EF I BT RAVIT L. MR
EREBIERLER CEMTEAESER) BETRENKRIR. MEFENNENERRERNE L, i, BRFREE 4T
HIER" TTE LR “SIEROER ERETEFNaE D UNRHFTE ENESEN @SB 7.

ZENENTNERANTHETR, ERATIREMRE, BEMMRSSHRNAE, HiDMEHHENR I,
EMSAEF M ERIFIT WAN HEETRIT:

o £ EHIRT WEL, SRLUSKAAREEEFRLEN “BERL” FRE, UBSWEAEEEENRE. BF
AL “REHRRBELE” TEEERT (EFHE RENF,

Dlasbimsard Last ety -

o

4 day 4 hour 15.407 to 1 (93.509%) =] 10561

Bandwidth Capatity
LuGe 15K 4
8 TE

[T u Unegtumzed Cuta G

Dptimced Wil dits ET

Tokal LAN Dista Tetal WAN Dita
10.5% 18 68726 GB

o 1 51> ETF UE L, ERAUEEEENRNHRENEFSTX (BHH) . FEENNEBERR 1 2.
Leg, 1R 1AM 1 MEAMEFRREFIERNFETH EHECUERTANRERIET.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 227



Citrix SD-WAN Hi#&& 11.2

Wideo Caching Benehit Summany (Since Last Restadt)

Video Throughput Wides Requests Rate

= Totsl = Cache M = Todal = Cacher it

Wideo Byles Vit Requests

S

| g I 1 I

B Teaal I Carber Min B Toisd B Cache Hit

Wides Teadfic Bytes Teansderr el ¥ Video Requests Mo

it 13 g Tt 4

o 72 A0 > il > EAE TEL, EALE LAN SEREEEFHEE.

LAN Monatorsng
16 ubs
i
I
LB
N
| |
. 1
i et — I'I 1
hY i\
e e e — e _,i/'\ g
. A
- ERTR 515 LR E R 3555 35548
= Beiielod wled Lisse Uhiage — Bdoeked sled Data Tiswleided — Phoh-Boorlerated — Cached Ditta

o B IE > AT > HTTP KB IR L, BRUEMR#HNEFTH. ENERSSMMEFHEXN
HTTP E#ERE

o M > ML >EE EL, SRLUE MEREER ENFELEFEENER EFEaPNEFRGTHE
RIELAL, BMERBIMEEFERE, BRERLETR. BHMENR, BEERRRSREEUHF Citrix SD-WAN
WANOP &%, EEHERESTERLRT. TEHE (%) JIERTESTHEZL WAN FBHNELE, Ttk
BEEFERES . BARENEENENERRESEEMAIAY, MASRMNEEERE, EREMAT ALY
MEESHRRLER. EHER, 90% WHERETHEERERERS 10 Z
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‘ Monitoring » Optimization » Connections » Accelerated Connections

Accelerated Connections Unaccelerated Connections
Details Initiator Responder Duration ‘ Idle ‘ Bytes Transferred® | Compression Ratio/Type Bandwidth Savings (%)
e 172.16.0.50: 56501  192.229.163.33: 80 Om 455 Om21ls  504.95 KB 169.8 to 1 (Disk) NNRRRARRRRARRNARRNRED: 95.8
e 172.16.0.193:1060  77.234.41.64: 80 2h 52m 51s  2m &8s 39343 KB 1.3 t0 1 (Disk) (1] 156
e 172.16.0.58: 55087  104.20.12.86: 80 18m 23s 0m 5s 327.75KB N/A (None) 0
e 172.16.0.50: 56074  192.229.183.33: 80 1m 10s Om22s  289.83 KB 91.2 to 1 (Disk} INDIRNNRRRRNARRNONONND = 95.2
0 172.16.0.50: 56092  216.58.216.130: 80 1m 8s Om 6s 24133 KB 90.4 to 1 (Disk) INNNRARRRRRRRANNNRNRY © ©4.9
e 172.16.0.50: 56558  31.13.76.100: 80 Om 425 Om 3s 156.73 KB 2.8 10 1 (Disk) IRNRERRRRRRRNE 60.6
e 172.16.0.50: 56335  216.58.216.130: 80 Im2s Om 2s 96.65 KB 85.8 to 1 (Disk) INNNERRRRNRRRRRNONRNRR | 95.4
e 172.16.0.50: 56559  31.13.76.100: 80 Om 425 Om 65 86.77 KB 2910 1 (Disk) TNRnnnanRannn 627

EEMMEFIR

April 23, 2021

TALBSEESRIRERE/EEMTR, BrILLETBERIBTRIRSRIMEREMITR.

EE2RIRE

BE2FHRE, EAUERERFIEEE. TIRERNTHBMITR, XLEIREMERTIRE LB NMUIEEFINEE,
AT AR

REEFNRIRAKRN

+ E2E DNS B&
FEEEFRO

o BTN T RES XM

BRAILAEREFENREERAKN ). BILRFIBNRAZERF. RABRT, RAEEYERA/NA 100 MB,

NFAEERBEGEHEEREHEEEFMIMMRS BN ENZH URL, FEMMBRIAEE 7 e MRS 28
IRERMARZ, a0, H&ipmhttp: //training/CitrixSD-WANWANOP\\_VideoCaching.mp4
SRRY, RETRBEER URL Hiftmhttp://training.example.com/CitrixSD-WANWANOP\\
_VideoCaching.mp4, fEXMERT, B4I08 example.com I8ERFEER.

MIREFINEERE HTTP PARSH|HIHOS. BIAERNKD 80, MR HTTP MRS HEANREORZ L EMB
HTTP imH, NpUEim O S RNEEFROTIRP.

EEREEMMEFNE2REIRE, BHITUTRE:
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1. SME EE > ME7F > RE2RESH.

Set Global Parameters

Max Caching Object Size®

200 MB ¥

DMS Suffix

example.com

Caching Ports

80,39,6789

o [N

2. £ BRREFNRKN FERP, REFFNRORAKN.
MATAREIPERE—ME, BE LRI RAZER,

3. £ DNS E& FE&H, MABRENEFEERRBE[FAERGEL ERZFINEITARSS BTN R URL 59
o E

4. 7 ZEFHRDO FBRHA, BA HTTP MRS S0 O LUSHARMBIEFROTERF. HE, FMLLESHRHNZS
MEAS,
5. 8F OK (HA%E)o

RER 10% NORHETRATEEREEN, SHEFERRAISREETEN 90% Y, RHEEH, BEEFES
SR, RESMIBAEFFRRERARDHNR. FRIFEFRHIFIIIINSR, BUNLEEEREF.

EERINETR, FoME BB > MRS, ARRE BRIME 7

WAN Ii##

December 15,2022

Citrix SD-WAN WANOP & &:@ i iR B #UBH O 7 2 ik = 2 BB B LR RAIE, M7 @8I WAN RIGAERM
F1ERF, @3 WAN Insight 234, BI2R AR ETEIEROS5 9 WAN RAIEE ZEEmaInERINE WAN
e, @B WAN Insight TUEBEME LWEF K. MARFEMS X, NTEBTERIT M RRUHTHRER R, =
BRSO LIRS BT BREE (WRE).
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@i xR0 WAN & B A, Citrix Application Delivery Management (ADM) a] LUk EEF R
RO 2 WAN AR EMNIREMNAITER.

AR

BXAMEGFNES, HSHEEEFIFHIMNE Citrix ADM,

I

MAS Server

WAN Insight
AppFlow

| |
| |
| |
| |
| |
| |
| |
| Records |
1 1
| |
| |
| |
i |
| |
| |
| |
| |
| |

Branch Office

Data Center Network

Branch Office

27£ WAN Ribig& EBRAD:

1. 7 Web %5230, A Citrix ADM #9 IP stisit (%0, http://192.168.100.1),
2. 7 User Name (BF %) 1 Password (Zi3) FEH, mABEREE,

3. SMNFIERZEH > 6] > Citrix SD-WAN WO, A iEFEHiEH.0 WAN RIKiEE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 231


https://docs.citrix.com/zh-cn/citrix-application-delivery-management-software/12-1/configure/add-instances.html
http://192.168.100.1

Citrix SD-WAN Hi#&& 11.2

CITRIX' NetScaler Management and Analytics System Jan 04 2017 16:31:14 UTC nsroot -

Applications Infrastructure Analytics Orchestration System Downloads

Instances /| Netscaler SD-WAN WO

NetScaler SD-WAN WO

Dashboard

Instances W

Netscaler MPX

Netscaler VPX Add Edit pelete view Backup search = o~
NetScaler SDX

O IP Address Name State, WAN In LAN Out LANIn Wersion
NetScaler CPX

il 10102203311  DC-CB-211 0 bytes 0 bytes Obytes  91.0125544030

NetScaler Gateway

Netscaler SD-WAN WO

Netscaler SD-WAN EE

HAPTOXY

Instance Groups

Licenses >
Events >
SSL Dashboard >
Configuration Jobs >
Configuration Audit >
Dara centers >

4, WBETHIFIRS, %EZEEA Insight,
5. RIBREEFLUTEN

« HDX Insight KBRS . 5483 Geo API HEZE i IP #itk,

AppFlow: FM WAN Ll Rul s $kiE,

TCP 1 Wanopt: 12 TCP 1 Wanopt Insight &%

HDX: 2 HDX Insight k&,

TCP UEATF HDX: 1279 HDX Insight #k&#24t TCP,

CITI!!X NetScaler Management and Analytics System

Applications Infrastructure Analytics Orchestration System Downloads

= Configure Insight

Enable data collection on the NetScaler SD-WAN WO instance, so that the performance of applications can be monitored.

|| &eo data collection for HDX Insight

v AppFlow

Data Set-

| TCP and WANOpt ¥ HD® ] TcP only for HOK

Q= -

6. B2 OK (H87E).
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E&E WAN RERE, BHITUTERE:
1. £ Web %588, %A Citrix ADM 89 IP t#thiit (30, http://192.168.100.1),
2. 7£ User Name (FBF%&) #1 Password (1E) FEH, WMABEREE,

3. SMEISH > WAN RE,

=

AR

RBEER SD-WO L7 m=El Citrix ADM [, 78100 WAN £ BE53 ik,

BEILEBUTIRS:

o NAERF -BRPMERSE B NFTE B FRER B RMEERITHER.
o DX~ BRFIE WAN D ZIRENERBRMEEAITHES.
o BFR- BR8N ZFi5E WAN REIRERAE R R IR ERERMEAITHER.

Applications Infrastructure Orchestration System Downloads

Web Insigh > applications 2o
3
TCPInsight 23 January 2017 21:5802 - 23 January 2017 225802
=] 1 Hour v [} {1 ﬂ
HDX Insight > = =
Gateway Insight >
I WAN Insight v
Applications By WAN Latency =
Applications , - -
Branches
Clients
Security Insight
Network Reporting
FTP d: i FTP commant d fick T
8= { =T St}
ETRUTF aln.

| ** $d7 ** | 388 ** |
|

| Active Accelerated Connections GERNINEERE) | MEAER WAN E=EH |

| Active Unaccelerated Connections GENRINEER) | RIEMER WAN ZEZL, |

| WAN fER | AP 5N AEFROBIIMER (UZHRE), |

| Compression Ratio (FE4&tt) | fEEE ML RINS TS EIBE D OIS Z BMEIRES LR, |
| Packets Sent (RZEMEIEEE) | EEEHFLEEEIR WAN RIS EIESNE RIXNHIRD LK, |

| Packets Received (EWKHVEIEEE) | MEEEMFEATIEIN WAN 1% MREZRIEIED K, |
| Bytes Sent over WAN (i#id WAN RZMF 580 | Citrix WAN £ 1418 % 12 68 /& 354269 /8] P 3@
WAN RIEHFTHH |

| Bytes Received over WAN (i@ WAN $2IREIF T | 7EEEMYFF4RBIEIM WAN 161 M WAN
BRINFTE. |
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| LAN RTO | TR E R#542ET 18I WAN A 6i&&E ™ LAN EFEREIRAIRE. |
| WAN RTO | fEiEE HIF54ET B WAN 14618 E WAN EFEmBIAIRE. |
| Retransmit Packets (LAN) (E#ffiaskiEE (LAN)) | EEEMHRETEIA WAN #£103&&m LAN

RS BHERAEBIE R |

| Retransmit Packets (WAN) (Efr&iizkiBEe (WAN)) | fEEEB9IF4ER IR WAN £ 16i& & WAN

REEF RSB EER. |

JESS R ES F

April 23,2021

7z Citrix SD-WAN WANOP W%k, Zi#fE TCP EEME P mEIRS BHRSBIHIF A HOHIEEREEI—
HANEFinMIRS 2R WANOP 18&8, S&REIENMEE. MR AT FAIFRIER.

SEERIFHR:

LB E P imfARS 280 Citrix SD-WAN WANOP i&& MNE P s m RS 286,
BRI ARMES, 5ud Citrix SD-WAN WANOP i&#&.

MBRSSBEIE P imENRERE £,

l

SYN [|| p

o

Client

Citrix SD-WAN WANOP1

(1) g’ =—====[TTT} |—=—

ARSS BRUR AR

ZRET2FXN. BR

, T

Server

HEUEEBEEE P imMARSS 285 Citrix SD-WAN WANOP ¢ &M EFIERARS RN, SRERSBIHATIE, B
2, mRERREL, HEGsIRS: Citrix SD-WAN WANOP i&#&, Bish%EF i Citrix SD-WAN WANOP &

E==—_liii]

Citrix SD-WAN WANOP1

Client

P IRAXIAR:

LR IET R P imAIAR S 2855 Citrix SD-WAN WANOP i&& MNE Finmm RS 28T,

l

=

Citrix SD-WAN WANOP2

SYN-ACK

|

Server

SREZFIRAYME. B2

ERERREZ L, BUEEERRS2 Citrix SD-WAN WANOP i&%, B42E Fis Citrix SD-WAN WANOP &%,
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| SYN Y| SYN
| | [ ey | [} e T 4 i |
==k =—_llll}——
Citrix SD-WAN WANOP1 Citrix SD-WAN WANOP2 ~ SYN-ACK
Client SYN-ACK Server

2012 Citrix SD-WAN WANOP Ri£E-HI RIS FR

7£ Citrix SD-WAN WANOP RI£&H, HREFLAXIEY, TCP EEWEE, AT 8% TCP EEPIHHRE LXK
miEgRE, SD-WAN WANOP 10.1 5| N T IERFRERETIR. BIAERT, WIELATERRS; BaIUEEFIR
FARss 23 SD-WANOP &#& /=B A LkThae.

BRMEIIENTRERREY, B IRMARSB[ZEN TCP ERSKEE, HATANFBIEIRNTRERTIRF#HT, T
HMFF UG P it MARSS 2 P sthikApk. KETANBSERBIRINE, EETARBEIRITERTIRP, KA
HBESEYE 4 /0\BF, REFNEIIHERNLE. FENLZETIREDTENEANFABEEZE, RNREEREN
B

LN E TP mAI R ARS BIHAXIFRET, FRE TCP &k, HEBUBEERMEED Citrix SD-WAN WANOP %
o

Z7£ Citrix SD-WAN WANOP &% E B RIEIFRERTIR, BHITUTERE:
1. i5ia) WANOP CLI s<#@=% (WANOP hniEes/&4£ % IP).
2. FRUTERER:
Xk BE D N kk Kk CLikkkkk
XKk B Fohkk T kkkk x B IE R kkkkk
*xk 55 B kK 1 kkkk KNSrOOtx*kx*
AR

EIERBIAZIEZ nsroot, MNRIEERTEED, HEMAEMBEN,

3. BAUTa<SHIREIER,
* 3 8 # AssymetricConnectionList.Enable i& & # onx*
AR
A LRIBE WML EREEE BB, 8 AssymetricConnectionlList.AutoFlushDuration &

A
~o

BN SHAIRTAEFIIR, XESHERIBENMSIFERBHITHIE. EXFMAER, BHR Citrix BF
SZEN
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Citrix SD-WAN WANOP X s

April 23,2021

Citrix WANOP ZE sttt @ —MET AWML NESS, AI7E Windows Eigas sl T{Ewh binfT, EEMmtAiR
HI0E, MARRBESSE WANOP BRMIEHEENNAE, TEEDIEES—H Citrix WANOP 8%,
WANOP EFimtE R ENRIEEE S WANOP BFiREHHSENRIEER,. EXEMHXEPREENEHR, 5BH
BRANXIEE,

IR E AR REX S (MSI) DK, EHEHEFEEHENS Y WANOP & &3 ITHE LR E TR
B, MREA WANOP i&&#9 DNS 5§ IP it IR Eth—LeS 8 BEX MSI 3, MAFEHE Windows i8I ER
EREARABRANEREERES.

1. 275 WANOP EFimiEfFryEE WANOP & imii ML
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| (WAN Connected)
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SD-WAN WANDP
Plug-In

Citrix SD-WAN WANCP

Servers
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I

[

|

Citree -~ |
SO-WAN WANCP :
: |
|

[

I Small Branch Office
(Internet/VPN
Connected)

Citrix .
SD-WAN WANOP
Flug-in

YPN Firewall:

G/ (el

Citrix Ordinary
SD-WAN WANOP Plug-In PCs

Home-Office VPN Users with Mobile VPN Users with
Citrix SD-WAN WANOP Citrix SD-WAN WANOP
Plug-In Plug-In

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 236



Citrix SD-WAN Hi#&& 11.2

} =r

AR

ZiE= Citrix Receiver 1.2 sSi{EE A2 1EF, HARA Citrix Receiver 2 4XfEIE,

BRI AR ER

April 23,2021

ENEREZENE AR, Windows BXMMERRBRASZZFF
WANOP ZFimtsf, ERZF EMAIERF i, Citrix BiUETT
WANOP = imis it BALEE I T RIKE AT

« Pentium 4 4 CPU
+ 2GBRAM
« 2GB TA#ETE
Windows 10 F&%# WANOP BEFimiatt, FEUTRAEK:
+ 4GB AE
+ 10GB FTR#E=IE
LU EER S 215 WANOP Z P it :

« Windows XP Home

« Windows XP Professional

+ Windows Vista (Home Basic. Home Premium, Business. Enterprise 1 Ultimate BIFr%& 32 fiihk

%)

» Windows 7 (Home Basic. Home Premium. Professional. Enterprise #1 Ultimate #9FF%& 32 fiF0

64 fiki7s)
« Windows 8 (Enterprise Edition #9 32 {i#0 64 {ikk7)

« Windows 10 (Enterprise Edition 89 32 fi1#1 64 filkik7x)

ERRS8RE, LUTIRE YRS
WANOP & FisiEHEE

« WANOP ZFimf VPX
« WANOP = Fimihf 2000

« WANOP Z Fimihf 3000
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« WANOP & Fimihft 4000

« WANOP Z Fimihfr 5000

WANOP #& By TIE/RIE

April 23,2021

WANOP & FimiE = mER S AR WAN/VPN Eiti&iE. LEEHHITENIE4E51R LAN. WAN 1 Internet,
MEREFBEZA—F. THRENRHER. NERE. FRHNAREFIRSENHBER.

Citrix #E AKX VPN EZ/ &8 WANOP B imiG S ERL B,

B ELEERNANARTENL: BREN 1 EEAER. EERSEHBENEFERNIEED

o HAENRFEINERNBARN SIREIREMEIFEEM. WANOP EFFIREFIREEHAMRS S 2 BT
AN T IR RABINERET. SIREIIRENNE—, BRENAFAERRELF, NERN—IKRE
R BHE IP ik A KiwA S,

o EERBEN (FEF) EAENAE, BEREHNBIEEERERS P i, REFHELERULFIRS
2%, EREREIES Em B SMAREMN . FMERXT, REFGWIE LS WAN #ZOMARS 2B 88
RNE (REXZIEENEE).

RESERE: HIRATLUEAZERRR, HRBREREEMRR.

BEARTU

FZEARRT, AFMEEENHEELTBEBRRE, MEEREIIRENMEFR—HF,

BHERENTRATMENIRETIR. ERHRAEMNRE, THESER. NRESERERY, BEIMNRETHME
M, MM&EIRE P IEMEZ R B Rt

1. BEAEN, REER=TINEREZ
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-~ ;  Firewal g WANOP Plug-in |

Citrix SD-WAN S e | i = ACCELERATED
' WANOP Plug-in Ordinary PCs | T~ ‘
Home-Office VPN Users with Citrix Mobile VPN Users with Citrix SD-
SD-WAN WANOP Plug-in WAN WANOP Plug-in
AR

o mER-ERRIETINE Citrix WANOP & Fikiaft 58 B 7 s rAvig & Z B riEE,

o WRA-RERBITAIEA BEXFFFTRREEM. EES, Citrix SD-WAN WANOP A2 REZ M INE
¥a], A Citrix SD-WAN WANOP
Al Rk A RAHEM N,

o FEE-NRERTREFEMKENR LRI ZMeE, WHENKELHER “WEiE, SNINEREME L,
EER, REARESZHMN B MREDAEMBE VPN BRERER Citrix SD-WAN WANOP B fini%E,
A, Citrix SD-WAN WANOP Al #1 A2 %7 /s R TE 5.

BYEMHTAMERN, CHRITEMERN, WNREFMUSERMVICE, 4= EE 0502 Ex
hEgRaEIESE (SYN BUEE) RINEERE. MREFEMHEMIREFMEETHME SYN-ACK muzHiEe, Wa
5% ERIINEER,

MAREFMRSBANEERLMEEE, REHRREMIREMEETEREMER,
BRAEAXMTIREIRENMNE, ESHATLER, FRZAZ:

s XEPIHBHIER -EPRAUERHES BN RARBMIER. NRBESHENRZRERSS, WR
SMERSZHER. Z—AHH, TEB—HEEF K, B—HEkSEE, RERSNNEDILIFER. (EhE
I FTP AL AHIER, ENBoEFEROESIEERNEZZHRS[ITHN.)
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o ELER-ERENERGHNIREZENESERCIREER. REINREMEFFTESTER, BERE2NF
KRR, FANERTATRERRS. MREHTETAESER, WAEEHETIRSMEREE,

s FEE-WFUTEHSHEFMEBFREZEBREPNIRE, 40 KE: AR X2 LER%THE.

BARAEES VPN —i2#EH. WANOP B itE# 5 A% % IPsec #1 PPTP VPN L% Citrix Access Gateway
VPN %%,

TEERTEREXNTHHERR. R RLF5REKENMERR, ARRAERSERMEEREETEL
ELER THBIMERN,

2. ERRA TRHIEER

—1

D I
— == [lIl ] _
fim— le==—__lliit] .
SD-WAN WANOP Plug-in SD-WAN WANGOP appliance Server
10.0.0.50 10.200.0.201 10.200.0.10

:
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/Gb/@

©

\»

‘// .

1. AFRMNARFITARIARS 2R TCP &8, K& TCP SYN #4EE.

Src: 10.0.0.50, Dst: 10.200.0.10

2. WANOP fEftaE# Bintil, HRMESREMENFMLE. ©fF WANOP EBHiNZ| SYN #iE8s TCP
fRdko A B,

Src: 10.0.0.50, Dst: 10.200.0.10
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3. RHFIER SYN EFHIRFIXZAIMEEE,. CSMBUIREPREET, HATEFBLAIRSS. KB B
Src: 10.0.0.50, Dst: 10.200.0.10

4. RRSS|[|EZEEHEA TCP SYN-ACK HUB S #1TIR,
Src: 10.200.0.10, Dst: 10.0.0.50

5. ®&EA TCP RkATHRIE SYN-ACK $UBEE, %% R R E N,
Src: 10.200.0.10, Dst: 10.0.0.50

6. WANOP &z SYN-ACK #E 8, HIRERKFENETE R ERZ B INRE, B 23 BXERTHE SYN-ACK
HIRSERENARER. EENE TS AHINE,

BEERFRI

EEMHRANTEA NS EREXNEFRAR:

« WANOP & Fimih (i { B e PRt S Bk S R EE MR,

o AL, EEMRRNEERTHEZEAE WAN-Link 2. BTFNREZEREEATH, RERBEHMRS S
#EEELE, M UREETEET,

o REPITEMRN, ARBHEKIECEERIRSSE, BHEETVR IP iR 5 Srtit, MRS
AEXE, EEETIRE.

« RERS[|HOEROREBSLIXINIRE, RREEROAE ERITRL, HREHEESRLIEN.
« BMIROSARENR, FMEBANBREFDLATLUITREHRTD K.
TEERTEEMSERNIIFRE,
1. EERHEN
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Server
SD-WAN WANOP Plug-in SD-WAN WANOP appliance 10.200.0.10
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1®

(=)

1. AFRRNARFITARIARSEEA TCP &R, %&ix TCP SYN #4E6,
Src: 10.0.0.50, Dst: 10.200.0.10

2. Citrix SD-WAN WANOP & aZHk Birttit, HREREZEEERE 10.200.0.201 1918,
Src: 10.0.0.50, Dst: 10.200.0.201
(10.200.0.10 fR&E7E TCP ®EmFERH, %M 24-31 BFEMHEH.)

3. REEREEHBLUEERLTIRSR (A TCP EmFRHPNBRtL), AEKESEAR.
Src: 10.200.0.201, Dst: 10.200.0.10

4. RRSS|EZEEHEA TCP SYN-ACK BUB G #1TIR,
Src: 10.200.0.10, Dst: 10.200.0.201

5. REETHIHRKHECRRIEN (BRSH[MUETERFEP).
Src: 10.200.0.201, Dst: 10.0.0.50

6. EERIETE2HTH. FFFEMRSHFBEBLIRERELIEHIERL,
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—ME, MAE—1EE,
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HEaZERE L1 XR (RERSR, BRNVIIBERASRENBIEER). EETESKES MINGESRDE
BAAKIEEH, CIFS RERHITHNENTURM B NSRRI &, MREAEFH Replter FEf 2 B EFHIE
8, ENFREIRELIE, noyt ARSS%E, FRAKHNMERE.

R AERIR S

SMEHEEE 7 BT MBRLUERINEEZINIZETIR,

BMEEEHE EMMNTIR, ZFNRIIRE D LUZIINEERN Bt siin OR7IR. HEMRE TEXENN, H
R ERNEMMINEOS8MRENMNELRER, MIRIAE—aRSRMMERLSEERE, WEFEERR, MR
SMRERMINERER, WEFOIUEREF—MRE.

REEFRFNIN TR
o MRBEHMFEROFAEIREMBEERRNIRE, WRERBEAHRETIRPREMEIRE. MRERER
779 DNS stusit, B DNS i2RBEZA IP ik, MXLEtit-th 2 MEZIHFH.)

o MREHMBERNREGEFRAEEHEN, MELREERABEAEN, WRKBERERRE, HMNEER
BRIV EPHITIER,

o MRRHUIMEERNFAEIREHEABARN, WEHFIRFHENRE. * E=BEE) WANOP Client #E#
SYN ETRERE, HBTIEM- MEEIREREYBETHNELREIR SYN-ACK #EEH. XAWFKRLESRE
—HINRERREEGTRNE S, B2, WU ASHIREREARNESER, SRS LEME,

« REGEEERMANLBERS. KEEESNBELUITHESERNTIRPREMIRE,

BERTHEALE

April 23,2021

ERIRINEFREE WANOP E P imihfrics L#THFEE. RMIRENEEREanE. MrassERT VPN &
%

RegEfER T A&

SRR RER TR MENERNEERREE, AAXAMARENERREUTHIERONFRR, MmXMmf
FEe] LUE AR RBIARSS MM,

te5h, BMEETUAFREFNENER T REBFLRIGRINENRER TR, ERERNBTE—EE. Eit, 3
g EAT VPN BRI R 2l R IR EITAZ SRR O, AR A SBWE R EIS RINE, thREE ™
ERENATHRABPERANSIESZ D KRETELR,
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&E, BTFERARENERFIERANERIGRERZED, FLElITASMEAPREESHNEIR, MM

k1N

i
ot

RATBEfE A MEXRTU

RFig BRSBTS HZFN VPN ETERNER L. BERLT, IR MREUREE—HN. NEKESERMHRESE
B. RENVENRSLE. I TREREMR, ®RENEES VPN 2xFF—H.

B, REFTUERBRARARSTAMERA ZINEAHREER. XERXEATFIREIRENE P HEIREME,
EfTAUERER (ERRN) H5EERS[EXNAGER.

RREBETHWENREED

RERBTENNER2BMEN, SRS[ER. ENZS5RSBREEHAE (F VPN 23, MRER) NE—
o

% NAT (a1

TR IRAIR S LR IR (NAT) 2EAREN, RR2— NI, Fi4&AE, NAT SJRERRARM. KA TR LR RIR
FERE:

o FigERESRSSEEEMU RS, LUERTHRRS SHERMIHER BN B TFiRE.

o DINERIRERSHE S KEKBIMILTR)IR &,

o REVIAEB B EREC R A HRERRS2R891ERE) IP stiibkisR RS 28,

- BMEZ, B2 NAT RAFARSS B IGERIML,

ERR AR

EREILE: FREENME L, %4 Softboost &3, Softboost 2Mt—k#F WANOP & F it G AIINERSEEL,

TE SR R

REHP—NINEAVTIR, BFENEFREMERPLTRE, SMNEIEE — ksl F M AR i% & 7T LR A i
H3EE.

IMEA A-IIEA AREERIURA T IREHERENR:

« VPN pniEs3-inRiz &AM VPN ik, FrE VPN RERHEDIRE, WEIEBMINE, g TCP REH
RZANiE,
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o EERABEN-SERENAE, LTFEERHFEANREEENRE, SBURHFRERERAIEERHENIR
&, BMEXEHEFTNN, MRFFAHHRERRIZERSZF[NIRE, FHBNRIE “ZATEE" 5INT
EISHA P EHERE, NINEFIREREREM, Eit, Citrix BICEIMEMNEE A FAERENNEELED
B o

o HftA&-HHEMFEEARRIE VPN INE:S, AR TEE@SRIN, MEMNESEZE R NSER A
ik,

£ BCE: WANOP EFimlf:: MEMNED~_EE XN - 7E1%&E £ XN,
RINF &M, FME—PEMNHITIRE (RSHER) . BIMEERE, SRS MEMN LA,
AINRER A IR,

1. 7£FCE: WANOP & MzEMRNEs+~ £

o MREFLUARRE N LAN FRIZININERDRN, BmEiR, 2& RN7, &% NE, RAERNF
W P stintFNHEED,

o WIREAHHNEDFREE IR,

2. MREFEHFETEENRLEE S, FRN “HER MNHREBHEEEMHMNZ o F190, 10.217.1.99
BERG— I Atutiit, MREXFFER VPN RRpAMIEST R, 157E 10.217.1.0/24 B9hEAN_L75 8917
ERIZ—HEERAN,

3. MBRERMENHO (CREE) FERAMZE, W HTTP %0 80, &R “wA” FEPHBEREASRARERO
So EREILLEIARMESMIRN (BN wmO—1) KFEMIED,

4. —RRKW, E—RMMNZFTTIHBRENRY BEBFEZHI5M) o
5 BENA. MREENAERZABHFILRE, WFEREENR.

IP ixOfERER

X F P IROfER, BERUTER:

« FT5 WANOP = FiniffF #1TEE R O — R E L EREF SIREHNEE, RINERT, ELER
U FiH0 443 (HTTPS) £, XR@EIKZHEHAE R,

« BT 5RSHFBENRO-WANOP BEFHEAH G SIREZENBEEANKOSEFIRBTSRSHBEN
mOMER GIREANIREREE) . HAMENR, SFFWERD 80 LiTH HTTP &y, EX&EKEIRO 80
EBRE, REKRSKO 80 LAARS SRR
FEE@BEAT, RREBEMHEO (BI TCP SYN #iEG LHBEFRO) . RHOFIRRE. EBEHARKRA
T, RER IR,

BREBRECAUEFFRERNEMRO LSRS[BE, MEFAKRECTUEEFNAFRD L5RERE.
MR EET SRS B[ERBIHAERN, WILIHEERIF, EXMERT, EEEERPRINNEAERBRE
INERERE A,
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TCP &I fERMEE A IE

WANOP ZFimt&rS#IE TCP &M kix. TCP EWr LI IMEERKIESS, HRIEFE FEIIERN SYN #
SYN-ACK iR 8,

B ASEARIGRELE 24-31 (i) SEEMEY TCP &S, [MNTEHITINER. ASHMEFRRMHEIEXLEED, B, &
INERT, BB 7.x BfER PIX 5t ASA IhMIERTRER XA, EIERe T EREREE,

BEXHEAE MSI XX

April 23, 2021

G B

WANOP Z P st 93 & SR E9B %, %R &M Microsoft RE2R (MSI) . BENEEMEA MSI 4

E
B
BAREBSHNSHPEER, MSI XHUERTHRE. YNEHEERS BRAFRAN, ENEEEERE. B
e, BRBHIE, RN P ERENARA > SIEHI AR,

RIEMOE:

BB IIRILE BREMIEER DNS £8, i, EX “Repeater.mycompany.com”, Hi&Ef# &R
KE WRERE—NTEE) . HE, BUEEREIEE, ¥ Repeater.mycompany.com @ AEMAGIEEH
W—&, EFRERREFEEF iR VPN 2omBEE#ITH. i, EA5IE VPN XEMItNE FisNEE
Repeater.mycompany.com ### AE#%=1i% VPN 89 WANOP ZEFimiaE g &) IP ik, F/H8 MS| 4838 (10
Oorca) FittigR G Z#HIX R, 0. BansiiibRig&Eey, Fot DNS RS2 a9tk DNS EXEB5
BERE LRI ETIR,

T AT LR DNS BB AZMRE, BRIEMERENEERR, SNXERTIWEN, EABEMTIRPRAEN
WERNEP—LEE, HELBEEANBEN (815 SSL E41HE) . XAURSSHAFENMSAERNER,
LEZZ DNS RSB NE MBI IP kIR,

REE+ MSI 153
BZ MS| 471828, BiF Oorca, ERMNELETE SDK—E85, AIAMME T H,
ERE Orca MSI gi828, 1FHITIATRIE:

1. THEMHFATIAGN PSDK-x86.exe iRAHAITE. HREBRENHPHHITIEN,

2. ¥ SDKE, %Fi%% Orca #1888, ©IE7E Microsoft £4& SDK\Bin\Orca.Msi F#17. B5h Orca.msi
L L3t o FRA I S AR 4R 8 2R (orca.exe).

3. BITEH—MRREEELNEREXE, UTMEENMAT AR EREEN WANOP ZFiRiEHFSH.
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BWEHEE, BAME, SR Enter i,

BEXBEMER, BB &
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6. THE, FA XM ZFER ST IXGRREFSHEENXXME; F50 test.msi.
TR R I EE S
AR

—L£HP7E orca FER—MHIR, SHERXHEETN 1 MB, EREFNXHENK. MNREBE, BEER
X HREIZE, ARER “RE SPBEERIENXM.

£/ Orca BEXIREFIRHBEEX MSI Xnk4RFE, BRERERHREZEANEMNEERES.

7£ Windows LZE§FH 4

April 23,2021

WANOP % iR — NI HITH Microsoft RERERF (MSI) X, TR THMRESEAMEM Web SN2
F—#. M Citrix.com Web 489 MyCitrix #5453 3REULL 15

AR

WANOP Z sl AR RERBBE SN “Citrix iLEGHEER,

WP ENE—A P RERIREMULTIR, WIIRAURES SR IP 5t DNS st 5IRAM, XWX LURS.
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BRAILBEX D AX S, UERIAERTIIRERENIRE. REG, 1REREMAN. BTE LIRS RKEEIINEF M
HURE, HEFMEEMRAEERAIXIIRSS. APNAREFANEEMXMERETELE,

[
ik

Z7t Windows &4t WANOP B FimiE GRS, EHRITUTERIE:

1. Repeater*.msi X#R— 1M REXMH, XHFMBNARFNARITANEAED, ARRENSXBHRER

F (EXHEORRE, SEM run <),
1. MR ERR:

1"5!} Citrix Accelerator Plugin Setup Ltjﬁ]

Welcome to the Citrix Accelerator Pluagin
Setup Wizard

Tha Setup Wizard will install Cikriz Accelerator Plugn on wour
camputer, Chek Mexk ko continue or Cancel bo exik the Setup
Wizard,

UTHBERTRERRE., JUERUTHSRITHRRRE:
ERiE_msi_ XfF/qn

ZEREFSRETHARERHNMUE, CEENERATEAHRRENETHENESEHEIER. EIS

& 500 MB #yEif =(El,
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ii& Citrix Accelerator Plugin Setup oy ] |

Completed the Clirix Accelerator Plugin
Setup Wizard

Click the Finish button to exit Ehe Sebup Wizard,

Eack

4. ARPEESEPOINESRE, AREEE EEME LUSE) Citrix FEHFINER EERR,

3. Citrix mEBIEMHEER, 1B (BEE) B

@ Citrix Acceleration ?‘Iaﬂ-in h.'l.lrugtr

Signaling IP 172.16.0.203

Data Cache
Bandwidth Gain _

Tralfc Graph

: Achual Tratc . Compressed Tralfc
2080

Kbps

- Tme{Saconds) =

Cancel | [[Advanced.. ]

|Citrix scceleration pleg-in Enebled - 6.1.0.213.2909.28 [Production)

5. MRHKRNAFRBEXMSI X+, BIEEESHUNATEENHMETEE:

o EIRE: EOMUTFRD, BARENES IPitit, MREESIERATHANIRE, BFCEN2E7
H, HLUES DR, IP tthiksk DNS ity e,
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o EA “HIERE BR, AERTEENHETEE, EZEIf. 7.56B BTEAXE, MRMEBAZH
HE=En Ao

. 8 WA

WANOP ZFimta iR MAEETEEBTTo KRS MNEFMBIFTHE ERERR IE

EEEN BRI ETFLE, “MERAN” FIREFESMREETA BEER, HAREMIENNEFNE
TR BIE. MRKE, BREESHUL IP FRM—RMEERR.

HEIT SRR

mrREERIR, NFRLE, FREUTRE:

Ehla)E:

s MREFEHBHEAES, WANOP B IRIGEHIETAERIET.

« MRWEHRT%Z, SSBEREERT.

o MKW (G287 E R ERFIHINEERE) @ERTELESERELT 5REMNERE. LTG0 RE: mER

W7k, UMERERMERILE, HAEEMIESERER—MINERNP, EESENANREEE!
- RE&KRIET, NEMEREER.
- BORIETERBEANIRE Z ERE D EHERIE WANOP E P intEfF TCP &,
- ZEMEERAARZHEN VPN,

HATE 1 PRI 5R A3 B E FHR

FERDEERT, REBHEAERBHIHTENG, BSHIARRUTHEIRES:

REMENMEIERBLEFEZGLENEE, UERENER. FEEREMITENGEERNETIHRE.

MRKRE LRER, BRITUTERE:

1.

2.

FE) RI[MFRIZRE HMIER WANOP B iREM (MIREF) .

BRI ITHER > WESEES > HEEE > B, REBEMWNEIGRBNFE, BRESREE, AGRE T H
o (EBHMLISECESFIRER “AHIER” LISMNYRFRIER.)

THAH<SEOHED cwindowsinf (REWREEIMRAEMERET Windows, MZEMER).

. BAUTEL:

find “dne2000.cat” oem*.inf
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5. #FIREICATH highest-numbered oem™.inf XX (ILEz{72% CatalogFile= dne2000.cat) H3H;#
1T4RiE. Blan:

notepad oem13.inf

6. MIBRERINERLAD SN =T ZIMNIFREAR, ARREXH. XFEFREAFEYHINNIRE, TREER
fERRIAE,

7. ERARE,

Hth %23 m] &t

I
|m
1
e
di

L% WANOP ZFimtl it HMAE AR EEHE R FMEME. AR ESRGTRRE. &
BY, FUREH—H R,

MRLERY, BRHUATTE:
1. BREGHLEXHEERZEIERSR,
2. WRFFERIERDR VPN/IZAZMEE F o
3. BENZEREMLAEMPRSRE.
4. MRHEP—LEZRMER, IR L
5. EFRE WANOP EFiniaE .
6. MRXTEMER, BEFBHRAHER.

Citrix SD-WAN WANOP ##Ef# GUI

April 23,2021

AReE Citrix INEBEGHEIRHILE B2 NEN, BE2x WANOP BEFiREH GUl, EEER GUI MEEXETR.
EE—TBLETRE, JUREFTERER.

£ BAX mEL, BRLIRERNSH

o “EOHINL” FEUEERMTEERINS MLEN P ik, Citrix BIURFIH—MEE, BEFTUIEBES DR
PR, XRE—MEFIIR, REMNEERETHMRE. ZHERTURLESEENSEEMREME. &
AT A FEIRSER DNS kA 1P sk,

mf5l: 10.200.33.200. ws.mycompany.com. ws2.mycompany.com
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L5k, &

o ‘WIRETF BARUARDRLSIEETHENEREHLICRNBETEE, EZEHF,.
BE— MBS EERETR.

‘BT NEEEEMETR: M. ELE.

[6) Citrix Accaleration |

HRAIES,

(=
Rules  Connections | Disgnostica | Certicates
Acceleration Rules

172 16.0.203:443 (Radirecior) - Connacted

Subnet 172160132 Ports 0-B2535 Accelerated
Subnet 172.16.0.7132 Pors: D-65535 Accelerated

Disable Acceleration
Citrex acceleration plu

[TBasc_ |

|
g-in Enabled - 6.1.0.213.290528 (Produ<tion)

ETRESERE, BFREAM

R AR O 2 B A DI H,
ALZEIR R

RN IR EBRMIGE TERNINERNNESR. SM7RMETZENESHLMKEO. MEKEX (EXM@EH
ﬁﬂﬂ) *ul.*%*{kl\_-\, FE%&%*EWU?@EO

EET

EERR EIRTH T AR ITHIERNKE

o MEEZE-WANOP ZFFIRiGEMHEM SIRE ZERITHERY. KBFaESMIEN—METERE, BFEE
mni CIFS Ei#%, 8& “B%” A1 50, HPaas M EENEERE. (FME “B%” REATERE

ORMESERIZIBIGR, MREBSZHENIHE,)

o hNE

EEREF K

Ilg\ .

CIFS i##Z—5 CIFS (Windows X £&ELE) IRSBAITH. IREENKE. XEFESEHNMEXEER

FEEER, BF ‘B BERSNREEHERNER, UKREFER WANOP B imiEH sk CIFS (i
iz1T CIFS EiEriRE
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PNEE MAPI E$ - FT7FR9I0E Outlook/Exchange EZEHEE,

I ICA ZEZ—fER ICA = CGP #hiX#9FTFF. 10k Citrix Virtual Apps and Desktops EZRIHE,

RILEEZE—FTHRINERERE,. ERAIUET “B%7 UETEERNENERRE. @EFELT, RRAZR
EfigERINE BRI, ZUHERARSS RESMNIR S

IH[RAEZE- AT AEEEITARXANEE (TCP “FTH” 3 “$X|” &%), “B%” REETE
KXEERN—EMINES.

BHRET -

“x,

" TUEIREFEER RENERS UL AEMERES.

®

o FHARER/ZIEREE—MREIREEE, Citrix RRAESERERITERRIRUFEBHE DD, HRERHNE
IHBER, FIEREREY, BHEOSRRREREXH. ZRREN Citrix AREFNHVGHREA I,

o BRBEIER-FRERILLINEE,
o BRFIHE R IRMIRERIER “MHEE” B EHNSIHER.

o FHIE-HERIRSEHENRGED, TEBERITANEEXIER, BEUEEIREEMEMRESER,
[) Citrix Acceleration P L= i |

Time Wessage

112157 Openc172.16.0. 11:51084->172.16.0.1:3120 Parner !
12156 Openc172.16.0.11:51093->172.16.0.1:31.20 Parner!
112156 Openc172.16.0.11:51082->172.16.0.1:3120 Parner1
112156 Openc172.16.0.11:51081->172.16.0.1:3120 Pariner!

11-31-F5 Nesarn- 17T 1R D 11510003177 TR N 131 B0 Bartrmr T
rl nr

Open In Notepad |

Dragnostica

_-Clur Hmw] ' Clear Stats | [Shrt'rruc:nut

e Accele 1 Disable Acceleration Base ..

Citree scceleration plug-in Ensbled - 6.1.0.213.2905.28 (Production])

IEFEI -+

£ OER EHRE, ERAUARENRENEFNERLERERE. XERPIIPNENREIRERBIIHEFES
REENEF IR
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Rules [Gniu-t.-huu  Diagnoatics | Certificates
Cartificate Management Opbion

Mete: The Applisnce will rot allaw SSL compression wnléss you
install & CA cen and & certhey par. To add these, you must upload
thie CA cadt firet, then the cerkey pair. To remove these, delsls the
cartley pair first. than the CA cert |

@ (oA Cartficate Chent Certficats

Carificats lssued To P

| Import Select

sble Acceleration Disable Acceleration | | Base .

Citrex scceleration plug-in Enabled - 6.1.0.213. 290928 (Production)

E b3 CAIEBINEBRSAX, FHITUTERE:
1. %8 CAIEHEE,
2. BESNo

3. L& CAEH, EPXEHAERAZIFHNXHEEZ— ((pem. .cri. .cer H.spc) . AIEESHIM—XTIEE,
EREEZREEANIEREEXHRAEETXBEFIIR, EFTIRPHE—NXEF.

4. EE ZRREREE

6. EFIERZAAIKRE (PKCS12 5 PEM/DER),
7. g Submit (1837),

AR

53F PEM/DER, JEBMERE LM EHIE, MREHIEBBRNEHE—IXMEHR, BEAEMERTE
PR o

& Citrix SD-WAN WANOP &

April 23,2021
BREBHIRAHN WANOP BRHIEN, SRBERZEEEN SRR BRI,
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E# WANOP & Fimid

ZH#E WANOP EFim#Ef, E6EA Windows AN/ HibRiEFAEF. WANOP &P ifiEH1E HaiRENEFTIR
5% Citrix MG, EREHBE WER.

ENBRMARFLUTHE P IRREH.

Citrix Virtual Apps and Desktops #1i&

April 23,2021
AE

A xiTies, Virtual Apps 218 ICA #1 CGP #hilif. Eitk, *TF Virtual Apps Bt A tBER F Virtual
Desktops.

Virtual Apps/Virtual Desktops (ICA/CGP) hniE &g ="MAmER S :

s ERE-RESEMEARFEFHRNRSSEEE, EEENNARFIERMURNZERME (BE/BF/ER
22/E50) MAIBHIE (TENFIXHEH) . WWRELUBBAARBHIT, TEEEIRE. RIANWENLBREFRS
& (4xhR) JFEHTOERE, WTFA,

o Z ICA—BRT £S89, Citrix SD-WAN WANOP 2 &XZFHIVEZ A ICA hi¥, EHRZAMMEZRTRRE
ICA 54k, MABER—EZE LNREMRERER, XMAZARERNESIRETEANENEES], LEEY
5N RERTESERN,

o mEHE—Citrix SD-WAN WANOP 37t £ 287 25 A -E IR FR A2 B SR N R B9 Se R AL S B B B 1R MO 1L 5
%, BENERNTRONSERYNERIASHELE,

=

AR

BINERT, ZR ICARTFEARS. eaJlEYRIELEA. Z7% ICA AutoQoS FEBAAIEH
E

77 4k Citrix Virtual Apps and Desktops 7.0 & E &k Ah) ICA E#%, Citrix SD-WAN WANOP i&#& & #5 Citrix
Receiver for Chrome 1.4 REEiRE, UREBTF HTMLS ki 1.4 RESkRAH Citrix Receiver,

HDX A UDP/EDT % TCP ME Mt —1E LML R M T, UDP/EDT FEEAER T HDX RERMR NN, ERTIL
BhNER R TCP, LIE WANOP BILX 424

« [E45/DDup %
o AR (RS HDX Insight)

WANOP =LA BELE EDT FEHEEES1ERHE TCP, 1£=iE&EthHAiE, Citrix Receiver £ TCP #1 EDT LEmh%
i, WIRKEI EDT £iF, MMEA TCP £i%, WANOP GUI 12t 7T —MEmsksa4I7E TCP thil LA iEEThAETTE
o
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Fo & REHANY FRAZ R IR

April 23,2021

KRR FR A2 5 RIS A F BN A2 Y ICA # CGP 19, Citrix SD-WAN WANOP i&#&. BN ARZFARS 28
MENNBEFE P RAIIMEIREIN BREFER, SEMLBREFEL, RETEZNMNE IMEEFEME=
MNMARER 5 BIERHThR AN,

EHNAEFEEDERENBE (FINEF. RENFEHE NETRENEESHERS GIXHEHAFTED
fElr) WETFTHENEREZBHSTR EELMEEEEHLICROETMIEM, MMEMNASHSELENHRES.
RN AREFEERENSIEERETTHEMNNAN/LE, FEEMMERE (BIMNITENSRFR—EHIESR
) B, @EEBE 50:1,

Virtual Apps EERIBS LR ERTH, MMERSEEMNAERMAS HRRE,

B R BN FR A F BNk

1. 10 ICARSEER, £ “iE: RSX” EL, ICARSENE “NE” FIRERREE, HE RERE 7
PR ICA LKL, MRFE, BREBIRSZEE X,

2. BHENNBERF 4X REBNELH, (EBIMKZBER 5.0 AESHREATEE), A Presentation Server
4.5 5 2R LEE PSE450W2K3R03 (MithR) HESRES, ItbhiRAE1E L TIRS ST P iRk, S
REXTNREA BeHITEIUN BIZFESS:

a) PREBHE PSE450R03W2K3WS.msp SEEARAS,

b) EFiskR4s 11.0.0.5357 SEEARA,

3. BEMKHERSBMNEFAIREHN 4.0 REShRZA,

4, WIEEWNARSFIMRIGE (RMUNHAERF 5.0 AESHMATREE.) 7£ Virtual Apps iRS28 £, WIETF
REHREFEBESLIZEN:

pre codeblock HKLM\System\CurrentControlSet\Control\Citrix\

WanScaler\EnableForSecureIca = 1 HKLM\System\CurrentControlSet

\Control\Citrix\WanScaler\EnableWanScalerOptimization = 1 HKLM\

System\CurrentControlSet\Control\Citrix\WanScaler\UchBehavior = 2
<!--NeedCopy-->

©11t973 DWORD &,
5. fTAMER@EIEHA Citrix SD-WAN WANOP B EH BN B2 & F ik AR SS 28 Z B8 BN A 12
FiEE, BRINERT, XEREER CGP. 3F ICA, &, LR Citrix BFHET, Bk ‘BEX ICAE

B BRE, AR, ARPEEEEER, ST EY > Em, AFRTE BANEIE N 8RE. ZRICAM
AutoQoS EEEFRAAIERIFE.
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6. IRIENNE,

B EREEEMEINBREFRIERE, NE ICA ERNEREREN “KiE: B nEtL. EHELEAT 101
RNIETEHTTESR.

itk Citrix Receiver for HTML5

December 15,2022

WE HTML5 WebSocket HRMHEIERA T ERIR AIER. Citrix Receiver for Chrome #0 Citrix Receiver for
HTML5 2% # HTML5 WebSocket I B2, XEWBARERFEATHEMEENGE, RACITUSXE
HTML5 WebSockets B3 Web | 51 28 £ 1T —it2o

AR

BB IEEE#ITEMELEN A ALk T8E.

Citrix SD-WAN WANOP i&&anfafi ik Citrix Receiver for HTML5

FHANSIDAENHIBEPLIRET, EMSEAE (VDA) ZENEZHRREEKIEF LM Citrix Hypervisor
RS2 L. REAINMNE i@ A Citrix Receiver @d Mg ipalX L HZE R,

EHBMDSEZHAZNHIEDILED, EMEERIE (VDA) ZXHNEZHRREFELIEH.OM Citrix Hypervisor
RE8R ., KADINBNE R i@EIER Citrix Receiver @3 MAKZifRXEHZE R,

BF/AE HTML EX, VDA R RO 8008 LizfTHy WebSocket 28, sl Mi2FE, &P imERO 8008

EEE TCP &%, HERAERMRSERE HTTP BERUAREZEHEH WebSocket #hil. FF 5 VDA 1
WebSocket #E#f5, FFiamaritE%e4 (ICA) i, BF KRS 2HET HTMLS (R ICA RIIRHIE, BEXEF G
MRS 2R 2 B RAVEBAHIRFRIFARES, BSAE A IRFRSS 28 283 RAYER o

ERPIENRS Rz EEEES, Citrix SD-WAN WANOP &&&2 intkME mnge, HERA Citrix Receiver for
HTML5 s sif E i FAiERF, MmABMHILZER, 1k Citrix Receiver for HTML5 B9Ihae2 M F HTTP 0
o

AR
« BX HTMLS WEZEE, 152RHTMLS WI(ERIE,

« &% Citrix Receiver for HTML5 4R 2, iE&i#@Receiver for HTML5,
B % Receiver for HTML5 MAZKERWIFAE L, HEH RAER,
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ficE Citrix SD-WAN WANOP & LItk Citrix Receiver for HTML5

Citrix Receiver for HTML5 ;& ZM MR N B EREINEE. EARMIHEEHITEMEEE X, ¥ Citrix SD-WAN WANOP
REFARE CB7.3.1 RESAH, KEIRELCIE alt-http MBEFHHESE, HRBILNAEREF LS FIRA
8008, ZmAREMKEMNBIAGE, REARNHGILE, ERAUKNKER Citrix Receiver for HTML5 #9447
Chrome %%,

wnRi@:d Citrix Receiver for HTML5 B9iE#ZER SSL %, MiEsEE:d SSL /A ICA, 21/ Citrix Receiver for
HTML5 E A& SSL iy ICA, EREEEnA SSL Nk, HPaiERSEM SSL FE X4 hrE L 845 IP
ik, SNREHRILL ICA REBRERIPE RS, WK StoreFront VIP iiiikBRESE StoreFront iE#. R, WRit
IRl SSL NZE B BIRE, WA VDA IP tiitssts VDA IS,

fes
=

ERERAER alt-http KARFHNHEASEXNEAEMKEOS. MRBIPRLNBEF D XBAFENHFITE
ek, MsZkisO 8008 ANZEI HTTP MAER 7285,

I83F Citrix Receiver for HTML5 %z
BIIRZEEEMW Citrix Receiver for HTML5 i&#%, &I EEZEEEYI7E Citrix (ICA/CGP) #1 ICA S4& %10
TTEYT, MATEPEEEE HTMLS EEXRBISEIEEMK Citrix Receiver for HTML5,
EI8F Citrix SD-WAN WANOP 5% £# Citrix Receiver for HTML5 i#EiZ, EHITITIRME:
1. Sfn3l 154 > 1k > Citrix (ICA/CGP) TiE,

2. ZICAEE EIRE, BIERTHIHT HTMLS &, E “SEFHITENEN JIFU HTML ERRIRET
HTMLS &%, MU TRESEEMT:

ICA Connections. CA Statistics

Client IP Address Server IP Address. Protocol | Duration Transferred Bytes? | Acceleration Status Encryption

1414155 10.102255.210 ICA over SSL 11h 285m 175 119MB @ Basic (XOR)

1414155 10.102255.210 ICA over SSL 4m7s 19688K6 @ Basic (XOR)

3. §ME “EW > A > “ICAB% TUHE. </span>

4. 7 Conn 58 &+, A TREE ICAZFFHEMNRSZSEESHD. HTMLS EENFBEE “mID” FIHhA
B Citrix HTML5 &R, MU TRERERMR:
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Dashboard

Monitoring

Configuration

Nos

Bl Optimization ‘ Monitoring > Optimization > ICA Advanced |
Citrix (CA/CGP) &
Connections

Show Acceleration Status and Diagnostics: ALL Connections Toggle
on
(CIFS/SM8B) Acceleration Status and Diagnostics
NAN
ConnID Connection Status Session Status Diagnostics Remedy
Links Usage
Qutlosk (MAPD) 116 hd hd oK None
Service Classes 13 . . ok Nene
Top Applications
Traffic Shaping
Connection Attributes
Usage Graph
ICA Advanced ConnID  Protocol  Stream ICAPriority Encryption  CB Pair C €B Comn C: ion Algorithm  CBSide  Client CB Compression  Server CB Compression  Acceleration Partner Type
@ Appliance Performance 116 KCAoverSsL Single  mixed  Basic (XOR) on DBC Servar Disk Disk Appliance
B Partners & Plugeins 13 KCAoverSSL Single  mied  Basic (XOR) on DBC Servar Disk Disk Appliance
ICA Client and Server Information
Client Info ServerInfo
ConnID  Stream Initial Program Name Version Product ID Directory  Launcher  Farm Name Name UserName  Domain
116 Single  SC Ar26 Win 2008 R2 RDS TML-11845111 1405018 | Citrc HTMLS clent none  Receiverle SC-RDS-ARZ6-02 sanjays ctite
1z Single Word 20131 HTML-2022-1550 15 Citrx KTMLS client none  Receiveriieb CH-RDS-AR26-05  thavamamir  citrite
ICA Session Information

HERI

April 23, 2021

£8388 Citrix SD-WAN WANOP &5&d, Citrix SD-WANOP & &7 59 MM IR0 Z B TEERY. &R UE

HEROFREHLZHR (W1 VDA), REZDZNMHEFHEA Citrix Receiver ifiR#IBHORIR, WM TEFR
o

gafEy Citrix SD-WAN WANOP ZBE3h$H

]
= Citrix
SD-WAN WANOP

WAN

Citrix /
SD-WAN WANOP

Client

VDA

Branch Office

Datacenter

EPIREEAMITEN %% Citrix Receiver 475,

40 Citrix Receiver for HTML5, FHERZ~=RiAREIES
DHRER, @i Citrix SD-WAN WANOP 1&&3HEEHI1TT 1ko
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TR IRMARSS 88 2 B RAVER

SEmMERRMLEEE—, £ Citrix Receiver for HTMLS WEF i 5ERSB/BIMEMER. TERRTERFIG
FBRS28 2 B ILERRRY, T IRMARSS 882 BAVEEE SR,

Datacenter

Branch Office EE
< 2

- Citrix Citrix . b/
Client SD-WAN WANOP SD-WAN WANOP

VDA

TCP Connection to Port 8008

HTTP Request: WebSocket Upgrade

HTTP Response: HTTP Upgrade OK. Switch to WebSocket

WebSocket Authorization Negotiation

WabSocket Authorization Negotiation

WebSocket Connection Request

WebSocket Connection Response

ICA Negotiation

ICA Negotiation

ICA Data

Packet Terminate

Packet Terminate

W EERR, HOXHMNEFHRERRNSERORSERRN, ERHNRSEZERBUTHESFT:
1. ZPiugfEMA Citrix Receiver for HTML5 mis 8008 a9 VDA £ix TCP iEEERK,
2. #1 TCP &S, FFim=m VDA £i% WebSocket AE&iER,
3. VDA mRzARIERFHENHRE] WebSocket i,
4. EPisH VDA 1hE WebSocket #1%,
5. EPimm VDA k% WebSocket E#iER,
6. VDA iRz WebSocket ##%i5K,
7. VDA Bat5%Fimk ICA 1,
8. ICAth/E, VDA Friafeia ICA #ik.
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9. VDA Rix#iEaLKIEHER.
10. FFIRERHIEELLHES#HITI,
AR
EERREIFIE T @S WebSocket 73 ICA ZHRRIRGIES. MREES AHMX Y (CGP) A ICA,
NZ FimFARSs 2810 CGP AR WebSocket, 182, xF ICAET TCP, FFimflARS2; 107 ICA

RIBEIEME LBENAY, EEREFRANRLLE, FERTHEENE LEGENETAEMAGNE. Eit, &
Fik7EiR O 8008 LE#ES VDA EE, B, NREEEHIEF LRE Gateway X (40 Citrix Gateway) , M5
XREIERE, HHAE VDA, 7£ Gateway x & WebSocket iz 71, F=5 VDA #1Ti@(E. Gateway X
WebSocket #i%/E, ©i#HTHS VDA BiEE, /S, Gateway xzYFEIA, HEEEMNEFIHEES VDA, RZ
T80

B, MREFF G ERER Citrix Gateway #f 5 #iEFO%RER Citrix RXZiE el VPN &, WRXERL
TCP EZ/FI BB E F A imE S H L2 VDA, RZ7FA.

AR

EMAFERRE U SSL MEBvERE, FEE VDA EpvigO 443 £ TCP &,

XPFHIEER

B2E Citrix SD-WAN WANOP 3&& LLfifk Citrix Receiver for HTMLS5 B, &) LIRIBEHINSKER Z S L TE[
WEIRR, Bk Citrix Receiver for HTML5, Citrix SD-WAN WANOP 8 & %5 TEEE

L=t:-3%]
o BEIEREIG SSL MEEEAR
« ICA B
« RAmEH SSL mEr ICA REEER
o EENRINEAMS (VPN) 3
« BBHEi SSL MENREMNTEEINE AWML (VPN) X
Bi#EiAin):
TESRTEEEHRR TREEZF iR LM Citrix Receiver for HTML5 HEZBE R+,

FEEEIAREN TEER Citrix SD-WAN WANOP i&&

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 263



Citrix SD-WAN Hi#&& 11.2

A m——y . =
—§ (e ] < — = af—— =
Citrix Frivate WAN Citrix
Client SD-WAN WANOP SD-WAN WANOP T
VDA
Branch Office
Datacenter

EEEHEERT, TE9INEMNEEDOURBER 22 T —3¢ Citrix SD-WAN WANOP &&. BEFim@ES T A
WAN ;&2 Citrix Receiver for HTML5 ifia) VDA &R, @3 1E ICA RFERMBZREIPMNEZ P iE VDA BIRHE
B, T ‘THREPHSRES[BZERGEEE” REBETEF RS VDA ZEIRHEAE S,

RREEZ IS VDA $iEHR Oz iEH Citrix SD-WAN WANOP g &ali iz ez iEgiz iy Citrix Receiver for
HTML5 %%,

BEEHRSEERTEFIBELEEMA Citrix Gateway SEME M AEMIER T EZNELW Intranet, EREXE
X F&2Z Citrix SD-WAN WANOP &&# BHE A WAN i E P imiEiEsl VDA HREY, eI LB EEIIRHER
=

B inEl SSL MMZEEiHR:
TEERT EER SSL B FEPHNEZES BN REEZT P iE LM Citrix Receiver for HTML5 B9EBERFH,
L EEFREREFZER Citrix SD-WAN WANOP &%, RAusTiE SSL N FRP

. Private WAN .
Litrix Catrix
Client SD-WAN WANOP SD-WAN WANOP -~
VDA
Branch Office Datacenter

fERHEIR SSL MEEXNERZ AR SERIBREREM, FRZAETEF RS VDA HRZEREER SSL MER
P, FERIRDO 443 MARRKA 8008 #HITiER.

fEUEEREH, —x7 Citrix SD-WAN WANOP & & 2 [Bl89i8 15 @I M MEEZRIPBRHRRIFE. IWEBERT
T SSL & RIFE A iRAN VDA FIR Z B 1 48,
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} =r

AR

T HEiRE LRESYNIERT IR 2E5FUH. BXL2EFEUHXRANESER, FEHARENS.

ICA RIBHRER:
TEERTE ICAREBER TRERZ i LR Citrix Receiver for HTML5 BIERE4RN,
7z ICA RIEBHRR, TEFER Citrix SD-WAN WANOP i&&

L

= = ) "‘* ] =) 3
= Citrix Public WAN “"‘Tl?i
Client SD-WAN WANOP SD-WAN WANOP NetScaler Gateway —~
VDA
Branch Office Datacenter

£ ICA REEXT, E9ZNAMEEFROUARBKER LT —3¢ Citrix SD-WAN WANOP 1&&. Ittobh, ZERTLL
EHEPORERIE VDA B9 Citrix Gateway., FFimi@id A WAN & Citrix Receiver for HTML5 iiial VDA
#iR. BT Gateway fL32 VDA, FHILEITH N ERE: BRHS Citrix M ZE# SSL & UK Citrix Gateway
#1 VDA Zgl#y ICA Z2i%E#, Citrix Gateway {RZEF RIS VDA RiRIER, &I ICA RAMIMERERF M
Gateway | VDA HERIEE,

f “THREFIHSRS[ZEAIGIER” FRETEF RS VDA ZEXRIVER. B2, EXMERT, EREE
Citrix Gateway &1k, 257 Gateway & WebSocket #2105, WMx74 =12 VDA HiTH5 VDA EE. A&,
Gateway FERAMIGHEME P IREZES VDA, RZIFA.

NRFLERF M2 WAN 3518 VDA #iR, "ILERERE ICA RIERKIRE,
AR

T hERE LRRESYNIERT ELIRL 25U BXL2EFEURHXRANESER, FEARENSF.

fER R SSL MNZERY ICA HLIRER

TERIER T EEARRINE SSL iNZRIFH ICA RIEBEER TREAZFIF LK Citrix Receiver for HTML5 BIZEE R
o

L ICA R ERER Citrix SD-WAN WANOP &%, EKRimEl# SSL Mz
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e e =—m
Citrix Public WAN Citrix
Client SD-WAN WANOP SD-WAN WANOP Citrix Gateway ~
VDA
Branch Office Datacenter

AHiRE SSL inEEHH ICA IR 5 8@ ICA RIEBRREM, X5I72TF Citrix Gateway 1 VDA Z [af9iEiEiE
i SSL mEMARERA ICA REEERRIF, EXMERT, BH7E Citrix SD-WAN WANOP i&&# VDA E&REiE
HHIEH, Citrix Gateway #1 VDA Z ElpiERf MmO 443 MARHH 8008, mEE:E ICA REERX—#F,

HEBBE A FHARFEF S VDA ZEHHEmBEMMLE, &1F Citrix Gateway #1 VDA Z ERE.
STENEMNE AW (VPN) EX:

TEERT ERBEEMEAMSE (VPN) B TREEZ LR Citrix Receiver for HTML5 BYEBE R
7£ VPN #z{ TEBER Citrix SD-WAN WANOP 1&&

n SSL Tunnel -

SD-WAN WA

Citrix Gateway

NOP

Branch Office Datacenter

£52% VPN #X T, —3¢ Citrix SD-WAN WANOP & & URNBERXE D MMM BEH LR, BRT Citrix
receiver for HTML5 Z 4%, &R LUERE P s ER% Citrix Gateway i, HEHIESDLRESHBMELEON
Citrix Gateway., ZFif E# Citrix Gateway XEHMEGEHO LR Citrix RMXERILEZN BRI SSL B
Bz VPN, ALk, BFmaUEET 2R VDA R, @il Citrix SD-WAN WANOP & &#1TERER. HEF
imiEsR7E Citrix Gateway £1EBY, WXBEHTF S5 VDA LikO 8008 #ViERAEE:.

EFFiRS VDA ZEISHRMERMISE “THEFP HRSRS R Z BRGNS BoP#iTiHE, B, EXMERT, &
#87E Citrix Gateway £k, Gateway X {32 VDA #7£i% 0 8008 175 VDA HiERRIER:, HLUBAA KB
HEMEFIREEE VDA, RZIMA,

Citrix SD-WAN WANOP #E#HER FIREEBIFIRRR, MAZEREFHNUE, NRFEFFHEEMESE UMY
fuEiAie) VDA iR, MRIETEEMEAMSE (VPN) B THEREER,

I EREIE B T AR A TR TAT A0 RA4A L,
BEHHZI SSL MBThae MR EINE BME (VPN) &2x:
TEIETT LUHERG SSL MBRIFEI5TE VPN R REEZR A ik LR Citrix Receiver for HTML5 89836+
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L VPN &2 EEr Citrix SD-WAN WANOP i&&, XKAinZliR SSL ME R

e 2
== =)

Citrix Citrix Gateway
JWAN WANOP )

Client

Branch Office Datacenter

ARSI SSL MEHENTEEMEAME (VPN) BXXMF EiBNZE VPN RX, REZLETF Citrix
Gateway #1 VDA Z Elfvi@{E:@:d SSL MERF, HERRKO 443 MA=2iHO 8008,

EEE SR T RENEERITHR TAENFRHITHEM SSL INZAvAHR,

BEN T ERIFME

April 23, 2021

BiER %42 Citrix Virtual Apps and Desktops B#kigE i Hl. LLEMEREER, EBY R, SR TRAER
WRXEY, HEEEEHEMNEIEE WAN l Internet IEIZEFEIEER. BENEHEIFERSRAY B, H
BERFI AR, EBEEREHE, ICA RINEER LB MR T HIIRME R E. TR UTE Citrix i (&7
Enlightened Data Transport (EDT)) 5 TCP Z el gt E AN, URMREME. RABERT, BREBEE
FrfE%, HERRENER TER EDT, #ERE TCP,

Citrix SD-WAN WANOP eftEE2iEtnicEds (BIEESEHIRER) , B81EET URL WIIERF. MR AR
AR ELZ AMER—FF HREARN, REECHSIITEE—XGRENEERS, WAl ZERETHERE. ok, &
HED MG E EiETEm ICA $UBGERMITENE L E4E/Y##12, WANOP K21 VDA iRs328 CPU B8 HEH
E=h Citrix Virtual Apps and Desktops RS 28811 Bt

% TCP BE¥uREmMNNeY, Citrix SD-WAN WANOP 285 bikfiifb, 7EMLR&E LA Citrix SD-WAN WANOP
BY, 151 TCP HZ2 M EDT, @I TCP mEfzhfm=Eszsl, Citrix SD-WAN WANOP sJ#RES LR E
HIEEELNER TS EDT HEMRE Y,

Bx7£ Citrix Virtual Apps and Desktops LEBENZRNES, ESH BiENEH,

Citrix Hypervisor 6.5 7%

April 23,2021
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BEE

ZF+4 5 Citrix Hypervisor k7 6.5, i&&7iz1T Citrix SD-WAN WANOP ##hr7s 9.0.X B Shi
ZiNS

A=

HIGEERT 9.0.X IRARVER Ry s EIZTTEY, B = A AR ARG LEFH LRI,

{742l Citrix Hypervisor 6.5

E7£ SD-WAN WANOP i&& EF4: 2 Citrix Hypervisor 6.5, iEHMFRIEEIEEBTHREFME 9.0.X HEShRAE. 0
RGEIETRIBNRGELRGRE, EAARD SRR GLBRE.

1. £ Citrix SD-WAN WANOP GUI #, ¥%| BE& > 41 > B, TH **ns-sdw-wo-<Build_No>.upg
XHELUFARIZE-

+ Appliance Settings Configuration Qverview > Maintenance [w]

+ Optimization Rules

System Administration Policy Administration
Updats Prune Policy
Backup Policy

Re
Re
Si
Fa

Statistics

Clear Statistics

2. ARIRMRERAN WANOP /G, £ GUI FEME BB > 4P > EM M. LH ns-sdw-xen65-
pkg_v1.5.upg X,

3. FHAY 20 DHTRAR. ARRITHE, RESENBD.

i3

April 23, 2021

658 P MEPITHIFER, FIARRRRSRYE. EONMEREUNRBRAIHER.

22 Citrix NetScaler SD-WAN for Citrix XenServer-woO

Configuration

+ Appliance Settings Configuration Overview Maintenance o

+ Optimization Rules
/

+ Video Caching Backup/Restore

+ Secure Acceleration

Diagnostics

Maintenance Restart System Statistics
: -

Restart Syste Clear Statistics
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F+% [P&L%
HR R
WFEMNRERS, HELRREMW Citrix SD-WAN - a, EEENECSENERNIRETHERL SD-WAN
WANOP 48, HiEEREELAMIREDAFF.
BIEM Citrix IREXBEHMER X FRIRE R
pE=

MR EIBTRIBEVIR M R TBhRA, NFESLARBSIBRE L HBARE.

BEAREFRMG, BRE BRE > P B1F AR/ ERTHARRER 4, EEEMEF M, AERELEDRE,

Upload Patch file x

Browse x
Upload

BAMEFXHFRIRENE. IEEMHT XAT ERRAARIS SrifERANREFRRIARES.
ARRBWFIEXHEMRRIRE, ARENBTATEENEE, R7TERRARINBEMIRIIEE,

BE
BRAHNHETYNRENET. MREELLFMAE, BRE BolkH &0, AEMTHIIRPERLSE, ARR
& B

22 Citrix NetScaler SD-WAN for Citrix XenServer-WO

Dashboard Monitoring Configuration

+ Back (7]

Change Release

10.0.0.181
10.0.0.181 B

EB (e Sit

BhRAZER AT EEFRRAEVF AR ERILUM “KE” THRIZIRPEFRE K8, RAERE Bl UTEA
RERYIRI AR s ©

o FNE
o &5l 1
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o R712

o ZRIAMC
« —4Z MC
« ZHH MC

EEERIRSHSE ARSI RIT IR (F,

EEHRS

REEWEFE, BUHESHONEERETAENED. EREENEHZE, FRUMENER. NREEEFL
EVESTETRL, WATES N RENTSEE— R,

% WHEDRY UEHEH SD-WANOP B8, LIRBE/NSHEE,

Confirm x

a Are you sure you wish to restart this unit?
(Doing so will make the unit unavailable for
about 5 minutes)

D

BRE

TR LB RIRBEERFAXEXHREDRERE,

B REIRE", XAXHER THEEHZMIRNEE, TEREF “EE IP” WEEAFANEXM. SSH 24570 1P sk,
BEXHREBEXAXNE, BRNFhkE.

mEIRE

REXMHRE, AIRBEERDIE— SD-WAN WANOP &%,

REEPIBIRENEIR, BRIKE EMEMTEREENRE, “BE IP” TELEMFRHEXH. SSH S%5A (P it
FEMBHRAEHEIBRE. Bk, REFMENFALRIBREHERIRE.,

Upload Settings file x

CitrixNetScalerSD-WANforCitrixXer| Browse | ¥
Upload

BEENHARINME

EENH AME ETAREEIRE. ©F P ik, HERENFIELSMIFAESHIRENH RiME. 2EH BB
NHTRINME, BET—FHINER. I R EBEREXRRAL RIAE, BREE B
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Confirm x

a This action will cause a loss of almost all
configured settings.The interface adapters and
IP address settings will not be reset.

Are you sure you want to restore the settings to
their factory defaults?

B -

BRTBISEI R

BREIHER AFEE SD-WAN WANOP &EMAITHER. EREATFRIZMFIERET OFBHRRKR, EREMNIK
SRERNGITHEGERIN, ABRRE BR,
22 Citrix NetScaler SD-WAN for Citrix XenServer-wWO

Dashboard Monitoring Configuration

+ Back

Clear Statistics

«| All Reports
Applications
Links and Applications
Traffic Shaping Policies
| Applications and Video Caching
Clear Close
SN
12l
April 23, 2021

FURMIZEHTTR, BFIRG) SD-WAN WANOP ML FRBIMLE A # 1T ERR EERTURBRAKEEXH. &
KIEEMEMMLBFMES, UUER Citrix SD-WAN ZH5EIBAIZ BT FIAR R LA,

L2 SD-WAN WANOP HrTHIISHT T A :

o IRER

o BRI
o BRI
o KERIRE
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o RN
+ Ping

« Traceroute
« RFER
o IZHREE

22 Citrix SD-WAN (V200)-wO

Dashboard

2% Citrix SD-WAN (V200)-WO

+ Appliance Senings Configuration Overview » Diagnostics

+ Secure Acceleration
Tracing Size: 0

Diagnostics
Status: Tracing Stopped

O Packet Capt
Packets: Packet Head,

nly (Trace.txt)
ayload (FCAPS)

0.0.0.0/0 A Clear |
Orirs |
mple: 192.168.100.0/24, 2001:12/32, 0,0.0.0/0 (no filter

Module: ICA " MAPI [ CIFS [ NTLM [ HTTP Websocket QoS | AppFlow
Deployment: Deployment Specific (i.e. WCCP, HA, Group Mode, Client)
System: System Specific (i.e SNMP, License, Adapter, System)

Trace File: hostname-20181121-221150-PST-traces.zip §

Action: m | Erase File | | Erase Al Files m

BRIER
RER TREATFSAME SD-WAN WANOP MER#iIEE, ERMITAS MUEEHIRFIFIEANMIYN. RMBIRH
IP st AR HAERAHER. Citrix SZHRFEAEALLE S TR R AR AR E,

A LUk (ORISR BTk X SR BN AER A, ELERERERMNER, HisEREN1ZEIBRENIE
ERARFFEN.

BEF RIRER, REFRBEEEEE. SE8E FLEREN, £R478
B ZIP FHR, tERSERILUGE A 1R 1 T FEEIER
HEN L. ARE, ERILUEXEX AR AFFRN. RES R R R 2R,

BE D UBEEXBEESD WEET-RHABIES IEHAER.
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== Citrix SD-WAN (V200)-WO

Dashboard

+ Appliance Settings Configuration Overview Diagnostics

+ Optimization Rules

+ Secure Acceleration Tracing Packet Analyzer Bypass Card Test Retrieve Cores Line Tespe Ping Tracerout Systam Inf Diagnostic Data
Diagnostics
Maintenance Trace Bundle 2115

¢ File 1653 . 4 Download PCAP files Show graphs
Capture Files: & Filter Packet Coloring Enable: Filter

Source HW Address
Destination HW Address

This file doesn’t contain PCAPs or not a valid file name
G || M s B | = M | o N | S M

TRAILEENE. Rk, Bt il KEMBERAHER.

g Sl

TRAILERE (FERIL) B TUERESHRZHUAME ORI, BAREREZSBEINDES, AER
o FFIaR”, 7EULHRE, S4edisE. ZEFBMEIERERF.

+ Appliance Settings Configuration Overview > Diagnostics
+ Optimization Rules
+ Video Caching Tracing Bypass Card Test Ping Tracerout System Inf Diagnostic Data

+ Secure Acceleration

Diagnostics: Bypass Card Test
Diagnostics o P

Maintenance Bypass Card Test Is not supported

Time to stay in bypass mode: 30 seconds

KERRZ
% SD-WAN WANOP ig& RHEIR NS BRI 2% DX . REFRGEEMENBE. EFEHERNERLT, mEgt
TERARS, EEERENLTEDRS,.

TR LUERH KRR REMAFHEHRETARERIZNFAFZ O 4. WRIIPXHREFE ZIP FH, BrS
SFERE, UEH—F 5.
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Dashboard Monitoring Configuration Downloads Notifications (7)

+ Appliance Settings Configuration Overview Diagnostics

+ Optimization Rules

+ Video Caching racing Packet Analyzer Bypass Card Test Retrieve Cores Line Tester Ping raceroute System Inf Diagnostic Data
+ Secure Acceleration

Diagnostics: Retrieve Cores
Diagnostics -

Maienance “ R “

No core files found

LRRR MY

M. ARSSE8 ThAeTEig & LRah— iperf fR528, 7 TCP $§‘Y§'F 517, WRIATAFIEIE WANOP 1&& 2 [ER&E
BRI SRR THER R, BiEfT iperf ik, — MRS (REHB—PEN) KA iperf (ERIRS BIETT,
—MNRFEGIUE P IHE EREIZ RS

32 Citrix SD-WAN (V200)-WO b i

Monitoring Configuration ownloads Notifications (2)

+ Appliance Settings Configuration Overview Diagnostics
+ Optimization Rules
+ Secure Acceleration Tracing Packet Analyzer Bypass Card Test Retrieve Cores Line Tester Fing Traceroute System Info Diagnostic Dat

Diagnostics

Diagnostics: Line Tester

Line Test: SERVER Line Test: CLIENT

Maintenance

Interface: 173.200.1.211 (apA} : Server IP: 10.102.29.35
Listen Port: 5001 Server Port: 5001
m Reset | Interface: i (apA)
MSS5: 1380

Test Duration: | 60 # seconds

EEIUMERBRIAG LRNRARS 2R REMHEOS. P& BERSE WBHikE LM iperf BRS2E.

Iperf Server Started

Server listening on TCP port 5001
Binding to local address 173.200.1.211
TCP window size: 85.3 KByte (default)

Ziis: BPU RERESH EE—1 iperf EP U, £ TCP B T&B17. ERAILIEE iperf RSB OSMALRK
B, MG, BiIRGEZERE, B ANl LUEE WAN 71 LAN RE24R,
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Test Results(COMPLETE)

O Accel. Line Usage B Accel. Data Xfered B Mon-fAccelerated

WAN Traffic (Last Minute)
700 bps

600 bps
500 bps
400 bps
300 bps
200 bps
100 bps

0 bp

s
00:15:51 01 11 21 31 41

Time (seconds)

LAN Traffic (Last Minute)
700 bps

600 bps
500 bps
400 bps
300 bps
200 bps

100 bps

0 bps 1 |
00:15:51 01 i1 121 3 41

Time [seconds)

Ping

Ping &% SD-WAN MBHMLTRIEEN. BAMSETERN P i, AEEE 51T Ping UEELER.
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=% Citrix SD-WAN (V200)-wO

Configuration

+ Appliance Settings Configuration Ovendew Diagnostics
+ Optimization Rules
+ Secure Acceleration racin Packet Analyzer Bypass Card Test Retrieve Cores Line Tester Ping

Diagnestics
Diagnostics: Ping Test

Maintenance

IP Address: 10.102.29.35
Interface: (apa)
Packet Size: 3z Bytes

Number of Pings: 5

Ping Response:
PING 10.102.29.35 (10.102.29.35) from 173.200.1.211: 32 data bytes

--- 10.102.29.35 ping statistics ---
5 packets transmitted, 0 packets received, 100% packet loss

Traceroute

Traceroute 2IF&IZR SD-WAN %%&5 SD-WAN MBS BB L EREMNL TR ZENEE. EHEHETRSE

MEARIETRHIRT R,
%5 Citrix SD-WAN (V200)-WO

Dashboard Monitoring Configuration Downloads Notifications (2)

+ Appliance Settings Configuration Overview Diagnostics
+ Optimization Rules
+ Secure Acceleration racing Packet Analyzer Bypass Card Test Retrieve Cores Line Tester Ping Traearoise Diagnestic Dat

Diagnostics

Diagnostics: Trace Route Test

IP Address: 10.102.29.35

Maintenance

Interface: {apA)

Maximum Hops: 10

Run Trace Route T

Trace Route Response:

traceroute to 10.102.29.35 (10.102.29.35), 10 hops max, 60 byte packets

Bt B W

7 S5 R FIHRIREANRAENFAES Y. HEBARRER, MRMFREFEEMHEIREE, WHHEHIIER. 4E
REEDN, RATRERSEREOEITTE EMN—HZME,
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M7 IFEONRE. BESTEREFMNFAEE. Eicds apA.2 Y IFAE S MSECES apA.1 BIFAER.

2 Citrix NetScaler SD-WAN for Citrix XenServer-WO

Dashboard Maonitoring Configuration Downloads Notifications (7)

+ Appliance Settings Configuration Overview Diagnostics
+ Optimization Rules

+ Video Caching Tracing Packet Analyzer Bypass Card Test Retrieve Cores Line Tester Pins Traceroute System Info Diagnostic Data

+ Secure Acceleration

Diagnostics: System Infermation
Diagnostics

Non-Default Settings

. ““

APP.Definitions ~Truncated-

APPIsCreateAltHttpApps aff

APPIsCreateOAandMapiApps off

AppFlow.CollectorDel <value> <array> <data> < /data> < /array> < /value>
AppFlow.EnableAppFlow on

Dhep.DNS.Enabled off

HTTP.ConfigSecondary ‘1.1,1,80,443"

License.LPE.Crypto.Enable an

License.LPE.Enable on

License.LPEIPAddressOrName ‘'10.106.36.33"

HTERIE

CHTEIE AT ERISHEE, WUE Citrix ZRFE#T DM EEFAFBIISHE, ARRE FR. ARG, &R
BE BEH LUTFH zip 42, H5 Citrix ZREINIHE,

=2 Citrix SD-WAN (V200)-WO R Lagout

Dashboard Monitoring Configuration Downloads Notifications (2)

+ Appliance Settings Configuration Overview Diagnostics

+ Optimization Rules

+ Secure Acceleration Tracing Packet Analyzer Bypass Card Test Retrieve Cores ine Tester Ping Traceroute System Info Diagnostic Data
Diagnostics

Maintenance Diagnostics: Tracing

Module: g Reports g Core Files gy Crash Files — Trace Files — All Releases

Diagnostics: Generate Support File

Diagnostic Files

Diagnostic File: | hostname_VPX_XEN_F6_D8_A9_BE E3_14_2018-11-21_22 50_22 logs.tgz &

Action: m Erase File Erase All Files

Please note, this operation may take anywhere from 5 to 20 minutes.

Preas the button below to start collecting diagnostic data,
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R PEHERR

April 23,2021

DU EFR MR, REREREURELE Citrix SD-WAN WANOP ThEsrfR 5 &,
CIFS #1 MAPI

Citrix SD-WAN WANOP #&

RPC over HTTPS

& TF

Citrix Virtual Apps and Desktops &

CIFS 1 MAPI

April 23,2021
o AR FITHIZREMMERMIER, B2, Citrix SD-WAN WANOP && T B iz,
FR: X2RENEIR.

fERME: 7 Windows SHTTEH, ¥ DNS EBChA LURTREREAY DNS, # Tk, FA “
BN EWE Citrix SD-WAN WANOP i&&IMAZE. MESRNEFFiH,

o B MAPIEERMA, HETRUTHIRHER:
A5 Outlook HEYIERRINISE
[RE: XZ2hk7s 6.2.3 F1ERhRAHIE R,
RRER. BREARIENRA,
o B REMAT MAPIEE, B, BUIBAENEENFTHRETNE,
FRH: XZigENERME,
R XR—IREEEA, FEFIMKENIEE. RAIUZKRE,
o [m&: FiE7E Citrix SD-WAN WANOP i& & Z BRI R &3 %,
RE: REHEESSIFAFRENRENF.
RRRFIE:. AT
1. WIHEREER CANRSSMIERIELAS LEEIRE,

2. S4n3l Citrix SD-WAN WANOP > fii& > SSL i & > R & 1EK I HE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

278


https://docs.netscaler.com/zh-cn/citrix-sd-wan-wanop/11-2/troubleshooting/cifs-and-mapi.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-wanop/11-2/troubleshooting/sd-wan-wanop-plug-in.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-wanop/11-2/troubleshooting/rpc-over-https.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-wanop/11-2/troubleshooting/video-caching.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-wanop/11-2/troubleshooting/xenapp-and-xendesktop-acceleration.html
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3. 7 AEAHRE BOREBRIE T, ®F T-AWMEIER ET, UHRIELKEIFSIH.
4. WIEREREAIUSEFUFRERIRENS,
5. WIEMREED 2SHE A Citrix SD-WAN WANOP & &1 IP itk H,

o [ARA: E#EET) Exchange ¥R, BRRLGISHRTRBMAEEN Outlook AFRBMABRER.

BE: MAPI it ER Exchange BsEhmEN a5 exchangeMDB BRS EAE#R (SPN) 8Bk, REER
B, ATRRESRE, EUURBENMIEMTR. B8, BNEEESAIRTEATH, EHEFHE
LT 8H SPN g8, Iia#is®E IF Exchange Server 2003 =t Exchange Server 2007 89 Exchange
BEEF,

R EIRETHED Exchange Server EHRITUUTIg(E:
1. iAiag Controller,
2. fIHEBLRTA.
3. BT T@&%:

pre codeblock setspn -A exchangeMDB/Exchangel Exchangel

setspn —-A exchangeMDB/Exchangel.example.com Exchangel <!--
NeedCopy-->

o @ =iREET Outlook BY, BER “HiRER" HE, RABRLILEE,
REA: &% Citrix SD-WAN WANOP & & ABERSH/IFEE LFFENRZREKE,
BRFE. MNRAREPHRERERE, R (%) BREREARIIRE 6.2.5 HESRE.
o B BME@SEAINE, REHWTEMANE.
FR: XE— B8R,
RRGE PUTLUTRE:
1. £/ SSH SLREFHIRIRE.
2. ERAREEEREIRE,
3. BITUTHL:

/opt/likewise/bin/domainjoin-cli join \<Domain\\_Name\>
administrator

« fal: @ Citrix SD-WAN WANOP & &R ME KA, ¥ 27 LdapError $#iRE 8.
fRRFAE: AT TREZ—!

- 7z Citrix SD-WAN WANOP &#&#89 DNS fR$528 £, WiER T AE MIiTHIEE IP tilticE 7 RAEHKREX
1o
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- BIFEFHITENNRFANES Active Directory lRESBNR AN HPEY, R Kerberos B, H7E
HIXLERTH,

- BEERAZRAFREESE, £ Windows HRE EEMERAF.
o [a)&: @ Citrix SD-WAN WANOP & &R IMERAFE, BERNERIEIRES.

BRGE. RIBREREEMALE, WRFR, BRHREMANE, XRFig&ESHRSB[EFEIRT, HEERE

o

o RE: ATINE, BFPHGNHRESN. BEIKBFAFME Citrix SD-WAN WANOP k&8, atHll&sE—1

£i2 (Kerberos #i%,) $#iRHE.
REHE: ERAFRER XEAH Kerberos 51331,
fRRAR. WIHEEEHIR L, ZERAFPNSHBIERERTH EREFSHERIENIN.
o A BERAAFMNE Citrix SD-WAN WANOP 1&&8, BERERBP RESHELIRES,.

BRFGE MRHENETEEFRRIREL, BRKZER. B2, IREEETERSHIRKE L, BET
Windows Domain TTE LRI AMNERAFTNETR, ARERSSEHEE LREZKAF.

o AR |RE—1EIR (RS\/RFEEIKEHIT Kerberos FHRWIE, BERMEBILAF, RERSHIRMRSERIHF
&) HEKZIRAF A Citrix SD-WAN WANOP &8, ¥ ExR URL: 4 H#iREE.

ARG ER WiIEETHs EIEREE T ZRAR, FEEEmEEHZERINT &SRS,
o (B IREFIEMNIE.

@Rz % 1517 Windows HITTE LAl ARG ET B, HRREE (WRE). MREFEFLETARIREE
miEd, E5 Citrix RAZIFRER, LORERRAA#H— S H .

Citrix SD-WAN WANOP i@

April 23,2021
o B REIGESBEERR-D, MARRXLER)E?
FRRT R BRAGEEERNE, FRITUTHEHFSE:
- BIIEEEEERRERES P i, ERILUBE ping 5 P ik H IIENRSRHIT LI (F.
- I WANOP k& ERERATESIRE.
- ML E LR MIER 2 MER WANOP TCP 150,
- J9iE WANOP ig& LRERE T AH WANOP HEH¥FANIE,

- WiHE<@ERimEEE R ELE R P imiR P ik,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 280



Citrix SD-WAN Hi#&& 11.2

- MREERA LAN 20, 1531 WANOP ##4# WANOP 2 & Z iRy iR A a2 & A Al AV {E.

o (a8 £ WANOP 4000 ig& £, HFEEER WANOP i+,
RE: XE2—1EMAEH,
AR Fo EAEEERE WANOP 4000 i&#& E#) WANOP &
o B fEH WANOP f&fi&EER| WANOP ig&Rt, “BiR” AU ESRRUTHERESEKE:
<Number> Z1RE#E Tt ig&# WANOP &4 Y aifRHAl.
RA: 5 WANOP & &SRS ERI T A IRE.
RRRT R FRAPHAERRLLERE,
o jAl@: 7£ WANOP 4000 3% 5000 i&& LR E 7 $8IRHIE< |P ik,
RS %: EEH WANOP 4000 3 5000 i&& LRSS IP ttuht, E5ERUTHE:
1. BR3 WANOP ig&H# Citrix 61,
2. SMEREEE > AHTE > EiMARSEE > BR_LB_VIP_SIG W&,
3. BHE< IP ik,
4. REFRE,
o \&: CIFS # ICA RERH MR,
BRRTT R BRERILRE, BEHRITUTHERRRS R
- BIERE 7 WANOP $EHFEMEX T IP sthikAim O S I AnEME N,
- IEREEEERMINEEILT CIFS 5 ICA &,

- IIEIETEEFARIARSS SN BE

RPC over HTTPS
April 23,2021
o AF: BISENREARD 7.3 G, BIIRESEEE HTTPS EiEi#1T RPC M55,
EE: BeSAEIRA 7.3 6, @3 HTTPS 8 RPC HAREABTFHE MRS, Fit, Fa@d

HTTPS £y RPC E2E85 ARz a9 TCP HithiEz,
fRAZE: BEXEEES I NET HTTPS &M RPC, ENENBEFIRIRS %,
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o a)E: @d HTTPS J9 RPC ¢IZBRSS /G, Fie HTTP M HTTPS mE#k# 3z n&EE HTTP #9 RPC,
RE: EEAZER P #ibAmEEE HTTPS MR RPC SIZMARS XK,
fRRFE. BERINARS SR EAR P ok, Eou@d HTTPS AR RPC 8I2AIARSS %K.

WMIRE T

April 23,2021

o B BREFNETVERESIIRE, ZFENLTFEEERS.
FRA: MEERESTERN—DHORESZHE “TH K.
BRRFE. —NHEREFRBIRS, SRIFREMESIERSEEESLN “TH
o B BREFMIFTERESTIRG, FENRKSET “HiR 4037, B2, ZMisTE Web J¥E8HER T
BEE: Citrix SD-WAN WANOP apA 89 |P it T4 14 1] {I5MAR 55 88
BRRTS R BRERILRE, BIEIEHERUTAR:
- B AR
- WSNARSS28H httpd.conf XHHETFIR P H#iaka9rRE
RE: MRARSS 88 A3 HEAD 753%,
fRRT . TSRS WA VRIS EGERA Citrix SD-WAN WANOP [P ik,
REA: MRS 8 LR BAXARNERTIR.
RS SRS BUFANXHRBERAERTIR.
o B ATRAESEIRFERE, TAEREMFEEER.
FRR: ErgeE s &gk BRILEIFAR.

ARG ER. XR@Edigit. BERFEN U G FERFELATHA. FRITHRSE, BXEETM
BRixFE. BREETETHTHEMRRE,

o B ATAERESEIRFEGE, WA THANER. FENKSER “THEW .
RE: FURNFBREMMLES URL,
R BRI, EBTEMUATEE:

1. WIFFHENE B 2T EEMMMSEAE URL, flsdhttp://10.102.29.16/Citrix SD-WAN
WANOP\\ _demo.mp4, mA2E HTML 3¢ff. Citrix SD-WAN WANOP i&& T 5182 HTML st
BIRE UE RS,
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2. BE HTTP iU R TR TIREN. EEIUUER Web KRN “BEER ETREIEX—Ro

3. EEILIGER Web %380 “FAARTR” HHRESAALEI URL,

Citrix Virtual Apps and Desktops 11&

April 23,2021

o A BGEAEIRA 7.3.1 5, ICAEERETE ICA MATES ISR Citrix Receiver for HTMLS &,

BE: FigE LEXNRSEZ HTTP FAB), mMARE Web (FAH). Hig&HLKEINRA 7.3.1 85, ALTHTP
NAREAESRMEILRS S, Ft, BMEMR @I Citrix Receiver for HTML5 &3z7#9 ICA %2, B7% ICA
SMED, XEHEERSHKIIZER Citrix Receiver for HTMLS %%,

i@k Bzt Citrix Receiver for HTML5 9 ICA #5179 26, BRI TEE:
1. M3 ERE > MM > RS E TE.
2. REHTTP (£H) RSX
3. =i RN,
4. 7 AN B ‘NBERERT T, B2E FEE
5. MZRBREF5IERF, & ALTHP,
6. BEHM.
7. BERT.
8. RIEFENTHEEMNHTHMEN,
9. BEHE R
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