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FA#2F. B Citrix Workspace FAFIEINT —EEIMIRIF, &S Citrix SD-WAN R UL ELAEH Citrix M
EMRLRRAR.

Citrix Secure Internet Access HITHEERILE

Citrix Secure Internet Access BBh Fxti&i2 Citrix Cloud 12t RS H#HITH— BB, U THIREL T Citrix
Secure Internet Access FIEETHREFI L H,

. gﬁ_ﬁfgo

- WeEZL2IENLENENEAE. XEREMFELRE, FANTERESNIE, BTIRIR2EH.
BEITA. IRENRL. £/ R RIEHIE R,

- FEAEE SD-WAN A1 Citrix Secure Internet Access IR PRI LUIE R — B EEX LIRS, Eit,
BIREMENLT e REESTE— N EEaRRIFFMERENARF.

- fAEPLEMERE, 7£ Citrix SD-WAN #1 CCitrix Secure Internet Access z iali#{TEEhEC B,
- UREREYT BNSERESRM,

- BEERMATLNIRENLE: REMRE R, TEMNEBEZHNBFREREE,

- {EF SD-WAN J&/ViER: BahER&iIER Citrix Secure Internet Access BT =,

o MHBERTER

- BnhEH, RHHNREEMRNTH.
- BHERUKINER,
- REE—F—H0E, FJUERMA IT ASEITHERRR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 2



Citrix Secure Internet Access

o [2fh, ENEFPIEEIRERIET PIMAIRXFTRIE, HHEETE Citrix Secure Internet Access FREHi#1TR
=,

 BEFRIERETIERF RN, BRREReMTBIzE (ARPREHNNERELERIFET) AUFERLLER
AR, Citrix Secure Internet Access BRSZE2IkEE 100 2 MM = (PoP).

BEXIBVRMMNBENESER, BEH BALER

Citrix Secure Internet Access KT {ERIE

ERRP R UERUTAEZ—FRREMRER Web f1 SaaS RAER:

o {£/ Citrix Workspace @ =@
o MZHIENRGHTIZ
s REPIZNMHRRENAE

TR EXAWMHERE Internet IfiR1 A%, FREA=EN Citrix Secure Internet Access #1TEEM.

TEEMMER T AREIAHG.

0 Traffic through Citrix Virtual Apps and Desktops to apps
G et

e Traffic from remote hosts to apps m l:l
I 54 AMAZON.  Office3cs  (EEEAt
zoom

e Traffic from branch or home office to apps

workday. iy Ci‘l’R!X

EQUINIX

Citrix Secure Internet
Access (CSIA) service

________________________

Citrix Virtual Apps and Desktops
Tunnels (IPSEC/GRE)

Citrix SD-WAN
2 D &z Bt

Branch or home
Remote users with Remote users Office

Workspace clients

WMEERMT, UWTF=NXEAMERT 2320 TIERE,

1. Citrix Virtual Apps and Desktops. &/ Workspace Rz Ri2FFH9EFZA P AT L@ Citrix Virtual Apps
and Desktops &2 thifia k& ER Web 1 SaaS MARERF. EEMNHAIE (VDA) £&% CSIA Cloud
Connector {18, LU& Internet mEEEME Citrix Secure Internet Access k%3
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2. ENRFELEHANNEER, TEAPTUERERMAS (GIINEICEABRIBNEE) ZEMIHRIREH AR
MEBRER (TEHIHTE), BERPXEIGE FHRE, 5% CSIA Cloud Connector RIELUSFRE Internet
mEEEMT Citrix Secure Internet Access RS,

Cloud Connector REBEX AP #ITEHPRIE, FREMNMESLU#IT SSL 2%, Cloud Connector
RIBERTUTRERS: i0S. macOS. Android. Windows. Linux.

3. A%, BIEHREZFEME Citrix Secure Internet Access, MizAF L& Citrix SD-WAN L2t
A8 Web #1 SaaS AR, X2 IPSEC 5% GRE @E44r, mEZEMEA Cloud Connector RIE,
Citrix SD-WAN £ B &8I 3SR M Citrix Secure Internet Access # A\ = (PoP) MR £iE#E, HEgdd
IPsec g GRE @& # T @E EH. TR UEEERFSE, aLli@EdismEEMLEE Citrix Secure
Internet Access POP Y&/ NEIZER SN,

T—FHER
o THETRAIFATRRA, E8R o]
o EFFBNIIZEI, BEAEBEMNERMN. BBRANESN
o FFBNI TR BN
« B2E Cloud Connector I8, BEEHALE
KATIHER
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Bl FENREREBRSE (WFRER).
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Azure Active Directory 3¢ SSO 2%

i®37#% Azure Active Directory (AD) 1R 5 312175 (IdP) 88 Citrix Secure Internet Access (CSIA) kP17
BEER (SSO), BRiAERT, A Citrix IdP REEE CSIA tkP, R Citrix HR BB T Azure AD, MI&ER
Azure AD IdP BZE CSIA kP LU#4T SSO ik, Bai, A4 ER CSIA P EE RS Azure AD IdP 5§ Citrix
IdP & &,

5 Citrix Secure Browser RS&ER

Citrix Secure Browser fRS3@:i3 8% Web 3% SRt miZ N 58S RS, WRIPEIREEZET RSN KRE, &
Bj Citrix Secure Internet Access, ErILIEIEFINE Web FEMN, 3% Web SREEE BRI RN HaSLF,

October 28,2021
AIJ

Citrix Secure Internet Access NI TEJEBNEE RIS TIAIANRERE AP IKF HERNRIRE. BOTIRIT L8
FHHNREABERIEM CSIABE, WMRATHNTRE, ML EEEEEREIIF,.

KAIRE

PG E haeBEBTFEk/B=7E Citrix Secure Internet Access lREIIP R RENK, BB KA R,

October 14,2021
BN =&

BN EHEE AFEIRIBMEXE. A BEMNEFE/RERSET APNEMEBENBEE.

%5 Swagger #9 Citrix Secure Internet Access API

WTETE swagger Xi4higt T —H 5B EHHXM APl, CSIA-core Swagger API {52 7[7£ sia-core-controller &
SHE,
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Citrix Secure Internet Access Ul FH=IEE

BRREIESSE NTP Server, TP, BEMMARENER ASERNCRERE. AXFARES, BSHA K
=

ECMP @&t #15%

Citrix Secure Internet Access I 7E%1F SD-WAN Orchestrator [R5 ECMP ta i F#, EXEZER, F381E
ECMP a5,

April 29,2021
Cloud Connector 721 5 BRI 285
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NN
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IXTET WEE R FIAER Citrix Secure Internet Access (CSIA),

EFIRYIRIREZ AT, EEE 1TH M TRFH B .

WEFRM

WREREEUT R4

« Citrix Cloud k., Z{FA Citrix Secure Internet Access, & R%A Citrix Cloud /., %32 https:
//citrix.cloud.com HIIEERFTLUFERIAR Citrix Cloud kP &R,

mRE&A Citrix Cloud kP, &5 81E— Citrix Cloud #kF . R AT LUIINAR P E A BIZBIE A K,
B RINAHESIRERFARRIERINEE, E2i8 72 Citrix Cloud,

 TILLA@E Citrix Workspace iia] Citrix Virtual Apps and Desktops ZE,
o INRES (NEIZEBRAZEDILE) £ Works@@pace FBERF.
+ SD-WAN ZE, NREEDIZHNEIE, WHBITHEITUATHES:

- Citrix SD-WAN 11.1 XE =Rz
- iTi Citrix SD-WAN Orchestrator fRs3. HREEE SD-WAN Orchestrator L5/ 7 #1941& B HED
BTIhE,

IR E

AED ISR Citrix Secure Internet Access #1418 BFF EMES,

$18 1: 35KipiA Citrix Secure Internet Access

&rr L@ B iE Citrix Secure Internet Access i BAR3E418) Citrix Secure Internet Access. E&Z R LUFEA
60 XX, BEXIRSIZBNESZEE, B5 Citrix Cloud RS 1A AR,

EREHEY,
ER3EH Citrix Cloud t A,
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Citrix Cloud”

Enter your Citrix credentials.
(Citrix.com, My Citrix, or Citrix Cloud)

Move Faster, Work Better, Lower IT Costs

Asingle place to simplify delivery of Citrix technologies. Provide
secure access to apps, data and IT tools. Deploy on any cloud or

infrastructure.

Don't have an account?

Sign up and try it free

Sign In

Bl Remember me

Forgot your username or password?
Contact Support

Sign in with my company credentials

7 Citrix Cloud =389 “"TAIRS” 8y “REEBMIAE ML, RE BRET .

Available Services (5)

&
Application Delivery Controller

Intent based application delivery of Apps
on AWS

Request Trial

Learn more

—
SD-WAN Orchestrator

Centralized cloud management service for
SD-WAN

Request Trial

Learn more

©

Secure Internet Access

Comprehensive cloud security services for
Saa$ and Cloud apps

Request Demo

Learn more

Virtual Apps and Desktops for
Azure

Simplest, fastest way to deliver Windows
Apps and Desktops from Azure

Request Demo

Learn more

&

Workspace Environment
Management

Optimized resources, user environment
and profile management.

Request Trial

Learn more

AR

&, EHa AR https://www.citrix.com/products/citrix-secure-internet-access/form/inquiry/
FERR BT LU IERMEEM Citrix TR,

BNFIRFAGES, ARERE 23R
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cifrix

Speak to a Citrix Secure Internet
Access expert

Secure access to your digital workspace with unified, cloud-delivered security.

Request a call to learn
h OW C | 't r | X S eC u re Contact a Citrix representative for more information.
Internet Access:

Enables efficiency with policy configuration, bandwidth
control and real-time reporting from one, cloud-managed

interface

Protects users from threats while securing access to both
sanctioned and unsanctioned apps

Segregates your data based on customers and locations
to ensure privacy without compromise

Our experts can:
¢ Show you a live demo
* Discuss implementation options

* Answer your technical questions Citrix will process your data according to our Privacy Policy

¢ Provide quotes and purchasing information

Tell us about yourself. Simply fill out the form and a
Citrix Secure Internet Access expert will contact you
shortly

HARBHUER, Citrix BEmRARE, HREFMENITHEEIEEFNFE. EESKE—HBFHE4FHIA

B2H: BEREPRS

HARBHLEHBHGE, ERKE—HMINBR TR, ErILUE Citrix Cloud EEFKFRS.

B

ERBEMIKF, Citrix 2RAANCEENXT R, XEN[IZARUTR, ATRESTHEEIRE, XETR
MITRLINEE, B0 Web i3I8, BERMFHIFFIEIEELRF.

RERTRE, GBI —HBFHEEs, SNENKFATR, MET R ERE/LREIE,
BEIKFRS

1. BRI Citrix Cloud 1A,
2. 7£ Citrix Cloud = TIMFEAIARS TR Secure Internet Access N5 E, B2EHEBIE,
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My Services (3)
" =0 ] 46
res o~ ©
oliol =
Application Delivery SD-WAN Orchestrator Secure Internet Access
Management Centralized cloud management service for Comprehensive cloud security services for
Hybrid management and analytics service SD-WAN SaaS and Cloud apps
for Citrix Networking on-premises and
cloud.
Learn more Learn more Learn more
» Why ADM?

MREEFEENIKF, EXBIUATHER:

Secure Internet Access

NETWORK

Your Account is being provisioned.
This may take a while.
You will recieve an email notification when it is ready for access.

$12 3. &I Citrix Secure Internet Access

WEIHE Xk IE BRI R FERMEHIAG, 1EE R Citrix Cloud HAKBEEBEMEREITE,
7 Citrix Cloud FHHFEMIARS ) Secure Internet Access Fillh b, #EHEERE,
AR
MR L&A Citrix SD-WAN Orchestrator iTiE, tba L& & SD-WAN Orchestrator ik EHEBLUEE

Citrix Secure Internet Access =4liR.

My Services (3)
« =0 =] 46
pras = ©
allol =
Application Delivery SD-WAN Orchestrator Secure Internet Access
Management Centralized cloud management service for Comprehensive cloud security services for
Hybrid management and analytics service SD-WAN Saa$ and Cloud apps
for Citrix Networking on-premises and
cloud.
Learn more Learn more Learn more
» Why ADM?
-
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£ EHR R L, ERAUEETRIRSHERLRT.

@D DASHBOARD

CLOUD HEALTH NETWORK REPORTS
3 3 0 0 0 0 0 Mbps 0 Mbps 272 /sec 203 pps
@ CONFIGURATION Nodes Ready Not Total Active Users Download Upload Speed Connection Rate Packet Rate
Ready Devices Devices Speed

S0 ADMINISTRATION
INCIDENT RESPONSES

0 7 % 0.00 from yesterday 0 7 % 0.00 from yesterday 0 7 % 0.00 from yesterday 0 2 %0.00 from yesterday
Active Infections C&C Callbacks Malware Blocks Average Dwell Time
o
" ; ra
Map  Satellite CNTARIO quesEc oo
; o
.- o I’
W . =~ \
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WASHINGTON MONTANA DAKOTA ~_ /»W .
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N °© |
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WYOMING gt e ) g NEW YORKEES
NEBRASKA i "~ CTRI
: 1LINOIS OHI0 & PENN
NEVADA i INDIANA oPhiladelphia
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San Francisco COLORAD KANSAS  MISSOURI VIRGINIA'
by, o MR ). . KENTUCKY/SVIRGINIA
AL 3
et OKLAHOMA TeNNEssEE < @RI, North
Los Angeles 0 o0 ARKANSAS . Atlanti
o c 5 SOUTH
‘ NEW MEXICO '@ MISSISSIPRI A Ocean
San Diegoo —__ AUNBAMA
N N TEXAS GEORGIA
\ & LOUISIANA,
) N
% ~ \ Houston
o
¢ % A\ FLORIDA
Y Py Gulf.of

RIS ENE FEM.

NN

Citrix Secure Internet Access NI AT EEREKF BEERAF K, SHART—EERNFENRETfEiANE
fth CSIA B2E,

‘477 Citrix SIABCE” #IUF “MEHRE” W P MBRTEBNVRE, L EZEBEERE I,

BEWFE, BIAMERT, @Eg# N Citrix Secure Internet Access NI JTiHE,. % Get Started (FFih) W4z
By mEE, EdE ‘BN Bttt S R, EEBRITANTRIE. BEBINIE, &E#EN Citrix Secure Internet
Access FHIRTIHE,

Getting Started with Secure Internet Access!

Citrix Jecure Internet Access (CSIA) is a cloud native internet and web security service. SIA provides end to end
web security with integrated SSL inspection, Intrusion prevention system (IPS), malware detection, sandboxing,
URL filtering, Data Loss Prevention (DLP) and Cloud Access Security Brokering (CASE).

Unmatched security Global Presence Privacy and Control Seamless Integration

Inspect all traffic from and to your Over 100 Points of Presence(PoP) We offer dedicated nodes with Seamless and simple integration
users, devices and servers. We across the globe to provide dedicated gateways to our with Citrix ZTNA, RBI (Secure
leverage Citrix as well as other lightening fast experience customers. Use Static IPs for Browser) and SD-WAN to provide a
Industry leading malware engines. regardless of where the user is. greater access control to complete SASE solution.

sanctioned Saa$S apps. Control
your own maintenance windows
and more.
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1. BEEREIRE
MTHFIRPEZAF SHRIESZ. RANEREN “FHAREE + &K

€~ Secure Internet Access Onboarding

Secure Internet Access (SIA) is a cloud native internet and web security service.
The following changes will be saved and applied.
Step 1: Proxy Settings

Enable Proxy @
Settings

User Authentication Method Local User Credentials + Cloud Connections @

Enable Proxy SSL @
Decryption

AT 2Ot S HIIES %!
o AHMARTIE + &R fAKMREEENBNKAER, A ZEZHFRERN, BIRRESHR
IBENER, BREMNEBKMNIGIPHCIE/IEREET B rhm MM,
o AMAFRIE: EAAMTEEEMIRKSAER.

o WREERES: FARERR, BIERESHRIPEINER, GRENEHRMIFNAE/ LT REBE
A K EA

o ETNEEER SMAL: RSBHMEHNEIE, IFEEEKEBE—AH IPNIZHMAR,

HINERT, BRARESENSANE SSL BESEATRARS, BERIHEEERIE,
ERESHMEEIREMN PACIRE: Sy B9 T, RIBEFERFIUTERE:

o 23 WebSockets: @it eEREFE (SSL) /FHELZ £ (TLS) 855315 & KB WebSockets &
WebSOCketS /}ILEO Ekl}\fﬁ/ﬂ?) —EL WebSOCketS E]ﬁ*[ka:)ﬁﬁ)lklu\o

. 53 Citrix Cloud BRI ERS: 4658 Citrix i2iER. BIARMLIEE. Citrix Cloud 131
RERTHEL Citrix Cloud BRZEMEFIR, EAREHIALHTXLS,
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Step 1: Proxy Settings

Enable Proxy 0]

Settings

User Authentication Method

Enable Proxy SSL O]

Decryption

PAC Settings: Bypass Domains

Local User Credentials + Cloud Connections

Citrix cloud Domain List

cloud.com
*.cloud.com
citrixdata.com
*citrixdata.com

citrixworkspaceapi.net

*citrixworkspaceapi.net

citrixnetworkapi.net

-~ Bypass WebSockets @
*citrixnetworkapi.net
nssvc.net

o Bypass Cloud security for Citrix Cloud Citrix cloud Domain List *nssvc.net

infrastructure domains
xendesktop.net

*xendesktop.net

o Bypass cloud security for all domains used by
Microsoft Office 365 (Recommended By Microsoft)

cloudapp.net
*cloudapp.net

netscalergateway.net

Bypass cloud security for this subset of domains Custom cleud Domain List

* netscalergateway.net

« 3f Microsoft Office 365 EAMFIEELZTI =S (Microsoft #%) : £ud AT Microsoft Office

365 M, BIMERT, EEAX Microsoft Office 365 FAMNFFEIEMNEIEEZS (Microsoft #
=) iR,

o SR FENTRE: GIEABEXE. EUER BEXTETIRIEDL)E B SHE,

Custom cloud Domain List
Step 1: Proxy Settings

Enable Proxy @ Enter Custom Domain List
Settings
Add each domain on new line
User Authentication Method Local User Credentials + Cloud Connections O

Enable Proxy SSL 0]
Decryption

PAC Settings: Bypass Domains

~ Bypass WebSockets (O]

v Bypass Cloud security for Citrix Cloud
infrastructure domains

Citrix cloud Domain List

o Bypass cloud security for all domains used by
Microsoft Office 365 (Recommended By Microsoft)

Bypass cloud security for this subset of domains Custom cloud Domain Lis

coc Jl nex

2F Next (F—%),
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PAC Settings: Bypass Domains

v Bypass WebSockets @

v Bypass Cloud security for Citrix Cloud Citrix cloud Domain List
infrastructure domains

v Bypass cloud security for all domains used by
Microsoft Office 365 (Recommended By Microsoft)

Bypass cloud security for this subset of domains Custom cloud Domain List

2. BE2E Cloud Connector ig&

Cloud Connector @— 1A THNARIE, ATRTEMMRERS, 0 Windows. Linux. macOS &, Xt
BEEEEIGE FEREMN Cloud Connector M7,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16
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€ Secure Internet Access Onboarding

Secure Internet Access (SIA) is a cloud native internet and web security service.

The following changes will be saved and applied.

Step 2: Cloud Connector Settings

Use HTTPS PAC @
Register Over SSL ®
Configure Auto Login @

Agent Policy (Default Group)

Redirect All Ports ®
Bypass Private Subnets (O]
Enable Multi-User Mode ®
Enable Windows Desktop ®
App

ek | nex |

BFIAERT , “ER HTTPS PAC”, “&d SSL A", “EAHER". “EEMAAERA” M “RINEFM”
REATRARS, TERE.

- BRAZAFPERERN: REFTEES/EUEETFERAZAFER. SRANEERAZAFRRAUEETENRE
RGBS BN XFHZSM AR RIE,

- B Windows SEMNARF: RIEFFZEP/EVEER “EH Windows SENAREF . BH
Windows &R AR 172 Windows &% F REXER K@M AEF.

2F Next (F—%),
3. RER2RE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17
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£ “R2IEB” AT, GBE Web 2. Cloud Access Security Broker. EEBRGHEFMNEHIMNEE (E
Advanced #1 Premium SKU #alf) URHIEELFF (£ Premium SKU #al ),

« Web 22
- BREHA: TEF20 MR,

Web Security

I Show Groups I

EEILUREBAR AR, G108/ 8/ R%. BHARIEHMNRELD > MANAZHT > 2 123

Rename E%roup

Please Enter new Name for Group 'Group 6'

SD-WAN ‘

EFAE, MEXKNARBRENABTZAR. 0L ARFAIRENA,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18
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Web Security

Hide Groups
Select Group Names Actions
v Default
v Demo Citrix User
v Demo Citrix Guest
v Administrators
v New Group 5 ses
v Group 6 cee
v Group-7 cee
v Group 8 ces

RIMERT, FEX 20 MAFSWET, ERILUREREEH/EUEERE, EWRLIRBFMHNERNE

Rz FiEEBIH

o RRRBIAXEIA: EFP “BA” f B SEELUELEXHXET. “RE (Edit) EBaEEE

BEZMAIEMXBFTE,

BE “YRIE EEBARLCEEERIDL SRURANXREHREEERERD, AREE “RE

BR-EH T RER I EEE IR BT,
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Search

Available

Name

affiliates

amateur

anal
anime
ass
asses
asshole
babe
babes
bbw
bdsm

hilrini

Cancel h

Selected
Name

- ~, adult
( = )
A J adult-dating
p -
(<)
. /!

« Web iZi555): %F Web idi8&5 L A28, BA. FF 5 ™18 BN, XETEREHIZIRE—

L5

el

BRA
& Internet
nEE

e

FEMEENRE

TR ORI R

B AI T, £/

BT, R, BIR. B

&

#iE. RAMAS

AL

IEXHY, STRAA:

X

st

B
B
EMLE
EMLE
EMELE
S

S

FRVF
FVF

A
EMLE
B
2L
BRI
EFALE
2FALE
2FALE

B
EMLE

Feig

BFELE
EFELE
2FELE
BFELE
2L
2MELE
2MELE

BFELE
BFELE
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Web Security

Show Groups

Block Default Key @

Words:
v Adult Edit
v High Edit
Risk
Web Filtering Level Allow All o) Lenient Moderate Strict More Info

Bif EZEE HEUEE Web SIBRFIER.

o THRRERE: RHUMIEXHE EERIRMIRS, BIEMIERSIZE (i Google/Yahoo/Bing %) 3&
HRITR 2 RIITIEE.

NR%ERT Microsoft Azure #1 Office 365 HF [REI Si%iE, BIEEAFHHBMSIEF £ XU
A%2iRE,

MBRLEX# EH THIZIRFIEEREME (£58/Dropbox/Box/OneDrive/Google Drive/&®E M # £
H/X), LEIE EEHXXMH. BRINERT, “€2° LFiEPRS.

Cloud Access Security Broker

Show Groups

V| Microsoft Azure and Office 365 Tenant Restrictions

[®)

Allowed Microsoft Domains (comma separated)

@)

Allowed Multi-tenant context

/| Google, Yahoo, Bing, YouTube Safe search
enforcement

~
)

Prevent File Uploads All X

7£ Citrix Secure Internet Access &1, E=fREH SKU aIftikiF: . SZNEHK.
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7z Citrix Secure Internet Access GUI #:

o BERHHEMNEPIMLE ER(GER THERAMESR SKU BEF.
o BUEEKF (DLP) ETERFHAERSR SKU B,

TR, BEREHHMNEBHIFIRE UKk BIEELBP (DLP) B Citrix Secure Internet
Access Ul AT,

BINERT, FIESIETLRE SERGHEMNEIMEE Uk BIEEKXP (DLP), ErIRIERES
BIRETEFET. 2& Next (F—%),

HE, IRERT “22RE” KE, JUEA “BUNRLRE" &, BYUHEGTE CSIA EHEhREX
LigE,

&« Secure Internet Access Onboarding

Secure Internet Access (SIA) is a cloud native internet and web security service.
The following changes will be saved and applied.
Step 3: Security Settings

Citrix recommends following security settings. You will always have the option to tweak them later. Alternatively, you can disable the “recommended security settings” if you
prefer to configure all security settings later in the SIA console.

Recommended Security Settings a |

EXMERT, BF “T—F HEERHMNIRE, ARRT ‘Tl ®REEN.

4. BALEERENE, HPESEATHEN IREMRENREIRE,
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€ Secure Internet Access Onboarding

Secure Internet Access (SIA) is a cloud native internet and web security service,

Step 4: Summary View
Following changes have been applied. Please review if you would like to make any change.

You may click on Back button to navigate through these steps and make changes as needed.

Proxy Settings

Enable Proxy Settings : Enabled

User Authentication Method : Local User Credentials + Cloud Connections
Enable Proxy SSL Decryption : Enabled

Bypass WebSockets : Yas

Bypass Citrix (and Iboss) domains - Default List

Bypass Microsoft domains : Yes

Bypass custom domains : (4]

Cloud Connector Settings

Use HTTPS PAC : Yes
Register over SSL: Yas
Configure auto login : All
Redirect all ports: Yes
Bypass private subnets : Yes
Multi user mode : Disabled
Windows desktop app : Disabled

e

% Finish (), BET—1MRHEED, BINEERDTRANTRE. REHRE.
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Confirmation

You have succesfully completed Secure Internet Access onboarding settings

A copy of the on-boarding settings will be emailed to all Citrix cloud admins

tksh, RgEEamEpEERME Citrix Internet Z2i1R1ARS M A ik~ T#Y Citrix Cloud B2 5 &% 5 F B
o

NIEZRE, SME BRE > WEKEESE LT > 117 Citrix SIA L& %1% Bi8&EE s, THREP, EaTLULiEiHEA
TH/RESRIERIGERIERFZLTER Cloud Connector,

TR “EEE” > “WMKEE” 0 EMETHARE. ORMEIS TEMRE, (RATUBIEEHFHERETANITR
ELUMERIN/HFNIRE,

Configuration ! Network Homek

Click here to re-run SIA Onboarding.

For Secure Internet Access configuration, security policies and reports for the following nodes, please open the "Open Citrix SIA Configuration™ button.

Open Citrix SIA Configuration

Citrix SlA NOdes Request Re-allocation of Users

Type  Cloud Nodes State Location Public Ip
cloud-node-31190 Ready Charlotte NC USA 138.43.101.176
(&) cloud-node-31191 Ready Charlotte NC USA 104.225.173.158
“ cloud-node-31192 Ready Charlotte NC USA 9764.63.83
Page Size: 50 Pagel ofl
— B8 /
2

o BEEMEPTRANRS. BB EHliR.

« EREFXRBITEFALENFBFARES. BSH EFIFAIFHAER.

o EEPZAARIE (VDA) At ENRFKLEE CSIA Cloud Connector RIE, E5iH A& Citrix Secure
Internet Access Cloud Connector X,

o MREEEET Citrix SD-WAN, EADZNEREBE, ESIH N9 ML EE,

- M Citrix Secure Internet Access ELB & 1P ELE ZiE SN L2 REUREMREMAE. ESH i
&,
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Citrix Secure Internet Access

A

January 27,2022

Citrix Secure Internet Access (CSIA) & = MRA A kiR,

 Standard: ET=NRLBRAR, IECHRUEPAEENEE., S@ERORLINEE, FIi0 Web M1E

BRI AR, SSLmEEEM CASB.

« Advanced: TENRLMRAFE, BINT XL m, FINBRREHFRIRRN. f<HEHIEHE N R

EFIERL,

Premium: 2ENRLMASR, SEBAHBABTKRINBSENBSNSIZ,

BXRRAT A AR TEFIR, S https://www.citrix.com/ EBTHhEEFIR.

BMEFHEEUATRE:

500 GB g97#fif=i8]
— kP HE 10 MEFE— IPSEC % GRE &&

TR LU R E ST =S 8 SEiE,

N1 RETRE, ERLURNT BEITRNFrHEMER B,

EEWAIER

SHE €12 > A, BEEAXEITH WA EES.

EoI U E “Z2 Internet 7)Y EDEEEBUTEER:

VTR NITI B BRITHAET IR,

THAERTEENEHERTE. RABRT, 8MTHEES 500 GB B97FfE=E.
THEREENBESRE, RINMERT, S MIAAKFRE 10 TAFRH—BE,
VrRTHARR SR H 2R E A

BT AP &

EEIRFPRTS
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SD-WAN Entitlements Secure Internet Access Entitlements
Secure Internet Access Entitlements
Subscription Type : DLP Package Storage Included : 500.00 GB Term:1Years
Number of Users : 0 Tunnels Included : 1 Expiration Date : Mon Mar 08 2021

Status : Active

Status Type Name

Enabled Feature Advanced Malware Defense
Enabled Feature Intrusion Prevention
Enabled Feature Bandwidth Optimization
Enabled Feature Dataloss Prevention
Enabled Feature CASB

Enabled Platform Web Gateway Nodes
Enabled Platform Reporting Nodes

Enabled Platform Premium Enabled

BRI U EEB X EBWENT MM T B SEERIFAE S
Secure Internet Access Add-On - IPSec Tunnels

IPsec tunnels 5 Term 2 years

Status Active Expiration date 1Jan, 2023

Secure Internet Access Add-On - Storage Capacity

Type 378 Term 2 years

Status Active Expiration date 1)an, 2023

MR miximA Citrix SD-WAN #=24¢, My LL7E SD-WAN &+ & F SD-WAN FaiF#AEB. %
SD-WAN AW 8, i52i% SD-WAN Orchestrator # 8],

WAHER B RRE

B SAE EE > FRHEEAERLAE, ERILURNT BFRHEEREL.

BECHENAATFNESSAED AP IFRHENSE, BRI UEERIEFEENREN SIFrHEEN BRI ANER
2

XERBIEBIEREREFTEESHNAFIFALE. FHAESEE,

Secure Internet Access License Insights

Users Tunnels Data Storage

0/25 1/3 0.10/500.00 GB

Active / License Limits Active / License Limits Used/ License Limits
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Citrix Secure Internet Access

R

January 27,2022

MTERER, EHIREME T Citrix Secure Internet Access (CSIA) M4 EM S RARE.

@D DASHBOARD

CLOUD HEALTH NETWORK REPORTS
3 0 0 0 0 0 Mbps 0 Mbps 272 /sec 203 pps
@ CONFIGURATION Nodes Ready Not Total Active Users Download Upload Speed Connection Rate Packet Rate
Ready Devices Devices Speed

S0 ADMINISTRATION
INCIDENT RESPONSES

0 7 % 0.00 from yesterday 2 % 0.00 from yesterday 0 7 % 0.00 from yesterday 0 7 % 0.00 from yesterday
Active Infections C&C Callbacks Malware Blocks Average Dwell Time
ALL SD-WAN
‘ O gmi
n G ra
Map  Satellite ONTARIO, s ra
o
f &
NORTH B
WASHINGTON MONTANA DAKOTA /D
MINNESOLZ Ottawa Montreal | RE
® Py \
SOUTH WISCONSIN \ / MAINERN oV AlSCOTIA
5 DAKOTA Toronto VT,
OREGON IO MICHIGAN) Q20 .
WYOMING! bt BT SR s, 5 LA CTNEWY
o ohicagoi ) e NEWIORKTS
NEBRASKA < & = CIRI
ILLINOIS OHI0 & PENN
NEVADA Unlted States INDIANA 5. CPhiladelphia
UTAH MPGENY
San Francisco O ' KANSAS  MiSSOURI Vi
by, FoR KENTUCKY,
ALIFORNIA
hesieoas OKLAHOMA TENNESSEE d““m* North
Los Angeles o0 A . Atlanti
4 ARIZONAG L e SOUTH Oc
NEW MEXICO b, ] S cean
San Diegoo & TR S AMATI G SOt
N TEXAS GEORGIA
\ o/ LoUISIANA
)
% Houston
< 3, \ FLORIDA
d——

ITHR BEONEERS . BTN, MRS, FHRMNAMNSE tELE,
EEIUE “RE 5OW ELIHNEFANRE. Alt, ESME BB > 177 Citrix SIA &,

payiedE S

EHNEENBNERTN RS EEANCEENTREH. R, EEXETRFEZLEEENRE, BZLOTRE
RAEERLE,

RTF ‘K KESNTNREEERLFRARES, XRAEFTEREIRGEEL ERR,

SETRA BOERMTAEXERITANRESBIEDRERENLE. EEATERIRERIINKZNAFK

o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 27



Citrix Secure Internet Access

CLOUD HEALTH

3 0 0 0 0
Nodes Ready Not Total Active Users
Ready Devices Devices
MER S

TR T WE ERKEES, YN TEERRENTRERER, fIMNTRREM EERE, RNTIEHRNT#
D£8R {5 FR B IE IR R M SR BL RO IE R

B2, XEEBAUEFMIESEIREMRRIIMLER,

NETWORK REPORTS

2 Mbps 0 Mbps 222 /sec 558 pps
Download Upload Speed Connection Rate Packet Rate
Speed

B

AR T MEPRBRNREUNRETEREIRENZBRILE,
ATFHT U TR2HE:

o MEPLFIERARSRDRSE
o @S (C&C) EHARRER
o HWAELIEHANRNENEZIRG S
o BOMBRENTIEEREL,

FPEETT BRI—RURENEHEKBE S .
INCIDENT RESPONSES

0 7 % 0.00 from yesterday A % 0.00 from yesterday 0 7 %0.00 from yesterday

0 7 %0.00 from yesterday
Active Infections C&C Callbacks

Malware Blocks Average Dwell Time
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PRl

5137 Citrix Secure Internet Access IRSHEXNWEEBHIIE N B L X ENTHFIRFT . BHEEERRT:

o BXIFRHESHNER
o MhRABIRITHLRA

« URL &EKR

o ERMEW

Citrix 2B BNEREER EHERT, GRIUEEFIERNE LAKE R EER. SR EEREE
REFENME, XEBNNEREREENTR, F2EdBFH4LE,

HoEALE

HWEMEERT Citrix Secure Internet Access ZREMN =M X T S MIBME, BaRnHE TS,
WNREIAE SD-WAN =, MeTUEE SD-WAN ihSputhIEME, XEMSEME EUEE. 48R RERT.

& E] LUBI SR sk RIS A E PRI A Citrix Secure Internet Access T4, Z@idikR SD-WAN EI-EE 1
MEFESIS SD-WAN L=,

ALL NODES SD-WAN o
™
SHEETR SRATCHEWAN NEWFOUNDLAND

£l

Map Satellite o
o
[
NEVA
san Fry fisco
CALIFORNIA

Las Veg: North

Los Angeles tlantic

e 1SS1SSIPP Ocean

San Diego TR ALC
EX SEORG
LOUISIANA
o
Houston '
FLORNR
Gulf of 2
< Mexico 1
Mexico
Cub
Mexico City Dominican
® Republic +
nnnnnnnnn
Guatemals -
o o s Hondiay Caribbean Sea
oogle A Map data ©2021 Google, INEGI_ Terms of Use

BURBEAETEIER, FEFMEE EASREMNNREAEER. EUREMENE, SEFUTFREMEERE
Byt E AL E E R

-

Type Cloud Nodes State Location Public Ip
@ cloud-node-31190 Ready Charlotte NC USA

cloud-node-31191 Ready Allen TX USA

@ cloud-node-31192 Ready Charlotte NC USA
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i1

January 27,2022
8 Citrix Secure Internet Access (CSIA) EBE R IPEE REZSNRSER, UREIRENBEE.
EISRREREIF, EHRITUUTRE:

1. &%= Citrix Cloud
2. 1f Secure Internet Access Filli |, EFERE
3. ESMERYD, &EF kBE
‘BE” TTEEYHTEXERNEEENSTANFAEE, SHRITHMEREREEIXLET S,

4, 3%E$% 177 Citrix SIA B2 B UEBR BRI P HIT AR BINREN R £ 508

For Secure Internet Access configuration, security policies and reports for the following nodes, please open the *Open Citrix SIA Configuration” button.
) DASHBOARD & o a3

Citrix SIA Nodes

SL ADMINISTRATION >

Open Citrix SIA Configuration

[]  cloud-node-31190 Ready Charlotte NC USA
@ cloud-node-31191 Ready Allen TX USA

@ cloud-node-31192 Ready Charlotte NC USA

Page Size: | 50 Pagel ofl

ARG A XECERA B

BXEEMNRAREMEERENER, ERIURITUTEREZ—!

o HIREEIXIE, ERERKIIIFNEALA, BEXE (BRENEEMNNLE), ASiEE HelpDocs, EAIUE

SERPRE B SR,
AE
B EFEXT iboss RiBRISIA. iboss B RETE. Citrix £330 iboss IhEELK iboss %=

gl

[

R Z B, ERFEIETXE: Citrix Secure Internet Access #1 iboss £/, REEER
Citrix Secure Internet Access [FA BEIA AN

o iR LT X, EEMRENENG LA, %% BHER (?) UEESZAEAXMER XY,

o BBER Citrix 2817, EREM Citrix kP ERHITHZIFRAG. FAENIIRIRRE MRS
T,
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Citrix Secure Internet Access

Ao E Citrix Secure Internet Access Cloud Connector 2

CSIA Cloud Connector RE223&1d Citrix Secure Internet Access EE @ Internet FEMHRHKER,
NTRIETERE, BHITUTERE:
o EEMZAARIE (VDA) L% CSIA Cloud Connector 1{32: EM Citrix Workspace FHEMEER

2ifEREZ#L AR Web 1 SaaS AR, 5% CSIA Cloud Connector KIBEE Jyi@d Citrix Secure
Internet Access EE MRS,

BXFMNEES R, 1§29 Citrix Virtual Apps and Desktops /& Citrix Secure Internet Access.

o EENIGE %% CSIA Cloud Connector R12: EReiifakEENERS (FINEZSEMIMIEEHIEE)
KE# Internet A8, BESAIEE %% Cloud Connector K1,

NAZHMECERBE

MREDXHMHEEHEET Citrix SD-WAN, M4 FiEcE IPSEC 5 GRE @38, X&:@:Z Citrix Secure Internet
Access BN EETEmEIKREZHERN Web 71 SaaS MAER., EaILEA Citrix SD-WAN Orchestrator 3
BB @iE,

7£ Citrix SD-WAN Orchestrator £, Citrix Secure Internet Access [RE M FEE > TAIRS > REMHF =S,
AE

L2 SD-WAN Orchestrator 2~ #i8% Citrix Secure Internet Access B, RS §EEA BN,

@ Service & Bandwidth

Global Service Bandwidth Defaults for each Link type

Delivery Services

Internet Links MPLS Links Private Intranet Links
Virtual Path Eo | 30 % 100 % 100 %
Internet W 25 % % 0 %
ISecureInternetAccess Service Eo | I 35 % % %
Cloud Direct Service W % % %
Intranet + Service % % %
1. Zscaler LW 10 % % %
2. Azure Virtual WAN to 2m| 0 % % %
3. AWS Gateway Service W 0 % 0 % 0 %
4. Non_SDWAN_Sites to 2| E % 0 % 0 %
REEUATESRIE:

1. BT Internet SEEMNH T E O LLATRECE 2 EL3ReIEE Citrix Secure Internet Access RS,
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2. ¥ SD-WAN &= 7mmFst® Citrix Secure Internet Access ARSE, SAEEFENAEE (IPSEC 5 GRE),
SRIE, BUEERE LB A Citrix SD-WAN #0 CitriCitrix Secure Internet Access PoP Z alfy@E 237,

3. QIENARFBEUSISREBTEE,

BXRIFMREA, FBFZHARS - Citrix Secure Internet Access RS,

BRE#HDE

ERILLUES MBI AEN DB T =R A RE MR E (LB A F REER,
BRIEREFR D EREERBERBENRETRANRNITR2NENIMXT R, Citrix SERETRIAMREERR
RIEBT R,
B=
EMNRTRESBIRSEE T, ZIREBEEKFANESILANT, AEBEENS REFiREESR, Citrix
BVEEREFRINERENR RN R, UENMNTERARINTR, HEATEEERNET .

EERI AT RZERMAR, RENRAFMRDEAT S, WEERMETRF,
Request Re-allocation of Users

Licensed User Count

Region Licensed User Count *

NAWE 25

Existing Regions & Locations

Reporting Node

Reporting Node Location
cloud-node-31190 Charlotte NC USA
Nearest Preferred Location San Jose, CA, USA

Gateway Nodes

Please provide us with the number of users you currently support for each region below.

Region Location # of Users *
North America + Western Europe Allen TX USA
North America + Western Europe Charlotte NC USA
Region * City * State Country * # of Users * X
v
NAWE San Jose CA USA 25

Add Another Location

Submit Request
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BER. EMORMENRT S, BSEMIAENFEEGN “BBE” EOF, AEEERE LN BREHSERF.
AR

EREEER— XIS AEH 2T R

CImKE

EREMENENY (NTP) RS2, FALPMENRANLE, BSND BE B+, AE%EE 5k,

KAIRE

AIGE TheER B FEet/E=1E Citrix Secure Internet Access ARSI hAEHMMK A B RMBFPKA R,
EEEZWFR, SN EE > =I8E > KPIRE.

A A& E Citrix Secure Internet Access kS,

Account Settings:

3
Account Number : 139898

() Override Account Name

Account Name *

MREHREBEMBMHERT “BRKARN, WRAEERNKS R NEERE CSIATTIAH,

1. BR “BEKPE” HEMEM. RNERT, “BRIKFPE” LFEARS.
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Account Settings:

Account Number : 139898

Account Name *

BEHEEFRZ, ENP LEEEMRKF R KPRENG, ErRFTEERER.
2. BERE.

NTP fRs328
ZEP HAME, FSME ‘TIRE” TH “NTP RS2, WANK. BRI, NTP RSS[OMUME LGS
Bo

BIX E X AT EER XKEtR g E, BRNX/GE, IRRPEGONEEREEE, USHNKES—BHRTES .
B el B 2 AR XY F R X Y,

BEAE T UBFEAEX BENEN, LESHELIEEN mm/dd/yyyy 5 dd/mm/yyyy.
NTP fR5583 X NTP RS 28avtthht,

BE< NEXRKRHETECH, WEHATLUSEN XE 5 KE, EFRRRTHXXIE,

SE=F: 3

LEThEEAR T E R HiEIR B B HAFITIE], LIEEBIIRRMSES IR R A,

BERHARERITHEDER, BSME “TIRE” TH “Fa4R, AREA “BEMiFRKR, AREEEHEFN
Bk B #AM AT E),
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BHhRAIRE

BRFEARERENERLE, BEMEIZRE THEMRESIRE, AEEFEUTRERSZ—!

o BHIME, ERTXRTAENNLT2EE, SIEHRINE. WaEEH. HRESEMMEREER.
o AIE, EATHEFETEEXREENRE,
o RIS, BTRINIRTIAE. B, HIRBEMIEEEER.

BFHMIRE

EELUEBRFHMARSHIGE, UPS4EIER. ITIRSMEMENNBFEHE BT Web MXFIRET ALK
ERFHERN, FESRE THREFHFREPETRE. LIBEERE SMTP iRS58etut, UEERTLUEKBF
HHESEVAIN

@A AR A MR B FER IR BT IE B FERF IR E, EWIEEILUER “RERANRE" ZHIER BIAEFEHAIRE,
ECE FE FHp bt LI A P B4R A URL R EER,

o EIRBFHM . AENRXERFMANERN BRI,
« URL ZE®BFHMH: MIELETEAER URL ZEIBERYB IR,

AR

Ht B FH A EIREIM “SEREIR" TERS.
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Email Settings:

Set Default Settings

Email Server Settings

From Address
SMTP Server Address

Port

25

Authentication Type

Plain Text

Test Email

Test Email Settings

Recipient Settings

Alert Email

URL Exception Email

®HE, SMTP IRSSBEE TET IP AR, UUMLELERERE, FElt, SIREFRET <R P #atZms SMTP
AR5 8289 AR IFFIFRFo

Foh, NTRLIRER, SMTP BRSB[BAERSEREMAE], 5190 DKIM, sIsEBLEE SMTP ARS328 LRk
Web RIXFNIR & T3 mB0X LR

MRERBEBECHNE SMTP RSS2, WAIAERAIE SMTP RS Z2—. AL, EXTHBEBH Gmail #kF,

A SMTP FRSS2846EAmA 25, 465, 587 XLIHmOAMNAS, RIWDHZ smtp.gmail.com, ©FEMIKO 465
(/8 SSL) = 587 (fEA TLS),
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} =r

AR

SMTP Brs588:@57E TCP i 25, 465 5 587 Lt {7, Er]UMIREENEH LEITHEMKEN. SSL L
B9 SMTP AR O 465, METF TLS B9 SMTP /%O 587, %M 465 #1 587 REF B IIEARS. WO 25
RNE, FEEZHRIL,

fERAH Web MRS T =BT, EHRERMENREORZRE,

=& Google SMTP fr5#BHPE SRS B/BNEENT:

FTRRERER EREER SHEIEER

smtp-relay.gmail.com %M 25, 4655 587, RAEREEE  |P ik,
FIE (SSL) sittiaER e (TLS)
i}‘(; Li&_/l\ﬁ%/rﬁ%} IP i’lij,i”:o

smtp.gmail.com £/ SSL B9k 465 JHHE TLS B 9522 Gmail 5 G Suite B3F 6B
%0 587, AWERRES P, 3t
aspmx.l.google.com BB RBER %48 Gmail = G Suite To

AR, iFEAzHS IP,

smtp-relay.gmail.com AF@SERAXEN P #UE#1THHIERLZIXR B RARMERH, ERTUERRKO 25,
465 g 587 MIHMSMIERAREHES.

smtp.gmail.com AFEEFRIMIERMAREER S, EERIFEABESH Gmail 3¢ G Suite KSHZLHTHH
303, AILAER SSL ERY SMTP (%0 465) = TLS (%O 587),

aspmx.l.google.com XATF® Gmail & G Suite AR LZFEE, WERFRRESRRIE, EIEEL SMTP AR
SR LA SSL K TLS, HILRERMAANAEN, FEIXEM,

ERAESRER
HFEMMERMEZMENEE, Cloud Setting s TH BEEZBEIZR aWEREERAREENEFERBERN N ABF
ERHEITME,

TRA ERAERER AXTER FANERREZA, BURNeBMERR, AR7Tk BAERBETIER. EINEER
FERPIAN 64 NFHN MERSA EH. ERILUGANBCHNBERRER “BohEMRER &L

HE:
Citrix SBZIBIWEEREIZEZ B NBRA LR ERMMUE, RENBERHEFE LOTEDRE, EHE
EINZBFPRMAET S H R BEAER,

&R LUEE B AR TR T IETSRECE Z A L NS4S E 25 A aT iR 5 8

s TAER. BRMNEAMNAMENASHERNNE, SFERENAFEDNAFE. 228MNITENRF.
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o HER. BRMERSIRE AP ENHREREXNPIEEBRME.,
o BR, BRNEASRENAFEDXEKIAR IS,

TERTATE “AX B EH-RREmEZREEAMNEAT A RENSH. BA ‘2% FXE, YskENNEEN

BEATRERE2A. 2R 2% AXE, BrILUAEERAMEREAMNBERLER LA,
EREMZZHARE, BH Anonymized Logg ing AIRIEA P ELGEMME B HEMIEMEERE R,
EMEZ FIE XMNEZZSH, ERERPENNEZHAZANEIES, ASIEE BikR.

o&h

BN EEMIRE R ERIBAMAXE. LEMIEFE/ REREDTRPNEMNRENAS. ERABRNSEMIER, &8

i@ CSIA RERER&ED.
BERACEMNLE, BN EE BRI 5RE &F &,

1. BA BRATEM R, ABMNTHRIRPERE Kig 1 &,
Offline Cloud Backup:

Region Europe, Middle East, and Africa (EMEA)

Location London

C’ Automatically Perform Cloud Backup

Save

2. BEALIER “BiiTa&EH” g, HEETHEIREE &M EER. SEFRT.
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Offline Cloud Backup:

(:) Enable Cloud Backup

Region Europe, Middle East, and Africa (EMEA)

Location London

m Automatically Perform Cloud Backup

Between 8:00 PM and 11:00 PM Dally

Save

A2 2R

IS RE R~ % Web BAiPINEE, AHREIRETASERG/SEEDNL M. @TiZiEN5asmE, Citrix
Secure Internet Access Web fikIhaeRI L5 Secure Browser Service (SBS) —2 M, MRIFE I RKRETE
FRRSBINE T, BXFMER, HBH 2NN ERS.

BENEFEN 2SR EINEE, B UANELERZEENEMMILIEEMN, FEAGEEIETaNTEREN SRS #
TREMBsh. EAUEEMNHEENATFERENBFAMREXRENAS,

ERILEE N ARTEN S EEEE M ZRAN TR,

Configuration / Remote Browser Isolation
L3
@ test content ick her hi ire m ge

Remote Browser Isolation using Citrix Secure Browser Service (SBS)

i web pr ion with R B Isolation(RBI) || Add Redirection Rule to SBS |

This page contains a list of rules created to invoke Remote Browser Isclation(RBI) from Citrix Secure Internet Access (CSIA).

Name Match Type Value Group Description Actions
Domain List yahoo.com|googlecomites..  Default Ttestrulel [: #
Categories Ads, Entertainment, Gamb... Default Ttestrule E @

ENFTERAANREREEERMAN, BFSME ECE > TN NERE 2 REE@MNAIMNE SBS.
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Add RBI Rule

Rule name

Rule description

Match type

Select group

o MMBFR: REMNZ TR,

o MR REMNER,

o DLEC3EE: MTHUFIRAEREEE, flgl HEMFREL". “GFIR". “IP k", “URL” 3 “%37

o B WALERERE,

o ERA MTHITIRPERE—TE,
fER BEETEMANARME SBS £, EaIUERSM Internet iAia)7 17 LaIE Web iiE#iN, L REEERZN
HERRS. WFEMZENRERREAY, PE—IPXENREHEE URL, XEKE, HBIRE Internet iR
B8 URL BY, 905Ri% URL 5 XAGRIZN SR FRE LA AN 2 —ILAD, NIEREREE MR XEKM T 2N 528K

o

BiE

January 27,2022
BB RAEE X Citrix Secure Internet Access (CSIA) BREHEEEEMMITRFERN IR,

&7 Citrix Secure Internet Access RS H—EFD B & LU T IRE:

o BHIR. ARITERS,.

« Web m:x, i4id Secure Web Gateway iR,
o IREMDH. THIRIEIFAIRS.

o UEMMITIRES, PR MM XTSRRI E,
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s TREGEE. HRTNRESEEE.
o WAl BETSIRENARSSBOVFRAIIFAE S,
- APEE, EBtEEEXARHEEEXARNIAHEMERR,

ETAannES

5 Citrix SD-WAN Orchestrator —#%, 33 Citrix Secure Internet Access IRE ZRHF N2 IRIBHOES &
ITEERNAGHITEEMN, Citrix Secure Internet Access IRE M EIE B B A 7 L4 B I iF 17 1 R 4
3l: Customer-Master-Admin. Customer-Master-ReadOnly-Admin. Customer-No-Access #1 Customer-
Master-ReadOnly-Admin-Privacy-Mode,

« Customer-Master-Admin &3 A BB RHITUTIRENZL AN RAER:

- &1 Citrix Secure Internet Access RS HIFTEINEE.
- FRSHMEER,

- MRS HHFREER,

- EEFPWERDER. HENRRAE.

- PIEBEEXAG,

+ Customer-Master-ReadOnly-Admin £32— MRk, RAFEEREZEE Citrix Secure Internet
Access ARS5Ih8E.

« Customer-No-Access 5iE4isaFTE Citrix Secure Internet Access BR&EThiE,

+ Customer-Master-ReadOnly-Admin-Privacy-Mode 4 513% ¥ 3t Fr & Citrix Secure Internet Ac-
cess RS INEEM RIFIARIMIR, BIFaIHAFIRER. ABELAGHNARTEEEHKAPHMBEESRP
IR, DENBERIFAIEXER.

AR

33F Citrix Secure Internet Access fRs3, RBEXE BF £JOEH. 33F Citrix SD-WAN Orchestrator
RS, AfE TP R RBEE &39H. Hitk, Citrix SD-WAN Orchestrator RZERTE %S Customer-
Master-Admin & & Provider-Master-Admin-All A&8F,

ZMA RBAC, BEBERAFEAEERRME Citrix Cloud BRS.

@ Citrix Cloud RSB FMFAAF

&R LUER Citrix Cloud B SRR EIRThEEG EIR R AMNE] Citrix Secure Internet Access RS, INREE,
REEAFTUEREMER Citrix kP EESIEE K,

BN B, iEM Citrix Cloud TR EMFE RS HMIAREIE, AGKEBAFRE LNRTHTIEE §
XFELER, 5517 12 Citrix Cloud &R,
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Home
My Services I O ( ‘I @ O A O
Library . . . X vv .
Library Offerings Resource Location Domains Notifications
License & Usage [ View Library I l Edit or Add New I l Add New I l View All I
I Identity and Access Management ]

Resource Locations
Support Tickets

-~ =0 — 535
Notifications o @1

SD-WAN Orchestrator Secure Internet Access
System Log Centralized cloud management service for Comprehensive cloud security services for
e e s ey o SETViCE SD-WAN Saa$S and Cloud apps

for Citrix Networking on-premises and
cloud.

Learn more
» Why ADM?

Learn more Learn more

AARBHAERMNEFHEERR SR Citrix Cloud IRSMTLIHIENIR, ERIUTEEEANRG LRBEEER

aIUEEMEE Citrix Cloud HFLESES,

YRAEFT AR B9IE RN R

‘i Citrix SHMARERFNHFERRGE, EIURERG,

MESTEBIREIIKF BUIRIETIRFIER FIBHIEMR, AGEERE “T2BEAR" (3¢ Citrix Cloud BRS3) = “BEX

IHIEIALPR”

« ldentity and Access Management

Authentication ~ Administrators APl Access Domains  Recovery
———

Select an identity provider

Add administrators from... v C Refresh
u Typed Display Name Email Status Access

User SIA Test Active Custom

User User Active Custom

B3¢ Citrix Secure Internet Access RS HISELIHIEINIE, MAERBEXFINEE
MEE T), HERSR TLIHIENR x5,

MRUTE—SHRIMEBER, BEFE BEXHRKR:

Identity Provider

Citrix Cloud

Copy Email Address

Citrix Clou¢ Delete Administrator
Edit Access

(£ “BEXFE > B
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o REEHEN “ESMEE THIHHNFIIEERIAIRIR,
« BAME, ETAAEHEXT Citrix Secure Internet Access BRE 894 RIZR S,

MREE “BESGHE, WRES BAEE DHFEE “R2 Internet 57" HiFEEs, HiARMIRITUZ: T2
AR, RIRIBER. RFHER (FRAAER) ST HERR.

PETEFEIER: =2iHRNRMA YT Citrix Secure Internet Access BREZEIIA AR S B &2 1 R4 PRIER
(I FBEENXIFERELR) FEFHARNRIER, EREAEER: 2hnNRAIEF3T Citrix Secure Internet
Access IREINEEMNSE2IFIENIR, FRHEA LOEERSTEMEE TR FIRENARRIAIRIHS,

BE

£ “RELMEN TiEd — EFEESN FEPEFA—ME, MREFNEPXRME, WRAEEZRTRSR
AEIR, XZHRL2XE,

KT “BF: RRBENR" WEFREE EE RSB HET B RiEnET (RAMER) BARAEERIEN
EAXPR, FIAEER T8 Ml AR IREZ SMYFTE RS ThEE.

MR MEERRER, WAFETEFE Citrix Secure Internet Access Thag,
AR
MREERESHMIFIREREPHIELIAE, MTETE Citrix Secure Internet Access IREHRESER AR,

ZE1£ Citrix Secure Internet Access IREHEEMBIEEIER, BUMEERANEREARBETMIIRE2HR
IFRIARIABR,

Full access
Full access allows administrators management control of Citrix Cloud and its services, as well as adding or removing other administrators.

. Custom access
@ Switching to custom access will remove management access to certain services.
Custom access allows you to determine exactly which part of Citrix Cloud your administrators can manage.

Select all | Deselect All

General | Noroles selected >
SD-WAN No roles selected >
= Secure Internet Access 10f 3roles selected v

Customer Admin: Full Access
Customer: Read Only Access

Customer: Read Only Access (Privacy mode)

BB

LUt PR R A RIHITRFR B B gl A fE Citrix Secure Internet Access BRSES B IEE Ri#1T, 5
HRERRRENEERNMENRFRS 41%E Citrix Secure Internet Access fR55. EREFRAT, EElEE
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FERREERHEMBIFTEEN.

RERFAR

BN BINEH—FEXNEIBESEAY Citrix Secure Internet Access BRSZIHEERI AR R,
AR

FET#A Citrix Secure Internet Access ARs33Ti5#0 Citrix SD-WAN Orchestrator [REiTHMNEALEEZE
2> HAFRE,

ERIEIE AP R Citrix Secure Internet Access REEERNAE, BEMIEIE > AFIRE, ErUMTAEX
RAEIRNBEXARIRTDEAE, MEF— P REFEREYNETHCNIHRNE, ARREENIEE,

CUSTOMER

AMSHome102 20
< Edit User

Email ID

(o) Predefined roles
Citrix SIA Access Level

Customer-Master-Admin

Custom role

Save Cancel

EXHAE

ZERLHINEENEXAEE AT Citrix Secure Internet Access RS :

+ Customer-Master-Admin A2 (ZRI\) AFBEREEM4IE Citrix Secure Internet Access 8.

+ Customer-Master-ReadOnly-Admin A& 2 FEE R ERH RIENRAIE R TES Citrix Secure
Internet Access £ 8.

+ Customer-No-Access FEIELEE AR Citrix Secure Internet Access RS TI#E.

« Customer-Master-ReadOnly-Admin-Privacy-Mode £ 513% ¥ 3t Fr & Citrix Secure Internet Ac-
cess RS INEEN RIFIARINIR, BFaIMAFIEERN. EEACHNAPRTAEEHKAPEMEERRARF
IR, DENABERIFIEXER
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< Edit User

Email ID

e) Predefined roles

Citrix SIA Access Level *

Customer-Master-Admin

Customer-Master-ReadOnly-Admin

Customer-No-Access

Customer-Master-ReadOnly-Admin-Privacy-Mode

BEXAE

&R LURIERT Citrix Secure Internet Access IRSHIZ N EEMN AR RIEE EX A,
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CUSTOMER

AMSHome102 LN E)

4 New Custom Role

Custom Role Name
Custom Role Name
Description

Description

Citrix SIA Permissions

Feature Category Full Access Read Only No Access
Licensing CONFIG ®
User Settings CONFIG ®
Locations and Geo Mapping CONFIG O]
Reporting & Analytics CONFIG (®
Web Gateway CONFIG ©
Dashboard REPORT O]
Node Collection Management CONFIG ®

Save Cancel

EQIEREA S RAEEANBEENEERRAR, BEME €18 > “ARKRE . HEEENAEREATER
Citrix Secure Internet Access BRSZHE N IREER B IEL S

SIZEEXARE, ZABKERTE “BRRE NEEXAGTIRH,

< Edit User

Email ID

Predefined roles
Citrix SIA Access Level

Select Role v

(e) Customrole

’ myCustomSIARolel v

| myCustomSIARolel
testRolel

. myCustomSIARole2
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1At

NRBFEREINEFWNEER, M7 Citrix Secure Internet Access RESFAMNIDES MEE, FHERTUIEHKS
2k, EXMERT, BRAURES MR ERTRNAE,

BEABZEINR, FHERRRA LAREEGSUNENSE,

F

(o}

BEEREARER

Jalll

ZRILEEMEEERNAGNBFE i, EEEEERFAMER, FSME “EF” > “EER,

Email Role Expiration date
Customer-Master-Admin NA =
Customer-Master-Admin NA -

Customer-Master-Admin NA _

MR EER

Z M Citrix Secure Internet Access RS HHIREIRR, BSME BIE > EER, EEEMFRAIKS X RHBIBRIZ
H, AEEE R

Customer-Master-Admil NA -
Customer-Master-Admin NA -
Customer-Master-Admin NA -
Customer-Master-Admin NA -

ACER

January 27,2022

Citrix Cloud: Citrix Cloud @2— MEEMEE Citrix REMNTE. TBIEERNEAZREMEEN (A, A
= WESIREEE) LM EES ERIENER. EAEETEMEHSCIR. EEEANAEFMBUENIIE
X, AREXNEBLELHAF.

Citrix SD-WAN: Citrix SD-WAN @3 Al e m e TEZ AR B T D ZHMMLE, BBITFikiE SaaS M A
F. EPSESESREER D,

Citrix Secure Workspace Access: Citrix Secure Workspace Access RS EEERAEBRMUETNEE, &
BAEER, ERIFRAMABKREERIEMERAARED, ULIMIKZIRFRES, 188 Citrix Secure Workspace
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Access k35, EIEGIE AT LUEE x4 E M us A R iG585 R RIRIPAL B M BN KL B P IRERZE RN
HIEMENEE,

Citrix Workspace: Citrix Workspace 2— 1M ENBFHTETERAAR, RFELTLHARSAREHR
MABHEXNER. NARFNEMRNS. ARSITRAGRMNRS, HaIUMEARS. TEAIEE LHRXLERS,.
Citrix Workspace AJ#BZ 2B B ERAFFENREENFAESE, WERAFFRNME SIEEREHRE,
UkEeEFFEENIf

Citrix Workspace 725 : Citrix Workspace M FRE2FERF A LUEE 2 FERN— A K REEE A RIERE
SaaS #1 Web M ABEF. XHMBEINBEFUKREMNNAEFMSEE. Citrix Workspace N REF AP bR
& Workspace Service WE—ANOR. AP AIUEE R SiAEFRISSSEFRBENENAER, SIERAIUIEM
BRBEREE,

Virtual Delivery Agent (VDA): VDA 2 Citrix Virtual Apps and Desktops #y* A, VDA REFIESHE
HAFFEANS MBI ENREMN L, VDA fEitEHEE% ™ Controller A3, Controller #m s i m A F 121
EMRENITENMZR. VDA BUHEEITENS AP I§&ZEMNEE. VDA RRIE Citrix FrHEREN AR HAR
BRI, HNAARIEEERRE,


https://docs.citrix.com/en-us/citrix-workspace.html
https://docs.citrix.com/zh-cn/citrix-workspace-app.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview.html#key-components
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