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AT

April 27, 2021

Citrix Secure Web Gateway 7= 589 %1735 BA7E Citrix ADC & &M EE R ITIRATIHRK. 1587 Citrix ADC %77
B,

SRR MR T e

April 27,2021

Citrix Secure Web Gateway (SWG) i& & BRI el fE A A IREMNEIIGEFE B, FMAMETELIEFMPIKE,
ZEIERTE www.citrix.com E%EB, BRIFEHEEETRLE, RBEMKZTIRPER Citrix Secure Web
Gateway.

ERE SWG & ZAl, FHAEMEERITAIL. SUAMREFNESARENFES CHITALE. BXIFAENE
B, BB IFFIEER. BXSAUAMNER, B2 AEET ™.

g% (MPX)

+ Citrix SWG MPX 14020/14030/14040
+ Citrix SWG MPX 14020-40G/14040-40G
« Citrix SWG MPX 14060-40S/14080-40S/14100-40S

Eihig#E (VPX)

« Citrix SWG VPX 200
« Citrix SWG VPX 1000
« Citrix SWG VPX 3000
« Citrix SWG VPX 5000
« Citrix SWG VPX 8000
+ Citrix SWG VPX 10G
« Citrix SWG VPX 15G
« Citrix SWG VPX 25G
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g% (SDX)

AILIEEE SDX & LA SWG 526, A% “SDX 2-Instance Secure Web Gateway BMMEHIE” #FrIiE,
ERE—NMFTIENERT, AT LATE SDX 1&& LA SWG 1fl, Ea]LUES FRNEZFaEERE LTS
SWG 36, Bk Citrix SWG LFIREE R, ESRMAS Citrix ADC 541,

FAIER

April 27,2021
W HFAIE, EaLiAR Citrix Secure Web Gateway (SWG) i&%& _EBI—4BI08E,

Citrix WA EERAWFEE T TFM Citrix =@mPRE\EANE. SEFTIENIRIEZHE, £ SWC REXAER
(GUI) m, eI UEREHFETIS (HSN) SiFaERER (LAC) RO EWFAIE. MRAMIHEN LEFEYFANLE, N
AT HE EEEIRE,

NFAEEMINEE (BINREREHDEFANE) , BATERFAIFR (NMREE, WAILERRZITF#ITHEITFNE
2. BEXFAIFHFMES, 21 http://support.citrix.com/article/CTX131110,

AILMRIEENEZENFES D DECIFANE. fld, MREFEHEXHES+MFAIE, BEHFNERNANMNFH
i, BALIMEAUSE/NMFAE, HWEBSEEMITFANE. DENREREEIIFAHEX M PFENFRNES Ko

T SWG ig& 2 i, RfEMA GUI 5 CLI REELUFFRNIE:
« Citrix Secure Web Gateway 73

- Citrix SWG FAFRIER R MPX SWG @& UKREARFREIMINEERERE (30 XenServer, VMware
ESX. Microsoft Hyper-V #1 Linux-KVM) E£#5E VPX SLAIMREER,

- F SDX &, £ Citrix ADC SDX i&#& L ¥i#c Citrix SWG SLflrT, BAZELHFE—1 SDX 10K H 4 21F
SWG Mt &Ik,

« URL EiBMEIRTNEEVFRIIE. A URL 8. URL 523# URL E&E1F5ThReF E T ENIE,

WEFM

BEREGFYISHITFAHERER D EITaNE, FHRITUUTRE:

o BTREBETIREHR AT, FIM, RERIZEEBIHIE www. c1trix. com, FEHEDERRHIERERA
EERFRER Citrix WRDBETF. BBRAFEE, B UFERRERSSRIEE DNS RS2, RE7E Citrix
ADC ig#& EFZE NSIP st st 7 IP (SNIP) bk,

o EREFEHEXRSBHXE, RECUTBEERMNFHERES (LAC), WMEFaIHER, Citrix i 7P
HEE LAC &K%
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= A AR EFIRERITANE

EaFAEn A (HA) WHRHME A I8 HE R M. BERAIEE LRETHREENF L,

7z Citrix ADC SDX i&& £, ERILIER—i8#& LM SWG Lz ERESA A (HA) &8, B2, Citrix BiE
=R Citrix ADC SDX &% L#9# > SWG =Bl ZBEE HA 85,

SRAMREIIE

T LR GUI HEFMREFNE, A CLI REFHEEEFFHEEHE /nsconfig/license/ B R

=/ Citrix SWG GUI £ E&89Fa]

. 72 Web %5889, %A Citrix SWG i&#&#9 IP #hiit,

72 User Name (FBF%&) #1 Password (%3) 1, BABERER,

7z Configuration (f2E) #EWM+E L, SMiEl System (%) > Licenses (¥FaJiE),

. FEEMEREEP, #E Manage Licenses (BIEiFaliE), ## Add New License (RINFrFaIIE), R

EEFEUT®EGZ—:

+ Use Serial Number (£AF51S). RUERBRIVEENFTIS, AREMLSEEREHNIFIE,
o ERTFHERER. Citrix BEBWEMIFRIERNFEESCER (LAC) Bid B FHRERIR, EXAEFIEA
LAC,

INRFHER Citrix ADC 1% LECE Internet &%, AJLUEAAERSS, & “BIRERSHEE, R
[EHeEAIEMR SRR IP tintfim O,

. BHREUFANE.

PERRE R T2 R RNEX Mo

. 72 Allocate (53fD) 54, WAEDEHITEIER. AGREHR
. B ER EFIEE.
. £ Reboot (Zf/E5h) iEEF, 2 OK (HE).

&/ Citrix SWG GUI 2#F 8N

N

w

N

£ Web sxtsgeeh, g2\ Citrix SWG i&&H#9 IP sk (g0 http: )o
£ User Name (/&) 1 Password (F83) #, BAEERER.
£ Configuration (f28) &Mk L, SMiEl System (%) > Licenses (&),

A EERD, B Manage Licenses (BIEIFAIE),

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 5
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5. BdE ANFFANE, ARERE LEFRHEX .
6. BEAK, SMENFANEXHNMUE, ERIFEXH, RAE%EE Open (7TF).
7. ®& Reboot (E¥E5h) UMAIFHIE,

(o]

. 7£ Reboot (ZE¥ =) iFEFR, 2i OK (HE).

&/ Citrix SWG CLI ZE&F a0

1. £/ SSH &R (519 PuTTY) #7175 Citrix SWG i&& 2 (819 SSH ##%,
2. EREERREERIZEE.

3. #8E) shel IR TR, AREHNEFNEXHEHIE nsconfig BRMFNEFERF. MRFERFEE, 1B
EERXHZEISIZZFER.

il
login: nsroot
Password: nsroot
Last login: Mon Aug 4 03:37:27 2008 from 10.102.29.9
Done
> shell
Last login: Mon Aug 4 03:51:42 from 10.103.25.64
root@ns# mkdir /nsconfig/license

root@ns# cd /nsconfig/license
<!--NeedCopy-->

RpOreREX A ERIZI B Ro

} =

AR

CLI R& R EFH R IEELUESEIF AL, =17 reboot -w S UMER R4, 5iz1T reboot ss$LUEE
BEMBRMAS,

IEVFRIRIINRE

EERRTUNREZ AT, EHRIEFANESFHZIEE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 6
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=/ Citrix SWG GUI 1iEF I HIThaE

1. £ Web xiigse, A Citrix SWG i&&#9 IP ik (flgn http://192.168.100.1),
2. 7£ User Name (B~ ®&) 1 Password (Fm) 1, BABERER,
3. SMF R4 > FAIE

RENSMFRIRESIAEHE — M R EEIEIRC.

i/ Citrix SWG CLI 383EFRIAIThEE

1. /8 SSH &, (5I80 PUTTY) $TF5 Citrix SWG &% 2889 SSH &,
2. FHEERERERIZEE,
3. EHSIETREOYF, A shns license &< U B RFEEZIFMNTHEE,

> sh license

License status:

Web Logging: NO
Surge Protection: NO

Load Balancing: YES

Forward Proxy: YES

SSL #& #*%: =

Model Number ID: 25000
Licensing mode: Local

5e M

EREEAINEE

BERMER Citrix Secure Web Gateway &&8, #AkEAEDINEE, AR EEFERIZIEE. NREBBEMINEEZ
ASTEBTEE, WSBER—FZEEHHEE. BRERE, EEEALIEEASMNA.

&/ Citrix SWG GUI =/R1h8E

1. 72 Web 55889, #X Citrix SWG i&#&89 IP sk (Flsnhttp://192.168.100.1),

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 7
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2. 1 User Name (FF%&) #1 Password (%f3) 1, BABEREIE,

e
.« =F

#
4, HIF

B Ry > RE > BEESRIEE.
ERAMThEE (Flw0, FRAE. SSL #&FKF URL 238) .

&/ Citrix SWG CLI =E/B108E

EHLRTEOFR, BAUTHLUBBREIIEH LIRS

enable feature <FeatureName>

show feature

UTTAIABAMEEA SSL 28, #%&{EM URL ZiEIhEe.

> enable feature forwardProxy sslinterception urlfiltering

Done

>show feature

1)

2)

36)
37)
38)

39)

Done

Feature

Web Logging

Surge Protection

URL Filtering
Video Optimization
Forward Proxy

SSL Interception

<!--NeedCopy-->

AR

Acronym
WL

SP

URLFiltering
VideoOptimization
ForwardProxy

SSLInterception

MRIFENERZ BRI B TR, Na BRI THIRER:

ERROR: feature(s) not licensed ($&i2: ThRERFKIFH])

Status

OFF

OFF

ON

OFF

ON

ON

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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s
TE

April 27,2021

Citrix Secure Web Gateway (SWG) i& &M REHREH AR EBMIFIE, AEABEFETE#ITRE UFPEW
BE,

BEXBHRENRENVRRENER, B5H 188 SWG Ef

TRNEMLFALHF Citrix SWG Eilig®E (VPX).

BEXIIHNEMNEREEFNEBURIE VPX &&MIHAE, EBREE Citrix ADC VPX £,

NIJEH Citrix ADC MPX #1 VPX SWG i&&

April 27, 2021

ZEBEMH (MPX) 884 (VPX) REHWTVREERS, BRBEEENATEWRER Secure Web Gateway i&
o

BEH:

« OCSP f&EFE Internet ERLUNEIEBHERIE. MREAIRETLZEIER NSIP stk MK Internet 3518,
MFRMA ST (ACL), LAM NSIP #ihkmF i IP (BE) #itkhiT NAT. S8RIUM Internet iia) SNIP,
fi4n,

add ns acl al ALLOW -srcIP = <NSIP> -destIP "!="
10.0.0.0-10.255.255.255

set rnat al —-natIP <SNIP>

apply acls
<!--NeedCopy—-->

« JEEMATRRIMNRZE DNS 2iRRS 8. BXIFAER, FERGERE,
« FHRIRE LBEAS NTP lRSERP . MRARREY, REFLTEFERRIDFRS[IIBEEEIH.
ZE/A Citrix SWG &%, HFMITUTES:

o UERSEBRINAMAERS .
« 2R SSL 8

- E2E SSL BRE X
- 3% SSL SREEAIMHABEEINIERS 2o
- ANAGE CAIERZAILIHTT SSL =8,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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AR EEAREEN TERER Citrix SWG i&& Rag=8 HTTP #1 HTTPS thill. EELud EmME MY (30 telnet),
WPTERIRRE IR 53 28 L ARI0 LA T (o0 888K

EMARS 2RI NIESZ HTTP # HTTPS EARE.

set cs vserver transparent-pxyl PROXY x* x -cltTimeout 180 -Listenpolicy
"CLIENT.TCP.DSTPORT.EQ(80) || CLIENT.TCP.DSTPORT.EQ(443)""
<!--NeedCopy-->

ERIRERBECE A TIIRE, BAEURTENEZE:

o SHRIERS (&%) -WEFR#ITEHNEIE. NREEESHRIERS, WAFEHDETEF IP fuit,

o URLZIE-#&%5F. EE59%HM URL 5IRZ7E URL,

« 9tr—&%F Citrix Application Delivery Management (ADM) RBIRFERD. AFRKIER. HEREENS
S5

AR SWG ILpET KSEHER HTTP A1 HTTPS #5, HRZ2E MR, XML REERERENNESINIERT
SERH, HFESASHELNNNERS. SWG BEERE RN EBMRHMIRAHSI Chrome. Internet Explorer
# Mozilla Firefox #1477z,

Secure Web Gateway 6%

SWG mSHEEREMH T EA Web MY REEEEN SWG BENTH, ©EBTIESEFRERSR SWG RS, &
TBE—RTBBHE X BB ELEE.

1. #77F Web 5528 NTEMAR BT IZPIEER NSIP ik, BXVAREMNFMAEE, BSIR VB E.
2. BANBFRMED,

User Name

3. WMRKIEEFMW IP (SNIP) #usik, MEERUATRR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10


https://docs.netscaler.com/en-us/netscaler-hardware-platforms/mpx/netscaler-initial-configuration.html

Citrix Secure Web Gateway 12.1

Dashboard Configuration Reporting Documentation Downloads a L]

Welcome!

Use this wizard for initial configuration of your Citrix ADC virtual appliance. To configure or to change a previously configured setting, click each of the sections below. If a parameter has already been configured. a check mark
appears within a green circle. An orange circle containing a dash indicates that you have chosen to skip this section.

Citrix ADC IP Address

<] P address at which you access the Citrix ADC for configuration, monitoring. and other management tasks.
a Citrix ADC IP Address Netmask
10.102.216.130 255.255.255.0

Subnet IP Address

e Specify an IP address for your Citrix ADC to communicate with the backend servers
. Subnet IP Address.

Not configured
Host Name, DNS IP Address, and Time Zone

S Specify a host name to identify your Citrix ADC, an IP address for a DNS server to resolve domain names, and the time zone in which your Citrix ADC is located

c— Host Name DNS IP Address Time Zone
pankaj-swg Not configured GMT+05:30-IST-Asia/Kolkata
Licenses

Upload licenses from your local computer or allocate licenses from the Citrix licensing portal.
You can also allocate pooled capacity from an on-premise license server

i)
© 0 0 o

‘There are 2 license file(s) present on this Citrix ADC

£ “FWIP sthat” &, s IP kAl FEE, FeRETRNERIMERTEERSE,
4. 7EENIZ. DNS IP it A X, 70 DNS ARS325RY IP stk LIRS, HisE BN,
5. BE#E,

6. (FIik) EAIERFBIRNS, W TFT:

I Secure Web Gateway >

ARIERRIZINEER B A. EERZIIGE, 1%7'5%'@%51? IRE, SAEERE BRAThEE.
I Secure Web Gateway T B
Enable Feature

7. EEMEEH, 2T Secure Web Gateway., 7 Al 7#, 2 Secure Web Gateway 15,
Q Y Secure Web Gateway

System >

AppExpert > Getting Started

Citrix Secure Web Gateway Wizard

I Secure Web Gateway Certificate Bundles

8. REMSHNSRIELNE,

e BRA IR AR 53 25 AN A0 010 SR B

1. &#13 Secure Web Gateway > Proxy Servers (RIZRS3ER), EFBARIERS S, ARET HiE.
2. HEENLE, AREE FZ,
3. 7 “BAMER” &, BNl

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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4. £ “MUARBERIAR , WATRER:

(CLIENT.TCP.DSTPORT.EQ(80) | |CLIENT.TCP.DSTPORT.EQ(443))
<!--NeedCopy—-->

HFRERRE HTTP F HTTPS JRERRAR M, MREEE T FEMEHO (30 HTTP #9 8080 ¢ HTTPS
89 8443) , IFEMFERNIUARRX L IH o

PR

BB, BESXM Citrix ADC FIPS &R %15 SWG.

7Z Citrix ADC SDX i&#& EFiafER SWG SEfl

April 27,2021

Citrix ADC SDX i#&R—MZHF TS, B UWEHPTARMEE LM EM Citrix ADC £, SDX &&AIFRERE
REEMERRE, AR THREXMNEERRESER, MMARESHTEMSHEFER, SDX R&FIREEEREE
NENMEFRELTEL. TESHTEN:

o —PMEENLA, SPKRGIEESRUTR:

ZH CPU MIMEHIR
SKAREY B IR =S 8]

B SEFR A R A M2 AR
Eep AR

o —PRE2REMNNE, HXWRHELFIRERREEIZEA,
SNSRI K% Citrix ADC SDX 18%, BBMAENRE, THRAXRRRENER.
RAEREERSFMNIT Citrix ADC SDX REMIAECE, AXFAER, BSREERSHAFFTEN L

fa LR ERIED Citrix ADC VPX I8y =, 7£ Citrix ADC SDX i&& LRz Citrix SWG %£fl, E7E SDX i&& L
o SWG 5:fil, FERE “SDX-10K HA=iE SWG HFE” eI, tiFaIESMTF VPX #9 SDX Lfl€, BRIXR
F SWG 5=l BxFEe Citrix ADC SKBIEFARE R, iESAFEC Citrix ADC 524,

5% Citrix SWG LpIEEREWRE, HIZBAIER Citrix SWG 12 & PR TR,

RIEET

April 27,2021
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Citrix Secure Web Gateway (SWG) i&&B{EE#ZZ Internet 7 SaaS MARFHNEFHAE, FANRE, ©ES
FrEmEaHHERENNN. BRIETRER HTTP & SSL, BENRERE#E LSBT, HISWEIREZFIHINIER
B, EREHIERAFRITLRE, AR SMRIE. IhR2ENEER, ©EAKRIEREERTFHLEREURER

LR E

RELPHIAENRE, —MEFFRNREZE, Z—MERENRRSSEZE. REAHTEFEXHRBERD
WML HTTP M HTTPS A8, FEit, EXRBUSIHRLEIE WMSER) FFER, RERHET EFEN4
B2 7 BRERMMAF SN EEUIZREEIER,

W F SSLRE, RERIERRSSBIEBHERSBREUSEER, AETEMNRSIES, A Citrix SWG &3
B9 CAIEBNE#ITER, ARBENRSBIERBENAE iR, ELJ08 CAIEBFEARESEIERRNEZF KL
HEEE, LUERIHEIL SSL &%,

REFFZEPAMNEANRERN. EEXRERRAT, FRKCAENRBFIPIEE IP s, FRIFARFREREEER
WHENIgE L. ik R7E SWG &% LRENNIERSSM IP ik, FrEEFIHIERELREIL IP ik, MFEXR
#, WAMECE Proxy XEMABTREIRSSE, FHIEE P tutiEaRimas,

FE BN, BRARENEFIHESERN, Wi, BFmaERRENIERSSFEEERMMIINER, SWGIEEEE
REZHERERER, HLUERAIEZHE HTTP A HTTPS fi&. XM ERRIE, EXAERE— MRS KREIIRS
2389 PROOPE 8!, HERES (*) fER IP stz O. £ GUI fEM Secure Web Gateway @26, TEIEE
IP sthabFIim O

AR

ZEBANERI TS HTTP # HTTPS LMY, @RISR H G 24 E ZINER S 5.

& Citrix SWG CLI B2 & SSL #4112

ERLRETET, BA

add cs vserver <name> PROXY <ipaddress> <port>
<!--NeedCopy-->

B

RIEBRRS B/HZ . KA ASCI FEEFRTIIL (L) FRFAX, HEXARESE ASCII FEHF. THL. BE
#). AR () =K. S (). ITF (@) FF (=) MEFH (1), 8 CS EMRSBELEEH,

UTERMNERT CLI:

MRBMEE ISP, BERBITAWGISHES I SHEERR (F1m, “WORSRE" = “HHIRSE).
XE—MREMAIER. RAKE: 127

IP st

RIEARSS 23RV |P sthirk,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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w0
REBRSSMNIHEOS, &IMVME: 1
SEXRIERG:

add cs vserver swgVS PROXY 192.0.2.100 80
<!--NeedCopy-->

BEARIERIRG:

add cs vserver swgVS PROXY #* =%
<!--NeedCopy-->

=/ Citrix SWG GUI ;&R ERAR S5 28 AR N 5107 SR B8

1. S4n%l Secure Web Gateway > Proxy Servers (({IEiR$28). EFBEARERSE, RAERTE HiE.
2. B EXRE, ARREES,

3. 7 “BRIRLELR” B, A L

4. £ “UARBRRZAR B, WAUTRER:

(CLIENT.TCP.DSTPORT.EQ(80) | |CLIENT.TCP.DSTPORT.EQ(443))
<!--NeedCopy-->

AE
WRARBRE HTTP #1 HTTPS SREMiRERO, WMREEE T ARMNHKO, F HTTP #8080 5 HTTPS #
8443, BHER ERF AR IEEX LR,

SSL =%

April 27,2021

79 SSL #FkECE R Citrix Secure Web Gateway (SWG) 8 & BERE. ©HLUZEMMBE SSL/TLS FE, REX
MEZEIER, HEEEREBZBFIRTENERNNL 20T, SSLBREAATIEEEEHR. HLERATFHIRENR
BS, B30, FEEERKHENM S Web bR E (GIINR1T) , BRIMEREMTE, HERTUREMMELTINBRZEH
it Citrix BiERE—MBRARBUEERE, HiBFEFNEIRUSHIRLERE,

ZPm# Citrix SWG REZ HTTPS/TLS #2F, SWG RESREHRELFZ— HTTPS/TLS EFHizARS T
Ho REREBEAREFHIRIERSIED, HERBEVIEBRENN (OCSP) i ERSJEBNER M. EREMER
RS EHIES, FAIRE LREN CAIEPHEANEHITE SR, AEREENATF IR, Eit, E£F i Citrix ADC
REZEERA—MER, EIRENERRSSEZEIERS—MEB.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14



Citrix Secure Web Gateway 12.1

BEE

WAEPREE P ImgE LML ERTEERSFIERHN CAILES, UERFIREEEREMBIRSIIES,

X FEIRAY HTTPS &, SWG RIBARSSSB[BMAEHILRE, ARAX HTTP iEK, HeUERERSE 7 ERAREFL
BRE, fliddEEANA URL UIRREAT SR URL EE AL AR, MNRREREZAIFIHINRRSS,
WRERS BB ENMBRIERELIBEFRS ERRSHEL) . AEBERERRS /M, HIEBAX HTTP
MRz, HEEEMREMRENATMN, AG, REIEMMEMNMAGEELAT K. NRRRRZMEIIEXR
ARs32889IEKR, MAEAILURE A RAXEIRIEN, FIg0 HTTP 403,

1T SSL &R, BT URIEERNRERSSI, EoUHE SWG R&E LEEEU TR

SSL EeEX M

SSL %

CAEH7FfE

SSL - s#iRBEFIMER

SSL FcEXfF

April 27,2021

SSL EeEX 2 SSLIREMES, MEBMNN. NMREEFHNARRSHENERIRE, WEEXHIFEER. &9
DCIREEE X, EREXHTIETIRE, ARREEXHATEITEANRSSE, MARAE M RSSRIEEERANILE.,
RREZEEE XA SSLEEXM, WHIARREEXHBER T REE. LREXFAFEERERTEERF K
ERMIGE. 3F SSL &R, HMeNE SSL BB X HHEREXHHEA SSL &3k (SSLi). RIABBAREIINEE
X4, BEAUEEELER NS EHEE, %50 SSLi CAIERHESILEE X H, AEEREXHESIRIER
588, T SSL #3K, EEXHTNELASHERTRERKBRS[IEHH OCSP KBNS, MRRIBIRSZIHFIEKR
B, WMAEFHERNE, ARTEEEAAR SSL 215, SHRRSHEEN, SHERRIANGHEEX
o ERNEHEEXHPIREEMRSSFHSH, FAINBEES. FXFHBEXEREEX T .

BX&EA SSLIRERTA, BERETRREN THEEXXH .

RERF] S EB PR B RGN ARE, ETRF, AFS5 SWG & 2 aMEEERIME, INFMKR A FIgEM
Internet Zjg,

. . . Internal R o External

“‘ Network

Network

*® 1. NSRRI/ L RIFTIR
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(Z8B/hi) /F& MPX (N3)* VPX
TLS1.1/1.2 12.1 12.1
ECDHE/DHE (=l 12.1 12.1
TLS1-ECDHE-RSA-AES128-SHA)

AES-GCM (Rl 12.1 12.1
TLS1.2-AES128-GCM-SHA256)

SHA-2 283 (7RI 12.1 12.1
TLS1.2-AES-128-SHA256)

ECDSA (fi TLS1-ECDHE- 12.1 12.1

ECDSA-AES256-SHA)

+® 2. SNEPLEHOERRD/ TN IFTIR

(Z8B/1h) [FE MPX (N3)* VPX
TLS1.1/1.2 12.1 12.1
ECDHE/DHE (Rl 121 12.1
TLS1-ECDHE-RSA-AES128-SHA)

AES-GCM (Rl 12.1 12.1
TLS1.2-AES128-GCM-SHA256)

SHA-2 Z85 (7Rl 12.1 12.1
TLS1.2-AES-128-SHA256)

ECDSA (=f5l TLS1-ECDHE- 12.1 FFr

ECDSA-AES256-SHA)

* &5 sh hardware (show hardware) & $HEIZEEEEE N3 B A,
Tl
sh hardware
Platform: NSMPX-22000 16\*CPU+24\*IX+12\*E1K+2\*E1K+4*xCVM N3 2200100
Manufactured on: 8/19/2013
CPU: 2900MHZ
Host Id: 1006665862
Serial no: ENUK6298FT

Encoded serial no: ENUK6298FT
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Done
<!--NeedCopy-->

£/ Citrix SWG CLI =10 SSL BE2E St E A SSL 28

EmLRETRAET, #BA

add ssl profile <name> -sslinterception ENABLED -ssliReneg ( ENABLED
| DISABLED )-ss1iOCSPCheck ( ENABLED | DISABLED )-ssliMaxSessPerServer
<positive_integer>

S

sslinterception:

BRSEZRY SSL KiERIEE.
AJeERYE: ENABLED. DISABLED
BAME: 2H

BRI A -

MIRRRSS BB BN IERN B A RE AR E P HENRDE.
AgeRY{E: ENABLED. DISABLED
2RiAE: ENABLED
ssliOCSPCheck:

BREA OCSP RERIARS SIEH.
AJeEAYE: ENABLED. DISABLED
ZXiAE: ENABLED
ssliMaxSessPerServer:

SIS FRSBEEFHRA SSL 1. BHAEF i Hello SHEPMEFIHZEWHEN SNI T EEIE—ME—
SSL 2iF, LENRIEATRSHBZIEER.

ZINME: 10
=ME: 1
=AE: 1000
il
add ssl profile swg_ssl_profile -sslinterception ENABLED

Done
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sh ssl profile swg_ssl_profile
1) Name: swg_ssl_profile (Front-End)

SSLv3: DISABLED TLSv1.0: ENABLED TLSvl
.1: ENABLED TLSv1.2: ENABLED

Client Auth: DISABLED
Use only bound CA certificates: DISABLED
Strict CA checks: NO

Session Reuse: ENABLED
Timeout: 120 seconds

DH: DISABLED

DH Private-Key Exponent Size Limit: DISABLED
Ephemeral RSA: ENABLED
Refresh Count: ©

Deny SSL Renegotiation
ALL

Non FIPS Ciphers: DISABLED

Cipher Redirect: DISABLED

SSL Redirect: DISABLED

Send Close-Notify: YES

Strict Sig-Digest Check: DISABLED

Push Encryption Trigger: Always

PUSH encryption trigger timeout: 1 ms
SNI: DISABLED

OCSP Stapling: DISABLED

Strict Host Header check for SNI enabled SSL sessions:

NO
Push flag: 0x0 (Auto)
SSL quantum size: 8 kB
Encryption trigger timeout 100 mS
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Encryption trigger packet count: 45
Subject/Issuer Name Insertion Format: Unicode

SSL Interception: ENABLED

SSL Interception OCSP Check: ENABLED

SSL Interception End to End Renegotiation: ENABLED

SSL Interception Server Cert Verification for Client
Reuse: ENABLED

SSL Interception Maximum Reuse Sessions per Server: 10

Session Ticket: DISABLED Session Ticket
Lifetime: 300 (secs)

HSTS: DISABLED

HSTS IncludeSubDomains: NO

HSTS Max-Age: 0

ECC Curve: P_256, P_384, P_224, P_521
1) Cipher Name: DEFAULT Priority :1

Description: Predefined Cipher Alias

Done
<!--NeedCopy-->

=/ Citrix SWG CLI 3% SSL #=#; CA JEH4fEZ| SSL PROFLE

ERLETET, #BA:
bind ssl profile <name> -ssliCACertkey <ssli-ca-cert >
NI
bind ssl profile swg_ssl_profile -ssliCACertkey swg_ca_cert
Done
sh ssl profile swg_ssl_profile
1) Name: swg_ssl_profile (Front-End)

SSLv3: DISABLED TLSv1.0: ENABLED TLSv1l
.1: ENABLED TLSv1.2: ENABLED

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19



Citrix Secure Web Gateway 12.1

Client Auth: DISABLED
Use only bound CA certificates: DISABLED
Strict CA checks: NO

Session Reuse: ENABLED
Timeout: 120 seconds

DH: DISABLED

DH Private-Key Exponent Size Limit: DISABLED
Ephemeral RSA: ENABLED
Refresh Count: 0

Deny SSL Renegotiation
ALL

Non FIPS Ciphers: DISABLED

Cipher Redirect: DISABLED

SSL Redirect: DISABLED

Send Close-Notify: YES

Strict Sig-Digest Check: DISABLED

Push Encryption Trigger: Always

PUSH encryption trigger timeout: 1 ms
SNI: DISABLED

OCSP Stapling: DISABLED

Strict Host Header check for SNI enabled SSL sessions:

NO
Push flag: 0x0 (Auto)
SSL quantum size: 8 kB
Encryption trigger timeout 100 mS
Encryption trigger packet count: 45

Subject/Issuer Name Insertion Format: Unicode
SSL Interception: ENABLED

SSL Interception OCSP Check: ENABLED
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SSL Interception End to End Renegotiation: ENABLED

SSL Interception Server Cert Verification for Client
Reuse: ENABLED

SSL Interception Maximum Reuse Sessions per Server:

Session Ticket: DISABLED Session Ticket
Lifetime: 300 (secs)

HSTS: DISABLED
HSTS IncludeSubDomains: NO
HSTS Max-Age: 0
ECC Curve: P_256, P_384, P_224, P_521
1) Cipher Name: DEFAULT Priority :1
Description: Predefined Cipher Alias
1) SSL Interception CA CertKey Name: swg_ca_cert

Done
<!--NeedCopy-->

£/ Citrix SWG GUI i& SSL =& CAiEH45E S SSL

1. SME &4 > EX M > SSL ELEX %,

2. BERM.

3. EEEEXHIZT.

4. 2R SSL iEEH,

5. BEMWE,

6. £ “BRRE" B, BE EPENR

7. EEEBHERIEE M) SSLi CA IEBZHR.
8. BE &, ARBEE 4E.

9. &, REEBELUESENEE.

o BEHRIEEN, AERE R,
o EE—NHSIEBA, ARRTAER k.
o BHAE,

10. 2&HETEM.

10
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=/ Citrix SWG GUI %5 SSL BB S48 E 2 IEARSS 28

£ SSL EEEX R, BERIBEMT.

£ SSL ECEXfF FI&RS, EREZRIEIER SSL BB
BHHE,

BETH.

ok w e

BEAREEX M

Name: swg_ssl_profile (Front-End)

SSLv3: DISABLED

Szl Secure Web Gateway > X12fr5528, AERMFIRSBIEREEHIIRS .

TLSv1.0: ENABLED

.1: ENABLED TLSv1.2: ENABLED

Client Auth: DISABLED

Use only bound CA certificates: DISABLED

Strict CA checks:

Session Reuse: ENABLED
Timeout: 120 seconds

DH: DISABLED

DH Private-Key Exponent Size Limit: DISABLED

Ephemeral RSA: ENABLED
Refresh Count: 0

Deny SSL Renegotiation
ALL

Non FIPS Ciphers: DISABLED
Cipher Redirect: DISABLED
SSL Redirect: DISABLED

Send Close-Notify: YES

Strict Sig-Digest Check: DISABLED

Push Encryption Trigger: Always

PUSH encryption trigger timeout: 1

SNI: DISABLED

OCSP Stapling: DISABLED

TLSv1

NO

ms

Strict Host Header check for SNI enabled SSL sessions:
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NO
Push flag: 0x0 (Auto)
SSL quantum size: 8 kB
Encryption trigger timeout 100 mS
Encryption trigger packet count: 45

Subject/Issuer Name Insertion Format: Unicode

SSL Interception: ENABLED

SSL Interception OCSP Check: ENABLED

SSL Interception End to End Renegotiation: ENABLED

SSL Interception Maximum Reuse Sessions per Server: 10

Session Ticket: DISABLED Session Ticket
Lifetime: 300 (secs)

HSTS: DISABLED

HSTS IncludeSubDomains: NO

HSTS Max-Age: 0

ECC Curve: P_256, P_384, P_224, P_521
1) Cipher Name: DEFAULT Priority :1

Description: Predefined Cipher Alias

1) SSL Interception CA CertKey Name: swg_ca_cert
<!--NeedCopy-->

FAF SSL #3kAY SSL SREEE LS

April 27,2021
FIRMER MU T IENFREHRITRE, Citrix Secure Web Gateway (SWG) & & EEREMTEXNASER
EEENIER, WEREFHZREEENIRME. URENR, BEFEERPIEIES HEPIEENMNHITILR, HiEiE
ERAFERMAN (RAR) &R, EXCRENREHCEREE, REAPEINERSR, UEENATREZA
EIRSB/IRE,

SSL 83k SSL SRIMERENRE, HWSMN (RERX) TEHIERMATEXIRIE. &8I SIHEBEERZAIR
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TERIRIEE X B9 SSL RIEMHE), ERIUNRBEE=MEFZ—E8. ROINEE, TLIRRBIIIEEERF. Bt
HREEER, BRIHEBEINRE LNRIERSR. BHEERBETAT SSLERK, TRSETIRIRRSRN, S0
BB (BER) #8EN INTERCEPT_REQ. BUESPERMEEY, UG AEHEEN TACT_REQ,

AE:

QEEEEREN, RIERSBA REREIZE,
MEEBALUETEM SSLEFES. RFEANE SSLig. SSLIEEEH SSLEFHNEMRT. ERTUEM SSLE
Fif Hello JHEPIREVMARS BEAMIETEE NREE), BAURNRIRS F|IEBHIRIAARS S[EAER (SAN)
{8, Citrix SWG £#Yy SSLI Ske&i24t T8 5 DETECTED_DOMAIN B955kE 1%, X P ol BRI HIRIERIRSS 28
IEHAHAY SSLEFIEEBREE. ERLUEERSFRE. URLFIR (URL&Espatset) sMENRER URL 2351
BITILAC,

£/ Citrix SWG CLI 67 SSL 588

EmLRERAET, #BA

add ssl policy <name> -rule <expression> -action <string>
<!--NeedCopy-->

w5l
UTRAERAFEAFERdetected_domain BMKEEEEMRERAFE,
AEEHISENM (30 XYZBank) BRE

add ssl policy poll -rule client.ssl.detected_domain.contains("XYZBANK"
) —action BYPASS
<!--NeedCopy-->

FAFEF MATMLEEREES YouTube,

add ssl policy pol2 -rule client.ssl.client.ssl.detected_domain.
url_categorize(0,0).category.eq ("YouTube") -action RESET
<!--NeedCopy-->

EEFRERPRE.

add ssl policy pol3 - rule true - action INTERCEPT
<!--NeedCopy-->

INREFFEEABRNE _domain, T8I LUEREM SSL EFEIERIZE# #E,

g0, EEF I hello HEH SNI ¥ BHRARIESE, HEMMNERRSFIER. UTRAERATEBERRSSFIE
FHERAEZMHRERRNRARIRE,

EZHFEM Yahoo HHFIEAF MR,
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add ssl policy pol4 -rule client.ssl.origin_server_cert.subject.
contains("yahoo") - action INTERCEPT
<!--NeedCopy-->

B “MY/EE” XJNFRERPRE,
add ssl policy pol_url_category -rule client.ssl.origin_server_cert.
subject.URL_CATEGORIZE(0,0) .CATEGORY.eq("Shopping/Retail") -action

INTERCEPT
<!--NeedCopy-->

EH X522 URL WFrE B RE.
add ssl policy pol_url_category -rule client.ssl.origin_server_cert.
subject.url_categorize(0,0).category.eq("Uncategorized") -action

INTERCEPT
<!--NeedCopy-->

LU TFREhERFIHES URL £Hhr% B ILARISRES.,
R SNI FEuifR 5 URL & “topl00” W& BTER, NZEMERFRE,
add ssl policy pol_url_set -rule client.ssl.client_hello.SNI.

URLSET_MATCHES_ANY ("topl00") -action INTERCEPT
<!--NeedCopy-->

NRFRS2IEHS URL £ “topl00” FmKBTE, Ni=HB2NFERFRE,.
add ssl policy pol_url_set -rule client.ssl.origin_server_cert.subject

.URLSET_MATCHES_ANY ("top100") -action INTERCEPT
<!--NeedCopy-->

fEF SWG GUI 1 IERRSS 28 CI2 SSL RAK

1. &#13 Secure Web Gateway > SSL > 5B&,
2. 1£ “SSL &REE” M+ L, B “FiIN” HEEUTSH:

o REEEFR
o REQIRE-—MEB. SdHEEFER,
o TER

3. BEHEIE.

£/ SWG CLI ¥ SSL HREE4PE B IEARSS 283

FEmRRETAET, #BA:
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il

bind ssl vserver <vServerName> -policyName <string> -priority <

positive_integer> -type INTERCEPT_REQ
<!--NeedCopy-->

bind ssl vserver <name> -policyName poll -priority 10 -type
INTERCEPT_REQ
<!--NeedCopy-->

=/ Citrix SWG GUI 5§ SSL e BIRIEARS 28

N oA DN

£#n2l Secure Web Gateway > {IZEIIRS 25,
EREMRSSE, AEEE Edit (%),

£ BRIGES, $iE SSL HKEK,

£ SSL ZRES ER R T,

£ ORIEERR P, AEREEHTRIER,

£ £80, %F =8 _REQ.

BE YT, ARREHE.

ERAGLITIUER SSL RIEME R RIERS2E

FEme

RRFFT, #A:

unbind ssl vserver <vServerName> -policyName <string> -type
INTERCEPT_REQ
<!--NeedCopy-->

SWG B9 SSL SREEFHEMAR SSL FiET

xix® WA

CLIENT.SSL.CLIENT_HELLO.SNI.=*

BEIEERX A, Rl

UFFEEINRME SNI T BR. iTHEFHREUERERS

client.ssl.client_hello.sni.contains('" xyz . com")
CLIENT.SSL.ORIGIN_SERVER_CERT.=* REIMFiRARSS SR F R BRTURIE R, THMEF RS

UEEEREHEEENXE, Tl

client.ssl.origin_server_cert.subject.contains("

xyz.com")
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®ix® WA

CLIENT.SSL.DETECTED_DOMAIN. % M SNI " BHRIRS 2B REIFRIEE A, TEF
HEUEEEREERIBENXD. =fl:
client.ssl.detected_domain.contains('" xyz . com

Il)

SSL BIRIE P17
April 27,2021

SSLIEHRMEM SSL XZM— MRS, BATARE () RMANRFEIERRE (X509). SSLIEHHIERMEN
1 (CA) 1k, CARIUREAMRALR, A CAMERIES (B0 Verisign) BHAT SSL ESHUARFEE. X
LN BEFER— M REEN CA TR,

Rk RE, Citrix Secure Web Gateway (SWG) i& & EFIFMRES B ERERITNENES, ERYUYE
Fis (BF) MRSBMRSS/NEF IR, REERIE HTTPS REZH, HAKRIERSB[NSH, U EEAERIES
%, Ft, FRRRSENEF I, §EXNERIEREBRS[/IED, REAEEZZEB. BERIERSSEOIES, &
B LEUMFERTFEZNMERS BIEBNFABIER (FI0, BIEBMFEER) ., FI8&E EMRET —AHRIA CAE
Po Citrix SWG =] LA XL RIGIE /LA B RIRRSIRIER. TEEHLLERINE, B2, IREHNBEFE
E% CAIEH, MaUBIRLISERBHESEH R ZBHESNIEE, BELEATUSERMER,

RIEBRASNREN, RESMZEUE THZEHE, AERIHRIHERSNESIERE, BEREEREL. ©
SN RIS, ARZREERTERIERSH[IER, EEFUSHIEBRBE UHTREIEEFEAEOEFEERN
I8,

£/ Citrix SWG CLI 7£i& & LS AFEZA CAEHE

EBLRTHET, BA

import ssl certBundle <name> <src>
<!--NeedCopy-->

apply ssl certBundle <name>
<!--NeedCopy-->

show ss1 certBundle
<!--NeedCopy-->
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B

EDEASNIEBRAHEM. BT ASCI FEEFHTHIE (L) FAFAX, HELTNESE ASCI FEEF. T
k. BE (#). AR (). =K BS (). IF (@). FF (=) MEFH (-)e UTFEREATF CLI:

MRBMEE—IHSN TR, BREIMAWSISHBES|ISHEER (B, “REOXH" X “KHOIXHE).
RAKE: 31
src:

EEESAASHNIERBIRGEMNIN. EVMBR (BEXHER) B URL fmhttp://www.example.
com/cert\\_bundle\\_file,

AR RESANNWWNRATEERFIFIEBS MDA EEHR HTTPS BRS28 L, MSANKEK.
BRAKE: 2047
w5l

import ssl certbundle swg-certbundle http://www.example.com/cert_bundle
<!--NeedCopy-->

apply ssl certBundle swg-certbundle
<!--NeedCopy-->

show ss1l certbundle
Name : swg-certbundle(Inuse)
URL : http://www.example.com/cert_bundle

Done
<!--NeedCopy-->

£/ Citrix SWG GUI 7£ig & LS AFEA CAEHE

1. S#1% Secure Web Gateway > \|] > iIEHiR45E,
2. BT T#RMEZ—:

o MFIRAPEEEBRGE,
o ERFHEERRSPE, BRE 7 HEER/MAIR URL, BEHHE.

3. BEMRE.

£/ CLI Mig& kR CA IEFIR4E

EmLRETRATT, #BA
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remove certBundle <cert bundle name>
<!--NeedCopy-->

il

remove certBundle mytest-cacert
<!--NeedCopy-->

£/ Citrix SWG CLI \ig&SH CAEHE

ERLRETRET, BA

export certBundle <cert bundle name> <Path to export>
<!--NeedCopy-->

B

ENRASNOIEBRHPNEZTR. BAUASCI FEBFHTHE () FRFL, HEXARXEE ASCIIFEBHEF. T
gk, BE (#). AR (). B8 8BS (). IF (@). FF (=) MEFH (-)e UATERERTF CLI:

MRBMEE—THSN TR, BREIMAWSISHES|ISEEFR (B, “RHOXH" X “HRHOIXHE).
RAKE: 31
src:

EEESANASHINIEBIRSEMMNIN. EVMEBR (BEXHR) BWURL f@http://www.example.
com/cert\\_bundle\\_file,

AR IRESANNHRATEERFIHIEBEMIGIEAGEHRM HTTPS BRSa8L, MSANELMK.
BAKE: 2047
w5l

export certBundle mytest-cacert http://192.0.2.20/
<!--NeedCopy-->

M Mozilla CAEBEREFRS A MAMRIE CAEBRESE

EBLRTHET, BA:

> dimport certbundle mozilla_public_ca https://curl.haxx.se/ca/cacert.
pem

Done

<!--NeedCopy-->
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BN AMLE, BHEAN:

> apply certbundle mozilla_public_ca
Done
<!--NeedCopy-->

RIEFEERRERRSE, HEA:

> sh certbundle | grep mozilla
Name : mozilla_public_ca (Inuse)
<!--NeedCopy-->

PR

BERBEDNHH KNS E L FIFHEBRSE,

SSL s5i1XBm)F S

April 27,2021

MRFIEXRFBARS, Citrix SWG &R EAFME SSL 35K, ZIRXEFTNEF HIRRS BIKEI
SSLERER. B, FIWRTREERESNETFAHTRS B[ WRRELXERER, WEZEFES. ”EFT

REEREUTE—FMG:
1. MBRS S EWE A IHIEBRIER,
2. EREFH—EH7, BEREILTEA—TER:

« BAD_CERTIFICATE

« UNSUPPORTED_CERTIFICATE
« CERTIFICATE_REVOKED

« CERTIFICATE_EXPIRED

+ CERTIFICATE_UNKNOWN

« UNKNOWN_CA (MIREFFIHEREE, ESEWIIRSF[IEBHLZXLERER.)

« HANDSHAKE_FAILURE

ERAYY, ¥ABRBHEREFHIEENLRENAF,

& Citrix SWG GUI 2%

1. 1%l Secure Web Gateway > SSL,

2. £igER, Bl EofEk SSLIRE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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3. 7£ SSL =87, &8 SSL EHIHIRER
4. £ SSL EERABREFRESR, HEERENAE (UFTHHEN),.

SSL Interception

[#* S5L Interception Error Cache
55L Interception Max Error Cache Memory

1048576

5. BEHHAE.

£/ Citrix SWG CLI EB%3)

HEHQRTAET, BA:
set ssl parameter -ssliErrorCache ( ENABLED | DISABLED )-ssliMaxErrorCacheMem

<positive_integer>

S8
&7
ERSEERDASFEI, HEFFINEE, UEFRLERKEBIAEITE R. B A
B, S&BRITEEETHRUHRERS BT IE K.
AEMNE: EBB. EXH
RINE: EEZA
RARENIRE:
BEEITARATEEFIHENRARNE (MLFH REM) . LkAFEMHE LRU £ 7=,
MEERENAERIABATZERBSFEERAMNFTE. B 0 BT RER
&l o
BRINE: O
E/NE: O

& K fE: 4294967294
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BREHERE

April 27,2021

MRBHIRENRTERAERES, HFEBMIENERBEM, NWEEMHERERIMNE Internet FFEEIVRE, H
BRERSENNAF AR LOARE UL TS TENIINERREL AR, SHEEALGETIIENASIRERN S RE
RX—R. ERHENATLURITHLEES AT UEEIRPLS M,

AR Internet Z#1, Secure Web Gateway (SWG) SE&X AP EITIRR. WERARFREIERMMN, 1§
IBRAFES, FEIERSHE Citrix Application Delivery Management (ADM) LU#1T3R%. #E Citrix ADM i,
AIUEESAFEN. ESMERSAEEXNRITER.

BIANERT, NRFREFEAFHN P tutt, BERTLUE Citrix SWG ERENIZREXAFPNESEMAEE, HERLS
HMERANBERFEIEEMESN Internet EAHR,

Citrix ADC & ZH U F S HIIEER#TE X AEEE,

o RRBRFAMY (LDAP), i&@id 5B LDAP HHIEARSS 2534 B P # TR P10, BXIFMER, 1ESHLDAP
SR I0IE KRS,

« RADIUS, &i25M8 RADIUS BRSE2[_XTAFPHITE M. BXFMER, EBRRADIUS SHIIERE,

o TACACS+, @35 b mifiaiEslgRimin sl R4 (TACACS) BHIRIEARS BRI A TR NI, BXi¥4
=5, BESRS M KNI,

o %%, @2 Kerberos SHIIEARS 28X AP #ITEHKIE. MR Kerberos SMIIERHIMEIR, &&EER
NTLM S350, BXEMER, ESRNESHRIERR,

WNFERRIE, HeiXEFET IP Y LDAP 54%IE, WEIRFIHERN, RESEINEENERDPEF i P it
NFENAA#ITEMHIIE, FRIEAF P tiiteiRR1E, B, WREE LDAP /A E SSoname Eit, M=
BEERARRMAR P it tl2R1E, ZRAERIRERH S HIIER TR MR,

FE
SNFEXAIE, 95 LDAP FFR18E N sSAMAccountName, sHFiEBAMRIE, 2479035 LDAP &R 2 #M&
FhlnetworkAddress, ¥ attributel i&&5 sAMAccountName,

EXRIETRA:

add authentication ldapAction swg-auth-action-explicit -serverIP
10.105.157.116 -ldapBase "CN=Users,DC=CTXNSSFB,DC=COM" -1ldapBindDn "
CN=Administrator,CN=Users,DC=CTXNSSFB,DC=COM" -ldapBindDnPassword
freebsd123$ -ldapLoginName sAMAccountName

<!--NeedCopy-->

BEARIERIRG:

add authentication ldapAction swg-auth-action-explicit —-serverIP
10.105.157.116 -ldapBase '"CN=Users,DC=CTXNSSFB,DC=COM" -ldapBindDn "
CN=Administrator,CN=Users,DC=CTXNSSFB,DC=COM" -ldapBindDnPassword
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freebsd123$ -ldapLoginName networkAddress -authentication disable -
Attributel sAMAccountName
<!--NeedCopy-->

£/ Citrix SWG CLI & ERF S5 1IE

EHRTRTET, #BA:
add authentication vserver <vserver name> SSL
bind ssl vserver <vserver name> -certkeyName <certkey name>

add authentication ldapAction <action name> -serverIP <ip_addr> -
ldapBase <string> -ldapBindDn <string> -ldapBindDnPassword -
ldapLoginName <string>

add authentication Policy <policy name> -rule <expression> -action <
string>

bind authentication vserver <vserver name> -policy <string> -priority <
positive_integer>

set cs vserver <name> -authn401 ON -authnVsName <string>
<!--NeedCopy-->

S5

EMARSS 2R AR

E4PE RISH B IR IR S5 2R B FR,
RAKE: 127

ARSSKEY:

BRIRIEEIMARSS SRAOMINEEL, 1AL R SSL,
BJRERME: SSL

2RINE: SSL

IRIERR:

#1 LDAP 2FI &R, BAMUFE. MFHTREFR (L) 7k, HEAXAREEFE. BFNEFH (). 9= () #).
=i (). F (@), equals (=), BS (:) MTYLFR. 0 LDAP IEETEENR. UTFERERT CLI:

MRBMES—PHS T, BRBIMBAENGISHES|ISH (FW, “HWHIHNEIERFE H RS HEIEE
E")o

BRAKE: 127

ARss8% IP:
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B4 LDAP RS32564 |P Hidik,
ldapBase:

MAFFFE LDAP 1BRIES (T957). R LDAP RS BEAMIETT, MERMMEIAMER dc= W&y E2E, DC=com,
BRAKE: 127

ldapBindDn:

FAF4HEE LDAP BRSS 385 RT3 #HZ 7R (DN).

ZAME: cn=Manager ,dc=netscaler,dc=com

RAKE: 127

ldapBindDnPassword:

FTF45ES LDAP RS 2869558,

RAKE: 127

LDAPLOGO &Z#f5:

LDAP ERZ &M, Citrix ADC i&#&EF LDAP B RERE /NS LDAP IRSBIEHNER. HAKE: 127
EREER R

BRSHRIERENEIR. BAUFE. BFHTIEFH () 7k, HEXARBEFE. BFNEFH (). 95 ()
(#). =18 (). 1F (@) equals (=) BS (1) MTYIEFH. IRSNRIERBELTEER. UTERVEAF CLI:

MREBMEE—PHSI TR, FREMANG|I SHPSISHEEFR (G, “RHOSHIRIERR 5 “RHOSHIIEE
B&") o

BRAKE: 127

o

SRR THE DS ER S HIIERS B AR #HTSHEIENMN R IRHBINEERERL.
RAKE: 1499

1B1E:

RIRLACR EHMITHI S IR AR R,

RAKE: 127

R

EERBMLARNVERL. BRENEFIEETRESMMNITR. REFBREMARIRFHTIE, FNASERLENS
—NRBE, WBITELSRE B B 0 I RE AR 55 B3 Y SRR S IR iE—,

&/IME: 0
=AE: 4294967295

il
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add authentication vserver swg-auth-vs SSL

Done

bind ssl vserver explicit-auth-vs -certkeyName ns-swg-ca-certkey
Done

add authentication ldapAction swg-auth-action-explicit —-serverIP

192.0.2.116 -ldapBase "CN=Users,DC=CTXNSSFB,DC=COM" -1ldapBindDn "CN=
Administrator,CN=Users,DC=CTXNSSFB,DC=COM" -1ldapBindDnPassword zzzzz

-ldapLoginName sAMAccountName

Done

add authenticationpolicy swg-auth-policy -rule true -action swg-auth-

action-explicit

Done

bind authentication vserver swg-auth-vs -policy swg-auth-policy -

priority 1

Done

set cs vserver testswg -authn40l ON -authnVsName swg-auth-vs

Done
<!--NeedCopy-->

£/ Citrix SWG CLI EHEAFZIiER

FEmLRETRAET, #BA

set appflow param -AAAUserName ENABLED
<!--NeedCopy-->

AAAUserName

B AppFlow AAA BF&iEH,
AgefvfE: ENABLED, DISABLED
ZHAE: DISABLED

il

set appflow param -AAAUserName ENABLED
<!--NeedCopy-->
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P 1L 15k

April 27,2021

URL 278 ThaEfEA URL REEKERX Web i iR iR T EEIEAOITH], ILThAE o] #5 Bh 4R B 1R 51 M4 AN 4 1 A A 0
R%E EREE Web ik 89iAial,

FSEDNE

NREZHAFHAERE URL IR, NAMFERE SWG 88, EFAMER URL TR, waEiE R Citrix SWG
mS. VA URL miEREEZHE], MSF3IRETH—RIEED R,

- _
1 _ Proxy Settings
L

+

L\Xpl 0 S5L Interception
+

ll’;\“ ldentity Management

+

4 *T* URL Filtering
+

3 E Security Configuration
+

6 0 Analytics

R
EFBZE, ERERENISE ELETENN URL BMSEEINEEIF AL, WMREEANRIXAER, BESHMIE
WOFEE M EE7E SWG 8% EERILIhEE,

ER SWG BT

Citrix SWG mS#5| B —RYIBUNEEES, AERRETHEENREY. ERIUERIRSE URL ks
Bz A F URL FIREIE XBIEHIFIR,

SE 1 EEAERE

TSR ERIERSE, TRIRBTZRSENE SWG X, hARSSE7 SSL X8, HEEERFBHAER Tz
7. BXRRERS[EEFARER, BBRLEREDL,
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TR 2: BCE SSL =8

RENERS G, MR SSL =8REERE H7E Citrix SWG & =8 MERE. 7 URLTEMHERT, SSLK
BapEaREHEIEYANRL 88 URL, MATEEMREENAIUST, GXEE SSL #FRMNIFAER, 55 SSL &
o

SR 3. BESHERE

BRERATFERIIEIWMEZm#ITH M. SHMEHRMETRIERF SEANBFEAFAE X ERBIRIEN,
BXAFRBMRIEFAER, BBRAF IR EE

$R 4. iE URL ik

EERALUER URL 2%mraesifEA URL 5IRIIEER A URL FHERER,
URL 7325, BFMEXMEFITIRIIERE, LIZHR Web ih=7F0 Web SI&E#9iAiE.

URL 75, @idE4iA RS NEIEEFH URL £+ 8 URL, ZHINTINEEZEH Web 35551 Web BT@EHIIAIRIY
MRo

SRS BER2RE
W BAFEREEES N, HATAPED ST RESETIELIFPIRIZERT Web Mma0iA0], EHEESEETLUM

1384F%F, GRAUREZSVERFAARINEE NTBEIHENDE, BRILUERERF. BIENEERRENE
BiR(F. BXRIFAER, FEHZ2EE,

SR 6. ILE SWG 117

FBAFEECE SWG 2irLixd Web RE#HTHE. EAFESHEPIER URL XFIUREERES . BX
SWG Analytics Bi¥4E R, iSRS .

TRT. BHEmUTERGEEEHHSERE URL TEEE

URL 7%

April 27,2021

@id URL 5IRINAE, RUbEFEEBIEHITHEE Web 357 Web 0522310035 P4UR, ItbThaEiE i ASEE URL
LA SR MR 5 BB RAT 78 Web Bh5, ILEARMEN URL 584%% 1000000 5 B URL £MLA, MREHEAN
URL ERS&EEHRIFBLE, RERERMMIZRKIETEER (HTTP/HTTPS) FHatix HaikE,
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(ol =it

URL £EHHBIM R BEMAIUEE URL RE#HE (URL 5. ERASERMEMABXEE) . NFEa7tiiEN URL,
BREREA— AT IHMETHENRRRER. AXFAER, BESEMNILE,

Citrix SWG #BEX URL &, ZEe]AERKRIERIE URL,

BEX URL &, ErILIGIEEE5R% 1,000,000~ URL ZBMBEX URL &, HEEEAXAXHSNIERISE
o

EZR&E, SWG IRERUERERERTIE URL, AEBEFY Web thmiippiiR. RAER—FFRFRLAEEE,
BTFE#HEN URL#&Z 5000 MR B ZEEHFAHRLE, BXFEES, BEHEES,

SAE URL &£48981 URL #AI LIRS URL iR BEX L. ERNARATLUIEEZEHE SWG kERE
NEMENIZE, MEFFHFH.

E#ERE, Citrix ADCiRESBMANTHRE, ZENTREREFREAR, BTG URLHRZARAY. B, EEA
sBA A P FiR(F.

5 URL &—EfANSREBRFER

THRERT B FTHEENARNERTRE,

1. .URLSET_MATCHES_ANY - f1® URL 5 URL &£ mEfA%E=L T, NLiFEh TRUE,

2. .GET_URLSET_METADATA() -2 URL 5 URL &£ {E gt =2 Ita,GET_URLSET_METADATA
() |EXBREIRERATTRIE, MRRELE, NERRZEFERS,

3. .GET_ URLSET_METADATA() .EQ(<METADATA)- .GET_ URLSET_METADATA() .EQ
(<METADATA)

4. .GET_URLSET_METADATA ().TYPECAST_LIST_T(',').GET(0).EQ() - MRTELIT
SR TFABINFFE, MiFER TRUE, HERAIBTFTSIERNRMFERSTHRD, BNIRE—FH,

5. HTTP.REQ.HOSTNAME . APPEND (HTTP.REQ.URL) -IAEMM URL B2, ARG LUSEEIET
B

LIVEEE 2=

FE:ETES, HTTP.REQ.URL @E®-=N <URL expression>,

TERABTANBTEANDN Internet SREMIRE,

NeR & 1R (F 1iPA
RVF siFiERE B4R URL.
BEM RKiEREEmEEENBIRH URL,
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ARz E 1R 1F 15iPA
PELE BBIFER,
MEFN

MRMENZ URL SN URL &, MHFRECE DNS fRS328. SAREERA P ik, NWAFELRMF
ELRETET, #A:

add dns nameServer ((<IP> [-local])| <dnsVserverName>)[-state (
ENABLED | DISABLED )] [-type <type>] [-dnsProfileName <string>]

il

add dns nameServer 10.140.50.5

fcE URL 715k
ZiE URL 5%, =TLUERA Citrix SWG @Sk Citrix ADC #5<1752 @ (CLI), 7£ Citrix SWG i&& £, ERAME%L
ECEMmNMIZF RS, ARRRIEYHEER URL &,

Citrix 2 & A Citrix SWG mSfERECE URL FIRNEERED, £ARSEMNZFRIESES URL £, E,
7] LU SRR E FIE TSR

£/ Citrix SWG mS & E URL 5%

Z1FA Citrix SWG GUI B2 & HTTPS &8 URL ZIR, ERITLATIRIE:

1. &% Citrix SWG i&&HS1%l Secure Web Gateway 5.
2. EEFMEEEET, RITUTREZ—:

a) REHEZRIFH Web Gateway M, LUER URL 5IRINEERIEH SWG BRE.,
b) EEMERE, RERE Hi.

£ “URLZIE” B0, BE “HKiE
%R “URL §IR” ERELUS RIZIhEE.
%% URL 5% 3RB8, ARSE HBE.
Rl #8:, ARERE T

o AW

BXFAER, BESHENELE URL 7IR%EE,
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&3 Citrix SWG CLI fi2& URL 7%

ZEE URL 7%, BHRITUTERMF

7 HTTP #1 HTTPS RERE RIEEMIRSS 25,
FCE SSL =& LU=8 HTTPS &,

RREES HTTP REM URL /7 URL 511k,
RREES HTTPS REiRER URL 5%,
RRELZH URL &,

ok w e

} =

AR

NRIEBEEET SWG &, WalBIS R 1M 2, ARERSE 3 #HITEE,

7 Internet RERERIEEMRSEE  Citrix SWG @& ZFBAREEMRS BN EARNEEDRSHE. EEXER
R T A Internet BIEEERIEEINIRS 2R, BHITUUTRME:

1. FINHEE SSL EiARSS 28,
2. BRI SRR E B RIRE AR SS 280

E(FA Citrix SWG CLI RN EEIMIRS 28, BRTUTIRE:
ELETET, #A:

add cs vserver <name> <serviceType> <IPAddress> <port>
<!--NeedCopy-->

w5l

add cs vserver starcs PROXY 10.102.107.121 80 -cltTimeout 180
<!--NeedCopy-->

Z4E/A Citrix SWG CLI BmR g SR 40E SR EINAR 588, IEHMITUUTIRIE:
bind ssl vserver <vServerName> -policyName <string> [-priority <

positive_integer>]
<!--NeedCopy-->

AR

WMREER SSL 2826 E A Citrix SWG EEEMN—E53, M= ABKE AT iZ#E,

A HTTPS REECE SSL 28 EH HTTPS MEBECE SSL 28, EHITUUTERE:

1. % CAEBEANHBE R RIEERS 250
2. BAMIA SSL EEEN .
3. tUEedlis SSLECEX M, FRENERREREMIRSS S, HEall SSL EBEX B SSL 8,
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21EA Citrix SWG CLI % CAIEBZIANBE R RIEEIRS 2R, BRITUTERSE:
ELRETET, #A:

bind ssl vserver <vServerName> -certkeyName <certificate-KeyPairName>
<!--NeedCopy-->

ZE/ Citrix SWG CLI E2E#iitm SSL BERE X, BEHRITLUTRME:
ERSRTHAT, BA:
set ssl parameter -defaultProfile ENABLED

add ssl profile <name> -sslInterception ENABLED -ssliMaxSessPerServer <
positive_integer>
<!--NeedCopy-->

fEF Citrix SWG CLI it SSL BCE X H4PE B IR B IMARSS 23
ELRETET, #A:

set ssl vserver <vServer name> -sslProfile <name>
<!--NeedCopy-->

BE SN HTTP 889 URL &3REE URL 71k  BXWEN HTTP REEE URL £ER, ESRAMILE,

RITERFECE IE, EAUNSAN URL ERITERFIEHITE. EBHiTIHEME, 57 import policy
URLset #a$mhimmi#r£ask subdomainExactMatch,

BASHEY, URL MEEARHITEX AR, 61, MRENN URL B news.example.com, #H URL
EhpEBRN example. com, Z&ZFESXE URL RITEL,

EHTETHT, B

import policy urlset <name> [-overwrite] [-delimiter <character>][-
rowSeparator <character>] -url [-interval <secs>] [-privateSet][-
subdomainExactMatch] [-canaryUrl <URL>]

ANl

import policy urlset test -url http://10.78.79.80/top-1k.csv -privateSet
-subdomainExactMatch -interval 900

A HTTPS RE2fE URLE A Citrix SWG CLI 8 HTTPS im2f2& URL &
EHRTRTTT, B
add ssl policy <name> -rule <expression> -action <string> [-undefAction

<string>] [-comment <string>]
<!--NeedCopy-->
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il

add ssl policy poll -rule "client.ssl.client_hello.SNI.
URLSET_MATCHES_ANY ("toplm") -action INTERCEPT
<!--NeedCopy-->

£/ Citrix SWG @S5 HTTPS i2&E URL &  Citrix ZiU&RER Citrix SWG mSERERE URL FIRMEE
%I, EAMSSSABEX URL EHEEE 202 R 3R,

HF Citrix SWG & &HSMEIZRIPH Web Gateway > URL ;375 > URL 7%,
EFAEEERT, 2EAdd (R,

£ “URL 5IRHKEE” TE.L, FEERBET,

HEE—METUSAN URL &£

£ “URL 7IRHKBE” EMKD1 L, &EH “SANURL £ EFEEHIEEUT URL £5#,

ok w

a
b

URL &£&#-BEX URL &£1E#,

URL—iAial URL 8911 BRI Web #biit,

BE-BEZRISAN URL &,

NRF—AT MR CSV XHERHNFRET.

1TRBRRF-CSV X ERMTT IR

BtalElfR—E T URL SERIBTialElfE (IR ARAL) , SABIREENTE (FF 15 2%
IEE—BTLESE URL £89ET,

Canary URL —1RERZH URL EHRBEERE, BFURAMRE URL, URL MERAKER 2047
NFER,

)
)
<)
d)
e)
f)

)

)

g
h

6. MTHIFIRPIERMMIIZFIZIFo
7. BEHOENXA,

KEEZHURLE NREEETER URLEHRFERNBTINE, WEEERTEFINEZESTIINEZEN
URL, EXMERT, ErILBEE— Canary URL FREZAMEI URL &, @3 A Canary URL, BIERRILIER
BEZA URLERATENERIER. BXEMSHINA, AIUSHRSED.

2EA Citrix SWG CLI A URL &, EHRITUUT#RME:
ERRETHET, #BA:

import policy urlset <name> [-overwrite] [-delimiter <character>] [-
rowSeparator <character>] -url <URL> [-interval <secs>] [-privateSet
] [-canaryUrl <URL>]

<!--NeedCopy-->

il
import policy urlset testl -url http://10.78.79.80/alytra/top-1k.csv -

private -canaryUrl http://www.in.gr
<!--NeedCopy-->
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~SAB URL &

BT HME URL E£Z 50, BIETUETRSAN URL £, BERITIHEE, BEBHSE imported #1102 show urlset
®Bdh, MRBAMED, SEEETMESAN URL &, HESAM URL &£575mM8 URL EXHFFHE,

EHTETHT, #BA:
show policy urlset [<name>] [-imported]

Tl
show policy urlset -imported

EEHEZATHER

HiZAEIEREEREBE URL IIRIBHEAMBREERHIER. H Citrix ADC iR&ZWEIE AN URL BY, MR
MEFRIEAE URL EERRIERAN, HZEEIRERSE URL 089 URLERER, HEFAGEEHEAEZAS
ERAFHEAEFNEEHES.

ASHEEEUTER:
B8] o
Ei‘éé‘*?é
FEXWBERS (ME. #ix. BH. EE5. 8. A, ERNER),
EID\;EI§\1%_IL-\’ ;ZD URLSet%ﬁF\ %%?ﬁé{/’;\ URLO

ok wpn =

ZECE URL FIRIDENHEZBASIER, EBUMTTHIATES:

FFH m*yalh\o
2. SIEHRZBEERRE
3. EAHEZASHESRFRE URL FIRMERF R,

BXFAER, RN FIZESIERER,

URL RiEX

April 27, 2021

TREFTTHTHREETEREMTEI XM URL E X, flw, =X www.example.com/bar 2 T fg
www.example.com/bar £ #— 4 TTHE, A M it L www.example.com/bar FFkH B R E, B
URL B9REFMES (*)o

ILECTEAERSTRY URL iRIEX

BRLREXURERIR M. GXFAER, FSRIENE Y pdf THE,
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st URL 251

April 27, 2021

B=ARANMERNANTIR. BXFAER, 1HSH URL 25051 TTE,

Rfl: EABEX URL &#1T URL 238

April 27,2021

MREREWER, FEEBZTHINSE Web ih =70 Web ih 225189341, WET OS5 ALSPE BImR 7A HRIEH B
EX URL SE3R5EM. SRARBIMEERLEM AT LUER URL idi 828k LSRG B Web th= (0, BE/K
A B Bk . BUASERLTIFH Web 35R) . BRI URL b, EERTUSIZEEXH URL FIRHGEHS A
3 SWG &%, BN, SARRIEARESEAMELEARREL Web thm (BIINRME. W IRMERGIIF) .

FRPIEN URL ] UEB TR R BE XK, BRFUERTE Citrix SWG i&& EigE# URL RitE URL
IR, HREREANTEHENRE, MEFFHFH.

EgefE, Citrix ADC &= BONTEE, MNZFHRRER URL TR CERIFARER) iTEEN URL HRA
AV, BHLE. EERSCERN AR Fi#E.

BEMBRLIIEE, ErTUBITUTES:

1. SABEX URLE
2. ~AMBEX URL &
3. 1£ Citrix SWG mSHEEBEX URL 5I&

Z1EA Citrix SWG CLI SNBEX URL %, EHITIUTIRME:
ERLRETET, BA

import policy urlset <name> [-overwrite] [-delimiter <character>] [-rowSeparator <character>] -
url <URL> [-interval <secs>] [-privateSet] [-canaryUrl <URL>]

import policy urlset testl -url http://10.78.79.80/alytra/top-1k.csv

ZHA Citrix SWG CLIFIMBEENX URL &, BHITUTIRME:
EMPRTAT, #BA:
add urlset <urlset_name>

Add urlset testl
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£/ Citrix SWG FSEE URL 5%

Citrix 2 &M Citrix SWG mSEAERE URL FIRMEDEN, ERAMSSSABEX URL EHEHELERINRN
12 RS,

ok wpn e

= Citrix SWG i &HSMEIZFPH Web Gateway > URL idE > URL I3,
FEHAEEERTR, 25 Add (F).

£ “URL 5IR%EE" TUE L, IEERIEEM,

EE—METUUSAN URL &

£ “URL 5IRZERE” EMKTIH, &R “SAURL £ SiFEHEEUT URL £,

a
b
c
d
e
f

g
h

URL £&#-BEX URL &£1&#,

URL—iAia URL SR ER Web ik,

BE-BHZASAN URL &,

HIRF—BT 9 CSV XMHERMNFRES,

1T MRAF-CSV X ERNTTHMRM.

EfE—EfE (LAFbme), MEENFIRELER 15 2%, EIERH URL &
ES-RATHESE URL £891%ET,

T O O L e =D

6. MTHIFIRPEFINIZFIRIF
7. BEEIEMXHA,

URL List Policy

URL List Policy

Canary URL—AFNid URL &SRB EBERENARE URL. URL WEAKERN 2047 MFEF,
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BEX URL E£RTE#IEENX

ESANEEX URLE, &% URL AINEIXAXFH, HEEHPEEINGR 75 2R A L1 3248 URL.
TERRESMNEIX A4 URL Rl

BEBIHE

BBC.com, #figl

1BRIE

ERI|E

AR IE

IR

£/ Citrix ADC CLI EC B IR A2 R S80S LAPE LE 41 32 8544 URL

add responder action act_url_unauthorized respondwith “HTTP/1.1451 Unavailable For Legal Rea-
sons\r\n\r\nURL is NOT authorized\n™’

addresponder policy pol_url_meta_match ‘HTTP.REQ.HOSTNAME.APPEND(HTTP.REQ.URL).GET_URLSET_META
“ul” ).EQ( “Social Media” )’ act_url_meta_match

URL 53¢

April 27,2021

URL A BHIBAPIHSE Web 355750 Web 1h 52 589351RMR, E4 Citrix Secure Web Gateway (SWG) 2
HEITIRS, ZIhReERLEFEEBEREL D REEETE Web RE. SUBEFBENAE +121) URLS
ARREBIZER, HIENHRME. WEE. RARS. EENM LB BRTHEZH, 80 URLBE—ETFLSMNE
FEREEDRRISRMNEETS . EMSRE, ERILURIERF). X5IH IRKEN. IBEAY) LR EETIRE
EREE,

flwn, EEIRERMEEXNERIES BINBARBERGRRNER) B9IFR, HEEZFMRSEWAEFNRARB R
FREARENEHIGE, ERIUBRAFNESFMRE S URATFER Citrix ADM BRSS28 £/ Web SRE 5347 H ik
MEFAES.

Citrix ADC MTBZE M NetSTAR i&& nsv10.netstar-inc.com LERTHEE, RIAMBERTRERS
FEERNEEN. incompasshybridpc.netstar-inc.comi&&ERAE NSIP stihit¢ERIR IP ik, 443
ERBIERNBRIH .
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URL 733 TERIE

TEZSRT Citrix SWG URL 3£ RS M58\ URL 73X HUIBEN RS MR USRI L EH.

Vendor cloud
based service

URL categorization
database (cache) — gets
regular updates from the
cloud based service

4
QQ —
Sﬁ* | 3 % 11
www.example.com 7 2 NetScaler SWG
Enterprise
AHNREH W T:

1. BRiEAIE Internet 48/ URL &Ko

2. Citrix SWG fRIZIRIEM URL SEEIBEHIORMAFIFAES (I35, KRAMEREEITD) WIFERK
FSRBRIEGIIT. MRBIEFEROEFIFAES, NZIERHRIZSRE 5,

3. MRBIBERKIDLFMES, WIERELETE URL DR BEELIFNEToNERRS. B2, &1
ERan, e URL FRghRD EHRITRIRBHEHT BHEEIPRE 5), REBFENTRRIFHENE
7, UERRBIBERAIUMSERPR .

4. SWG REMET=HMRSEW URL H31FAES G5, ERNAMESENTS), HIREEFMEED KEEED,
5. HBEAF URL, BRELEERRS SR BN, RESWR. EX@HEREEX HTML E#H{TIEMN,
6. RERSEIFEAIFTREIEMN SWG 8%,

7. RERIAN KX EIR P i

Bl ©WEM T Internet E£AE R

R LA URL TRikThae sk MAISSiE S ML SRS, MALEER AREMMNR, XEbRaEEMA. MREE. 1t
RMEFIER, ENRTRERANIFEF DAL LML EFRES SR EKME . FBLIERX LML LIRS R THE
=, BRTEERNEEND, HEEMSHEENAH,
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wERMN

URL %3 #1heN7E Citrix SWG F&ABIEITIRRS BEAFERT Citrix Secure Web Gateway # URL i i78ThaE
FEMEIRAVENEIT HARS B A BEE . ITRA YR THEMN Web iR @22, SAETE Secure Web Gateway
L IEpEX R, ZITHEERT Secure Web Gateway BRI EFEE (VPX) ARz,

ERRMEELLINREZ /1, HMLEUTIFAIILE:

CNS_WEBF_SSERVER_Retail.lic

CNS_XXXXX_SERVER_SWG_Retail.lic.

Hep, XXXXX 2Fa3E, flin: V25000

MEIR A2 SRBE AR T,

TRIETIRFRIERSVAAF. EERFAELLEEN URL HREHRERIAR.

1.

e

1.

2.

3.

<text>. URL_CATEGORIZE (<min_reputation>, <max_reputation>) -i& [
URL_CATEGORY 3%, IR A<min_reputation> F0, MELENNERABSEEMTFHLE
FI<min_reputation>, fI®Ak<max_reputation> F0, MEREMNNEFAEEEESTHE
fl<max_reputation> . RERIREERMNEN, MRE undef &,

<url_category>. CATEGORY () -REIIIRIERIFFT R, R URL&EXET, & URLERXT
Ef, MREER “Unknown” (RHED).

<url_category>. CATEGORY_GROUP () -REFHFAMZLFEHERHR. X2—MESEIIAIZE
FoE, ERERDIFMAN URL XFE2RUIRIERIEEE M, MR URL &EXF, 5E URL B RERH, N
BEEA “Unknown” (R0

<url_category>. REPUTATION() -0 25 g9#k=RRNREEE TS, Hbh 5 XRENKRESHNE
, MRHEH KM, WMEEERN L

it

PRI EFH URL X5 EHBERNER - add responder policy pl ‘HTTP.REQ.

HOSTNAME . APPEND (HTTP.REQ.URL) .URL_CATEGORIZE(0,0). CATEGORY () .EQ(
"Search Engine")

®EE RN X5 4AFT URL WBERM K - add responder policy pl ‘HTTP.REQ.

HOSTNAME . APPEND(HTTP.REQ.URL) .URL_CATEGORIZE(0,0). CATEGORY_GROUP
() .EQ("Adult")’

EREERIKFA4MNERSIZLURLIBERNEAMEE - add responder policy p2
‘HTTP.REQ.HOSTNAME .APPEND (HTTP.REQ.URL) .URL_CATEGORIZE(4,0).

HAS_CATEGORY ("Search Engine'")

4. BT EBRBERERSIZEMMY URL WK - add responder policy p3 ‘HTTP.REQ.

HOSTNAME . APPEND (HTTP.REQ.URL) .URL_CATEGORIZE(0,0) .CATEGORY () .EQ (
"good_categories")
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5, AEENHBETIAET 4 W ESIZ URL ERIBERHKMER - add responder policy p5
‘CLIENT.SSL.DETECTED_DOMAIN.URL_CATEGORIZE(4,0). CATEGORY().EQ("
Search Engines'")

6. HIEZRS|I LG Hhm URL EZFIBERHKHES URL £ TSR - ‘HTTP.REQ.HOSTNAME.
APPEND (HTTP.REQ.URL) .URL_CATEGORIZE(0,0). CATEGORY().EQ("Search
Engine")&& HTTP.REQ.HOSTNAME.APPEND(HTTP.REQ.URL) .URLSET_MATCHES_ANY
("u1lmy’

MRN A2 Fr SRR R

URL 73 3Ihaerp e MM EURVERES, SFMERIIENETE TEBHITIEA:

ERBRAR iR

URL 235! 5t Web R&#17992, HRIBITEERMEL. AFHE
ERRE,

URL EE5H % HE Web IR mEE DM, HAFERIEEERIREN

EEDRERR =R,

fcE URL £

27z Citrix SWG &% LEEE URL £33, BHRITUTRME:

BA URL 7%,

71 Web e ERIERS SR,
EERERX TR Web R2EE SSL =8,
EHEZRFURGIEERT.

E2E URL 25,

A Citrix SWG mSEE URL 5%,
£ SWG mFERE URL DS,
BT FHIEFEREN RS BRT

© N o 0k wDd -

S8 1. B URL ik

ZFA URL 5%, ERA URL MEhaer B A URL 9EER,
£/ Citrix SWG B URL 533 CLI

ERVRETHET, #BA:

enable ns feature URLFiltering

disable ns feature URLFiltering
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$R 2. ZE2EXRATH Web FERERIZRSE
Citrix SWG & & X BB EMRS BN EXNEEMRS B EEEXEXTH SSL REREREEMRSE,
BHITUATRE:

1. AMAERSES.
2. ¥ SSL 4B EEI RIEARSS 280

£/ Citrix SWG CLI FHinERS 28
ERTRTRT, B
add cs vserver <name> [-td <positive_integer>] <serviceType> [-

cltTimeout <secs>]
<!--NeedCopy-->

w5l

add cs vserver starcs PROXY 10.102.107.121 80 -cltTimeout 180
<!--NeedCopy-->

£/ Citrix SWG CLI 3 SSL KB4 E B IR EINARSS 28

bind ssl vserver <vServerName> -policyName <string> [-priority <
positive_integer>]
<!--NeedCopy-->

$E 3. A HTTPS REAE SSL 2%

ERNHTTPS mERCE SSL 28, BHMITUTR?E:

1. % CAIEBEBNHBE R RIEEMRS 250
2. &M SSL BHEERIA SSL iREX .
3. ¥anim SSL EBEX A EEIRIEEMARSS 23, HEAlln SSL EEEX /B SSL =8,

R Citrix SWG CLI 3 CA JEBZ A A E RN EE MRS 25
EBTRTTT, #A:
bind ssl vserver <vServerName> -certkeyName <certificate-KeyPairName> -

CA - skipCAName
<!--NeedCopy-->

i/ Citrix SWG CLI B2 & 2R SSL EE 14

EHVETET, #BA:
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set ssl profile <name> -denySSLReneg <denySSLReneg> -sslInterception (
ENABLED | DISABLED) -ssliMaxSessPerServer positive_integer>
<!--NeedCopy-->

£/ Citrix SWG CLI %#iis SSL EE X448 E B IR AR SS 28

EBLRETRET, BA

set ssl vserver <vServer name> -sslProfile ssl_profile_interception
<!--NeedCopy-->

TR 4 EEXAZAFURFIEEART

fEf Citrix SWG CLI EEBEHZ=RNFURGIEFATF
ELETET, #A:

set cache parameter [-memLimit <megaBytes>]
<!--NeedCopy-->

Hh, hEFEENRNEFRIZEN 10 MB.

S5 iEE URL %S

£/ Citrix SWG CLI E2& URL 5258#k
ERTRTRT, B
set urlfiltering parameter [-HoursBetweenDBUpdates <positive_integer>]

[-TimeOfDayToUpdateDB <HH:MM>]
<!--NeedCopy-->

w5l

Set urlfiltering parameter - urlfilt_hours_betweenDB_updates 20
<!--NeedCopy-->

+12 6: /8 Citrix SWG @S E URL %

iR Citrix SWG GUI B2& URL 33

1. & Citrix SWG i&&#HEM %I Secure Web Gateway 5.
2. HEAEESEER, RITUTREZ—:

a) & 22 Web MxmS USIEHAE,
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b) EEMERE, RERE HiE.

£ “URL " &0, BE “HKiE
R “URL 233" SiEAELUS Bix3hEE.
%% URL 733 :Ri8, ARBEE HE
Rl #8, ARRE T

ook~ Ww

BX URL D ERERIFAES, TSR NAEE URL 72508,

SRT. £ SWG mFEE URL 7S

A Citrix SWG GUI B2 & URL 3£ 5%

1. &R Citrix SWG 2&H SM2IZ R Web Gateway > URL iTi%,
2. £ “URL i®&” mim+, $E “Ff URL fHEigE” #i%
3. £ “BiE URL &S 30 AT, BEUTSH.

a) BIEEEHZEN/ . URL TEEHIBEER 2R/, R/IVE: 0, BAME: 720,
b) E#EBEN—XEE, URLZIE—XKAPHIETiE A EHEIRE,

c) =EN. =RSEH URL B2,

d) MTFHIEERE. MTHIREEIRRSS28M URL B&Z,

4. BEHWEMXE,
TERE:
enable ns feature LB CS SSL IC RESPONDER AppFlow URLFiltering
enable ns mode FR L3 Edge USNIP PMTUD

set ssl profile ns_default_ssl_profile_frontend -denySSLReneg NONSECURE
-sslInterception ENABLED -ssliMaxSessPerServer 100

add ssl certKey swg_ca_cert -cert ns_swg_ca.crt -key ns_swg_ca.key
set cache parameter -memLimit 100
add cs vserver starcs PROXY 10.102.107.121 80 -cltTimeout 180

add responder action actl respondwith ""HTTP/1.1 200 OK\r\n\r\n" + http
.req.url.url_categorize(0,0).reputation + "\n""

add responder policy pl "HTTP.REQ.URL.URL_CATEGORIZE(0,0).CATEGORY.eq("
Shopping/Retail") || HTTP.REQ.URL.URL_CATEGORIZE(®,0).CATEGORY.eq("

Search Engines & Portals

u)u actl
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bind cs vserver starcs_PROXY -policyName pl -priority 10 -
gotoPriorityExpression END -type REQUEST

add dns nameServer 10.140.50.5

set ssl parameter -denySSLReneg NONSECURE -defaultProfile ENABLED -
sigDigestType RSA-MD5 RSA-SHA1 RSA-SHA224 RSA-SHA256 RSA-SHA384 RSA-
SHA512 -ssliErrorCache ENABLED

-ssliMaxErrorCacheMem 100000000

add ssl policy poll -rule "client.ssl.origin_server_cert.subject.
URL_CATEGORIZE(0,0).CATEGORY.eq("Search Engines & Portals")"" -
action INTERCEPT

add ssl policy pol3 -rule "client.ssl.origin_server_cert.subject.ne("
citrix")" -action INTERCEPT

add ssl policy swg_pol -rule "client.ssl.client_hello.SNI.
URL_CATEGORIZE(0,0).CATEGORY.ne("Uncategorized")" -action INTERCEPT

set urlfiltering parameter -HoursBetweenDBUpdates 3 -
TimeOfDayToUpdateDB 03:00
<!--NeedCopy-->

EEMFIIEFEREN RS B2

WE, BAUREMFHEERENERRSHEN, UEFHRESEHRS B[N FHRIEERRZ. BERTIL
121, BEHE NS CloudHost #1 SeedDBPath #n% URL 2 &<,

EHQRTAET, BA:

set urlfiltering parameter [-HoursBetweenDBUpdates <positive_integer

>] [-TimeOfDayToUpdateDB <HH:MM>] [-LocalDatabaseThreads <positive_integer
>] [-CloudHost <string>] [-SeedDBPath <string>]

Tl
set urlfiltering parameter -HoursBetweenDBUpdates 3 -TimeOfDayToUpdateDB
03:00 -CloudHost localhost -SeedDBPath /mypath

Citrix ADC i& &z al89@EfE NetSTAR AJRiEEEHZ RSB, BAUFERRENERAEH AH telnet EZ#H TN
Ro
il

root@ns# telnet nsvl@.netstar-inc.com 443
Trying 1.1.1.1...

Connected to nsvl0.netstar-inc.com.
Escape character is 'A]'.

root@ns# telnet incompasshybridpc.netstar-inc.com 443
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Trying 10.10.10.10...

Connected to incompasshybridpc.netstar-inc.com.
Escape character is 'A]'.

<!--NeedCopy-->

EEHEZATHER

HiZASIERECEBTE URL DEIRENEAMBREEFMASHIER. Citrix ADC R&EIREIEN URL BY, INRMmEFE
FHRIEAER URL disRiAN, WEZAEEERSE URL bk URL &ER, HRBEFHEAFRITHTZRATHNER
E *l-FE"J E /L‘;\}ﬁ :%\o

o TR IP #itE (RHIERMFFIHE IP i) .

o BiRIP it (GERARSS28HY IP #bdh),

o ERM URL &5 52, EMMIERZ (http://www.example.com,
o URL i3iEMEZRR[EIR URL 251,

+ URL 7&HESSREIR URL 2514,

+ URL fiZtEsRIZEIN URL EES.

o RESRMITHERIZB TR,

ZECE URL FIRIBEEMNHEZAETIER, BUTFTRATES:

1. ER#E%AE.
2. QIEHEZESERERF
3. EAHEZESHESRFLKE URL FIRMIERF R

BXFAER, SR #5ZEHSIERER,.

fEF SYSLOG B B LB FERMEIR

£ URL TRk AT ER, MREMAGHRIIE, Citrix ADC & &R ERFZAENGIRE B EEZHEE ns.log X
o IR SYSLOG BAEFHAXAEES, UEEERHEIUREFLENHEINFERHER. XEASHILEE
5MEB SYSLOG RS 288177 M. BXIFAER, 1F5RXE CTX229399,

fIan, NRAEH URL fhik SDK B RAEHIE, $#HiREBR LT HE BB FiE.

Oct 3 15:43:40 <localO.err> ns URLFiltering[1349]: Error initializing
NetStar SDK (SDK error=-1). (status=1).

Citrix ADC iR&E R HIRE S FHEEL N R EBKEES I

THRM, MREZHATHD RBIERFN R EHEIR.

o ERKN, MNRBEMEMFIIE 7 LHIREF K EHEIR,

o BRI, MRMIEK URL 3383068, IRBE D LSHEERD LRSI R EHEIR.
KRR, IRLERTERNDFXFAESHELERER.
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@it URL 22, AT URL # M NetStar =7 URL ZXBIEBEHRRRSLER (Flmsl. AMEER

3o

W\ URLEY, URLZEIEERREA TS LCRELETDRER, WAES URLE, RERMIIRPHERRIBR

URL, #E2R&EHN=1 URL &R,
ZER&%Z=1 URL 8 URL #9 URL 2518 URL, BEREMUTEE:
1. 7/ URL 92 URL

2. ETr&%Z=1 URLB URL DEFHAER
3. &BR URL SR,

#0 URL 5ZiE4% 2 URL

70 URL HARREDRKEFMER, BRITUTRE:
ELIETTEA

add urlfiltering categorization -Url <string>
i

add urlfiltering categorization -Url www.facebook.com

ETR&E%=1" URLB URL ZEFHER

ERTRTHT, B
> show urlfiltering categorization
il

show urlfiltering categorization

Url: http://www.facebook.com Categorization: Facebook,Social
Networking,1

Url: http://www.google.com Categorization: Search Engines &
Portals,Search,1

Url: http://www.citrix.com Categorization: Computing & Internet,
Computing & Internet,l

Done

<!--NeedCopy-->

~IERE:

add urlfiltering categorization -url www.facebook.com
Done
show urlfiltering categorization
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4 Url: http://www.facebook.com Categorization: Facebook,Social
Networking,1
Done

5

6

7 add urlfiltering categorization -url www.google.com
8 Done

9 show urlfiltering categorization

0

10 Url: http://www.facebook.com Categorization: Facebook,Social
Networking,1

11 Url: http://www.google.com Categorization: Search Engines &
Portals,Search,1

12 Done

13

14 add urlfiltering categorization -url www.citrix.com

15 Done

16 show urlfiltering categorization

17 Url: http://www.facebook.com Categorization: Facebook,Social
Networking,1

18 Url: http://www.google.com Categorization: Search Engines &
Portals,Search,1

19 Url: http://www.citrix.com Categorization: Computing & Internet,
Computing & Internet,l

20 Done

21

22 add urlfiltering categorization -url www.in.gr

23 Done

24 show urlfiltering categorization

25 Url: http://www.google.com Categorization: Search Engines &
Portals,Search,1

26 Url: http://www.citrix.com Categorization: Computing & Internet,

Computing & Internet,l

27 Url: http://www.in.gr Categorization: Search Engines & Portals,Search
,1 Done

28 <!--NeedCopy-->

iR URL DEER

EmLRETRAET, #BA

clear urlfiltering categorization
done

done

1
2
3
4 show urlfiltering categorization
5
6 <!--NeedCopy-->

#@d GUI REET URL 734

1. £ “Si” B8H, BT Secure Web Gateway > URL i3iE.
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2. FRAESERTD, BETASDFH URL TiEERD EKEE,
3. ZFURL ZEERDEXIEL, A URLIEKR, AREHER.

Dashboard Configuration Reporting Documentation Downloads

® URL Filtering Search Categorization

‘www google L0r1| | | Search |

URL URL Category URL Category Group Reputation Score
Search Engines & Portals Search 1

Computing & Internet Computing & Internet 1

Twitter Sacial Networking 1

4. ®RERBERIERM URL MFT1 URL iBREVEFILER,

Z2icE

April 27,2021

BERLAEEDRE, BAUEERTEIE URL WR2HEE, URL EESHEIRMTETHEE D HIIE URL 8]
JMEMEEMEFAES.

e AR ICAP #ITIREABINE,

URL EE5%

URL 3 31h8e6EA URL 529 3R EE T HRERIEH], LELEIFEREMRE Web i, BXEMER, ESRAURL &
0o

£ ICAP #ITZERABKE

HTTPS ME#WEH. MEHLIXE ICAP RSB[BEITRABRE, LHTRESTNRHFQENN LSRR

URL EE 5%

April 27,2021

“URL 33" Theeteft 7 B FRIERIEHILIRFIZINR R 289 URL, &R LURHE URL 5!, 5258 URL 3317115
EHBRIEHIX Web 2893410, MRMEERREMN T HEEEIERERREN Web iiS89BF, Ntz w] AERLS
E 2 URL 5253 $rmm Rz 12 7 SRBESRE LE I B XU RY Web b,
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WEIEN URLIERE, &&RBM URL 5 EEIBEFRRENNEEITS . RIBRIEEERRBINEESS, &R&S2A Web
RN REESR. EREERN 154, H 4 A riskiest K889 Web 55, TR

URL {E&1F4k 3

1];3

e
1 g
KA

2
3 BB EME T a7
4

LREMIL

FBf: & URL E&iT 5 ik

ZEEAMKEEREMAPESHNESHTEENEWALR, IRTERGTUHANE, EERAGIVERBIERS
MHITHIRT AR MERER Web MR viAiEl, AT RIPMESRZIEE, BERERLE URL XN E AT
B4 URL EE1T0#1TIEE

BXEMMNE LN RSN APENFRESR, BHSH SWG 5.

INRALHRTRIAIFPIEZME Web 3, SWG i&& & #1 URL iEkH &8 URL DEEERE, LU URL £5ie
FARRZMEMEEDH 3, XRTBERIRHN Web b, AR, RERTHEBERLENT LR, FIMELEHEE
% 3 WESHRIIAIR. FAERAREIRIELUIZEIY Web 1k R #9351,

TELIhEE, HAEMA Citrix SWG mSEE URL EETH MR 2EERT.
/3 Citrix SWG GUI E2E =555

Citrix 2 &M Citrix SWG MSEEEETOMNZ LA, RIBEENEE, BLLEEAY. HIEXEERRE
HYERERIR I,

1. E= Citrix SWG i&&H S#Mi%l Secure Web Gateway.

2. EIFAEEERYT, BEZRIPN Web Gateway B,

3. £ Secure Web Gateway Configuration (Secure Web Gateway f2&) WES, 15E SWG RIERS
J|LE,

B M B HMIGE, 90 SSL EBAIMRAEE,

B #5 hnR 2R 359,

F RLEE” HHF, EE EETS” SXELRE URL SETS AR
RERLRFIFIEEEEITS HE:

No o ok

a) AFHEFF—AERBEATRET NWIERT, AvrsfELE Web thm, H NsseER 15 4.
b) NFREFF—EHENFTHFT N WERT, AFSELE Web s, Hh NHEER 154
c) NF—WRHAENTF N1 N2 Zia, eEHm 124, WaiFsEl Web th=,

8. MTHIFIRAIERMMNIZFIZ(Fo
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9. B B4 HXF,
TEERT Citrix S WG mSEH “R2EE” 35, BA URLEETHENULERKIRE,

Security Configuration

Allow Y

£ ICAP #ITIZIERABKNE

April 27,2021

ERMAREN Y (ICAP) 2—HiEH. BERANAKRNNL. ©EEATEREBENRERBERME S FEBETRD
PERSIREZEEE HTTP JEE. MM ARBRABERT —MERE, UWEERETD XMREHEERSAE
BEEANRES. ICAP BEFRIHE HTTP ERMmMMNE L E ICAP BRS53## TR, ICAP RS B[BIBERMIT L
#, HRAR LR ICAP BRim, HXIERIMN RIS 2RI,

7£ Citrix Secure Web Gateway &% Lf#F ICAP

RAKEIHEEEE SWG Edition AT,

Citrix Secure Web Gateway (SWG) i& &7 ICAP B %, HERAHMKRS ICAP RSESHTRE, ZIgE5EIM
EREERESIEMRP (DLP) SIh8eE =74 ICAP RSB #HITES. T SWGIg&E LA ICAP B, bR
MEM . REMUE 2B TXEXH, RESHIT SSLER, WEFHRSHFITHEE, REEEHLEE ICAP
AR5528. ICAP [RS\B2NETHS. BERGRENFRERN. UBHRCEREMHMATENRS. KEFTYUNE,
RERARS RN, REREMUANX AT ELIXD ICAP REFZHITIOE, BERBLIEZFEREES ICAP IRESRHR

fen

o
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BREXRIEN TSN T:

ICAP Server

Optional (depending|on the policies configured)

Citrix Secure Web (4) Origin Sa
Gateway Appliance rigin Server

(1) Citrix SWG &&= #RKBEEFHHIER, (2) €& RIBIEE LREBMRIGFXLERE LD ICAP iR 8. (3) ICAP
RES|MESHE, R “TRIEN . HIRNEBHNER, BEEAL (4) BARELIEFHERNRRSSE, NE
(5) MEFImEREE LHHE S,

(5)

mmRAREURIZH TARRIBIN T

ICAP Server

Optional (depending pn the policies configured)

(2)
Citrix Secure Web

Gateway Appliance Origin Server

(1) FRBRss 28MARL Citrix SWG i&&. (2) 8&RIESLE LECBMNRISISME LT ICAP BR5528. (3) ICAP RSB/
HEMR “TEEN". “HiR" HEBHRMIER. (4) BURTRE ICAP RSB, REBEABBERNABTELRA
P, EREEYLHVES.

7£ Citrix Secure Web Gateway i&% & E ICAP

T H BRI EE Citrix SWG &% Li2E ICAP,

1. BARSKEINEE.

2. BEEARERSS.

3. EEEMURK ICAP R538389 TCP BR35. B7E SWG k&M ICAP RS ZEZIREER, BRIRSEEEEN
SSL_TCP, & secure ICAP ¥R, EEZHAARNEEEN “RiF ICAP Z2” &5,

4. HE, FMAHTEEMIRSS U ICAP RSSBHTARTE, AR ICAP IRSHE R EMARS 2.

5. BEBEX ICAP BEX . EEEXHLMEE ICAP BRSSHI URI SRS BE LN ICAP #1 (BR|IAL). &
BEMTF HTTP 0 TCP BGARESXH# ICAP BUAEEX %,
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6. RERNBTHNERFHIEE ICAP REXH . ERSBI/MSUPEEAH FHEMKRSEZ MR
TCP/SSL_TCP A3 &#r.
7. REAAHNERBLUITGE P mREHFBESERRERS SR ERRBPEEABTEEIRF

&£/ CLI E&Z& ICAP

B LTSk
1. EAEE,
enable ns feature contentInspection
2. BERERSS.
add cs vserver <name> PROXY <IPAddress>
il
add cs vserver explicitswg PROXY 192.0.2.100 80
3. BLE TCP RS UUKRT ICAP RS 28.
add service <name> <IP> <serviceType> <port>
BiRSXEBIETE N SSL_TCP, UES ICAP lRSHREILLERE,
il
add service dcap_svcl 203.0.113.100 TCP 1344
add service dicap_svc 203.0.113.200 SSL_TCP 11344
4. RREMHTFEREDRSS.
add 1b vserver <name> <serviceType> <IPAddress> <port>
il
add lbvserver 1lbicap TCP 0.0.0.0 0
#% ICAP RSB ER A H FHEIAIRS 2.
bind 1b vserver <name> <serviceName>
il
bind 1b vserver Tlbicap 1icap_svc
5. HRMBEX ICAP it& X,

add ns dicapProfile <name> -uri <string> -Mode ( REQMOD | RESPMOD
)

il
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add dicapprofile dicapprofilel -uri /example.com -Mode REQMOD
B
BT

ICAP BEEEX A, HFA ASCI FEEFHTRIZ (L) FRFX, HEXAREE ASCH FEHF. T
%, /& #H). gR() =K BS (). atFS (@) FS (=) MEFH ().

CLIAR: MRBMEE—IHZA T, BERBMANG I SHES|ISEER (FI50, “FKevicap BEXH
“Fpyicap REXH).

BRAKE: 127
uri
#= ICAP ARs5E&1289 URI,
BRAKE: 511 MFR
B
ICAP &=, RIRIEBEINREMT:
« REQMOD: 7EiEREMERT, ICAP BRI HTTP i5RE %4 ICAP ARS28.
« RESPMOD: 7EmarzEeElT, ICAP BRS5283 HTTP MR MIRARSS 2832 & 2 ICAP ARSS23.
AIaERIE: REQMOD. RESPMOD

6. BCEHRIKIRE true ERITHIRME.

add contentInspection action <name> -type ICAP -serverName <
string> -icapProfileName <string>

il

add contentInspection action CiRemoteAction -type ICAP -serverName
lbicap -icapProfileName dicapprofilel

7. RRERBIHLRE.

add contentInspection policy <name> -rule <expression> -action <
string>

il

add contentInspection policy CiPolicy -rule true -action CiRemoteAction

8. RRIEHIEDRIRARSS 2R

bind cs vserver <vServerName> -policyName <string> -priority <
positive_integer> -type [REQUEST | RESPONSE]
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il

bind cs vserver explicitswg -policyName CiPolicy -priority 200 -
type REQUEST

f£MH GUI i2& ICAP

RITUTHER:

1. SME “GETE” > RS, ARBEE RO,

Dashbaard Configuration Reporting Documentation Downloads

Load Balancing / Services / Services

e Services o
AppExpert
Secure Web Gateway Services 1  Auto Detected Services 0 Internal Services | &
I Load Balancing
Virtual Servers Add Statistics No action Searct
Services iy State IP Address/Domain Name Port Protocol Max Clients Max Requests Cache Type Traffic Domain

Service Groups ' L eDOWN 192.168.0.12 443
Monitors

Metric Tables

Servers

2. BB IP that, 0 NF, T TCP, 7 B0, B 1344, BEHE,

£5 |ICAP R8T LiERE, 1B5ik#E TCP_SSL thil3HigimO4EE N 11344,
Configuration Reporting Documentation Downloads

@ Load Balancing Service

Basic Settings Help

icap_svc

1344

» More

n Cancel

3. EfinZl Secure Web Gateway > Proxy Virtual Servers ({IEEMIRSES) . HFIIRIEBEIIRSBIER
EINRSEE, AREE “RE . BARMEEE, R BE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 63



Citrix Secure Web Gateway 12.1

Reporting

@ Proxy Virtual Server

Basic settings Help >

explicitswg
IP Address Type*
IP Address ~

IP Address®

192 0. 2.
Port*

80

» More

n Cancel

BR= EHE.

ELLLLETG ) Reporting

@ Proxy Virtual Server

Basic Settings Vs

Help >

explicitswg isten Priority

xpression  NONE

NONE

sup 1

192.0.2.100 0

80 PASSIVE

ENABLED

Content Switching Policy Binding
No Con ?
No Default 3 ound >

4. & “BRIgE” P, Bl ERIE

Reporting

@ Proxy Virtual Server

Basic Settings Vs Help >
explicitswg
NONE Advanced Settings
euP
192.0.2.100 + Policies
80 PASSIVE
ENABLED + ssLPolicies
+ certificate
Content Switching Policy Binding
+ Protection
No Content ng Policy Bound >
+ Profiles
No Default v erver Bound >
+ Push
ssL profile VA

+ Authentication
S5L Profile  ns_default_ssi_profile_frontend

+ Traffic Settings

5. FF “EEREE 1, EE RBERE, BHMLL
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Choose Type

Policies

Choose Policy*

‘Compression v
Compression

Rewrite

Cache

Responder

Filter
I Sys Log Auditing
Ns Log Auditing
Authorization
App Firewall
Traffic
App Flow
Transform
Front End Optimization
Spillover
AppQoe

Content Inspection

6. 1EEERBEH, BE +7 FFS LIRS,

Choose Type
Policies

Choose Policy
Content Inspection

Policy Binding

Select Policy*

Click to select | > ‘tjo
Binding Details

Priority*
C—
Goto Expression™

END A
Invoke LabelType*

None ~

—
10.102.29.160/menu/neo® Close |

7. WMNREEEIR. £ BIFP, BE& 7 TS LURIESE.

Choose Type / Create ICAP Policy

Create ICAP Policy

Action Name*

.clpoiw.y

Action*
RESET ~|#][~]
LogAction m
v+l
Undef Action
L

Expression

Choase Type
Request

Expression Editor

Select VJ Select h Select

Comment

10.102.28.160/menu/neod

— ()

Press Control+Space to start the expression and then type ' to get the next set of options

Evaluate

8. MANRMERIRM, £ “BRSS B/RIF &, BAZACIEN TCP RSHBM. E& HMhSEEXHF, BE “+7
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FELARMEIHMhRECEX o

Choose Type / Create ICAP Policy / Create ICAP Action

Create ICAP Action

Name*
ci-remote-action
Type*

ICAP ~

D IP Address '@ Server Name

Server Name

icap_sve

![.-\P Profile .
izl

If Server Down
CONTINUE hd

Request-Timeout
b ]

Request Time-out Action

10.102.29.160/menu/nec v|

9. BANECEXHEZM URl, 7 %X, %#Z REQMOD,

Choose Type / Create ICAP Policy / Create ICAP Action / Create ICAP Profile

Create ICAP Profile

ICAP Profile Name*

.:cap-pmﬁiel (7]

|| Preview
URI*

-fExampIe com ]

Host Header

.

User Agent

Mode*
REQMOD v|

Query Param

Insert ICAP Headers

.

10. BEHEBIE.,

Choose Type / Create ICAP Policy / Create ICAP Action / Create ICAP Profile

Create ICAP Profile
Query Param

. 1

Insert ICAP Headers

REQUEEE Time-out Action
L 9
©On Server Error Response

v
|| Send Request in Response Mode
|| Connection Keep-Alive
|##] Allowz0a
|| Insert-X-Client IP
|| Insert-X-Server IP
|| Insert-x-Auth User IP
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11. 78I ICAP ##{Flim £, BHeIE,

Choose Type / Create ICAP Policy / Create ICAP Action

Create ICAP Action
Type*

Icap v]
© IP Address ® Server Name
Server Name
icap_svc ]
ICAP Profile

icap-profilel ~ lﬂ [Ed|
If Server Down

CONTINUE v
Request-Timeout
° ]
Request Time-out Action

BYPASS v]

12. 7E6I2 ICAP RESTUENFRANRESRTR, A true, RlE, BEHEIER.

Choose Type / Create ICAP Policy

Create ICAP Policy

Action Name*

Action*
| ci-remote-action ~ + ] iz
LogAction

Y&l

]

Undef Action

Expression

Select V| | Select \’l |Selac:

true

Expression Editor

@

Comment

o |
13. #& Bind (45%E).

Choose Type
Choose Type
Policies

Choose Policy
Content Inspection

Policy Binding
Select Policy™
ci-policy ‘ ? ﬂlﬂ
» More
Binding Details
Priority*
200 ]
Goto Expression*®
END V]

Invoke LabelType*
None ~

Evaluate

Choose Type
Request
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14, YRFRTEBABTREINEN, ®F 2.

Confirm

(3 Feature 'CI is disabled.
Do you wish to enable it?

- 1

15. BE5E.

© Proxy Virtual Server

Basic Settings Fd

Help »
Name explicitswg Listen Priority
Target Type NONE Listen Policy Expression NONE Advanced Settings
State eUP Range 1
IP Address  192.0.2.100 Traffic Domain 0 + ssL policies
Port B0 RHI State PASSIVE
AppFlow Logging ENABLED + Certificate
Comments -
+ Protection
Content Switching Policy Bindi
nt Switching Policy Binding + Profiles
No Content Switching Policy Bound > + push
No Default Virtual Server Bound >
+ Authentication
S5L Profile P

+ Traffic Settings
ssL Profile ns_default_ssl_profile_frontend

Policies + X
Request Policies

1 Content Switching Virtual Server to Content Inspection Policy Binding >

Done

%z 21 ICAP

ERILATE SWG & & ICAP RSB Z BB T 2EHE, Altk, EeI1Z SSL_TCP fRssmA=Z TCP AR5, BcE SSL_TCP
REWAHTEEIIRS R, 3§ ICAP IRSHERI AT EMRS 8.

£ CLIELE%R = ICAP

EMLRETRTT, #BA

« add service <name> <IP> SSL_TCP <port>
« add 1lb vserver <name> <serviceType> <IPAddress> <port>
« bind 1b vserver <name> <serviceName>
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)
add service dicap_svc 203.0.113.100 SSL_TCP 1344
add lbvserver lbicap SSL_TCP 0.0.0.0 0

bind 1lb vserver lbicap 1dcap_svc
<!--NeedCopy-->

£/ GUI cE% = ICAP

SME AHTE > EMRSE, ARBEE R
FEEEIAARSS BRAV R AR, IP stANE O, FihdEE N SSL_TCP,
BEMHE,

£ BTG EIMBR S5 2RARSSHPTE BB B T IAAIN ICAP ARS3.
BE 47 LURIARSS.

FERERRSS AR, IP sk, Y (SSL_TCP) MiwO (%2 ICAP WEIAIRO 79 11344),
BEMHE.

BETH.

gF Bind (4%),

BE BE R,

. BETEM.

© X N s WD

=
= o

PR

FFFLAUTI0RE:

o |CAP M £E7%,
o #fH X-auth-User-URI t53k,
o £ RESPMOD #9 ICAP i&ka3EN HTTP &K,

5 IPS 5 NGFW &£/ {FAREXISE

April 27,2021

NEBHIP RS (IPS) MITF—RBAE (NGFW) SRS FRIPRSBETMER T, XEREANELRRE,
BEELE 2 EREEREE, Hifn Internet EAEIRER, Citrix Secure Web Gateway (SWG) 2P
MEN R 2,

Citrix SWG &R 5 — 1M HEIMREIREEM, UPLEEMHRHERZ 2. NBORETURERNR2IRE, f
30 IPS 0 NGFW,
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ErrLLEL A Citrix SWG iR &M NEIREEMR N —LEERRGIOE:

« BREMBERE: KZHIPSH NGFW REH2RINBRE, XARSERSBES X KE, Citrix SWG
REVUBEREHRBELEENEKIREHITINE, XMHEMRILERTEFPHIMNZRZ 2T,

o MTLS/SSL 3BrhENEMEXIEE: TLS/SSL ABEARH, MR IPS 3 NGFW @& HMERE, FEaSHN
CPU FEZx®=, Citrix SWG 1&& BB F MANBHEEEIE TLS/SSL 2038, FEitt, REKIEEFI LU EERNRE.,

o HHTHNBRE: MREERZSINBKRSEENEEARE, Citrix SWG &R REH#THHISEH
HE D REIXEIRE,

0 geses
. % E/IL

DREMEEE . REFERFAARBRAXINKREHITRE, MELEEFRE. flM, SHhIMREKRER
EENERINAX .

Citrix SWG 5NEAGEER

TEZSRT Citrix SWG iSRRI EEM.

Web traffi 4 ™
. 0O eni:rys:e:lc a B . T
' Citrix SWG - ___f.--"' “
' L (. J :
Client \_ L2 layer Y, i
rh l T ril Servers in Datacenter

]
||

2 &Y

IPS NGFW Any Inline Device

RmExig&S Citrix SWG & HEMA, AHHNRERMT:
1. ZpimmE Citrix SWG & &FIER,

2. RERHBIERXDIREKIRE, UERERITGHEITRABRE, XF HTTPS RE, REFBBHIEHUAXAE
AR EAEEINENIREUHITAB KRS,

=

=

MRARIHZIREKIRE, MikEAHTEREHLERE.

3. ARIRENERERTSHEEAN, HRERMR. EEFFBIELOIRE.
4. MREFEREEN, RE[FEXBEHRBELEEIRE.

5. X¥F HTTPS JR&, RESEMMBEIEH B BERELEEIHRS -

6. ARSI A IXEIE.
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7. REBXBEEREABERERNKIREHITRSE,
8. MEIRENTHIE. MRFEILEEN, REBEBRBIEHBELEEIRE,
9. RESEMMBELIREFA BN LIXEIEF i,

LB MBI M

TRILUEI U T =MAENAREE Citrix SWG RE5MEXILE !

AR EFREMNAKIRE

BEENBKEX TERZ2RE (IPS 5 NGFW) , #07E SWG k& EUeREXNBARBEMET Mac %X
(MBF), A&, RIIABKREREXH. TCP RS, NKRENANBTOET®RE, UERBLEEE. MIEIBRRE.
te5h, ERMABRERE, REATREBLAEZINKRENREFE. &a, REERSHLEAT 2 BEERNN
BEMIRSES, FRRABTOEREHEDIRIEEMIRS 5.

Web traffic & 4 N a T
encrypted — T T
e : ~ %
ﬁ‘ e l'(_f / E E E
. . >
Client \_ L2 layer Y.
ri' 12 ‘ T1 13 nn Servers in Datacenter

Decryption|and +>ntant inspection

9

Inline Device

PITUTHE:
1. BAETF MAC B3k (MPF) 2=,
2. BRARAKNEIEE.
3. ARSHMABTKREREN Y. NEREREXHEER SWGC RESNESEERNNKIZEIRE.,
4. (RI3%&) 700 TCP fEMies,

=W

BEAIRERA P ik, Eit, BRITEITIRNE, YMENAHE BN,

5. HIARSS. BRSBSRTREXIRE
6. (A1) KARSHPEER TCP mEs.
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10.

. ARSFIMABTHKRERF.

. AIAB R ERBEHIEE R

AN HTTP 8 HTTPS RI2 (WBERIR) EMRSER.
KRB ERIEHE 2 EPAIRSS 25

fEMA CLI#TECE EmFRTHLBAUTHR, ARZHGLTZELAE TR,

1.

BH MBF,
enable ns mode mbf
<!--NeedCopy-->
B FThie,
enable ns feature contentInspection
<!--NeedCopy-->
. NINABHREREN .
add contentInspection profile <name> -type InlineInspection -
egressInterface <interface_name> -ingressInterface <
interface_name>[-egressVlan <positive_integer>] [-ingressVlan <
positive_integer>]
<!--NeedCopy-->
i

add contentInspection profile ipsprof -type InlinelInspection -
ingressinterface "1/2" -egressInterface "1/3"
<!--NeedCopy-->

RIRS. EEABTAEMEE (BIEREILE) FARBEMNEIN IP #iit, use source IP address
(USIP) BB R E, RBUSeproxyport A%, XFETIRRLINEE, RYEISIRSHEER TCP MINssH,
FHFETRRET. IR ERSHPEINENRS, BRERSIPH “BE” EILEA “F.
add service <service_name> <IP> TCP <Port> -
contentinspectionProfileName <Name> -healthMonitor NO -usip

YES - useproxyport NO
<!--NeedCopy-->

il
add service ips_service 198.51.100.2 TCP * -healthMonitor YES -
usip YES -useproxyport NO -contentInspectionProfileName ipsprof
<!--NeedCopy—-->
RINABICEIRE,
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add contentInspection action <name> -type INLINEINSPECTION -
serverName <string>
<!--NeedCopy-->

il

add contentInspection action 1ips_action -type INLINEINSPECTION -
serverName 1ips_service
<!--NeedCopy-->

6. RIMABTLERE,

add contentInspection policy <name> -rule <expression> -action <
string>
<!--NeedCopy—-->

il

add contentInspection policy 1ips_pol -rule "HTTP.REQ.METHOD.NE("
CONNECT")" -action ips_action
<!--NeedCopy-->

7. AIMAIEEIMBRSS 280

add cs vserver <name> PROXY <IPAddress> <port> -cltTimeout <secs>
-Listenpolicy <expression> -authn401 ( ON | OFF ) -authnVsName
<string> -12Conn ON

<!--NeedCopy-->

i

add cs vserver transparentcs PROXY x x —cltTimeout 180 -
Listenpolicy expl -authn40l on -authnVsName swg-auth-vs-trans-
http -12Conn ON

<!--NeedCopy-->

8. ERISHEZIEPIARSS 250

bind cs vserver <name> -policyName <string> -priority <
positive_integer> -gotoPriorityExpression <expression> —-type
REQUEST

<!--NeedCopy-->

il
bind cs vserver explicitcs -policyName 1ips_pol -priority 1 -
gotoPriorityExpression END -type REQUEST
<!--NeedCopy-->
8 GUI #1TEE
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1. Sfn%l System (%4) > Settings (88). £ “BAMNEL” &, 2F BEERRX .

Q search in Menu System / Settings

I System b SEttlngS

Licenses

Modes and Features
Configure Modes

Settings

©® Configure Modes

Fast Ramp Layer 2 Mode
Ise Source P Client side Keep Alive
TCP Buffering MAC based forwarding |
Edge Configuration Use Subnet IP
Layer 3 Mode (IP Forwarding) Path MTU Discovery
Static Route Advertiserment Direct Route Advertisement
Intranet Route Advertisernent IPvE Static Route Advertisement
IPv6 Direct Route Advertisement Bridge BPDUs
Media Classification ULFD
RISE AFBR
RISE RHI

QK Close

2. S#1%) System (R%) >Settings (8%). # “BRAMEE o, BE WESRDE .
Is'l_.rstem hd SEtUngS
Licenses
| settings Modes and Features

Configure Modes
Diagnostics Configure Basic Features
| Configure Advanced Features |

[ N R T . .
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©® Configure Advanced Features

Surge Protection Sure Connect
Priarity Queuing Http Dos Protection
Cache Redirection Global Server Load Balancing
Web Logging OSPF Routing
RIP Routing BGF Routing
IPv& Protocol Translation Responder
EdgeSight Monitoring (HTML Injection) Citrix ADC Push
AppFlow Cloud Bridge
I515 Routing Callhome
AppQoE Front End Optimization
VWideo Optimization Content Accelerator
Large Scale MAT wPath
RDP Proxy Reputation
URL Filtering Forward Proxy
SSL Interception Adaptive TCP
Connection Quality Analytics Content Inspection |
RISE

| Close

3. &fnZl Secure Web Gateway > AFKE > RBNEREX . BHHM,

Q search in Men Secure Web Gateway / Content Inspection / Contentinspection Profiles

System > Contentinspection Profiles CH
AppExpert ‘ > —.—
Add
.
Proxy Virtual Servers Q, Click here to search or you can enter Key : Value format
SSL > Profile Name Type Egress Interface Ingress Interface Egress Vlan Ingress Vian
SSL Interception Policies No items
AAA - Application Traffic >
URL Filtering ° >

Content Inspection v

Palicies

Palicy Labels
ICAP Profiles "
‘Contentinspection Profiles

4. SMEBIGHTE > RS > RMHRMRS. £ BRREP, 2E BEXMH. £ CIEEXHRM TR, EEF2
FISIZNABTREEEX . £ RSFIKE” B, & “ERARIPMIL” igEH 2", #F “ERRERO" KE
A E . £ BERE P, B BT WREN REN B (NEERIRSHEER TCP MR, AHTH
BITRRER. MRFETHEBEIR MRS, BRERSEFH FH” EIUREN “H
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Profiles

Met Profile

v‘ ‘ Add |O

TCP Profile

v Add

HTTP Profile

W Add

DNS Profile Name

W A

Cl Profile Name
ipsprof v Add | €)

Service Settings

Sure Connect Use Source IP Address  YES
surqe Protection  OFF Client Keep-Alive NO
| Use Proxy Port NO | TCP Buffering NO
Down State Flush  ENABLED Insert Client IP Address DISABLED
Access Down NO Header client-ip
Basic Settings Ve
Service Name ips_service Traffic Domain 1]
Server Name 198.51.100.2 Number of Active Connections =
IP Address 198.51.100.2 Hash ID -
Server State eur Server ID None
Protacol TCP Cache Type SERVER
Port * Cacheable NO
Comments | Health Monitoring NO
AppFloew Logging ENABLED

Monitoring Connection Close Bit NONE

5. Sfn%l Secure Web Gateway > IEEIMARS 28 > i, IBEZR. IP MAFKO, F “BKILE” B, %
7 “E, A v #5,
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® Proxy Virtual Server

Basic Settings

Name proxyvsvr Listen Priority
State euUp Listen Policy Expression
IP Address  198.51.200.2 Range
Port 80 IPset
Traffic Domain
RHI State
AppFlow Logging
Comments

Content Switching Policy Binding

No Content Switching Policy Bound

No Default Virtual Server Bound

Certificate

No Server Certificate

No CA Certificate

Policies

6. 1 “EEREE B, EE “NEKNE, RBEHHKL

NONE

1

0
PASSIVE
ENABLED
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Choose Type

Policies

Choose Policy™

Compression j
Rewrite '

Cache

Responder ]
Filter

Sys Log Auditing

Ns Log Auditing

Authorization

App Firewall

Traffic

App Flow

Transform

Front End Optimization

Spillover

AppQoe

Content Inspection

7. BEAM, IEESM. £ “BF B, BE N0
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Choose Type / Create Contentinspection Policy

Create Contentinspection Policy

Policy Name™
|i|:r5_|:|nl |
Action®
| v‘ ‘H Ediit \
Log Action

v| | add || Edit |
UNDEF Action

8. HEERM, £ “KE” b, EFE “FANE. T RS BB/ B, EERZEHEIEN TCP RS,
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@ Create Contentinspection Action

Mame®

| ips_action |

Type”
INLINEINSPECTION v

Server Name™®

Ib_inline_server e

| Add || Edit |

If Server Down

CONTINUE bt

Request-Timeout

o |

Request timeout action

| BYPASS A |

=

9. BEHGE, HBEMN, AERHEIE,
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Configure Contentinspection Policy

Policy Name

[ ips_pol |

Action™®

| ips_action \/I [ Add H Edit ‘

Log Action
| v‘ | Add || et |

UNDEF Action

| v ‘

Expression™ Expression Editor

| Select v| | Select v| | Select W <

HTTRREQMETHOD.ME("CONNECT")

Evaluate

Comment

10. ## Bind (83%).
11. B&HETM.

R 2. BETAEONS IAKRENHTE

MREFEANERIHZIAEKIRE, WAIUEAEEEREONTERTRNRSIREHITHRTE, EXMER
T, Citrix SWG & AWEBEI T ARORXINESERENREFEHITHHTE, FERRBLENRBREN,
a0, TXT HEGEXHRIERSRAEEINEGRE LH#TRE,

Web traffic 4 I

. O encrypted B a

Citrix ADC

L2 layer
Y ~ [}
a2 ‘1;3 1:4T115 o

H/ntent Inspection

~
@ 4= scajable =) @

\_ Inline Device-1 Inline Device-N

Servers in Datacenter
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EXEESTR 1 ®KIFER. B2, B4TMASTAKRELBEATRELEXN, HESTEEXAPEEANONS
HAE. A TREGRERIRS. RNAHTEEMRSSBHERNTOEREPIEEZRS R RITUTIINGE:

1. A MRS AMABTREREXF.
2. A MIRERMBRS.
3. ANMAHETEEIRS 3.

4. FRBNERFRIEE R FEEIRS .

fEA CLIF#ITERE EHTRTHLABAUTH S, 8T eTzEHasH T,
1. EH MBF,

enable ns mode mbf
<!--NeedCopy—-->

2. BALhEE,

enable ns feature contentInspection
<!--NeedCopy-->

3. MRS 1 AMEEXH 1o

add contentInspection profile <name> -type InlinelInspection -
egressInterface <interface_name> -ingressInterface <
interface_name>[-egressVlan <positive_integer>] [-ingressVlan <
positive_integer>]

<!--NeedCopy-->

il

add contentInspection profile ipsprofl -type Inlinelnspection -
ingressInterface "1/2" -egressInterface "1/3"
<!--NeedCopy—-->

4. NERSS 2 AMECEXH 2.

add contentInspection profile <name> -type InlineInspection -
egressInterface <interface_name> -ingressInterface <
interface_name>[-egressVlan <positive_integer>] [-ingressVlan <
positive_integer>]

<!--NeedCopy-->

il

add contentInspection profile ipsprof2 -type InlineInspection -
ingressInterface "1/4" -egressInterface "1/5"
<!--NeedCopy-->
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5.

MRS 1. IEEFRBTEMEE (BIFNENLE) FrifErEN IP it ¥use source IP address
(USIP) BB RS, RBUSeproxyport A%, XFEITIRTLEIEE, RYEISIRSHEER TCP MINssH,
FHFETIRRSE M, INREERSHEDENIRS, BEERBTH “BE” EIUEER “FS

add service <service_name> <IP> TCP <Port> -
contentinspectionProfileName <Name> -healthMonitor NO -usip
YES - useproxyport NO

<!--NeedCopy-->

il

add service ips_servicel 192.168.10.2 TCP * -healthMonitor NO -
usip YES -useproxyport NO -contentInspectionProfileName
ipsprofl

<!--NeedCopy-->

HINARSS 2. IEEFRBTEMIEE (BIENEAILE) FriBEREM IP ik, 5use source IP address
(USIP) igBRR, i&Buseproxyport A%, XFETIRRKIE, MY TGRS EER TCP 430286,
FHFBTRRSEMR. IREERSBHEIEMRS, BIEERESTHN B ETRERN “H,

add service <service_name> <IP> TCP <Port> -
contentinspectionProfileName <Name> -healthMonitor NO -usip
YES - useproxyport NO

<!--NeedCopy-->

add service ips_service2 192.168.10.3 TCP * -healthMonitor NO -
usip YES -useproxyport NO -contentInspectionProfileName
ipsprof2

<!--NeedCopy-->

. AN ETEEINARSS .

add 1lb vserver <LB_VSERVER_NAME> TCP <IP> <port>
<!--NeedCopy-->

il

add 1b vserver 1lb_inline_vserver TCP 192.0.2.100 x
<!--NeedCopy-->

R ARSS 4R 2| S H F B PR S5 25

bind 1b vserver <LB_VSERVER_NAME> <service_name>
bind 1b vserver <LB_VSERVER_NAME> <service_name>
<!--NeedCopy-->

bind 1lb vserver 1lb_inline_vserver ips_servicel
bind 1lb vserver 1lb_inline_vserver ips_service2
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10.

11.

12.

<!--NeedCopy-->

EABOERFPIEE AR T EEMNIRS .

add contentInspection action <name> -type INLINEINSPECTION -
serverName <string>
<!--NeedCopy-->

il

add contentInspection action 1ips_action -type INLINEINSPECTION -
serverName 1lb_inline_vserver
<!--NeedCopy-->

RINBHEERE, EREPIEENBOETIRE,
add contentInspection policy <name> -rule <expression> -action <

string>
<!--NeedCopy—-->

il

add contentInspection policy 1ips_pol -rule "HTTP.REQ.METHOD.NE("
CONNECT")" -action 1ips_action
<!--NeedCopy-->

AINAIEEPIAIRSS 280

add cs vserver <name> PROXY <IPAddress> <port> -12Conn ON
<!--NeedCopy-->

il

add cs vserver transparentcs PROXY * *x —-12Conn ON
<!--NeedCopy-->

BRABHEREHEEEPAIRS 2.

bind cs vserver <name> -policyName <string> -priority <
positive_integer> -gotoPriorityExpression <expression> —type
REQUEST

<!--NeedCopy—-->

il

bind cs vserver explicitcs -policyName +ips_pol -priority 1 -
gotoPriorityExpression END -type REQUEST
<!--NeedCopy-->

R GUI #1TERE
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1. Sfn%l System (%4) > Settings (88). £ “BAMNEL” &, 2F BEERRX .

Q search in Menu System / Settings

I System b SEttlngS

Licenses

Modes and Features
Configure Modes

Settings

©® Configure Modes

Fast Ramp Layer 2 Mode
Ise Source P Client side Keep Alive
TCP Buffering MAC based forwarding |
Edge Configuration Use Subnet IP
Layer 3 Mode (IP Forwarding) Path MTU Discovery
Static Route Advertiserment Direct Route Advertisement
Intranet Route Advertisernent IPvE Static Route Advertisement
IPv6 Direct Route Advertisement Bridge BPDUs
Media Classification ULFD
RISE AFBR
RISE RHI

QK Close

2. S#1%) System (R%) >Settings (8%). # “BRAMEE o, BE WESRDE .
Is'l_.rstem hd SEtUngS
Licenses
| settings Modes and Features

Configure Modes
Diagnostics Configure Basic Features
| Configure Advanced Features |

[ N R T . .
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©® Configure Advanced Features

Surge Protection
Priarity Queuing
Cache Redirection
Web Logging
RIP Routing
IPv& Protocol Translation
EdgeSight Monitoring (HTML Injection)
AppFlow
I515 Routing
AppQoE
VWideo Optimization
Large Scale MAT
RDP Proxy
URL Filtering
S5L Interception
Connection Quality Analytics
RISE

| Close

(<] <

Sure Connect
Http Dos Protection
Global Server Load Balancing
OSPF Routing
BGF Routing

Responder
Citrix ADC Push
Cloud Bridge
Callhome
Front End Optimization
Content Accelerator
wPath
Reputation

Forward Proxy
Adaptive TCP

Content Inspection |

3. §#1% Secure Web Gateway > RIENE > NEREREX 4. BEHH.

Q search in Men Secure Web Gateway / Content Inspection / Contentinspection Profiles
System > Contentinspection Profiles
AppExpert
Proxy Virtual Servers Q, Click here to search or you can enter Key : Value format
SSL > Profile Name Type Egress Interface
SSL Interception Policies
AAA - Application Traffic >
URL Filtering . >

Content Inspection v

Palicies

Palicy Labels
ICAP Profiles :
‘Contentinspection Profiles

EEANOMSHED,

[c]w]

Ingress Interface Egress Vian Ingress Vian

No items
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® Create ContentinspectionProfile

Profile Mame™®

| ipsprofl |

Type®

Inlinelnspection e

Egress Interface™

1/3 W

Ingress Interface®

1/2 W

Egress Vian

0

Ingress Vlan

0

o

BIEMNECEX . AE - MEEXHPEEAFARHANONSHFRE,

4. SMEIGHTE > RS > RNHFIRS. £ SRRED, BF BEXMH. £ CIEEXHRMTIRF, &EFZ
AIRIRHABNEREX . £ “RSKRE” T, F “EARIP I REAN ‘B, HF “ERKRERD" &E
A B 1 BRIRET B, B BT IRREN REN T NHUERIRSHEER TCP MR, AT
BITRREN. MRBEERBHRERENRS, BFRERETH “BA” ETUREN

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 87



Citrix Secure Web Gateway 12.1

Profiles

Met Profile

v‘ ‘ Add |O

TCP Profile

v Add

HTTP Profile

W Add

DNS Profile Name

W A

Cl Profile Name

ipsprof

v Add 0

Service Settings

Sure Connect Use Source IP Address ~ YES
surqe Protection  OFF Client Keep-Alive NO

| Use Proxy Port NO | TCP Buffering NO
Down State Flush  ENABLED Insert Client IP Address DISABLED
Access Down NO Header client-ip
Basic Settings 7

Service Name ips_service Traffic Domain 1]

Server Name 158.51.100.2 Number of Active Connections =

IP Address 198.51.100.2 Hash ID -

Server State eup Server ID None

Protacol TCP Cache Type SERVER

Port * Cacheable NO

Comments | Health Monitoring NO

AppFloew Logging ENABLED
Monitoring Connection Close Bit NONE
BIEF MRS, BEFBTAEMRE (BERNEKIRE) FFEEREMN IP tthit,
5. SMAIGETE > EIAIRSEE > Fil. 612 TCP AMTFHEMRS S,
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Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an |P address, a port, and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is
a public IP address. If the application is accessible only from the local area network (LAN) or wide area network (WAN), the VIP is usually a private (ICANN non-routable)

IP address.
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests.

Name*

| Ib_inline_server |

Protocol®

| TCP W |
|P Address Type*

| IP Address hd |
IP Address*

|192 0 . 2 . 100 |

Port*
[e0 |

» More

Cancel

BHHE,

6. 7T METHEMRSB[RSHE BORNRE. £ “WMSHPE” B, BE EERS PRIk, EFZHLIEN
AIRS, ARRE EE. #EBind (#E),

Service Binding

Select Senvice™

| Click to select > Add

Binding Details

Weight
£ |

- |
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Service Binding / Service

Service

icap_swvc

icap_domainl

ssltcp_svecl

51

Ip5_senvice
ips_servicel
ips_service2
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Service Binding

Service Binding

Select Service™

ips_servicel, ips_service2 ‘ Add H Edit |

Binding Details

Weight
! |

e

. $#n%l Secure Web Gateway > ({2 EHIARS 28 > FN. BERMR. IP #itMiEO, £ “BKILE” B, &
7 B, fE v {5,
® Proxy Virtual Server

Basic Settings Va
Name proxyvsvr Listen Priority -
State eup Listen Policy Expression NONE
|P Address  198.51.200.2 Range 1
Port 80 Pset
Traffic Domain 0
RHI State PASSIVE
AppFlow Logging ENABLED
Comments -

Content Switching Policy Binding

No Content Switching Policy Bound >
No Default Virtual Server Bound >
Certificate

No Server Certificate >
No CA Certificate >

Policies X

8. T “EFRBE 1, ER “NBERE, BHMLL
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Choose Type

Policies

Choose Policy™

Compression j
Rewrite '

Cache

Responder ]
Filter

Sys Log Auditing

Ns Log Auditing

Authorization

App Firewall

Traffic

App Flow

Transform

Front End Optimization

Spillover

AppQoe

Content Inspection

9. BEHAM, IEERM. £ “BF &, BE A0
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Choose Type / Create Contentinspection Policy

Create Contentinspection Policy

Policy Name™
|i|:r5_|:|nl |
Action®
| v‘ ‘H Edit \
Log Action

v| | add || Edit |
UNDEF Action

M

10. EERM. £ “RE” 1, EF “FA&NE . £ RSEIF B, ERZAIENAHTEHEMRSS.
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@ Create Contentinspection Action

Mame®

| ips_action |

Type”
INLINEINSPECTION v

Server Name™®

Ib_inline_server e

| Add || Edit |

If Server Down

CONTINUE bt

Request-Timeout

o |

Request timeout action

| BYPASS A |

=

11, BHEUE. BEEMN, ARREHE,
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Configure Contentinspection Policy
Policy Name
ips_pol

Action®

[aa |[(ear |

ips_action v

-] (e o

Log Action

UNDEF Action

Expression®

Select W Select W Select

HTTRREQMETHOD.ME("CONNECT")

Comment

o

12. ## Bind (45%).

13. BEHETEM.

% 3. AEHERONS IAKRENHTE

MREFEANERIHZIAEKIRE, WAIUEAEEREEONTERTRERSWIREHITHRTE, EXMER
T, Citrix SWG RESWBIHEROLXIERENAREFEHTHHTE. FERRELENRIBREN.

, TXT SHEGXH AR SR AIXEIREIRE UEITIRE,
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Web traffic
encrypted

a8

LML

Client

Citrix ADC & S ETETE

L2 layer
g
o [p
B8 12 1713 B Servers in Datacenter
VLAN A IPS1 VLAN B IPS1
VLAN C IPS2 VLAN D IPS2

EEE]

VLAN A IPS1 VLAN C IPS1
VLAN B IPS2 VLAN D IPS2
'
Decryption and content inspection
4= scajable =
\ Inline Device-1 Inline Device-N )

BARESTR 2 REER. EXMBERT, HEEOHPEEFRREN VLAN, UEABIRRIKESBRE. TRBR
EEEXMHPIEE VLAN. HITUATRIMSE:

1. BHEEOHPERFEL VLAN.

2. FRARBEREXHFIEENGEME L VLAN,

fER CLIFTECE Em<SRTHLBAUTSHS, 8T ZEMaaHRE.

1. BA MBF,

enable ns mode mbf
<!--NeedCopy-->

2. BRI

enable ns feature contentInspection
<!--NeedCopy-->

3. BHEEOLERIFREE VLAN,

bind vlan <id> =-1ifnum
<!--NeedCopy-->

il

bind vlan
bind vlan
bind vlan
bind vlan

100
200
300
400

<!--NeedCopy-->

ifnum
ifnum
ifnum
ifnum

<interface> -tagged

1/2 tagged
1/3 tagged
1/2 tagged
1/3 tagged

© 1999-2024 Cloud Software Group, Inc

. All rights reserved. 96



Citrix Secure Web Gateway 12.1

4. MRS 1 AMEEXH 1. FEEXHFREENMGM L VLAN,

add contentInspection profile <name> -type InlinelInspection -
egressInterface <interface_name> -ingressInterface <
interface_name>[-egressVlan <positive_integer>] [-ingressVlan <
positive_integer>]

<!--NeedCopy-->

il

add contentInspection profile ipsprofl -type InlineInspection -
egressInterface "1/3" -ingressinterface "1/2" - egressVlan 100
-ingressVlan 300

<!--NeedCopy-->

5. MRS 2 FINERENXMH 2. EEEXHPIEENLEFL L VLAN,

add contentInspection profile <name> -type InlinelInspection -
egressInterface <interface_name> -ingressInterface <
interface_name>[-egressVlan <positive_integer>] [-ingressVlan <
positive_integer>]

<!--NeedCopy-->

il

add contentInspection profile ipsprof2 -type InlineInspection -
egressInterface "1/3" -ingressinterface "1/2" - egressVlan 200
-ingressVlan 400

<!--NeedCopy-->

6. AINARSS 1o

add service <service_name> <IP> TCP <Port> -
contentinspectionProfileName <Name> -healthMonitor NO -usip
YES - useproxyport NO

<!--NeedCopy-->

P

add service ips_servicel 192.168.10.2 TCP * -healthMonitor NO -
usip YES -useproxyport NO -contentInspectionProfileName
ipsprofl

<!--NeedCopy-->

7. ANARSS 20

add service <service_name> <IP> TCP <Port> -
contentinspectionProfileName <Name> -healthMonitor NO -usip
YES - useproxyport NO

<!--NeedCopy-->

il
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add service ips_service2 192.168.10.3 TCP * -healthMonitor NO -
usip YES -useproxyport NO -contentInspectionProfileName
ipsprof2

<!--NeedCopy—-->

8. WM TFEEIIIRS 3.

add 1b vserver <LB_VSERVER_NAME> TCP <IP> <port>
<!--NeedCopy-->

il

add 1lb vserver 1lb_1inline_vserver TCP 192.0.2.100 x
<!--NeedCopy-->

9. RERSHERI A H T EEIMUIRSS S,

bind 1b vserver <LB_VSERVER_NAME> <service_name>
bind 1b vserver <LB_VSERVER_NAME> <service_name>
<!--NeedCopy—-->

il
bind 1lb vserver 1lb_inline_vserver ips_servicel

bind 1lb vserver 1lb_inline_vserver ips_service2
<!--NeedCopy—-->

10. EABKRTIRIEPIEE HHTEEIMIRS 2.
add contentInspection action <name> -type INLINEINSPECTION -

serverName <string>
<!--NeedCopy-->

il
add contentInspection action 1ips_action -type INLINEINSPECTION -

serverName 1lb_inline_vserver
<!--NeedCopy-->

11. FIMRBRERE, TRIEPIEENTOERIE
add contentInspection policy <name> -rule <expression> -action <

string>
<!--NeedCopy-->

i
add contentInspection policy 1dips_pol -rule "HTTP.REQ.METHOD.NE("

CONNECT")" -action 1ips_action
<!--NeedCopy-->

12, FINARIEEIMBRSS 280
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add cs vserver <name> PROXY <IPAddress> <port> -12Conn ON
<!--NeedCopy-->

il

add cs vserver transparentcs PROXY * *x -12Conn ON
<!--NeedCopy-->

13. BABTKNERIEHE 2 EIAIRSS 5.

bind cs vserver <name> -policyName <string> -priority <
positive_integer> -gotoPriorityExpression <expression> -type
REQUEST

<!--NeedCopy-->

il
bind cs vserver explicitcs -policyName 1ips_pol -priority 1 -
gotoPriorityExpression END -type REQUEST
<!--NeedCopy-->
/8 GUI #1TEE

1. Sfn%l System (H4) > Settings (88). £ “BAMINEE” &, BF EERRX .

() Searchin Menu System / Settings
IS:.rstem b SEttlngS
Licenses
: Modes and Features
Settings

Configure Modes
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©® Configure Modes

Fast Ramp Layer 2 Mode
Ise Source P Client side Keep Alive
TCP Buffering MAC based forwarding |
Edge Configuration Use Subnet IP
Layer 3 Mode (IP Forwarding) Path MTU Discovery
Static Route Advertiserment Direct Route Advertisement
Intranet Route Advertisernent IPvE Static Route Advertisement
IPv6 Direct Route Advertisement Bridge BPDUs
Media Classification ULFD
RISE AFBR
RISE RHI

“ Close

. SinE System (%) >Settings (18B). £ “BERAMHEL” B, BF “EESLDE .
ISjrstem bl SEttIﬂQS

Licenses

Modes and Features

Configure Modes
Diagnostics Configure Basic Features
| Configure Advanced Features |

1 Settings

[ N R T . .
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©® Configure Advanced Features

(<] <

Surge Protection
Priarity Queuing

Cache Redirection

Web Logging

RIP Routing

IPv& Protocol Translation

EdgeSight Monitoring (HTML Injection)

AppFlow

I515 Routing

AppQoE

VWideo Optimization

Large Scale MAT

RDP Proxy

URL Filtering

S5L Interception

Connection Quality Analytics
RISE

DK | Close

3. SMEIRS > W4 > VLAN > 700, ZARmeE- VLAN HEEARME RO,

Sure Connect

Http Dos Protection
Global Server Load Balancing
OSPF Routing

BGF Routing
Responder

Citrix ADC Push

Cloud Bridge

Callhome

Front End Optimization
Content Accelerator
wPath

Reputation

Forward Proxy
Adaptive TCP

Content Inspection |
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® Create VLAN

VLAN ID*

| 100 |

Alias Name

Maximum Transmission Unit

Dynamic Routing
IPvé Dynamic Routing
Partitions Sharing

Interface Bindings IP Bindings
[ ] Name Tagged
1/1
1/2
1/3
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® Create VLAN

VLAN ID*
200

Alias Name

Maximum Transmission Unit

Dynamic Routing
IPv& Dynamic Routing
Partitions Sharing

Interface Bindings IP Bindings

[ ] Tagged
1/1
1/2

1/3
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® Create VLAN

VLAN ID™
300

Alias Name

Maximum Transmission Unit

Dynamic Routing
IPvé Dynamic Routing
Partitions Sharing

Interface Bindings IP Bindings

[ ] Tagged
1/1

1/2
1/3
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® Create VLAN

VLAN ID*

400

Alias Name

Maximum Transmission Unit

Dynamic Routing
IPve& Dynamic Routing
Partitions Sharing

Interface Bindings IP Bindings

[ ] Tagged
1/1
1/2

1/3

4. 2zl Secure Web Gateway > ABKE > NAREREX K. BRI,
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Q sear

System

AppExpert >
‘ Add
v

Secure Web Gateway

Proxy Virtual Servers

SSL > Profile Name

SSL Interception Policies

AAA - Application Traffic >
URL Filtering ‘ >

Content Inspection v

Palicies

Palicy Labels

ICAP Profiles A
Contentinspection Profiles

FEENIEM H4 VLAN,

Q, Click here to search or you can enter Key : Value format

Type

ch in Menu Secure Web Gateway / Content Inspection / Contentinspection Profiles

> Contentinspection Profiles

Egress Interface

Ingress Interface

No items

Egress Vian

Ingress Vian

Cu

@ Create ContentinspectionProfile

=

Profile Mame™®

ipsprofl

Type®

Inlinelnspection b
Egress Interface™

1/3 v
Ingress Interface*

1/2 v

Egress Vlan

100

Ingress Vlan

300
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SIS —MEEEX . BENREXHFEEAFARMANAOMSE VLAN,

@ Create ContentinspectionProfile

Profile Name™®

| ipsprof2 |

Type™

Inlinelnspection e

Egress Interface®

1/3 N

Ingress Interface™

1/2 e

Egress Vian

200

Ingress Vian

400

=

5. SMBARHTE > RS > RNHRMRS. £ SRKED, £& REXH. £ CIEEXHRMFIRF, EEFZ
AR ATHNEREX . £ “RSKRE” T, F “EARIP I REAN ‘7, HF “ERKRERD" &E
A E 7 BAIRE B, ¥ BT RRER REAN T

MRS, EEFBTEMKE (BERBKIRE) FrBGrED IP ik, RS 1 PiEEREXHS 1, £
55 2 PIEEEEXMH 2.
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Profiles
Met Profile

" ‘ ‘ Add
TCP Profile

W Add
HTTP Profile

W Adad
DNS Profile Name

L ‘ Add
Cl Profile Name

ipsprofl vl Add

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

108



Citrix Secure Web Gateway 12.1

Profiles

Met Profile

v|| ad @

TCP Profile

» Add‘

HTTP Profile

A Add

DMNS Profile Name

| L' Add

Cl Profile Name
| ipsprof2 v| | Add ‘ (7]

Service Settings

Sure Connect Use Source IP Address ~ YES
Surge Protection  OFF Client Keep-Alive NO
Use Proxy Port NO TCP Buffering NO
Down State Flush  ENABLED Insert Client IP Address DISABLED
Access Down NO Header client-ip
Basic Settings Vs
Service Name ips_service Traffic Domain 0
Server Name 198.51.100.2 Number of Active Connections -
IP Address 198.51.100.2 Hash ID -
Server State euP Server ID None
Protocol TCP Cache Type SERVER
Port * Cacheable NO
Comments Health Monitoring NO
AppFlow Logging ENABLED

Monitoring Connection Close Bit NONE

6. SMEAHTE > EPIRSSEE > Fil. eI TCP AR THEMARS 2.
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Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an |P address, a port, and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is
a public IP address. If the application is accessible only from the local area network (LAN) or wide area network (WAN), the VIP is usually a private (ICANN non-routable)

IP address.
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests.

Name*

| Ib_inline_server |

Protocol®

| TCP W |
|P Address Type*

| IP Address hd |
IP Address*

|192 0 . 2 . 100 |

Port*
[e0 |

» More

Cancel

BHHE,

7. 7T AEHTEEMRSBRSHE BORNRE. £ “WMSHPE” B, BE EERS PRIk, EFZHLIEN
AIRS, ARRE EE. #EBind (#E),

Service Binding

Select Senvice™

| Click to select > Add

Binding Details

Weight
£ |

- |
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Service Binding / Service

Service

icap_swvc

icap_domainl

ssltcp_svecl

51

Ip5_senvice
ips_servicel
ips_service2
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Service Binding

Service Binding

Select Service™

ips_servicel, ips_service2 ‘ Add H Edit |

Binding Details

Weight
! |

e

. $#n%l Secure Web Gateway > ({2 EHIARS 28 > FN. BERMR. IP #itMiEO, £ “BKILE” B, &
7 B, fE v {5,
® Proxy Virtual Server

Basic Settings Va
Name proxyvsvr Listen Priority -
State eup Listen Policy Expression NONE
|P Address  198.51.200.2 Range 1
Port 80 Pset
Traffic Domain 0
RHI State PASSIVE
AppFlow Logging ENABLED
Comments -

Content Switching Policy Binding

No Content Switching Policy Bound >
No Default Virtual Server Bound >
Certificate

No Server Certificate >
No CA Certificate >

Policies X

9. 7 “EERBE 1, ER “NBERE, BHMLL
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Choose Type

Policies

Choose Policy™

Compression j
Rewrite '

Cache

Responder ]
Filter

Sys Log Auditing

Ns Log Auditing

Authorization

App Firewall

Traffic

App Flow

Transform

Front End Optimization

Spillover

AppQoe

Content Inspection

10. B&HEAM. EERM. £ “BF &, BE 07
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Choose Type / Create Contentinspection Policy

Create Contentinspection Policy

Policy Name™
|i|:r5_|:|nl |
Action®
| v‘ ‘H Edit \
Log Action

v| | add || Edit |
UNDEF Action

M

11, EERM. £ “RE” 1, EF “FA&N0NE . £ RSEIF B, ERZAIENAHTEHEMRSS.
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@ Create Contentinspection Action

Mame®

| ips_action |

Type”
INLINEINSPECTION v

Server Name™®

Ib_inline_server e

| Add || Edit |

If Server Down

CONTINUE bt

Request-Timeout

o |

Request timeout action

| BYPASS A |

=

12, BHEUE. EEMN, ARREHELE,
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Configure Contentinspection Policy
Policy Name
ips_pol

Action®

ips_action v ‘ Add H Edit ‘

-

Log Action

UNDEF Action

Expression® Expression Editor
Select hd Select W Select W

HTTRREQMETHOD.ME("CONNECT")

Evaluate

Comment

13. #i& Bind (45%).
14, BEHETEM.

D

April 27, 2021

7 Citrix SWG & &%, FiEAFERIMESIERERHIZR. HE&HK Citrix Application Delivery Management
(ADM) 5 Citrix SWG & &+EERE, BERBSHBIERNAFEHMIZIEEFNELIERSH 3 Citrix ADM,
Citrix ADM £ EEMRMEXAFEHINEE, 513, Frifiale Web b SFIFT SRR, ©ERREHSRERR
BIRORRRD, BN, WEREMPIBRUE, R LUERXEXBIEREMENME, H37 Citrix SWG 18 & RN [EHEhE.
BXiFEMER, EBRECItrix Secure Web Gateway Analytics,

2% Citrix SWG i&&5 Citrix ADM #88E6%, EHMITUUTIRIE:

1. 7£ Citrix SWG i&& £, EZE Secure Web Gateway BF, B “Analytics” (9#) FREEERTHHH
Citrix ADM S2f5I89i# 45 B

2. 7z Citrix ADM =, 3% Citrix SWG & &FREBIFRME Citrix ADM, BXEFEMER, BEBRFHEGHRNE
Citrix ADM,
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Bl Ei Internet IENEMBZ S

April 27, 2021

MSEAPNMEL LT ERFLELUERREH M Web EERE Web BEMIMBEMRRIFELMLE, BHRITIEE
5, TEFTEEHMBER TESEIEMBRIMBERENER, HEFINER Web Mhmmvinin, EBEHUTRITUTIR

E:

EEHRTHHEEIVNENFRERE, 81 SSL/TLS (INERS).

BRI BREEHREEH Web iim0iER, Fli, AFMSESSEFHE,

FRLESRIBERBIAE EHMARBTHEE URL,

mECLHNRLAF (BRI), XLEMAAEHAEGE Web b SBfRELEXLEA A Internet i1a 4RI PE L 6E
ABEE®N URL,

AT =M ERFRE B, TETUEALRHNFEIRSE EIRENRE, Hi§HIEM Citrix Secure Web Gateway (SWG),
EERYMBHNNRIERS 2R, NERSSBESETIOMEEZNFFENEMNRINZNRE. ERIRTAPHTEN
IE, HERESHEP X, ATLUEE URL 3 LRIEXIEENHEE. A TERGMLIR Web i =89i710,

B ERBET, BB TRE:

DNS &#pRSS 23R R EHZ o

FM IP (SNIP) i, BF5RIRS8EIERE, SNIP it A% Internet iAiaAR,
RIERS[BUBERXEZBFIE LI HTTP M HTTPS R

SSL BB & S4FRE XiEHEH SSLIGE, FlinZEmilsi.

CA S - ZEAM AT R SSL #RE B RS IER,

BTFEXEHFHBITH Web uh389 SSL K88,

SHBIEEIIRS S, RESFHRIE, LUMRREFERAF AR,

&R %23 Citrix Application Delivery Management (ADM) BIR B2 7UREE 28,

R FIEEYSH CLIF GUI S8, EAUTREIE. FE&ien P sthit, SSLIEHBMERUK LDAP 2HBEREK

o

2R THIEERERNE
NSIP ik 192.0.2.5

FW P ik 198.51.100.5
LDAP E#iBRS5 25 P sthitk 192.0.2.116

DNS & #rpRs328 |P sthiik 203.0.113.2
RIEARSS 28 |P st 192.0.2.100

MAS IP ik 192.0.2.41
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B THIEERERNE

SSL #2#&89 CAIEH ns-swg-ca-certkey (certificate: ns_swg_ca.crt
and key: ns_swg_ca.key)
LDAP £4s DN CN=Users,DC=CTXNSSFB,DC=COM

LDAP 45z DN CN=Administrator,CN=Users,DC=CTXNSSFB,DC=COM
LDAP 437 DN 2573 1A

& Secure Web Gateway mSEEX U ML RENFIITSKE

SIEEHMEEMERENEE U HMENEMREFTREENERE. SSLiRE. BRSHRIEREM URL 7
HIRE, NI EEEF N ENRA,

ECE SNIP #1151 DNS £ #RARSS 28

1. 72 Web 588/, SN NSIP sk, flinhttp://192.0.2.5,

2. £ User Name (B &) #1 Password (#i3) &1, BABEGEIE, NEERUTRER.

Dashboard Configuration Reparting Documentation Downloads

NetScaler IP Address

o3 IP address at which you access the NetScaler for configuration, monitoring, and other management tasks.
o Netscaler IP Address Netmask
192.025 255.255.255.0

Subnet IP Address

< Specify an IP address for your NetScaler to communicate with the backend servers.
Subnet IP Address
19851.100.5

Host Name, DNS IP Address, and Time Zone

A Specify 2 host name to identify your NetScaler, an IP address for a DNS server to resolve domain names, and the time zone in which your NetScaler is located
= Host Name DNS IP Address Time Zone

NS 203.0.113.2 CoordinatedUniversalTime

Licenses

Upload licenses from your local computer or allocate licenses from the Citrix licensing portal,
You can also e m an on-premise license server.

=

There are 2 license file(s) present on this NetScaler.

3. BENEFW IP MuLE S, HEA IP ik,
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Dashboard Configuration Reparting Documentation Downloads

Subnet IP Address

Asubnet IP address is used by the NetScaler to communicate with the backend servers.
NetScaler uses this subnet IP address as a source IP address to proxy the client
connections as well as to send monitor probes to check the health of the backend
SETVErs.

Cliari requests arrive al the
wIP

Source IP = Chent IP
Destruation IP = VIP

The infographic shows the usage of SNIP in client server communication.

Request Request

Depending on your network topology, you might have to configure additional subnet IP %‘ Py (SNP)

addresses. = Response Response
Cliant

For more information about subnet IP addresses, click here,

"

VIP = Virtual IF address
SNIP = Subnet IP address

Subnet IP Address*
198 51 100 5

Netmask®

255 255 25 . 0

o I

4. BEHTEM.
5. 7EEHA. DNS IP st M XA D haE, HAREFERENE,

Dashboard Configuration Reporting Documentation Downloads

4B Host Name, DNS IP Address, and Time Zone
=

you want to allocate your licenses from the Citrix licensing portal. Specify the time zone in which your NetScaler is located.

Host Name

DNS IP Address h
203 .0 . 113 . 2 +
Time Zone*

CoordinatedUniversalTime ¥

-

Specify a host name to identify your NetScaler. When you generate the Universal license for NetScaler Gateway, the host name is used in the license. Specify the IP address of a DNS server if

6. B TR, AERE %R,

RERERE

1. Sfn%l Secure Web Gateway > Secure Web Gateway (5.
2. miE TR, AERE B

3. 7 “RERE” EED, MARXRERSEHZT,

4. 3¢F Capture Mode (##iE=t), &% Explicit (),

5. fA IP sittFlim O S,
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Dashboard Reporting Document: Downloads

® Secure Web Gateway Configuration
Proxy Settings

«Configure a proxy server in transparent or explicit mode. In transparent proxy mode, configuring a proxy on a client’s device is not required. In explicit proxy mode,
all client requests are sent to either an IP address that the clients configure in their browsers or an IP address that the organization pushes to the clients’ devices,
Name*

explicitswg

Capture Mode*

I

Explicit A
IP Address*
192 .0.2 .10 |

Port*

80

Basic Settings

-— .
1 == Proxy Settings

2 o SSL Interception

3 ifﬁ\'. Identity Management

4 *f* URL Filtering

Security Configuration

(e N >

Analytics

6. BEHLL,

ECE SSL £=#i2E

1. #%#% Enable SSL Interception (EF SSL##),

Dashboard L ! Reporting Documentation Downloads

@ Secure Web Gateway Configuration

Proxy Settings

Proxy Name Capture Mode IP Address Port
explicitswg Explicit 192.0.2.100 80

SSL Interception

Encrypted traffic between a client’s device and the internet is intercepted to enforce compliance rules and security checks
Create an 55L profile to bind to the proxy server and specify a CA certificate to use for 55L interception. Click Bind to associate an S5L policy with the proxy
| Enable S5L Interception
S5L Profile*
ns_default_ss|_profile_fronter * |+ /|
select S5L Interception CA Certificate-Key Pair*

ns-swg-ca-certkey T | +

Policy Name

No items

-— i v

1 Proxy Settings

2 Q SSL Interception v
= .

3 [@; Identity Management

4 ” URL Filtering  +

S T

Basic Settings

'

5 i Security Configuration

o Analytics v v

o

2. £ SSLECEXHH, Bd “+7 LURMHAERIM SSLEEEXH, ARTIEEXHFER SSL 2iF=8,
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SSL Inter:ep]i;inn

[+ S5L Sessions Interception

[« Verify Server Certificate For Reuse On 55L Interception
[+ S5L Interception Client Renegotiation
[+ SSL Interception OCSP Check

Maximum SSL Sessions Per Server On SSL Interception
10

3. BEWE, AREE 5TM.

4. 7£ %8 SSL £8 CAEBZAYH, BE “+7 UREAT SSL £889 CAIEBERHAEX,

Install S5L Interception CA Certificate

Certificate-Key Pair Name*
ns-swi-ca-certkey

Certificate File Name*

Choose File = -ns_s-.'.'g_l:a.cr:
Key File Name®

Choose File v |ns_swg_cakey

o Motify When Expires

Matification Period

30

No SNMP Trap destination found. Notification will not be sent until a trap destination is configured.

5 BEH =R, ARBEEH XF,
6. MIBTEBFMEREBHRK. B HBE, ARREE A,

SSL Interception Policies
Add Edit Delete

Policy Name Pattern Set Name

o [

No items

Action

7. WARBHEM, AEEE B . ERANEESRT, HA true,
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8. XTF #fF, FiERR =8

SSL Interception Policies / SSL Interception Policy

SSL Interception Policy

ssli-pol

URL Categories Create Patset

Operators s Saved Policy Expressions™

INTERCEPT v

security Configuration ® Advanced

Frequently Used Expressions™

Expression Editor

9. BEtIR, ARBERMUURINEMRIEUSEBRESR,
10. HNERBEHIRIR, SAETE URL JE50REE 7R,
11. #%$% 1155 0 B FEpf KFIHIFHBHE ERE FIR.

12, 34F “BfF7, E\EE el
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SSL Interception Policies f SSL Interception Policy

S5L Interception Policy

Create a policy to intercept or bypass traffic on the basis of the defined URL category, pattemn set, or URL reputation score

Name*

cat_poll

® URL Categories Create Patset Security Configuration Advanced

URL Categones®

Configured (6)

Available (17)

Market Rates

Online Trading
* | Wegal/Harmful Insurance
ISUrance
+ Adult Financial Products

Web based Mail
+ W Makware and SPAM E-Mail Subscriptions
+ L Remote Proxies
* | Search
* Business and Industry
+ News/Entertainment/Society

* | Gambling

* | Messaging/Chat/Telephony -

Action™

BYPASS v

13. BHEE,
14, FEEZEISIZAR R, ARRE BN

SSL Interception Polici&

SSL Interception Policies

Add Edit Delete
7] Policy Name Pattern Set Name
2l ssli-pol_ssli
(7] cat_poll_ssli cat_poll_ssli_cat

Action
INTERCEPT
BYPASS

15, BE#E,
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SSL Interception

Encrypted traffic between a client’s device and the internet is intercepted to enforce compliance rules and security checks.
Create an 55L profile to bind to the proxy server and specify a CA certificate to use for S50 interception. Click Bind to associate an 55L policy with the proxy server,

| Enable S5L Interception
S5 Profile*

ns_default_ssl_profile_fronter v || + || #

Select SSL Interception CA Certificate-Key Pair*

ns-swg-ca-certkey |+

Policy Name
ssli-pol_ssh

cat_poll_ssli

RERFBHRIERE

1. &% BRAFRSMHEIE. £ SHIIERE FERH, % LDAP .,

Dashboard Configuration Reparting Documentation Downloads A 1+

@ Secure Web Gateway Configuration

Proxy Settings Basic Settings

—-—
1 == Proxy Settings v
Proxy Name Capture Mode IP Address Port — Y 9
explicitswg Explicit 192.0.2.100 80 N
2 0 SSLinterception
S5L Interception rs 3 (@m Identity Management
ssLprofile ns_default_ssl_profile_frontend SSLIntercept CA Certkey  YES 4 *ﬂ URLFiltering v
Identity Management 5 a Security Configuration
Enable authentication to view user details in the logs and on the MAS dashboard. 6 “ ) Analytics v v

) Enable user authentication

Authentication Type*

LDAP v
LDAP Server*
explicit-auth-server 'ii‘

2. 70 LDAP AR5 2881 4B1(5 B
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Create Authentication LDAP Server

MName™*

explicit-auth-vs

Server Name '® Server IP

1P Address*
192 0

L
fun
jn
o

Security Type

PLAINTEXT v
Port
389

Connection Settings

Base DN (location of users)*
CN=Users DC=CTXNSSFB,DC=COM
Administrator Bind DN*

CN=Administrator,CN=Users DC=C

Other Settings

Server Logon Name Attribute
sAMAccountName M

search Filter

Group Attribute

Sub Attnbute Name

550 Name Attribute

» More

Server Type

AD v
Time-out (seconds)

3

» Authentication

Administrator Password®

sannn

Confirm Administrator Password*

P

Test Connection

Default Authentication Group

» User Required
Referrals

Maximum Referral Level

[

Referral DNS Lookup

. A-REC L
Validate LDAP Server Certificate

LDAP Host Name

OTP Secret

3. BEEIE,
4. BEHMER

fieE URL TI8iRE

1. &% “BR URL 7", ARSEE “HE
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URL Filtering

L

URL Filtering restricts user access to specific websites or web pages. There are two types of filtering services - URL List and URL Categorization. Select a service to
create a filter and control access to websites,

Control access to websites on the basis of the incoming URL or on the basis of metadata associated with the incoming URL.
Click Bind to associate a URL categorization policy with the proxy server.
| Enable URL Categorization

Policy Name

No items

2. BERM.

URL Categorization Pglicies x
Add Edit
Policy Name Pattern Set Name Action
No items
= -

3. RNEBEHEM, T 21F, HiEEF 54, XF URL £31, &% “EE/FF". “BA” M “BERG" M “h
RERE”, ARBENBE “BEE" 7%,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 126



Citrix Secure Web Gateway 12.1

URL Categorization Policies / URL Categorization Policy

URL Categorization Policy

Select Basic to choose from a predefined list of categories,
Select Advanced to use the expression editor to create policy rules to suit your deployment.

lame*

cat_pol2

® Basic Advanced
Action*

Deny v

URL Categones®

Available (16) Select All Configured (29) Remove Al
= lllegal Activities -
lllegal Drugs -
+ Remote Praxies B -
Medication =
+ Search Terronsmy/Extremists - -
Weapons -
+ L Business and Industry
- Hate/5lander -
1]
+ News/Entertainment/Society ___ | |violence/Suicide -
]
Advocacy in general =
+ Finance
Adult/Porn -
+ [ Gambling Nudity -
Sexual Services =
+ [ Messaging/Chat/Telephany
Adult Search/Links -
* Email Dating -
Grotesque -
+ [ social Networking = — —
4. BEAIE,
5. IFHE, ARRE AN
URL Categorization Policies
URL Catego:lkation Policies x
Add Edit Delete
[ Policy Name Pattern Set Name Action
kel cat_pol2 url_cat cat_pol2 patset DROP

6. BEH4kL,
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URL Filtering

URL Filtering restricts user lccess to specific websites or web pages. There are two types of filtering services - URL List and URL Categornization. Select a service to

create a filter and control access to websites,

Control access to websites on the basis of the incoming URL or on the basis of metadata associated with the incoming URL
Click Bind to associate a URL categorization policy with the proxy server.
w| Enable URL Categorization

v Policy Name

v cat_pol2_url_cat

Control access to websites on the basis of the incoming URL or on the basis of metadata associated with the incoming URL
Click Bind to associate a URL list policy with the proxy server.
Enable URL List

7. BEHE,

8. =i BRI,
9. %A Citrix ADM 89 |P #isitfNi% 0, $8E 5557,

Analytics
e

Enable Analytics to monitor the outbound traffic and user transactions by using NetScaler Management and Analytics System (MAS), To view the metnics, make
sure that you add the NetScaler SWG appliance as an instance to NetScaler MAS.

W Enable Analytics
MetScaler MAS IP Address*
192 .0 . 2 . 4
Port*

5557

Transport Mechanism: LogStream

10. s|aEH%ks,

11. BEE.
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@ Secure Web Gateway Configuration

Proxy Settings

Proxy Name Capture Mode P Address

explicitswg Explicit 192.0.2.100

S5L Interception

S5LProfile  ns_default_ssl_profile_frontend SSLIntercept CA CertKey YES
Identity Management

Server Name  explicit-auth-vs Server Type LDAP IP Address 192.0.2.116
URL Filtering

URL Categorization true URL List false

Security Configuration

Policy Name Mot Configured Action Not Configured
Analytics
NetScaler MAS IP Address Port
192.0.2.41 5557
Don

ww.citrix.comynetscaler

Port 389

Transport Mechanism

logstream

Basic Settings

6

-
- Proxy Settings

0 SSLInterception

{@. Identity Management

*? URL Filtering

a security Configuration

rl’

Analytics

v

v

£/ Citrix ADM EEA RN ER SIS, HBEU TSI

o AR ERIEITN.
o Bl hBIEFIARA URL 231,
« ATFiAia URL SIERINIL 28,

FEALESTHERFNAKELRITERENRBE, RNTRAFPNFTEEERI. e Citrix SWG i&#& £89
REEHITHOA, UURSIXLEAFRELERLEESH Web ths. BXTE MAS EEEHEIETNEAESR, BESRAMAS

FAfIRE “tEmR” Bl
AR

£/ CLIIRE U TS,

set syslogparams -sslInterception ENABLED

set cacheparameter -memLimit 100

set appflow param -AAAUserName ENABLED
<!--NeedCopy-->

CLI =1

UTFRAISERFREEESNLEHHEIVNENRENIEH .
—ARECE
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add ns ip 192.0.2.5 255.255.255.0
add ns dip 198.51.100.5 255.255.255.0 -type SNIP
add dns nameServer 203.0.113.2

add ssl certKey ns-swg-ca-certkey -cert ns_swg_ca.crt -key
ns_swg_ca.key

set syslogparams -sslInterception ENABLED
set cacheparameter -memLimit 100

set appflow param -AAAUserName ENABLED
<!--NeedCopy-->

SMNIERE:
add authentication vserver explicit-auth-vs SSL
bind ssl vserver explicit-auth-vs -certkeyName ns-swg-ca-certkey
add authentication ldapAction swg-auth-action-explicit —-serverIP
192.0.2.116 -ldapBase "CN=Users,DC=CTXNSSFB,DC=COM" -1ldapBindDn "CN=
Administrator,CN=Users,DC=CTXNSSFB,DC=COM" -1dapBindDnPassword

zzzzzz -ldaplLoginName sAMAccountName

add authenticationpolicy swg-auth-policy -rule true -action swg-auth-
action-explicit

bind authentication vserver explicit-auth-vs -policy swg-auth-policy -

priority 1
<!--NeedCopy-->

RIEARSS 23 SSL BIRFECE -

add cs vserver explicitswg PROXY 192.0.2.100 80 - Authn401 ENABLED -
authnVsName explicit-auth-vs

set ssl parameter -defaultProfile ENABLED

add ssl profile swg_profile -sslInterception ENABLED

bind ssl profile swg_profile -ssliCACertkey ns-swg-ca-certkey

set ssl vserver explicitswg -sslProfile swg_profile

add ssl policy ssli-pol_ssli -rule true -action INTERCEPT

bind ssl vserver explicitswg -policyName ssli-pol_ssli -priority 100 -

type INTERCEPT_REQ
<!--NeedCopy-->
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URL 5B E

add ssl policy cat_poll_ssli -rule "client.ssl.client_hello.SNI.
URL_CATEGORIZE(0,0).GROUP.EQ("Finance") || client.ssl.client_hello.
SNI.URL_CATEGORIZE(0,0).GROUP.EQ("Email")" -action BYPASS

bind ssl vserver explicitswg -policyName cat_poll_ssli —-priority 10 -
type INTERCEPT_REQ

add ssl policy cat_pol2_ssli -rule "client.ssl.client_hello.sni.
url_categorize(0,0).GROUP.EQ("Adult") || client.ssl.client_hello.sni
.url_categorize(0,0).GROUP.EQ("Malware and SPAM") || client.ssl.
client_hello.SNI.URL_CATEGORIZE(0,0).GROUP.EQ("Illegal/Harmful")" -
action RESET

bind ssl vserver explicitswg -policyName cat_pol2_ssli -priority 20 -
type INTERCEPT_REQ
<!--NeedCopy-->

AppFlow fi2E&, BT ¥#iEREREI Citrix ADM

add appflow collector _swg_testswg_apfw_cl -IPAddress 192.0.2.41 -port
5557 -Transport logstream

set appflow param -templateRefresh 60 -httpUrl ENABLED -AAAUserName
ENABLED -httpCookie ENABLED -httpReferer ENABLED -httpMethod ENABLED
-httpHost ENABLED -httpUserAgent ENABLED -httpContentType ENABLED -
httpVia ENABLED -httplLocation ENABLED -httpDomain ENABLED -
cacheInsight ENABLED -urlCategory ENABLED

add appflow action _swg_testswg_apfw_act -collectors
_swg_testswg_apfw_cl -distributionAlgorithm ENABLED

add appflow policy _swg_testswg_apfw_pol true _swg_testswg_apfw_act

bind cs vserver explicitswg -policyName _swg_testswg_apfw_pol -priority
1
<!--NeedCopy-->

A B3R ICAP ImiE SR MHNE, BRELNER:

April 27, 2021

Citrix Secure Web Gateway (SWG) g &R U RBHEHFBEREFIHRE, KEEARKTEREH B EFIHER
RRBFFFAERNRRS . REBZREBFRSB[OEN, HRAXERNBEZLE ICAP RSHFHATRETRFLE,
ICAP RSZB2BIN—FER, 15T “TFEN" . HIRHAEMBABIBER, RIERE ICAP RSBHMEN, BROASE
BREIZEFE, RREELHES.

SHFUERZRG], A Citrix SWG & & T —LEMECE. (LI SSLZBAEXMEE UK ICAP Bt E,
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—REcE

B AT SRk

« NSIP #tist
« R IP (SNIP) stk

. HERSE

. CAIEB-BENAF N SSL HRE BRSBTS

RIERRSS 20 SSL BIRECE

B LTStk

o RIERS[USURIV=EFIE HIE HTTP # HTTPS &,
o SSL BCE M3k X&) SSLIgE, fFlanZmiEsis.
o ATEXBIRAREMNA SSL KiK. BN true LE=BFIEEFIHBER,

BEXEZFAER, FSRUTER:

o RIBRE
o SSL#%;

FEUTRAIRER, REBREFIQMIRS L Fwww . example.com,
EMEETRG:
add ns 1ip 192.0.2.5 255.255.255.0
add ns 1ip 198.51.100.5 255.255.255.0 -type SNIP
add dns nameServer 203.0.113.2
add ssl certKey ns-swg-ca-certkey -cert ns_swg_ca.crt -key ns_swg_ca.

key
<!--NeedCopy-->

RIEARSS 23 SSL BIRECE A

add cs vserver explicitswg PROXY 192.0.2.1600 80 - Authn401 ENABLED -
authnVsName explicit-auth-vs

set ssl parameter -defaultProfile ENABLED
add ssl profile swg_profile -sslInterception ENABLED
bind ssl profile swg_profile -ssliCACertkey ns-swg-ca-certkey

set ssl vserver explicitswg -sslProfile swg_profile
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add ssl policy ssli-pol_ssli -rule true -action INTERCEPT
bind ssl vserver explicitswg -policyName ssli-pol_ssli -priority 100 -

type INTERCEPT_REQ
<!--NeedCopy-->

SitMthaEERG:
add service dcap_svc 203.0.113.225 TCP 1344
enable ns feature contentinspection
add dcapprofile icapprofilel -uri /example.com -Mode RESMOD

add contentInspection action CiRemoteAction -type ICAP -serverName
icap_svc —icapProfileName -dicapprofilel

add contentInspection policy CiPolicy -rule "HTTP.REQ.METHOD.NE("
CONNECT")" -action CiRemoteAction

bind cs vserver explicitswg -policyName CiPolicy -priority 200 -type

response
<!--NeedCopy-->

FCE SNIP st #1 DNS 2RSS 25

1. 7£ Web 35538, A NSIP sk, a0 http://192.0.2.5,

2. £ User Name (B R) #1Password () &, BABEREE, NEETRUTES. WIRARHBILUT
RBE, ARERBIRESD,

Dashboard on Reporting Documentation Downloads

NetScaler IP Address

0 IP address at which you access the NetScaler for configuration, monitoring, and other management tasks.
a NetScaler IP Address Netmask
152025 255.255.255.0

Subnet IP Address

: Specify an IP address for your NetScaler to communicate with the backend servers.
Subnet IP Address
198.51.100.5

Host Name, DNS5 IP Address, and Time Zone

A Specify a host name to identify your NetScaler. an IP address for a DNS server to resolve domain names, and the time zone in which your NetScaler is located.
- Haost Name DNS IP Address Time Zone

NS 203.0.113.2 CoordinatedUniversalTime

Licenses

Upload licenses from your local computer or allocate licenses from the Citrix licensing portal.
You can also allocate pooled capacity from an on-premise license server.

&=

There are 2 license file(s) present on this Netscaler.

3. BEAEFM IP #utasy, Him IP i,
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Dashboard Configuration Reparting Documentation Downloads

Subnet IP Address

Asubnet IP address is used by the NetScaler to communicate with the backend servers.
NetScaler uses this subnet IP address as a source IP address to proxy the client
connections as well as to send monitor probes to check the health of the backend
SETVErs.

Cliari requests arrive al the
wIP

Source IP = Chent IP
Destruation IP = VIP

The infographic shows the usage of SNIP in client server communication.

Request Request

Depending on your network topology, you might have to configure additional subnet IP %‘ Py (SNP)

addresses. = Response Response
Cliant

For more information about subnet IP addresses, click here,

"

VIP = Virtual IF address
SNIP = Subnet IP address

Subnet IP Address*
198 51 100 5

Netmask®

255 255 25 . 0

o I

4. BEHTEM.
5. 7EEHA. DNS IP st M XA D haE, HAREFERENE,

Dashboard Configuration Reporting Documentation Downloads

4B Host Name, DNS IP Address, and Time Zone
=

you want to allocate your licenses from the Citrix licensing portal. Specify the time zone in which your NetScaler is located.

Host Name

DNS IP Address h
203 .0 . 113 . 2 +
Time Zone*

CoordinatedUniversalTime ¥

-

Specify a host name to identify your NetScaler. When you generate the Universal license for NetScaler Gateway, the host name is used in the license. Specify the IP address of a DNS server if

6. B TR, AERE %R,

RERERE

1. Sfn%l Secure Web Gateway > Secure Web Gateway (5.
2. miE TR, AERE B

3. 7 “RERE” EED, MARXRERSEHZT,

4. 3¢F Capture Mode (##iE=t), &% Explicit (),

5. fA IP sittFlim O S,
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Dashboard Configuration Reporting Documentation Downloads

® Secure Web Gateway Configuration

Proxy Settings

«Configure a proxy server in transparent or explicit mode. In transparent proxy mode, configuring a proxy on a client’s device is not required. In explicit proxy mode,
all client requests are sent to either an IP address that the clients configure in their browsers or an IP address that the organization pushes to the clients’ devices,

Name*

explicitswg

Capture Mode* h
[ Explicit v

IP Address*

[12 0 . 2 . 100

Port*

.Eﬂ

Basic Settings

1 Proxy Settings

em

SSL Interception

3 \'fﬁ\'. Identity Management

f‘ URL Filtering

'S
-—

Security Configuration

(e N >

Analytics

6. BEHLL,

ECE SSL £=#i2E

1. #%#% Enable SSL Interception (EF SSL##),

Dashboard Configuration Reporting Documentation Downloads

@ Secure Web Gateway Configuration

Proxy Settings

Proxy Name Capture Mode IP Address Port
explicitswg Explicit 192.0.2.100 80

SSL Interception

Encrypted traffic between a client’s device and the internet is intercepted to enforce compliance rules and security checks
Create an 55L profile to bind to the proxy server and specify a CA certificate to use for 55L interception. Click Bind to associate an S5L policy with the proxy

| Enable S5L Interception
S5L Profile*
ns_default_ss|_profile_fronter * |+ ’I

select S5L Interception CA Certificate-Key Pair*

ns-swg-ca-certkey ||+

A

Policy Name
No items

2 e SSL Interception v
3 {@1{. Identity Management

4 ” URL Filtering  +

Basic Settings

e Proxy Settings v

'

N —— -
fa) . i
5 ([ Security Configuration

[ OAnalytics v v

2. £ SSLECEX M, ERMAEREXHHEST “+7 UAMHFENE SSL EEEX . FIEEXHHER SSL

REEE. MREEFNAEEXXM, BRI T,
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SSL Inter:ep]i;inn

[+ S5L Sessions Interception

[« Verify Server Certificate For Reuse On 55L Interception
[+ S5L Interception Client Renegotiation

[+ SSL Interception OCSP Check

Maximum SSL Sessions Per Server On SSL Interception
10

3. B AE, ARBE 5TM.

4. 7£ %% SSL =& CAIEBEAN P, ERMEIERHEE “+7 ULEAT SSL 889 CAEBEHX. MRk
EMBIES, BRI T,

Install S5L Interception CA Certificate

Certificate-Key Pair Name*

ns-swi-ca-certkey

Certificate File Name*

Choose File ¥ -ns_s-.'.'g_ca.cr:

Key File Name®

Choose File = _|15_$n-.-g_:a.i-.e-,-

| Motify When Expires

No SNMP Trap destination found. Notification will not be sent until a trap destination is configured.
Motification Penod

30

5 BEh kK, AREE XA,

6. MINATFEHMAERENER, 2E Bind BE). BEHE “F I LURMMREIEENEERE, NREFNE
g, BRE BN, ARRIEHR=1TE,
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SSL Interception Policies x
Add
Policy Name Pattern Set Name Action
No items
e JES

7. WMNEKBHER, ABRRE “BR . EREAFERF, WA true,

8. XWTF #BfF, HEF 8.
S5L Interception Policies s S5L Interception Policy
SSL Interception Policy #

C o Lt or oy (] he b, o define 0 P er or ton or
ssli-pol
URL Categories Create Patset Security Configuration * Advanced
Exp 10T Expressian Editor
Operators ™ || Saved Policy ExpressionsT || Frequently Used Expressions™
Eva
9. BEBIE,
10. 2 44 Ik, AREE Tl
RERITINSIRE
1. BME “MHTE > RS, ARRE T
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Dashboard Configuration Reporting Documentation Downloads

Load Balancing / Services / Services

Systemn

Services Od
AppExpert
Secure Web Gateway Services 1 Auto Detected Services 0 Internal Services | 6
I Load Balancing
Add Statistics Mo action Search

virtual Servers

services - - IP Address/Domain Name Protocol Max Clients Max Requests Cache Type Traffic Domain
Create a new

Service Groups ®DOWN 92.168.0.12 443 SsL 0 0  SERVER 0

Monitors

Metric Tables
Servers
Persistency Groups
Radius Nodes

Content Switching

2. NSRRI IP ik, 7EHD WA, EF TCP, 72 BH, #A 1344, BEHE,
Configuration Reporting Documentation Downloads

© Load Balancing Service

Basic Settings Help

» More

“ Cancel

3. Mzl Secure Web Gateway > Proxy Virtual Servers (RIZEINIRSER). FINRIBEINRS BIIER
EMARSSES, RERE “RE . NFHAEEE, [E BE.

Dashboard nfiguration Reporting Documentation Downloads

@ Proxy Virtual Server

Basic settings Help >
Name*
explicitswg
IP Address Type™
IP Address v
1P Address*
192 .0 .2 . 100
Port*

80

» More

n Cancel
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BR= EHE.

@ Proxy Virtual Server

Basic Settings Ve Help >
Name explicitswg Listen Priority -
Target Type NONE Listen Policy Expression NONE
State auP Range 1
IP Address  192.0.2.100 Traffic Domain o
Port 20 RHI State PASSIVE
AppFlow Logging ENABLED
Comments -

Content Switching Policy Binding
No Content Switching Policy Bound ?

No Default Virtual Server Bound >

4. £ “BHRRE” B, BE R

@ Proxy Virtual Server

Basic Settings ra Help S

Name explicitswg Listen Priority -
Target Type NONE Listen Policy Expression NONE Advanced Settings
state oup Range 1
IP Address  192.0.2.100 Traffic Domain 0 + Policies
Port 80 RHI State PASSIVE

AppFlow Logging ENABLED + ssL Policies

Comments -

+ certificate

Content Switching Policy Binding
+ Protection

Neo Content Switching Policy Bound >

+ Profiles
No Default Virtual Server Bound >

+ Push
SsL Profile VA

+ Authentication
S5L Profile  ns_default_ssi_profile_frontend

. . + Traffic Settings
10.102.25.160/menu/neo® -

5. & “EERREE B, & ‘NERE, BEHL

Choose Type x

Palicies

Choose Palicy™

Compression v

Compression
Rewrite
Cache
Responder

Filter

I Sys Log Auditing
Ns Log Auditing
Authorization
App Firewall
Traffic
App Flow
Transform
Front End Optimization
Spillover
AppQoe

Content Inspection
Content nspe i
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6. T EFREER, BE 7 F7SLURINKREE,

Choose Type
Palicies

Choose Policy
Content Inspection

Policy Binding
Select Policy*
Click to select | > ‘tjo

Binding Details

Priority*
100 @
Goto Expression™

END A
Inwvoke LabelType*

None o

—
10.102.25.160/menu/neod Close |

7. WARBREIRIR. TERIFP, BE “+7 FFSLURIIRLF.

Choose Type / Create ICAP Policy

Create ICAP Policy

Action Name*

apolicy

Action*

RESET | +][«]
LogAction m

vialld
undef Action
I
Expression
Select VJ Select A Select

Comment

10.102.25.160/menu/neod

Press Control+Space to start the expression and then type ' to get the next set of options

Expression Editor

@

Evaluate

8. MNRIEMIRM, £ “BRSS B/RIF &, BAZACIEN TCP RSHEM. E& HMhSEEXHH, BEF “+7

FSUAMSIHMHSEEX o

Choose Type / Create ICAP Policy / Create ICAP Action

Create ICAP Action

Name*
ci-remote-action
Type*

ICAP v

D IP Address @ Server Name

Server Name

|icap_sve ]
ICAP Profile

Vzlid
If Server Down

CONTINUE V|

Request-Timeout
0 ]

Request Time-out Action

10.102.29.160/menu/neod V|
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9. MAEEXHEM URL, £ &R, #%&&FE REQMOD,

Choose Type / Create ICAP Policy / Create ICAP Action / Create ICAP Profile
Create ICAP Profile

ICAP Profile Name*

.ICEperDﬁ[EI (7]

|| Preview
URI*

-fE:ampIe com ]

Host Header

.

User Agent

Mode*
REQMOD VI

Query Param

Insert ICAP Headers

.

10. 2&HEIE.

Choose Type / Create ICAP Policy / Create ICAP Action / Create ICAP Profile

Create ICAP Profile
Query Param

I

Insert ICAP Headers

RquJESE Time-out Action
L 4
©On Server Error Response

v
[L] send Request in Response Mode
|##| Connection Keep-Alive
|| Allow204
|| Insert-X-Client IP
|| Insert-X-Server IP
|| Insert-X-Auth User IP

11. 72803 ICAP ##{Fiim £, BEHEIE,

Choose Type / Create ICAP Policy / Create ICAP Action

Create ICAP Action
Type*

IcAP v]
@ IP Address ® Server Name
Server Name

icap_svc ]
ICAP Profile

icap-profilel v[+][~]
If Server Down
[covmme
Request-Timeout

° ]
Request Time-out Action

BYPASS vl
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12, 72803 ICAP RIETIENFTENEESRET, WA true, A, BHEIE,

Choose Type / Create ICAP Policy

Create ICAP Policy x

Action Name* =

ci-policy B

Action*

[coomoescon _ VEH

LogAction . ﬂ D

Undef Action
J

Expression Expression Editor
| select | | select ] [ select ~| =
true
Evaluate
Comment

[ create IR S
13. #& Bind (8%,

Choose Type
Choose Type x

Policies rd

Choose Policy Choose Type
Content Inspection Request

Policy Binding
Select Policy*
ci-policy ‘ > ﬂlﬂ
* More
Binding Details
Priority™
200 @
Goto Expression*
END V]

Invoke LabelType*
None hd

14, MRBTEAABKREINGE, HEF 2o

Confirm

(3 Feature 'CI is disabled.
Do you wish to enable it?
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=
15. BEHEFEM.
© Proxy Virtual Server
Basic Settings 7 Help
explicitswg Priority -
pe NONE Policy Expression  NONE Advanced Settings
sUP 1
ess  192,0.2.100 o + ssL Policies
80 PASSIVE
ENABLED + Certificate
+ Pprotection
Content Switching Policy Bindin
J v g + Profiles
No Content switching Policy Bound
content $ ing Policy Bour + push
No Default virtual Server Bound
+ Authentication
S5L Profile s o=
" + Traffic Settings
SSL Profile  ns_default_ssl_profile_frontend
Policies + X
Request Policies
1 Content Switching Virtual Server to Content Inspection Policy Binding >

Done

7£ RESPMOD = Citrix SWG i&#&#01 ICAP fRs528 > (8189 ICAP H5Rf

M Citrix SWG i& & ICAP fRE & HIER:
RESPMOD -icap://10.106.137.15:1344/resp ICAP/1.0
Host: 10.106.137.15
Connection: Keep-Alive
Encapsulated: res-hdr=0, res-body=282
HTTP/1.1 260 OK
Date: Fri, 01 Dec 2017 11:55:18 GMT
Server: Apache/2.2.21 (Fedora)
Last-Modified: Fri, 01 Dec 2017 11:16:16 GMT
ETag: "20169-45-55f457f42aee4"
Accept-Ranges: bytes
Content-Length: 69
Keep-Alive: timeout=15, max=100
Content-Type: text/plain; charset=UTF-8
X50! P%@AP [4\PZX54 (PA)7CC)7 }

SEICAR-STANDARD-ANTIVIRUS-TEST-FILE!S$H+Hx*
<!--NeedCopy-->
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M ICAP fr2sm@ Citrix SWG 18%& % HIRR :
ICAP/1.0 200 OK
Connection: keep-alive
Date: Fri, 01 Dec, 2017 11:40:42 GMT
Encapsulated: res-hdr=0, res-body=224
Server: IWSVA 6.5-SP1_Build_Linux_1080 $Date: 04/09/2015 01:19:26 AMS
ISTag: '"9.8-13.815.00-3.100.1027-1.0"
X-Virus-ID: Eicar_test_file
X-Infection-Found: Type=0; Resolution=2; Threat=Eicar_test_file;
HTTP/1.1 403 Forbidden
Date: Fri, 01 Dec, 2017 11:40:42 GMT
Cache-Control: no-cache
Content-Type: text/html; charset=UTF-8
Server: IWSVA 6.5-SP1_Build_Linux_1080 $Date: 04/09/2015 01:19:26 AMS
Content-Length: 5688

<html><head><META HTTP-EQUIV="Content-Type" CONTENT="text/html; charset
=UTF-8"/>

</body></html>
<!--NeedCopy-->

BIEREXE

April 27,2021

UTR—EEERPASIIERG, AIEA WO XERMH, UEBEEE SWG HE,
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P AR 35k

W elE URL 9328508

A el URL 5K
MEEEH URL FIANBZ S
SnfeIBELE AR A K 5IEY Web 353

gnfa el URL 73255508

April 27,2021

TERMSEEER, ErAlAeAEHEIEFRFEXFIR Web ths3#TAP I, ERTLUEIE 813 URL 23 35RERH G SRERSE D
ZREIARIAITAE X AT RFRITUIRFo

B0, EETRER ERIBA LD RISRHITFAEHZMLE Web midifin, EXMHERT, EHRROIE— 73S, H
RIZRERYDE DI R MLE KR Web i SEITRE XK.

SEAERTERIE URL 2R, BRITUTIRE:

1. &R Citrix SWG & &HSM 2RI Web Gateway > URL 5375 > URL 733
2. EFAESERD, Bd A0 LA URL 2508 TTEHEE U TS

a) URL #5088, MRFZR HIRAIE .

b) B, WEFERMEXNLEFIREE,

) 11, =451 URL iAia180R1E,

) URL #5l, EEFHEERNIEETIRNOTENLIFIR,

c
d

3. B&HOIENXA,
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Citrix Secure Web Gateway 12.1

URL Categorization Policies ; URL Categorization Policy

URL Categorization Policy

Select Basic to choose from a predefined list of categories.

Select Advanced to use the expression editor to create policy rules to suit your deployment.
Name*
cat_pol2
® Basic Advanced
Action*
Deny v

URL Categones™

Available (18) Select A Configured (23) Remove A

llegal Activities -
Illegal Drugs -

+ Remote Proxies Medication -
VI LaLIlH -

+ Search Terrorism/EXtremists -
Weapans =

+ Business and Industry Hate/Slander

; atefSlande
+ News/Entertainment/Society Viclence/Suicide -
4
dvocacy in general =

+ Finance
Adult/Porn =

+ Gambling Mudity -
Sexual Serices -

+ Messaging/Chat/Telephony Its
Adult Search/Links =

+ Email Dating =
Grotesque -

+ social Networking .

ERBERGELNEZE URL £ 35RE8:

1. EAERDKEEN URL 135K,
2. BEHM.
3. 7 “URL D%HEE” EF, EEUTEH

a) URL 7335608, MR SREEHI Ao
b) it EMABENKEXAERE,

4. BEHEEEMXH,
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® URL Categorization Policy

gnfeIelE URL 7R R

April 27,2021

EAMBEER, EEEAREMEIESTELRRN Web th#1TRP AR, ERILUEE S URL 5IRKEERHUITIIZIE,
HIERESEAXAXHESNIIZEPH URL £457E. URL £REAELIRN Web hmmES,

f5lsn, ERIAEREIRAARIEIREINI P BER MG Web thapvifiel, EXMIERT, EHMENE URL FIRERHFR
BRHERSAEIREFH URL &,

ZECE URL FIRRIE, BHITUTIRIE:

1. &R Citrix SWG ig%&, AESMET R Web ®x > URL i3iE > URL 5%,
2. FFAEEEERD, 2EAdd (R,

3. 7 “URL5IREKER” TEL, FEERBET,

4. EFE-METLSAN URL EReIRERE, ARRITIIERE—PHIREZ—
5. NTHIFIRPERMMNIZFIE(F

6. BEEIEMXH,

ESNBEX URL &£5%E=7% URL £:
1. £ “URL 7IREREE” EHRIIH, Eh “SA URL & S@EEHEEUT URL £S5,

a) URL £&#—URL &£89%& 5.
b) URL—ipia) URL SR ER) Web ik,
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BEZRISARN URL %
fRF—ATF57MR CSV XHERMNFHFRE,
e) 1TRMRF-CSV X EmTTHRMT.

c) B
) o
) 1
f) EFR—iafE (ARG, MEEAFRERN 15 9%, ISR URL £,
)
)

d

g) HWEE—ATHLESE URL £/9ET
h
Canary URL B9i*4iE R, B2 “EEELTH URLES” 29

@ URL List Policy

® Import URL Set Create Patset

LEL Set

Respond with html page M

ZeIR—MERE:

1. FRIRRINETRRES, BWAETIENRITR.
2. BE BN LeIEERR,.

Canary URL—FBFNiX URL EMNABEZERENANE URL, URL MRAKENR 2047 1NFfF. BX
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3. £ B REMEANEEENERNS B TE L, REUTEH

a) BRI FRR
b) FRE—FREXR: ASCI 5t UTF_8 &
c) &3l - BRHEMERSIE (M 1% 4294967290)

4. BE HN LURINERE, ARRE XA

@ URL List Policy

Import URL Set  ® Create Patset

Configure Policy Patset to Pattern Binding

v Pattern

v

m Close

A% URL SIANB B &

April 27,2021

8 URL igiE23m—2& Web thalimnB 2 80, AJEFEFINAREFIAVSE Web ihmfI5h, Fl0, WNREEM
BT Web ih AR NEI2Z B, BNEIEE www.supersports.com FINBR &, NpmelE—N %8 URL
FIRKIEH patset, RERKZRBBEIM AL T HMHERBIRIERS .

£/ Citrix SWG B SoliZiEE

&% Citrix SWG #&HEMIZRPH Web Gateway > URL iZiE > URL 51K,
FEFAEEERTR, 2 Add (RN,

7£ URL RS TUEm R, 8RB E 7T,

ERE—METUS N URL £t SR E,

ERIEENATRTIEF, MNETISERE TR,

ok wbn =
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6. BE AN LSRR,
7. 7 B REEEMERENED T TEF, REUTEH

a) BRI FR R,
b) FRE—FREXRBENH ASCII 5 UTF_8 15,
c) Ral- BRHEMERSIE (M 1% 4294967290)

8. BE AN LUARIRRE, AREE “XHA

@ URL List Policy

Import URL Set % Create Patset

Configure Policy Patset to Pattern Binding

m Close

E4A Citrix SWG GUI IR BERIERIARMMIR, BEHRITIUTIRIE:

% Citrix SWG & H 2413 Secure Web Gateway > {IEEINRSS 25
TEFAEENET, BFE—RSR, AERE HFiE.

£ “RIEEEPIRSSR AR, B3 KK 89, AEREHRERMRUREFHAES.
EEREOIEAEINERDE, HE RIEH T TEPISEMARERTEMYE R,
mif Y5E F T

ok wbn =

gnfeIBE LAY A 25189 Web 15 =

April 27,2021

EAtLER, Ea R LHEIERETRALIAR Web s, BUTIIRIENG AR ERTEERTRALIMIER
FHEE LRI R 2 B URL RO AR 7 5RBK
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AicE URL DX LPEIEEFRAZSIH Web 355

EfEMA CLI ERBERBEHELERA Web th=, EHRITUTIRIE:
EHRVRETHET, BAMUTEHL:

\*\*add responder policy\*\* <name> <rule> <respondwithhtml> [<
undefAction>] [-comment <string>] [-logAction <string>] [-
appflowAction <string>]

<!--NeedCopy-->

il

add responder policy pl ‘HTTP.REQ.HOSTNAME.APPEND(HTTP.REQ.URL).
URL_CATEGORIZE(®,0). GROUP.EQ("Adult")’
<!--NeedCopy-->

£/ Citrix SWG mSEE URL 52 LA LEAL A P,

5 Citrix SWG mSBELERL AR

1. = Citrix SWG i&&H S#Mi%l Secure Web Gateway.

2. EIFAEEERYT, BEZRIPY Web Gateway B,

3. £ Secure Web Gateway Configuration (Secure Web Gateway f2&) WEY, {5E SWG RIERS
BB,

i R IR HMIZE, 90 SSL EHAIRREE,

g 4k4% LUAIR URL 755%E 2643

% “BA URL 93" Si%iELUS A%,

R4 LA URL 93255808 B3R,

EE—AEE, ARRE AN UPEZER.

HEIRELEREA Web 3k s BIME R 588,

10. EFRMFFHELE, BHREE “HM” LR “URL DEEKE” TEHARITUTRIEZ—

L ® N o 0ok

a) EFEREADKEERE, BRE TN
i. 7 “URL DEHER” TEF, EEUTEH

A. URL 93588, MARZIZ R SRIRATE Mo

B. Basic). EREAREAREERK,

C. #fF =% URL i5iaavRiE,

D. URL 251, MFEXFIFRAERM A,

11. BHEIEMXH,

a) EFASADLRENN URL 5%, E2E “FM
i. 77 “URL DEHIE TET, BEUTEH.
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A. URL 733508, MaRZAZFr SRIEAYIR M,
B. sttt BCERBSLIPELERASEHIBRTIER,

12, BFHEIEMXHE,

@ URL Categorization Policy

Available (18) Configured (11)

R

April 27,2021

ARt TECE Citrix SWG &N AR ESEHNMSE BMEE R,
THRNEBT Citrix SWG & & HThEE,

EA124F -Citrix ADC i &R R RIRERERE IFAE Lo

SHEIEAEN -eIRBA. BRAMSLRBUNNAFP KRS D EREHNEEIFAREE
TCP E2E -Citrix ADC i&& £#9 TCP BeBE XX ##1 TCP ThREMAL B I¥ 4= So

HTTP B2E -Citrix ADC i&& L8 HTTP BECEXHHM HTTP IhseWEEEFAE S,
SNMP -—#hmE BRI, 415 Citrix ADC 1 & H B ME iE & ERYIE T,

HiZHEIER -AFIERAZNBFPATFEFFE MIRKER Citrix ADC RERTHRSERBIRENN. WFH
ITAEIER, ErILUERA SYSLOG 5 NSLOG il EimE.
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Citrix Secure Web Gateway 12.1

Call Home -AF Mg R Citrix SWG &% FHXBEIRZ 4B RS

RETE - M Citrix SWG & &iHRINET Web WRE, ATUBREAEERFAIEARS.

LR IERS
April 27,2021
TR M T EaTae & 21 Citrix SWG &€& LEEBHNME NS £ 5 SR E %A,

o |P St Citrix ADC $#8%5 |P sttt e HECE IFA(E R

o =0 ipEFECE Citrix SWG i&#&.

o dpiEiEElzIEE (ACL) Citrix ADC i&#& LERIRRELEEMAIRIESIFIRUKREE FAESo

o |P &6 Citrix ADC i&& EERBARRE IP BB

o« BEMYKRZS 6 (IPv6) Citrix ADC 18 EREBMIMNER, URIZIZEMEIEA IPV6 51517,

« VXLAN Citrix ADC M ERIZG P ESI AT BEEM (VXLAN) 25, LUK VXLAN sifa@Ed B 2 Bt
#7E UDP #EEH, K5 2 ENESMEIE 3 BEMIEN L.

AppExpert

April 27, 2021
T E IR T IEAT A% 21E Citrix SWG &% _LERER AppExpert ThAEHBE 1S S AR E A,
BEXENEIES -ATFHAEFHFRERNITF TR LA IENRIERIAT.
RBEELAAERER, ATUERUTREZ —REIMERILA:
s BRERERIMNE AR T GHERETENRLEMNES R HE, EXEHNTRO: EGEE {svg. bmp.

png. gif. TIFF. jpgl.
o BIBEREAEN—MIHER. ©RERE (BH). IPv4 ity IPv6 i@ siEed.

R - WAL R RS B AN & SRR R R,

LTEAMMAER, NMTFAR:

o BOITE, AAUEUTEREZ—HEME: ulong XA (RART). ulong XRIZLERFSH 64 (B, X
KUEFNEY, RAKNERFIFHRARFTE

o REITE, RFPFREFSRXIHKNE: STRENTARFEE. SIFENRERFHHBEME—H,
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