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Citrix ADC CPX 12.1

%x7F NetScaler CPX

November 23, 2023

NetScaler CPX 22— MNEFARNNAREFRHEHI28, aTLUfE Docker =M _L#1TECE, & NetScaler CPX, &
PRILFIA Docker 5121088, 3% NetScaler A FEMREEEERATETARNNARER. JUE—1 3%
A NetScaler CPX 265l 337 Hy525I7E Docker 4 E#1TEE,

— NetScaler CPX LfliRit&=i% 1 Gbps H&EILE,
B E &K Docker RETEA. B% Docker WER, EZ1W Docker x#, MikA https://docs.doc

ker.coms

X FFBThAEE

NetScaler CPX 233 LA T IhaE:
- MAREFTAMN

- L4 taZ &R LT AR
- SSL #n#;
- IPv6 thiEEH

- NAREFR2M
- L7 E5MmRERF
o ERAERN

- MEBETIER
- AppFlow

FEREMIRER

November 23, 2023

7 Docker £#1 EE#®& NetScaler CPX s2fl6t, Docker 51%%y CPX S=flel2EMED eth0, It eth0 EOHER
3 E docker0 #iZ_ EREIMED (veth*), Docker 3| AM4E 172.17.0.0/16 F#9 NetScaler CPX szl R
|P ik,

CPX S=5IH92RAM % 2 docker0 #7189 P ik, XEKE S5 NetScaler CPX £HIMEFRIBEZE@EE Docker K
#3178, M dockerQ FHEZMMFIEENREE EH NetScaler CPX 525l E8Y eth0 #20#EUk, H NetScaler
CPX #iE &5 &L 1,
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TEHBAT Docker E£#1EH NetScaler CPX S2ffIH{E R LM,

P NetScaler ¥

CPX Packet
Engine
I NetScaler CPX Docker Container
! (172.17.0.4/16)

(Eth0)

(veth*) ) Docker0 Bridge
(172.17.42.1/16) Linux Docker Host

in{a7E NetScaler CPX t{ERE— IP it

=# NetScaler MPX g VPX & & ELEE= IP it BEIE R TE:

o BIR|P #hht (FrJ)9 NetScaler IP (NSIP) #thht)
o FM IP (SNIP) ik, BT E5RSBHERE
o RSS2 IP (VIP) #isit, BFESEAIHIER

NetScaler CPX flfER— 18— IP ik, AFERUKRIBIERE,

B%RMY, Docker 3|22 H— NetScaler CPX szl Ec—NEF IP #hit (88— IP k), NetScaler sSEfFpg=4
IP e ZREATI— IP i, thea— IP #hitERARRMNKEOSRKHATT NSIP. SNIP #1 VIP Ih8k,

TERPBINAfEAE— IP ik 1T NSIP. SNIP 70 VIP B9Ih8E.
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NetScaler Appliance: MPX or VPX

NSIP: 10.102.29.100
VIP:192.168.x.x offmss B B SNIP: 10.102.29.201

NetScaler CPX on Docker Host

(NSIP)
172.17.0.4 : 80

(SNIP)
(VIP) 172.17.0.4 : soao- 172.17.0.4 - xooex (any free port)

Single IP address
(172.17.0.4)

NSIP + VIP + SNIP

RE NetScaler CPX SLfIHIERIIERE R

Docker NERE |P RF0 NAT M LUEEE NetScaler CPX sS2fp9mE S m=E docker0 IP ik,

TEEAT RS NetScaler CPX ELHI8Y ping IERINAEE B %o

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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|  NetScaler CPXInstance |
(172.17.0.4/16) Ping 216.58.x.%
o @UEO)
Source IP: 172.17.0.4
Destination IP: 216.58.x.x

tveth*ié Docker0 Bridge |
Linux Docker Host
(192.68.x.x)

Source IP: 192.68.x.x
Destination IP: 216.58.x.x

(216.58.x.x)

b RFIS, B eth0 ZO EMEIERSIZELIX ping B3R, FIR IP #thik)y NetScaler CPX IP stk (172.17.0.4),
PAfG Docker ENRITML ML FEIE (NAT) LU EMN IP sthak (192.68.x.x) FRINAER IP ik, HEERELEEH
% (216.58.x.X)e RZ, XREB#F IP it dya iz AHERMEE R, Docker EMITMR 1T NAT HE MR ¥ L E
NetScaler CPX %£fl89 eth0 #0O L,

REIMNBMEBIERBER

AT REESHITIMNGIEIS, B NetScaler CPX B, S4B —L5848, LUE Docker J AT E RO (5140 80. 22
LR ERENEMEMEO) . MREEESHHERGEEAFNEMED, FBABME Docker =4 LEE NAT N
DX EEeim O 8 o

JEEB Internet ME A IHERA Docker EHUEUR, ABZEVMITIHO MU (PAT) LUS AR P sk F0is O pkgT
= NetScaler CPX s2fIpy&— P b, HiE RS AELH,

TEERT Docker EAIMAHITIR Ot LS RESAZE NetScaler CPX #— [P stihibfliwO,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 5
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NetScaler CPX Instance
(172.17.0.4/16)
o @Etho) ]

W "~ 172.17.0.4:22

(veth*)@ Docker0 Bridge |
Linux Docker Host
(192.68.x.x)

I "= 192.68.x.x:1100

(216.58.x.x)

SS5H 192.68.x.x:1100

7EItb R, Docker A IP #isik2 192.68.x.x, NetScaler CPX S2f5lp98— IP hi3ik2 172.17.0.4, NetScaler
CPX 25l SSH %0 22 i&d= Docker A ERIKO 1100, SREZFFURAY SSH iERi@:d IP #itik 192.68.x.x LAY
im0 1100 £k, Docker EAAITIH ORI FEHR LIS RGO ARSI = 88— [P #haik 172.17.0.4 ER9IRE 22, #
HREPIHER,

NetScaler CPX i57]

March 25, 2024

NetScaler CPX 2— 1M ETABNNBREFRZTEHISS, AJLE Docker TN EHTRE, UEFHRSHNBRE
FHTHETE, ATRENEAEFRZIMERE, BEEFHFEFTH CPX, NetScaler CPX #FithiFa], NetScaler
ADM AU HEMIFTIEARS S, FEH NetScaler CPX SR HF A,

NetScaler ADM BZ eI Tzt fit, tHRILIE RN EERSS IR, ATLUfER Citrix ADM E32FrA Citrix ADC JMEAIEATIh
AEFAIIE,
AxaH Citrix ADM 8, B2 Citrix ADM, B NetScaler ADM RSEHIER, 152 NetScaler ADM

ARS3o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 6
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NetScaler CPX irTpy Ry

NetScaler CPX 2§ A#fl ZiH S EHHEAEM CPU (L) HiFF,

HE: NetScaler CPX ¥ el a] LURIESE IS FUEFEH T DB, IR REAREMRSHFRFAE, 5
ERHRNEGHITHENHRSEMABIEER, EXHTHLNFAES, BEHETTEIIT,

VCPU ith: EET &N CPU FHEEMNFAH, FAEEE THE NetScaler CPX s:51B5#3k1E89 CPU # &, FHit,
NetScaler CPX ReEMIFRIIERRS BIHEEEI CPU HERIFAIIE, NetScaler CPX HRIBR L HizTTH CPU &
RIOEFAIE, B* vCPU up9iFdEE, 1523 NetScaler ADC &4 CPU ¥#7],

NetScaler CPX oz ZFa v B E

= RAHE R/NEE R/NJEfER AR RIKH R
NetScaler CPX 40000 3FE: X 20 Mbps 1 16 10 Mbps
BURF CPU 47

AE: Citrix BRIEENET SN AR R A ETEEM NetScaler CPX SiEF “RIEKAE” MFTER, HE
MR, EEEAESHE HIRHUEER,

NetScaler CPX i py T{ERIE

NetScaler CPX A &: — 1NERYFRIEM, #89 NetScaler CPX SEHIal LAMAPHE H— N EFIFEISE, HHERAES
EFfENTET. YLFFBREXLREN, MESBEERSNLEM, UWERFETATEEXEFANENEMSEF),

NetScaler CPX & ANFEHFA: NetScaler ADM $25E 5 E¥FAIIE NetScaler CPX 52fjl, & NetScaler CPX
52f5lj/E, NetScaler CPX 255 LAM NetScaler ADM E H A3, F1ESE46I$H R BE H ¥ oI iFiR B NetScaler
ADM,

NetScaler CPX 17/3: #1 NetScaler CPX LI HEEREIA 1 Gbps, XMEFIHEE, ReEMFERIFAIIEM
¥, NetScaler CPX Lix#ARIEIT, TRAMAERSAIX 1 Gbps. a0, MR CPX 454 200 Mbps K+
=, ERERIFRHEMNEAG, MIEHRM. B2, R NetScaler CPX sLliE#% 1200 Mbps &M=, NERASE
flitheh 98T 1000 Mbps &1 E, HR 200 Mbps M &3t HiEE,

NetScaler CPX Express

NetScaler CPX Express @— M REBIRHIRE, EAFAMAEBE. HEM Quay ZiEETH NetScaler CPX 52
BleY, XRABEFAIEX4H POC fBAMRIARE, BREEGUTIIEE

« 20 Mbps &%

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 7
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« &% 250 1> SSL &iF
o 20 Mbps SSL &1 E

TR BYFe] R NetScaler CPX SEfIZ BEFH4R, LUIRISEIFRMEREM £ =208,

NetScaler CPX iFalt&E=t

Citrix 73 NetScaler CPX 2t T —RFI=RFAIER, LHREALNER, ErlLlikF vCPU s RAE =
AILUERUTE—ER, EARTENEXR:

« @i ADM BR535%18 NetScaler CPX B9EFH 5EHFB]

« @i ADM BR535%18 NetScaler CPX ®9&F vCPU ByiFAS

+ M7ih ADM 3%18 NetScaler CPX BWEFH AR
« MZih ADM 3%78 NetScaler CPX B&F vCPU 893 7]

M NetScaler ADM [R5 5 NetScaler CPX i2EEFHRMNETF vCPU HiFa]

HITUTEE, AKEA NetScaler ADM RS89 NetScaler CPX 12t EFH mAiFaliEMETF vCPU B9 EIIE,

1. i&E NetScaler ADM,

% NetScaler ADM BR%I& &7t NetScaler ADM RE FIEE BT, E&FHE NetScaler ADM BRE N
NetScaler ADM 3k, NetScaler CPX ¥ a] A g IE &i51T. B*1&E NetScaler ADM BRs3#0 NetScaler
ADM RIEME R, 521 NetScaler ADM AR5,

EE: FUIRES, FRENYEEER (&) NetScaler ADM KIBiGE., £ FES, 10.106.102.199
ZBTF 9 NetScaler CPX Bz,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8
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cifrix

Application Delivery Management

Applications
|
Infrastructure Analytics
Instances
Citrix ADC Q
Citrix Gateway
Citrix SDWAN Prevew
HAProxy Preview
Instance Advisory
Instance Groups
AutoScale Groups
Agents
Licenses
Events
SSL Dashboard
Configuration Jobs
Configuration Audit
Sites
AppEnvironments
1PAM
Domain Names
Network Functions
Network Reporting
Analytics
Orchestration
Accaunt
Settings

Help Center

Networks > Agents

Agents @

Q Click her r you can K al na
1P ADDRESS HOST NAME VERSION
10.106.102:199 skshay199 1308222
109816189 akshay-adm-agent 1307726 ()
Total 2

‘ Set Up Agent ‘ ‘ Settings I Generate Activation Code

Provision Select Action \/

STATE ~  PLATFORM CPU USAGE (%)
oup KVM I 3 m
oup Kubernetes T

DISK USAGE (%)

MEMORY USAGE (%)

13

0

25 Per Page

Vv Page 1 off

COUNTRY

S s O®0
&

(6]

REGION = T

2. %% Citrix ADC =fiFenE A NE] Citrix ADM BRSS.

Rl

—/NETAF ADM BRSBIHEIFRNEM. AXFIFeEXH L33 Citrix ADM WER,
FETEH, CNS_INST_200CC_Retadl. lic BEEZRMEGIFAIIE,

FERICE M

YRUYIR - VAT

Applications
I Networks

Infrastructure Analytics
Instances
Instance Advisory
Instance Groups
AutoScale Groups
Agents
Licenses
Events
SSL Dashboard
Configuration Jobs
Configuration Audit
sites
AppEnvironments.
1PAM
Domain Names
Network Functions
Network Reporting

Analytics

Orchestration

Account

Settings

Help Center

Networks > License Settings

License Files

The following license files are present on this server. Select Add New License to upload more licenses. To delete a license, select the license and click Delete.

To manually Download licenses from Citrix licensing portal please

d use the Host ID:

Q Click here t ou can enter Key : Va ¢
CNS_PBWIOMB_10GB_RetailS.lic
CNS_1VCPUP_100SSERVER_RetailS.lic

Total 5

License Expiry Information
FEATURE COUNT

Noitems

Notification Settings

Email Profile Slack Profile

Not configured Not configured

LAST MODIFIED
Mon Sep 07 2020 8:22 PM
Thu Aug 20 2020152 PM
Mon Sep 07 2020 8:22 PM
Mon Sep 07 2020 8:22 PM

Thu Aug 20 2020 2:20 PM

DAYS TO EXPIRY

PagerDuty Profile ServiceNow Profile

Not configured Not configured

25 Per Page

Alert Threshold
90%

OrgID: int54cd3baz

SIZE
103 KB
122KB
104 KB
124 KB
113KB

Page

Days To Expiry

30

3. 7£ Kubernetes B#&4&8= NetScaler CPX 32, #RIE U TFIFEZEHMEZ NetScaler CPX YAML x4
1, LUFE NetScaler CPX 5245,

5tF3kE NetScaler ADM FRSHIEFHENIFA], B YAML XHHIEEUTIRRES:

o ZFR: LS_

IP

{&: 10.105.158.166 //# % 1 hig%IA ADM 32 IP

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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« &#: LS_PORT

f&: 27000 // ADM ¥ ] IERRSS 283 4 T 010 BY FRTE AV B 1
+ &% BANDWIDTH

f&: 3000 //#&2L5EeL CPX WA E (Mbps)

xF3kE Citrix ADM BRSSEYETF vCPU BI¥FRT, 157E YAML XHHisE U TIFIREE:

o ZFR: LS_IP
f&: 10.102.216.173//%% 1 #rigZIfy ADM K2 IP
o HFR: LS_PORT
f&: 27000 // ADM ¥Fa]JERRSS 2831 T 0 PR BS FR7E 9% 1
« #FR: CPX_CORES
f&: 4 /] EBHREHBENRZEZE
4. ERAUTHSTH cpx-bandwidth-license-adm-service.yaml xff:
kubectl create namespace bandwidth
wget https://raw.githubusercontent.com/citrix/cloud-native-

getting-started/master/cpx-licensing/manifest/cpx-bandwidth-
license-adm-service.yaml

5. AU TASE Kubernetes B¥&rhEiZR1E3 A YAML:

kubectl create -f cpx-bandwidth-license-adm-service.yaml -n
bandwidth

6. FEAUTHSER NetScaler CPX LURIESEBILE R :
kubectl exec -it 'cpx-pod-ip-name' bash -n bandwidth
7. EEELATE NetScaler CPX LHIMFRIER, BETUTHS:!

cli_script.sh “show licenseserver”
cli_script.sh “show capacity”

AILA7E ADM BRS31T) PR HERER S ERRY S 3EA] vEPU B8,

=2 NetScaler ADM 5 NetScaler CPX {2 ETFHRMIFIFIET vCPU 89iFA]

HITUTEE, Mzt NetScaler ADM @ NetScaler CPX B EFHmMETF vCPU WIERE,

1. i&E NetScaler ADM,

R4t ADM G BB EEME, TIC2EEE T AT NetScaler CPX iF8#y ADM I, #HEHRAMA
NetScaler ADM #EfSIF &i51T.

BX1EAHiGE NetScaler ADM #1 NetScaler ADM RIBHE SR, &% NetScaler ADM fRSE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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AR EARGIG, EREZAHM ADM BIAE ADM R3E, £ F

, ERIUEDRBENE,

Y Search in Menu

Favorites

Menu
Applications
I Networks

Infrastructure Analytics
Instances
Instance Groups
Agents
Licenses
Events
SSL Dashboard
Configuration Jobs
Configuration Audit
Sites
1PAM
Domain Names
Network Functions
Network Reporting

Analytics

Orchestration

System

Help Center

X | Citrix Application Delivery Management

Networks 3 Agents

> Agents @

v

v

Q Click here tosearch or you can enter Key : Value form

1P ADDRESS HOST NAME

No items

VERSION STATE =

PLATFORM

APr 26 2021 06:49:10 GMT

COUNTRY REGION

any

e}

nsroot v

SITE

2. % Citrix ADC

BRI A N ] As3th ADM,

BRIREE— A AT A ADM BHEIFRNES. 27 ABMAREFaHEX 4 L33 Citrix ADM, B2EIFeE, 1E
TEH, CNS_INST_200CC_Retail. lic AIFHIEAMEFIFAIIE .

hin M
Favorites

= Menu
Applications
I Networks

Infrastructure Analytics
Instances
Instance Groups
Agents
Licenses
Events
$5L Dashboard
Configuration Jobs
Configuration Audit
Sites
1PAM
Dormain Names
Network Functions
Network Reporting

Analytics

Orchestration

System

Help Center

Citrix Application Delivery Management

Networks > License Settings

License Server Port Settings

Proxy Sewver Port 0

The Proxy Server Port used by Citrix ADC instances to access the Citrix

licensing portal forlicense allocation

License Files

License Server Port 27000

The License Server Port used by Citrix ADC instances to communicate with

the license server

‘The following license files are present on this server. Select Add New License to upload more licenses. To delete a icense, select the license and click Delete.
To manually Download licenses from Citrix licensing portal please visit http://www.mycitrix com and use the Host ID: 02a208e8fas9

Add License File Apply Licenses

Q click here to sea

NAME

/ou can enter Key : Value fo

CNS_EBW10MB_200GB_Evallic
CNS_SBW10MB_500GB_Retaillic
CNS_PBW10MB_200GB_Eval.lic
CNS_CP1000_100SSERVER_RetailSlic
CNS_PBW10MB_S0GB_Retails lic
CNS_INST_200CCS_Retailic

Total 6

License Expiry Information
FEATURE

Platinum Bandwidth

Enterprise Bandwidth

Instance

Standard Bandwidth

Total 4

COUNT

LAST MODIFIED

Mon Apr 26 20211217 PM

Mon Apr 26 20211217 PM

Mon Apr 26 20211217 PM

Mon Apr 26 20211217 PM

Mon Apr 26 202112117 PM

Mon Apr 26 20211217 PM

250,000

200,000

200

500,000

Apr 26 2021 06:50:11 GMT

Vendor Daemon Port

license server

DAYS TO EXPIRY

7279

25 Per Page

25 Per Page

size
1248
1178
123k8
104KB
1248
1048

page

page

e

1

The Daemon Port used by Citrix ADC instances to communicate with the

of1

of1

nsroot v

€]

£ TE4, CP1000 AfE vCPU iFeiE#

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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X | Citrix Application Delivery Management Apr 26 2021065217 GMT | S nsroot v
Networks ) License Settings @

Favorites >

License Server Port Settings 7
= Menu v
Proxy Server Port 0 License Server Port 27000 Vendor Daemon Port 7279
Applications >
The Proxy Server Port used by Citrix ADC instances to access the Citrix The License Server Port used by Citrix ADC instances to communicate with The Daemon Port used by Citrix ADC instances to communicate with the
I Networks v licensing portal for license allocation the license server license server
Infrastructure Analytics
Instances > License Files
Instance Groups
‘The following license files are present on this server Select Add New License to upload more licenses. To delete a license, select the license and click Delete
Agents To manually Download licenses from Citrx licensing portal please visit http:// m and use the Host ID:
Licenses >
Add License File Apply Licenses
Events >
SsLDashboard 5 | Q diick here to search or you can enter Key : Value format 6]
Configuration Jobs. > NAME LAST MODIFIED size
Configuration Audit > CNS_EBW10MB_200GB_Eval.ic Mon Apr 26 2021 1229 PM 1248
sites CNS_SBW10MB_500GB_Retaillic Mon Apr 26 2021 12:29 PM 1178
1PAM N 5
CNS_PBW10MB_200GB_Evallic Mon Apr 26 2021 12:29 PM 123¢8
Domain Narmes .
CNS_CP1000_100SSERVER_Retailslic Mon Apr 262021 12:29 PM 1048
Network Functions >
CNS_1VCPUP_100SSERVER_Retails lic Mon Apr 262021 12:29 PM 1158
Network Reporting
CNS_PBW10MB_50GB_Retailslic Mon Apr 26 2021 1229 PM 1248
Analytics >
CNS_INST_200CCS._Retaillic Mon Apr 26 2021 1229 PM 1048
Orchestration
Total 7 25PerPage v Page 1 of1
system >
Help Center

License Expiry Information

FEATURE COUNT DAYS TO EXPIRY

Standard Bandwidth 500,000 219

Instance 200 219

Platinum Bandwidth 250,000 219

Enterprise Bandwidth 200,000 219

Total 4 2sPerpage v Page 1 ofl

3. 7£ Kubernetes 25 &8= NetScaler CPX 32, #RIE U TIFETEHMEZ NetScaler CPX YAML x4
1, LUFE NetScaler CPX sz,

xtFkE M NetScaler ADM WEFHEIMVFE], 1B7E YAML XHARIEELU TIFEESE:

o & LS_IP
f&: 10.105.158.144 // ADM 7315l IP, dNREEEE ADM RI2, BAXZLE 1 HFTRMRE IP
Hhhk
o &% LS_PORT
{&: 27000 // ADM ¥ elIEARSS B8 TIIR BY FRTEAYIR O]
« &#. BANDWIDTH
f&: 3000 //#&B5EeL CPX WAE (Mbps)

st FkBEZAM Citrix ADM 89EF vCPU WA, 1572 YAML XHHIEEU FIFR T &

o ZMR: LS_IP
f&: 10.105.158.144 // ADM Zthsefl IP, wREH ADM RIEHE, BLAXEESE 1 PARAIHKIE
IP
o HZFR: LS_PORT
f&: 27000 // ADM ¥ BIIERRSS 28 T010R B FRTE A9 i 0
« ZFR: CPX_CORES
&: 4 /] EEHERINIZE

4, FEAUTHLTH cpx-bandwidth-1license-adm-onprem.yaml xf:

kubectl create namespace bandwidth

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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wget https://raw.githubusercontent.com/citrix/cloud-native-
getting-started/master/cpx-licensing/manifest/cpx-bandwidth-
license-adm-onprem.yaml

5. ERALLTHSE Kubernetes B &S E4R4E:3 1 YAML:

kubectl create -f cpx-bandwidth-1license-adm-onprem.yaml -n
bandwidth

6. FEAUTHSER NetScaler CPX LUGIESEBILE R :
kubectl exec -it <cpx-pod-ip-name> bash -n bandwidth
7. E&%E NetScaler CPX LHIMFRIER, BEITUTHL:

cli_script.sh “show licenseserver”
cli_script.sh “show capacity”

BILA7E ADM 7]~ RERER S RS 3EA] vEPU B &,

BT EERENHS

AIAER U T e < /5IEE T YAML 20E:
kubectl delete -f cpx-bandwidth-license-adm-service.yaml -n bandwidth
kubectl delete -f cpx-core-license-adm-service.yaml -n core
kubectl delete -f cpx-bandwidth-license-adm-onprem.yaml -n bandwidth
kubectl delete -f cpx-core-license-adm-onprem.yaml -n core

kubectl delete namespace bandwidth
kubectl delete namespace core

7z Docker $123Z NetScaler CPX 321

November 23, 2023

NetScaler CPX s2fjl#f Quay F25:EM &R EA Docker BUE X iR, EEFESLA, BEM Quay BEEMERTH
NetScaler CPX %, AiGER docker run <8 Docker ##5 T EZBZ 51,
MEZN

R
» Docker ENRKELESF:

- 14 CPU

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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- 2GBRAM

AR ATHEEEM NetScaler CPX 1£8E, BRI LUEXFHE NetScaler CPX LI B iy 4b 12
SIEZEHE, JWTFEHRMNENMMLIES|ZE, 5HF Docker TN B EHENEEN vCPU IRNEE
(GB), 540, INREEFIM 4 MAIES|ZE, M Docker EMH4FEE 4 4 vCPU #1 4 GB A7

o Docker M E&SE1T Linux Ubuntu k7 14.04 sE S R4S,
o Docker hizs 1.12 EEFHERSL L, BX1E Linux £%%E Docker B8, %1% Docker x4,
« Docker £#1E Internet &,

7EE: NetScaler CPX 7 ubuntu kg7 16.04.5. W#%hRs 4.4.0-131-generic LiE{TRSHERR, Eit, R
EiNTE ubuntu fr7s 16.04.5 AZkR4s 4.4.0-131-generic LizfT NetScaler CPX.

M Quay T# NetScaler CPX B
EEILfER docker pull @5 M Quay BeEM=R T2 NetScaler CPX BU{EH G HERZE DIEAIIF TR, AL
T M Quay BeSEMERTH NetScaler CPX M&k:

docker pull quay.io/citrix/citrix—-k8s-cpx-ingress:tag

EbmS$d, 15583 Citrix #8& 54 NetScaler CPX Bf&,
Fin, MREBFEHARZA 12.1-51.16, EFERAUTHS:

docker pull quay.io/citrix/citrix-k8s-cpx-ingress:12.1-51.16

EALUTH LRI NetScaler CPX BMEREEREE7E Docker BRI
root@ubuntu:~# docker images | grep 'citrix-k8s-cpx-ingress'

quay.io/citrix/citrix-k8s-cpx-ingress 12.1-51.16
952a04e73101 2 months ago 469 MB

FR BIERARE Quay FEEMERMNSRET NetScaler CPX i3/ NetScaler CPX BI&#Ih8E,

=M docker run #<$3FE NetScaler CPX 324

EENL, ATUEREMNERENTH NetScaler CPX Docker Br&7E Docker &23 %% NetScaler CPX 3214l
/A docker run &%, REZIA NetScaler CPX E2& %% NetScaler CPX 24,

BE.

WMEEM https://www.citrix.com/products/netscaler-adc/cpx-express.html #1 7% 7 NetScaler
CPX Express, 58S EEHEMAE https://www.citrix.com/products/netscaler-adc/cpx-
express.html FREMRLBAFATMY (EULA), HEZE NetScaler CPX S2fIiHE2 S4B A FT MY
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1EALLT docker run 555 1E Docker B28th%3t NetScaler CPX S2:

docker run -dt -P --privileged=true --net=host - e NS_NETMODE=” HOST”
-e CPX_CORES=<number of cores> --name <container_name> --ulimit core
=-1 -e CPX_NW_DEV='<INTERFACES>' -e CPX_CONFIG=" {
“YIELD” :” NO” }
—e LS_IP=<LS_IP_ADDRESS> -e LS_PORT=<LS_PORT> e PLATFORM=CP1000 -v
<host_dir>:/cpx <REPOSITORY>:<TAG>
<!--NeedCopy-->

docker run -dt --privileged=true --net=host -e NS_NETMODE="HOST" -e
CPX_NW_DEV="'ethl eth2' -e CPX_CORES=5 - e CPX_CONFIG="'{
”YIELD”:”NO” }
' -e LS_IP=10.102.38.134 -e PLATFORM=CP1000 -v /var/cpx:/cpx —--name
cpx_host cpx:12.1-48.xx
<!--NeedCopy-->

LR GIETF NetScaler CPX Docker B BIE—1NE 73 mycpx A2,

-P S#ENEN. ©it Docker Br&t NetScaler CPX Docker My E RSP REMNIRO, XEBKEIFHO 9080, 22,
9443 1 161/UDP BRETEIM B P TE X HISEE TR REH R Docker A LR, SERLLIRET RN T BG DR, MR
B LUETER— Docker M EBIEZ 4 NetScaler CPX B33, IO E AN, HESRSHHERSHERIE
B, IWOFERBERMT:

+ 9080 HF HTTP

* 9443 BF HTTPS

« 22 F3F SSH
161/UDP AF SNMP,

MREFEHSHORS, BHEA -p SUFHREEN.

--privileged=true WA FEMUER FZTE . MREEETZTAESZTHIZN NetScaler CPX, T
%21 NetScaler CPX IRIHFrE R4MNR. MR EIZITIT NetScaler CPX, BBABKMER ——cap-add
=NET_ADMIN #&EMmIEL%ER, ——cap—add=NET_ADMINSEBEZEED LTS MM LR Riz1T NetScaler
CPX &2

xx—-—-net=host 2454 docker run sk, ATFIEERBEENMEHERPIET, HEARMAENER
o

=z

P =)

MR EETEHRERLZHIETT NetScaler CPX, BZBRIEIEDTR,

—-e NS_NETMODE="HOST" 2 NetScaler CPX 3 EWIFIZLE, AFEIEE NetScaler CPX EEHER TR
&, —B NetScaler CPX EENMER TR, EREEH LEREMNFKEIA iptable 1, AF3F NetScaler CPX B9
ERPHENR. EFEAUTIHA:

« 9995 HF HTTP
* 9996 BF HTTPS
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+ 9997 AF SSH
+ 9998 FF SNMP

MREEREHMIBO, ATUERAUTIMEES:

« -e NS_HTTP_PORT=
« -e NS_HTTPS_PORT=
« -e NS_SSH_PORT=

« -e NS_SNMP_PORT=

AR

MREEERREMEFISIT NetScaler CPX, BERERIIFET £,

—e CPX_CORES 2d3%# NetScaler CPX I EMIFIET 2, T LUFERERIES NetScaler CPX S2 A9 EE,
FERENXFE NetScaler CPX BEERThHIAMIES |25k,

AR

ST FERMAE MHIINLIZS 2, 1BHIR Docker TN BB EEN vCPU MIN7EE (GB). fli0, MREER
4 Ae3Es|%, M Docker EHMMEE 4 4~ vCPU 14 GB W%,

-e EULA = yes 2% NetScaler CPX HENHIET R, XEWIIESARHIEMRILMZENRLRP T
% (EULA) FR%ERI: https://www.citrix.com/products/netscaler-adc/cpx-express.html,

—e PLATFORM=CP1000 £##5%E NetScaler CPX ¥ rIIEXEL,

WMREEENML ST Docker, METLMER —e CPX_NW_DEV IFfEZT &% NetScaler CPX ARHOEERANW
KiEO, BEBEEXUTEORHRKRIED, EEEHH NetScaler CPX B8 281, BEXMMLKZIEOR NetScaler
CPX B2&177F. B NetScaler CPX 5238%, =@ NetScaler WM& #s& =8 INFE 2 BELAIMEED,

} =

R

INREFEMEMLEHFIEIT NetScaler CPX, NWEJLIENAEMLE, Fli, HBERELEHMNEEEIBIFRE M
&, AEHREMED NetScaler CPX B2 LUIEREHEHIMLE.

docker run -dt --privileged=true --net=host -e NS_NETMODE="HOST" -e
EULA=yes -e CPX_NW_DEV='ethl eth2' -e CPX_CORES=5 -e PLATFORM=CP1000
-—-name cpx_host cpx:12.0-53.x

<!--NeedCopy-->

—e CPX_CONFIG 2 NetScaler CPX #EMFIET &, @I © A UEH NetScaler CPX BB EHE AL
NetScaler CPX Rzl fE Iz NmEHTAIERN, ERELRNEREELLE CPU, MTTSHELSMERK, &
XMERT, EELER CPX_CONFIG HFEZEH| NetScaler CPX BBMEHEME, FELL JSON KA
CPX_CONFIGIET=RMHIUTE:

o NREHE NetScaler CPX FEHENEFE R FiLL CPU, #FEX { "YIELD” : “Yes” }
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o WMREFE NetScaler CPX A RENER R Tt CPU, UERGEEULEMEE, FEX { “YIELD
“No” }

docker run -dt --privileged=true --net=host -e NS_NETMODE="HOST" -e
EULA=yes -e CPX_CORES=5 - e CPX_CONFIG='{
"YIELD":"No" }
' -e PLATFORM=CP1000 --name cpx_host cpx:12.0-51.x
<!--NeedCopy-->

docker run -dt --privileged=true --net=host -e NS_NETMODE="HOST" -e
EULA=yes -e CPX_CORES=5 - e CPX_CONFIG="'{
"YIELD":"Yes" }
' —-e PLATFORM=CP1000 --name cpx_host cpx:12.0-51.xx
<!--NeedCopy-->

-V BRETESH, BTIETE NetScaler CPX EHBR /cpx MEH S, EHARINLN—ITBER, EItE
#H /cpx BR. /cpx BREHES. BEXMH. SSLIERMAZEM . Eiznfld, EHa2 /var/cpx,
NetScaler CPX £HHBER2E /cpX.

NREWE T W EREERGARIFIE, WA LUEFE LR rIhEARS S, H6EA docker run S5 8EFRIIE
IRE8UE, Hi2ER —e LS_IP=<LS_IP_ADDRESS> -e LS_PORT=<LS_PORT> &%, FItiER
T, FES EULA,

docker run -dt --privileged=true --net=host -e NS_NETMODE="HOST" -e
CPX_CORES=5 - e CPX_CONFIG="'{
HYIELDH Q IINOH }
' -e LS_IP=10.102.38.134 -e PLATFORM=CP1000 --name cpx_host cpx
:12.0-51.xX
<!--NeedCopy-->

Hrh:

« LS_TP_ADDRESS 2RSS 2809 |P ik,
« LS_PORT SiFNIEARSS 28RVIH o

FIUERU TS REEEHN AR LETHMEG U KM EIRERONKO: docker ps

f$5F Docker Compose Z(E NetScaler CPX 3L

A LUfER Docker Compose TEFRFifd— NetScaler CPX s2f5l= %1 NetScaler CPX £fjl, Z%5H Compose
E2E NetScaler CPX =2, &SR E—MREX M. HLXHHEE T NetScaler CPX Bk, &18ZE 7 NetScaler
CPX SIFTFEER O LUK &H) NetScaler CPX SEIRIAN IR,

BERT

BREEEEEN LRET Docker Compose TE,

EEEZ% NetScaler CPX 24, BEHITIUTIEME:
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. ‘85— Compose X, Hr:

<service-name> 2EE&MREHIE T,

image:<repository>:<tag> {5 NetScaler CPX BH{&RITE BRI AR ZS,

privileged: true 2%} NetScaler CPX S2fIBIFFE root XK.

cap_add 12133 NetScaler CPX sEIAIMLE IR,

<host_directory_path> {57~ Docker E£#1 L&) NetScaler CPX 2l H N B R,
<number_processing_engine> 2% 2 NetScaler CPX SLIE MRS EH, WFEMHINLES]
%, J5HiR Docker TN B EMEMNEEN vCPU F1N7EE (GB). #1i0, MREEHRM 4 MEE5|%, N Docker
FNBAEE 4 4 vCPU 1 4 GB ATZ,

WE R IUBERMT:

<service-name>:
container_name:
image: <repository>:<tag>
ports:
- 22
- 9080
- 9443
- 161/udp
- 35021-35030
tty: true
cap_add:
- NET_ADMIN
ulimits:
core: -1
volumes:
- <host_directory_path>:/cpx
environment:
- EULA=yes
- CPX_CORES=<number_processing_engine>
- CPX_CONFIG="{
"YIELD":"Yes" }

<!--NeedCopy-->

CPX_0:
container_name: CPX_0
image: cpx:12.0-53.xX
ports:

- 9443

- 22

- 9080

- 161/udp

- 35021-35030
tty: true
cap_add:

- NET_ADMIN
ulimits:

core: -1
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volumes:
- /root/test:/cpx
environment:
- CPX_CORES=2
- EULA=yes
<!--NeedCopy-->

MREEEME 2 NetScaler CPX s24l, MHBAMERS XHEFHMU T IT: container_name:<
name_of_container>

BITU TSRS RINE L NetScaler CPX s2j:

docker-compose -f <compose_file_name> scale <service-name>=<number of
instances> up -d docker-compose -f docker-compose.yml scale cpxlb=3
up -d

MEREAEME B NetScaler CPX 526,317 U TiH$:docker—-compose —-f <compose_file_name
> up -d

3% NetScaler CPX s:fli51m%) NetScaler ADM

November 23, 2023

MR TSR USIIX LG, MHFREREE Docker 41 LR NetScaler CPX £l m% NetScaler Applica-
tion Delivery Management (ADM) #xf4eh,

AILATESE—/RIKE ADM BIARINSER), BRI ATELUS AN,

ERMEG, BAEIBE—NEFIEEXGHIEES LA ENZ IP #thit, SIEE IP i SEE, LEFIREXHES
ZRME Citrix ADM WL BIRAF BMNEB, WFEPLMIKE, BE—NRINMEEX S, 0, ns-root-profile
2 NetScaler ADC LBIMBARRE X . LLELEXHFREIAN ADC ERREREN . MRER T LOINMIAEER
EiR, ATLUAARLESSGIE X BEX G E X . MNRELMLFIEERLFIERE, MWL AREBLFIRRE X HFREE
WMEREXY, AGFEHRLRIMES.

WEFM

BSBHITATRIE:

o B7£ Citrix XenServer £%%7 Citrix ADM i, HXFMEE, 1521 NetScaler ADM x4,
o 7£ Docker £#_E%&% T NetScaler CPX 5241,

3% NetScaler CPX S2f5iFMEI ADM, EHITLUTIEME:

1. £ Web %5234, %N NetScaler Application Delivery Management &9 IP #hiit (530 http://
192.168.100.1).
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2. £ User Name (AP &) #1 Password (F13) FEH, WABEREE, RINEELZIEN nsroot
nsroot,

3. &M%l Networks (M45) > Instances (32fl) > Citrix ADC, #AE#E CPX &+,
4. & Add (7m0) LU Citrix ADM sriinsrey CPX 5261,
5. IWEHETH “Ai0 NetScaler CPX” T1, AU TSEEAE:
a) ATLUE SR CPX LBy aTiAia) IP #ittsitE CPX SR Docker &2389 IP sk skiRmm CPX 24,
b) i#%#% CPX SLAIMERE X 1F,
C) EREEHPIBELRGIAILER,
d) EFERE,

e) 1ER—Mi%IE, EEIUALGIBANR-EY, BERMBEN, EAIUBIRHEUEIERESG],

® Add Citrix ADC CPX

® Enter Device IP Address Import from file

Enter one or more hostnames, IP addresses , and/or a range of IP addresses (for example, 10.102.4030-10.102.40.45) using a comma separator.
Routable IP/ Docker IP*
1723132161 |

Profile Name*

| Docker-profile v | Add Edit

Site*

‘ Ohio-site V‘ ‘ Add H Edit ‘

Agent

|Clicktoselect ‘ > |

Tags
[k | [Vl .

6. BEMHE,

AR
MREBEHAMELAE, ESHE Networks (W4R) > Instances (32f7l) > NetScaler ADC > CPX, #%iRE
BHRIMSEG, SAGM Select Action (E#IFiRfE) Thiyk+2EE Rediscover (EFAIM)

FERET 215 NetScaler CPX s2f7i%10%I NetScaler ADM

e LUERAIFIEZ %% NetScaler CPX 2415 11% NetScaler ADM, EZHMSEH, %9 NetScaler CPX S22
BEUTHIRE S,
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e NS_MGMT_SERVER - ADM IP #it/FQDN

o HOST - T35 IP #thhk

e NS_HTTP_PORT - H A EBEIHI HTTP 30

« NS_HTTPS_PORT - Fi s EBREHEY HTTPS im0

« NS_SSH_PORT - ¥15 EBETHY SSH %0

o NS_SNMP_PORT - ¥ _EBETEY SNMP %0

« NS_ROUTABLE - (NetScaler CPX pod IP thiitF5% MoMNEBEE R, )

TEZ™ NetScaler ADM #4n NetScaler CPX 5261#9:5%] docker run &<,
docker run -dt —--privileged=true -p 9080:9080 -p 9443:9443 -p 9022:22
-p 9161:161 -e EULA=yes —-e NS_MGMT_SERVER=abc-mgmt-server.com -e
HOST=10.1.1.1 -e NS_HTTP_PORT=9080 -e NS_HTTPS_PORT=9443 -e
NS_SSH_PORT=9022 -e NS_SNMP_PORT=9161 -e NS_ROUTABLE=0 --ulimit
core=-1 - name test cpx:latest

<!--NeedCopy-->

fitE NetScaler CPX

November 23, 2023

SR LB @ Linux Docker £#iA18) CLI 127 8i1ER NetScaler NITRO API kE2E NetScaler CPX 5241,

ERS<STZEORE NetScaler CPX 24

57 Docker EMHAHAERLFIA SSH RTFEO, MTEFT. ATESR NetScaler CPX SLAIMBUABEERZRE
root/linux,

w5l
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EMEFIRTE O, BRA logout,

£ NITRO API 2 & NetScaler CPX 524

f&ar LU fER NetScaler NITRO API kE2E NetScaler CPX 3241,

Z{FF Nitro APl REZE NetScaler CPX 3£f5l, &7 Web 3428
http:

EME/A Nitro API SRR ZRSIHE R, 1572 Web 355335

http:

AxFEH NITRO API 89334158, 15508 REST Web fgs5, 34F NetScaler CPX, &R CPX IP address
tport, HeiEMk netscaler-ip-address,

FERAEWEE NetScaler CPX 24

&ETLEId 7E NetScaler ADM melEFMMITES KEE NetScaler CPX s2ffl, AILUMEREERIRPHES. IRIHE
1igE LT AMNEE U RERAXAXGHRENEE, R it B FEREMLNREESSREFRMNEE. A5,
NetScaler ADM & R#8M M CLI 5157 NetScaler CPX Sl L&, ERRER, SFEREEH FMEER
B NetScaler CPX 521, (s TEEHRITIEL.

EFEAEFILEE NetScaler CPX 5245, BHITIATI2M?E:
1. FHEREEESE NetScaler ADM,
2. &fnzl Networks (M4%) > Configuration Jobs (B2EfEll), S5 % Create Job (8IE(EdL),

3. IEEMRE, HERREXRR, ErIURABRETHH L,
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Select Configuration Select Instances Specify Variable Values

Job Name* Instance Type*®

| cpx-single-host ‘ ‘ NetScaler

Configuration Editor

Configuration Source

Configuration Template 4 1 S5H ¥
2 S5H ¥
Drag and drop the template to the Commands
field in the right pane. You can also edit the 3 554 w
configuration and save the template with a
different name 4 s55H *
5 55H ¥

LBVariablesTemplate

4. EREEH FIETREM NetScaler CPX %£6l, RE#8EHE “T—%"

Select Configuration Select \nstances

Select the target instances on which you want to run the configuration.

Add Instances Delete

@ IP Address

0 17217.0.150

Cancel €& Back Save and Exit

MNew

add service db1 172.17.0.10 HTTP 80

add service db2 172.17.0.11 HTTP 80

add |b vserver cpx-vip HTTP 172.17.0.4 81

bind Ib vserver cpx-vip dbl

bind Ib vserver cpx-vip db2

Specify Variable Values

Name

10102.31.190

5. BEMITIRBEH BT Finish (58M) LU3T NetScaler CPX 65176 <. MREREFRBEHMEIET,

“REFFHIBRE,

BRE
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P e e o
(} Select Configuration (_@j Select Instances If_}fl Specify Variable Values Execute
o, 5 s % A

You can either run the commands now or schedule to run the commands at a later time.

On Command Failure®

Ignare error and continue v

Execution Mode™

| Now -
Execution Settings

© Execute in Sequence

Execute in Parallel

Receive Execution Report Through

] Email

Cancel & Back m Save and Exit

31 NetScaler CPX LB HE

EEILAE NetScaler CPX Stffl EEZE B, LIKEEMTTERERIE. REMAF 2IERFE S UK ARF ST
M MEARIIIRERE R, XEHIRZRAIEXE NetScaler ADM, 738 E /] UEF BV N AEF RSB 7 3R

==3
Ho

B 1£ NetScaler CPX 52l LERE HER, SA%1E NetScaler CPX 52l E/Z B AppFlow Thae#n u'lfd sripig
Fo BRA UL SFPIEFE, BAIEEBEEPBISSRMNFAERER NetScaler ADM 89 IP ik, Z G4 MECE
AppFlow UgEE3s. 2IEAIRIEURERYE AppFlow %Ki,

ulfd sFiPREFE UL BE—NE—BSEEBABFRERICR KX E NetScaler ADM,

Ea LU NetScaler CPX 2l < 1T RENREE AL, WA LifER NetScaler ADM FpgfEl ThEERERE BT

.
o

FHEMERZ

a1, %98 NetScaler CPX 25l =) NetScaler ADM, &% NetScaler ADM 7N NetScaler
CPX fINEZEEE,

i&£081ER NetScaler ADM %3 NetScaler CPX 24,

7% NetScaler CPX 32| EECE BER, BHRITUTIRME:

1. BT Ta<RER AppFlow Ih8k: enable ns feature AppFlow

2. EAUNTHSRKRBA Ud FiP8EF: set ns param -ulfd ENABLED -loggerip <
NUMS_IP_Address>

3. BT TFSREE AppFlow WS, 1BIEMERELUR £ R UsE 588

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 24


https://docs.netscaler.com/zh-cn/cpx/12-1/adding-instances-to-adm.html

Citrix ADC CPX 12.1

add appflow collector <name> -IPAddress <ipaddress>’

set appflow param -templateRefresh 3600 -httpUrl ENABLED -
httpCookie ENABLED -httpReferer ENABLED -httpMethod ENABLED -
httpHost ENABLED -httpUserAgent ENABLED -httpContentType ENABLED
-httpAuthorization ENABLED -httpVia ENABLED -httpXForwardedFor
ENABLED -httpLocation ENABLED -httpSetCookie ENABLED -
httpSetCookie2 ENABLED -connectionChaining ENABLED -httpDomain
Enabled

add appflow action <name> --collectors <string> ... [-
clientSideMeasurements (Enabled|Disabled) ]

add appflow policy <name> true <action>

bind appflow global <policyName> <priority> [<
gotoPriorityExpression [-type <type>]
<!--NeedCopy-->

=,
AR

WA AppFlow IRsEsSERE sl P ik,

EREEEXHEE NetScaler CPX

November 23, 2023

£ #8 & NetScaler CPX LI BS, Ea LI EAE S E XA & NetScaler CPX, MARBEAS <T7#& O
(cli_script.sh). NITRO API = NetScaler Management and Analytics (MAS) BZ& {Eilk.

AT LA7ESPE NetScaler CPX & 2R —MNEESE B X ERNBAX . NetScaler CPX BB iES, HiR
EESSEE X HPIEENEENRESHTERE, EEEHRESE NetScaler IS EMEE LM EE NetScaler CPX &2
EhiE1TH bash shell &84,

FSEEX L

d0EFmR, #BET NetScaler CPX BY, BiRIBEHSEEXHPIEENEENHHITRE.

BAMEXHE—EIERMRE #NetScaler Commands 1 #Shell Commands 8 .conf . 7
#NetScaler Commands t5&E T, @ FAHMETE NetScaler 5847 887 NetScaler CPX LE & NetScaler
HEMNERE, £ #Shell Commands i5&E T, HAAIERE NetScaler CPX EizfT8 shell &<,

7 NetScaler CPX =232FEHAiE], NetScaler 54 #0 shell &y <R BE B X HHIEEMNIRFER S BT,
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BE:

o AJUEREXHRZREEIFC.

s IMEARXD KNS,

s BMEXHSAEET [etc BRPENBTRIXMGREPH cpx . conf X4,

o BEXHRAIUEETR, DA ERZERN # /7,

WNREAEE X HEE NetScaler CPX BRREEMREER, HEKICRERRFH ns. Llog X,
o YEEHZ50 NetScaler CPX B236t, BEXMH=EHMNAEIRS L.

#NetScaler Commands

add 1lb vserver vl http 1.1.1.1 80
add service sl 2.2.2.2 http 80
bind 1lb vserver vl sl

#Shell Commands

touch /etc/a.txt

echo "this 1is a" > /Jetc/a.txt
#NetScaler Commands

add 1b vserver v2 http

#Shell Commands

echo "this 1is a 1" >> Jetc/a.txt
#NetScaler Commands

add 1b vserver v3 http

#This is a test configuration file
<!--NeedCopy-->

E% NetScaler CPX BB UKRIEIEREXHISEE NetScaler CPX 528, 5#H docker run 448
-V IETEHESERE N

docker run -dt --privileged=true -e EULA=yes --ulimit core=-1 -v /tmp/
cpx.conf:/etc/cpx.conf -—-name mycpx store/citrix/netscalercpx
:12.1-48.13

<!--NeedCopy-->
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ficE Docker HEIZRIKGNIER

November 23, 2023

Docker B1F& 1 “HERRRHEF WESIEERVEIUEMEMNETETHNARPRIES. ATLUE NetScaler
CPX RBEENBEEMMBER L2 Docker BEIBRIENIEF. BX Docker BEIERIRIZFMIFAER, &
£ https://docs.docker.com/config/containers/logging/configure/,

ZINERT, NetScaler CPX B2 MFrE B EEEMETE Docker EM LM /cpx/log/ns. log X, fF
F docker run &< 5&) NetScaler CPX 288y, AJLUBHEBENEA - log-driver EIEERNAERE
#%% Docker BEIERRthiZF. MRBFICRRZEFABAIRENSE, NWaIER --log-opt <NAME
>=<VALUE> Zmixt H#1TI8 8,
£ T, NetScaler CPX B23EENEH syslog EABEIRRIRNIEFH L ERMNFIE BE.
docker run -dt --privileged=true --log-driver syslog --log-opt syslog-
address=udp://10.106.102.190:514 -e EULA=yes --ulimit core=-1 --name

test store/citrix/netscalercpx:12.1-48.13
<!--NeedCopy-->

B, £ F6IF, NetScaler CPX R2EENER Splunk fEABEICRIEHIEFRALERNFIE RS,
docker run -dt --privileged=true --log-driver=splunk --log-opt splunk-
token=176FCEBF-4CF5-4EDF-91BC-703796522D20 —--log-opt splunk-url=
https://splunkhost:8088 -e EULA=yes --ulimit core=-1 --name test

store/citrix/netscalercpx:12.1-48.13
<!--NeedCopy-->

NetScaler CPX IhS AT IF

November 23, 2023

NetScaler CPX 3245 BGP chS RN, ShSEEBMYAIXEBR R RIBESE 2R INIRS B RSHIZI TR A S E
ABRS5 23T IP sttt ©HEBIT LK SR EB AR 2 R EINAR S5 8880 2 R B PR R (EBR R,

F2: NetScaler ADC 12.1 REBARAs 52.15 RE= kA1 BGP shSKRAE M.

Bx NetScaler CPX FHyIEZRINEBIES, ESREECE NetScaler CPX x#sSupport for using a
non-default password in NetScaler CPXZ4.

EBEEIVMED, TP, RS2 NetScaler CPX s # 28 Z AE— Docker W LMA R, FraAB#ET
docker0 FHEiERE, 7EIkIFES, NetScaler CPX 3257z Y7ER— Docker =W LEE AT BHNNBREFHNRIE, &
* NetScaler CPX EMEBMIEXZLENE L, BRI ENEMIE,

TERAT BENA
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(172.17.0.4)

< Serverl —

(172.17.0.2) (172.17.0.3)

Client/Router » Cpx

(172.17.0.5)

4 Server2

(172.17.0.1/16)

DockerO bridge

Linux Host

EtiEihs, E/H BGP iEEEIRSH[BHLE (ETRSIIETION) T LR MEERHES.
HITUTEE, TEEHEEMERNE Docker £#1 E7E NetScaler CPX L& E BGP,

1 NetScaler CPX L&A REST APl B2EEF BGP HIREIZITIRITEN

1. ERALT#&HSM NetScaler CPX a2 A R

docker run -dt --privileged=true -p 22 -p 80 -p 161 -e EULA=yes --
ulimit core=-1 cpx: <tag>

flgn:

docker run -dt —--privileged=true -p 22 -p 80 -p 161 -e EULA=yes --
ulimit core=-1 cpx:12.1-50.16

2. FRUTHTERSS!

docker exec -it <container 1id> bash
3. FEAUTH<EMA BGP hkE:

cli_script.sh "enable ns feature bgp"

4, {8 show ns 1p @< IKEXNSIP:

cli_script.sh "show ns 1ip"

5. AT RIMEMARS 2

cli_script.sh "add 1lb vserver <vserver_name> http <VIP> <PORT>"
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6. FIRSHERSHBED EIMRS S,
7. ERAUTHSAVIP BA hostroute:

cli_script.sh "set ns ip <VIP> -hostroute enabled”

W55 BGP NITRO #9 MEH A% FI0 9080 £ NSIP,
8. EHE BGP B
fitn, MRBRE:

router bgp 100
Neighbour 172.17.0.2 remote-as 101
Redistribute kernel

BRI AIRIEES <!

curl -u username:password http://<NSIP>:9080/nitro/vl/config/ -X
POST --data 'object={
"routerDynamicRouting": {
"bgpRouter" : {
"localAS":100, "neighbor": [{
"address": "172.17.0.2", "remoteAS": 101 }
], "afParams":{

"addressFamily": "dipv4", "redistribute": {
"protocol": "kernel" }

b

+

+

+

9. EALUT NITRO ss<153REX8Y BGP BRF%R#E PE #:

curl -u username:password http://<NSIP>:9080/nitro/vl/config/ --
data 'object={
"params": {
"action":"apply" }
,"routerDynamicRouting": {
"commandstring" : "ns route-install bgp" }

}

10. EALAT NITRO s <321 BGP SRR

curl -u username:password http://<NSIP>:9080/nitro/vl/config/
routerDynamicRouting/bgpRouter

Tl

root@ubuntu:~# curl -u username:password http://172.17.0.3:9080/
nitro/vl/config/routerDynamicRouting/bgpRouter
{
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"errorcode": 0, "message": "Done", "severity": "NONE", "
routerDynamicRouting":{
"bgpRouter": [{
"localAS": 100, "routerId": "172.17.0.3", "afParams": [ {
"addressFamily": "dipv4" }
» 1

"addressFamily": "dipve" }

1, "neighbor": [ {

"address'": "172.17.0.2", "remoteAS": 101, "ASOriginationInterval
": 15, "advertisementInterval": 30, "holdTimer": 90, "
keepaliveTimer": 30, "state": "Connect", "singlehopBfd":
false, "multihopBfd": false, "afParams": [ {

"addressFamily": "dipv4", "activate": true }
{

)

"addressFamily": "dipve", "activate": false }

1

11. FERUTHLSRILET BGP SRENEBHES TEEHIERS ¥ Mh:
cli_script.sh “show route”

12. ERAUTHLREFLER:

cli_script.sh “save config”

HSBRAREREFE /nsconfig/Zeb0S. conf X,

A% NetScaler CPX 4

November 23, 2023

AILLEE % NetScaler s2ffl. ER—E#H A ELERHIRZHT NetScaler, ABMIERIBIRFISEFARZELH, EHH
SEINEEY [cpx BEEMER.

a0, EEEHM [var/cpx BRFEH A NetScaler CPX 524189 [cpx B, #E#H554 [var/cpx, NetScaler
CPX#ZHBERH [cpx, WMTATR:

root@ubuntu:~# docker run -dt -e EULA=yes --name mycpx -v /var/cpx
:/cpx ——ulimit core=-1 cpx:12.1-48.xx
<!--NeedCopy-->

wEEMN

BEHRRERA:
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« EEEZEH THMHE NetScaler CPX 526188 /cpx BRHNENBEZHNFMAEE, B UER docker
inspect <containerName> &% (H# <containerName> 2 NetScaler CPX &23H&7F)
ETEXENBERNER.

ZaTHREREEXFRRENFAES (B1F5). £ “‘Mounts” £FHE,” Source” FHEEERENL
FNERBME,
"Mounts": [
{

"Source": "/wvar/cpx",
"Destination": "/cpx",
“Mode”: T,

"RW": true

+ M https://www.microloadbalancer.com/get-it-now T#&## NetScaler CPX Docker M &,

SAI5 L # NetScaler CPX Docker B, EMH G, ESAMERE Docker MEXHIBE R, M docker

load -1 <image_name> sn<INEBR &, 1EMNE NetScaler CPX B&fS, T LU docker images
BEUBREMEEXRNER:

root@ubuntu:~# docker load -i cpx-12.0-41.10.gz
root@ubuntu:~# docker images
REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE

CcpX 12.0-41.10 2e97aadf918b 43 hours ago 414.5 MB
<!--NeedCopy-->

F+4% NetScaler CPX s

1. =13 %& NetScaler CPX 32fjl, 2% A docker stop <containerName> &%, H <
containerName> J NetScaler CPX SfI#y&#Fo
root@ubuntu:~# docker stop mycpx

mycpx
<!--NeedCopy—-->

2. A docker run®%, MMEZIEH LA NetScaler CPX B ER#HY NetScaler CPX 524, &5
REATIE NetScaler CPX LB —&H S (w0 /var/cpx: /cpx) EZBEZSLH,
root@ubuntu:~# docker run -dt -P -e CPX_CORES=1 --name latestcpx
-—ulimit core=-1 -e EULA=yes -v /var/cpx:/cpx —--cap-add=

NET_ADMIN cpx:12.0-41.10
<!--NeedCopy—-->

AN docker ps &% UERIEEER NetScaler CPX SLHIZ RFHhRZAS,
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root@ubuntu:~# docker ps

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS
NAMES
eadl2ec4e965 Ccpx:12.0-41.10 "/bin/sh -c 'bash -C " 5
seconds ago Up 5 seconds 22 /tcp, 80/tcp, 443/

tcp, 161/udp latestcpx
<!--NeedCopy—-->

3. BWIrEBEEPE T EHB NetScaler CPX s£filf5, %\ docker rm <containerName> s <$HilERERIBSEA,

root@ubuntu:~# docker rm mycpx
mycpx
<!--NeedCopy-->

7£ NetScaler CPX EfH{ER @R T REIMARSS 28

November 23, 2023

E#% NetScaler 258, Docker 3122 —1 NetScaler CPX 254 E—MNEH |P ik (g— IP #uhit), NetScaler

EHI=1 IP e ZRERAF— P tuht, the— IP it RAFRENHOSKH1T NSIP. SNIP # VIP Ih8g.

Docker 3|# 5 M8 — IP MiUt2 M, BEASE— IP #hutsifER 127.0.0.1 IP it skiFMAEHFE (LB) KRS
i (CS) EMBRSS 28, A 127.0.0.1 eUERHEINARS SRR /B R T BINAR S 288, BRABRT, QIRBER EIMNIRS

288Y, NetScaler CPX ¥E#BR A EIMARS BNEHEL IP sk, B4 E8 IP itk 127.0.0.1, i Docker

5|45 E244 NetScaler CPX 25189 NSIP,

E=8 A% NetScaler CPX &, aJlEF— NetScaler CPX SIS AT EIMARSS 28, #i§ ns.conf X
HEMIZLFIEFIZIZEFAEM NetScaler CPX 5241, HR2ESFE NetScaler CPX 52489 NetScaler ERE#B2
—HH, MARIRFR Docker 51245 E34: NetScaler Sfip9s— IP ik, HiRIESREHFRFA NetScaler CPX s &

A& — P itk eliE LB 5% CS EiMARS38:,
AEEI

o FHRRED e BT EIMARS SRR O SR B WERE REVEMEMEI RS I A,
o MNRABRS EEERAD KL ERTEMRSHZNIROS, RILERREMIRSHFIFRK.
o BRMFEMNRSHEFZTF " FH.

ZEBRTHATEHEMRSS, BERSRTIEAPBMAUTHS:
add 1b vserver <name> <serviceType> 127.0.0.1 <port>

add 1b vserver testlbvserver HTTP 127.0.0.1 30000
<!--NeedCopy-->
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EREBRTABIREIIRS S, BERSRTIEOPMAU TR
add cs vserver <name> <serviceType> 127.0.0.1 <port>

add cs vserver testcsvserver HTTP 127.0.0.1 30000
<!--NeedCopy-->

% NetScaler CPX SEARIEBLUZIZEABER

November 23, 2023

EIkERE R, NetScaler CPX LA UAREBUBREEMU T Z N EN NN BREFRS ZE#1TEE. NetScaler CPX
LHISZPEN NN BREF—RES, HEBEERERERR.

TEBAT AN AEF ZiEiEiE NetScaler CPX SLI#1TH9@(S o

@ (Global VIP)

S
MPX

Host 3

-+
ol o

App A 1 App B

.’__ o \ 4 }_{ =S e | ——r—
| con 2 | _container | container | | container | container _container | o D \_container

AppCto App B

AppAtoAppB ======m--

ERRTHARERF C SHNARRF B ZRUKNARER A SHARRF B ZEREBER. HNARRF C (IFEFEN
) A B %iXiEREY, SMAERF C ERA—EH LM NetScaler CPX B285ciziiziER. A5 NetScaler CPX 28
BRERRXESNABER B EEA—EM EFEEN NetScaler CPX &8s, ZEZREWRAZNAERF B, MARERF A
BN ABERF B ZIXEKRE, ERANIXEMITERZ,
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b RAE, NetScaler MPX 5 E H a4 F@E £ B VIP Bk A Internet BREEXEINAIEF, KA NetScaler

MPX ;78 7E NetScaler CPX 88 L, REZARELAEFERZEN KRB,
TEREAT R, HARERBEEA REHITER.

Entities configured on the MPX

@ ViPs Services
o —
VIP-A Sve-VIP-Al
MPX Sve-VIP-A2
(Global VIP)
(172.17.0.2) {172.17.0.3) ] ) (172.17.04)
[ App A }_ App B App A AppC | App €
container ) container container container container

Docker Host 1: (10.102.29.100)

Entities configured on the CPX container

Docker Host 2: (10.102.29.105)

Entities configured on the CPX container

Docker Host 3: (10.102.29.110)

Entities configured on the CPX container

ViPs Services VIPs Services VIPs Services
VIP-AL Sve-Al VIP-A2 Sve-A2 VIP-A3 Sve-VIP-A1
Sve-VIP-A2
VIP-B1 Sve-B1 VIP-B2 Sye-VPI-B1 TiRes SRR
P 2:2::23 vip-c2 e VIPC3 | Svec3
TRIE T HEERFIH NetScaler CPX S2FIEZERY IP sthhtFim O,
Docker Host 1 Docker Host 2 Docker Host 3
VIPs Services VIPs Services VIPs Services
Bound to the Bound to the Bound to the
VIP VIP VIP
VIP-Al SVC-Al VIP-A2 SVC-A2 VIP-A3 SVC-VIP-A1
172.17.0.2:3 10.102.29.100: 172.17.0.3:3 10.102.29.105: 172.17.0.4:3 10.102.29.100:
0000 80 0000 80 0000 30000
SVC-VIP-A2
10.102.29.105:
30000
VIP-B1 SVC-B1 VIP-B2 SVC-VIP-B1 VIP-B3 SVC-VIP-B1
172.17.0.2:3 | 10.102.29.100: | 172.17.0.3:3 | 10.102.29.100: | 172.17.0.4:3 | 10.102.29.100:
0001 90 0001 30001 0001 30001
VIP-C1 SVC-VIP-C2 VIP-C2 SVC-C2 VIP-C3 SVC-C3
172.17.02:30 | 10.102.29.105: | 172.17.0.3:3 | 10.102.29.105: | 172.17.0.4:3 | 10.102.29.110:
002 30002 0002 70 0002 70
SVC-VIP-C3
10.102.29.110:
30002
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ATEBISRRG, BEFRE=1 Docker £# L, 8I7 NetScaler CPX &F257E Linux shell 2 & OFiE1TIL

T&H$:

docker run -dt -p 22 -p 80 -p 161/udp -p 30000-30002: 30000-30002 --
ulimit core=-1 --privileged=truecpx:6.2
<!--NeedCopy-->

5/ NetScaler MAS dfyElThaES R NITRO APl SRIiZ1T LT &<,
3tF Docker E£#1 1 L# NetScaler CPX szf1:

add 1b vserver VIP-Al HTTP 172.17.0.2 30000

add service svc-Al 10.102.29.100 HTTP 80

bind 1b vserver VIP-Al svc-Al

add 1b vserver VIP-B1 HTTP 172.17.0.2 30001

add service svc-Bl 10.102.29.100 HTTP 90

bind 1b vserver VIP-B1 svc-Bl

add 1b vserver VIP-C1 HTTP 172.17.0.2 30002

add service svc-VIP-C2 10.102.29.105 HTTP 30002

add service svc-VIP-C3 10.102.29.110 HTTP 30002

bind 1lb vserver VIP-Cl1l svc-VIP-C2

bind 1b vserver VIP-Cl1 svc-VIP-C3
<!--NeedCopy-->

33F Docker 41 2 E# NetScaler CPX 5241:

add 1b vserver VIP-A2 HTTP 172.17.0.3 30000
add service svc-A2 10.102.29.105 HTTP 80
bind 1b vserver VIP-A2 svc-A2
add 1lb vserver VIP-B2 HTTP 172.17.0.3 30001
add service svc-VIP-Bl 10.102.29.100 HTTP 30001
bind 1b vserver VIP-B2 svc-VIP-B1
add 1b vserver VIP-C2 HTTP 172.17.0.3 30002
add service svc-C2 10.102.29.105 HTTP 70
bind 1b vserver VIP-C2 svc-C2
<!--NeedCopy-->

3+F Docker 41 3 £# NetScaler CPX 5241:

add 1b vserver VIP-A3 HTTP 172.17.0.4 30000
add service svc-VIP-Al 10.102.29.100 HTTP 30000
add service svc-VIP-A2 10.102.29.105 HTTP 30000
bind 1lb vserver VIP-A3 svc-VIP-Al
bind 1b vserver VIP-A3 svc-VIP-A2
add 1b vserver VIP-B3 HTTP 172.17.0.4 30001
add service svc-VIP-Bl 10.102.29.100 HTTP 30001
bind 1lb vserver VIP-B3 svc-VIP-B1l
add 1b vserver VIP-C3 HTTP 172.17.0.4 30002
add service svc-C3 10.102.29.110 HTTP 70
bind 1b vserver VIP-C3 svc-C3
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 35



Citrix ADCCPX 12.1

FE IV IMEZTEE NetScaler CPX

November 23, 2023

EBEENMLSD, NetScaler CPX L LR —EN LN BEFRESZENAIE, EILkAEH, NetScaler CPX st
FIRNBETFRSBHUNAREFRETT BEMZ SN, i, ©EMLMRE, FREBXENHKIENERER,

EBEIVMEHR, TP, RS2 NetScaler CPX 2 &R &8 E H[E— Docker W EMB R, FrEAREE L
docker0 #FHEEE,

7ZItIFES, NetScaler CPX 257z 4 7ER— Docker M L BE& N B BN BEFNARIE,

TERET 2 ENE,
(172.17.0.10)
DB1 |
(172.17.0.2) (172.17.0.4) / container | |
Web App . ~ ' i
container S (172.17.0.11)
R i ™., DB2
i E container | :
| i S |
Sesesssnsascse _ Docker0 Bridge -
(172.17.42.1/16)

Linux Docker Host

TR AIR, Web i AEFAE (172.17.0.2) REFi%, M #iERERES DB1(172.17.0.10) #1DB2 (172.17.0.11)
EhR%E28. NetScaler CPX A28 (172.17.0.4) i FEFinfARS 28z, 7L RE,

ATk Web B2 EMET NetScaler CPX SHIBERIERE, Bk E NetScaler CPX B& ERRER MRS
LARRH MRS 28, FASE A NetScaler CPX IP st FNdEdR A& HTTP 80O (5130 81) (NetScaler CPX R & 15
HTTP #%0 80 AAF NITRO i#&fs) FKEEREIMIRS 2.

TELtRI G, FRUECEREMA NAT 2N, EAEFIRHRSS[ER—MEH,
EREBEIRSR, EEA NetScaler MAS FEyfEILIhagst &R NITRO API KBTI Fa<:

add service dbl HTTP 172.17.0.10 80

add service db2 HTTP 172.17.0.11 80

add 1b vserver cpx-vip HTTP 172.17.0.4 81
bind 1b vserver cpx-vip dbl
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bind 1lb vserver cpx-vip db2

<!--NeedCopy-->

EZEVIMLZTEE NetScaler CPX

November 23, 2023

Al UTESIBR O E = HEFEE Z VML NetScaler CPX 3261, EBECIRMEAHTEINGE. IMEERE

ESARTHRERN S A R HE,

EZENMLEF, NetScaler CPX S, EmRSH/BMEF HHEET AR EN Lo BJUEEFEEFEAZ IR
#h, 7EBBE NetScaler CPX Sl h— AR T ARNNARRFNRSBEEZYERSBRITARTE.

#6$h 1: NetScaler CPX GRS BAUFE—ENL; BRRUTFARNMLE L

fEitRFb R, 7ER— Docker E#l EE& NetScaler CPX LI IEERS 2R, BEFmREREMENEMIA,
AR IR FEF=HEF, 7EHE NetScaler CPX LfIA—AREFRBNN AIRF RS EHITABTE,

TERAT AR,

Entities configured on the CPX container

DB1 | Service 1 (s1}) 172.17.0.10

DB2 | Service 2 (s2) 172.17.011

VIP | epx-vip 172.17.4.100 : 80

(additional IP used
with standarthport)

\ |
= W s

OR

Entities configured on the CPX container

DB1 | Service 1(s1) | 172.17.0.10

DB2 | Serviee 2(s2) | 172.17.0.11

VIP | epxvip 172.17.04 : 81
CPX IP used
(172.17.0.10)
DB1
(172.17.0.4)

_ container .
!_1?2.1?_0_11_)

DB2
. container |

Linux Docker Host: 10.102.29.100
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7RG, 7E IP #bhit)y 10.102.29.100 B9E— Docker £ EE & NetScaler CPX 5245 (172.17.0.4) 5 &R
%322 DB1 (172.17.0.10) #1 DB2 (172.17.0.11), B/ I FRMERNE i,

BB Internet WEFIKIERELE NetScaler CPX S LEZE M VIP #21, ZEZEFIERERSEZED KB
Ko
BERMMEE LRI IE:

FE 1 BEM P thutfsmgER O BT VIP

fERENIMY IP hiit7E NetScaler CPX =28 EEIE VIP,

79 Docker EMEEH M IP it

F2E NAT 0L Docker EMBIEM IP it HRRHFRERER L E VIP BEM IP #it,
£ NetScaler CPX 32l £, B#HERSBEE RS,

REBRSHEE VIP,

ok whoe

EAR, EERGIF, 10.X.XX MERT LB,
EREBIARTH, EEA NetScaler MAS FriyfFlkIhagsiER NITRO API SRETIUFa<:

add service sl 172.17.0.10 HTTP 80
add service s2 172.17.0.11 HTTP 80
add 1b vserver cpx-vip HTTP 172.17.4.100 80
bind 1lb vserver cpx-vip sl
bind 1lb vserver cpx-vip s2
<!--NeedCopy-->

@E7E Linux shel I RE QBT T &<k Docker EHEREEM AR IP it HEE NAT #Ml,
ip addr add 10.102.29.103/24 dev etho
iptables -t nat -A PREROUTING -p ip -d 10.102.29.103 -j DNAT --to-

destination 172.17.4.100
<!--NeedCopy-->

755% 2 % NetScaler CPX IP #utit BT VIP, HECE s 18RS :

1. 7£ NetScaler CPX 525l b, B2E VIP MW MRS, FIEtnEDO 81 BF VIP,
2. BIRSHEZE VIP,
3. E2E NAT # LS Docker EMAHKEO 50000 HZWMFIERERZ A ZE VIP #ligO 81,

ATEBRSERG, BEFRE=" Docker £# L, 87 NetScaler CPX B2 7E Linux shell 2 &0 51T

AN .
M.

docker run -dt -p 22 -p 80 -p 161/udp -p 50000:81 --ulimit core=-1
--privileged=true cpx:6.2

<!--NeedCopy-->

E& NetScaler CPX 2f5l/5, /A NetScaler MAS FgfEllThiEsk {EF NITRO AP| Biz{T A T&ms:
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add service sl 172.17.0.10 http 80

add service s2 172.17.0.11 http 80

add 1b vserver cpx-vip HTTP 172.17.0.4 81

bind 1lb vserver cpx-vip sl

bind 1lb vserver cpx-vip s2
<!--NeedCopy-->

=

SNR7EEH NetScaler CPX LI 2HRECEIROMS, HEITE Linux shell fBREOHIETT AT 6 < RET

B NAT #:

iptables -t nat -A PREROUTING -p tcp -m addrtype -dst-type LOCAL -m tcp -dport 50000 -j
DNAT -to-destination 172.17.0.4:81

i 2: BEYIERSH[NEF KN NetScaler CPX

7EtiR$dR, 7E Docker =M EREET NetScaler CPX 324l, BEFBHMRSBASETAEN, BUTREIE M

#75o

fEULIRE AR, ERILECE NetScaler CPX SEfILATEMIRAR S 28 2 BT R EMIT A E T,

TESEAT R

Entities configured on the CPX container

DB1 | Service1(s1) | 10.102.29.105
DB2 | Service 2 (s2) | 10.102.29.110
VIP | cpx-vip 172.17.0.4 : BO80

Client

N\

\ -

LN 1

—_—

N
(172.17.0.4) DBL:

* {10.102.29.105)
l!!!!!ll

]

1
Linux Docker Host:

10.102.29.100 DB2:
(10.102.29.110)
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b= 1, NetScaler CPX &8 (172.17.04) i FEF BNV ERS £ 2 E, U NRE, RS DB1
(10.102.29.105) #1 DB2 (10.102.29.110) i FM4& £ Docker EH LIS LS, B IHIERIES Internet H7&
NetScaler CPX g, % CPX TR A RSB R E 9D kiER,

AT EEBERT P IHEMIRSSZEET NetScaler CPX #1Ti#(s, HA%kELIE NetScaler CPX B 233D & i 1 ARsY
SAIG7E NetScaler CPX 25 LEREM MRS UKW EIRSE8[. &5, #A NetScaler CPX IP it FIIEHR A AT BRET
HTTP #% 0 8080 kA& EIAARSS 25,

EEE, BERGH, 10.X.X.X RERTLANE,
RTEREBIAERSG, BEERIZ NetScaler CPX 2847 Linux shel I REOHIETUTEHS:

docker run -dt -p 22 -p 80 -p 161/udp -p 8080:8080 —--ulimit core=-1
--privileged=true cpx:6.2
<!--NeedCopy-->

RS, A NetScaler MAS FfRlkThagsifEA NITRO API SRIZTTIA T <!

add service sl HTTP 10.102.29.105 80
add service s2 HTTP 10.102.29.110 80
add 1b vserver cpx-vip HTTP 172.17.0.4 8080
bind 1lb vserver cpx-vip sl
bind 1lb vserver cpx-vip s2
<!--NeedCopy-->

¥t 3: EREMNEN LES NetScaler CPX f1Aks328

EL3RIb R, 7ERER Docker £H1_EE & NetScaler CPX LEIFISIEERS 2, BREMEIEA Internet, LtiRFH
AIRATFEFEES, EHE NetScaler CPX L A—AETABHNN BREFH RS BHITHEH T,

TERPAT Rk,
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Entities configured on the CPX container

DB1 | Service 1(s1) 10.102.25.100:8081

DB2 | Service 2 (s2) 10.102.29.105:8081

DB3 | Service 3 (s3) 10.102.29.105:8082

DB4 | Service 4 (s4) 10.102.29.110:8081

DB5 | Service 5 (s5) 10.102.29.110:8082

vip cpx-vip 172.17.0.2:8080

b Docker Host 1: (10.102.29.100)

(172.17.0.2) (172.17.0.3)

‘ 4 DBL

— ' = J_; > | container ”|_container

E A R e
(172.17.0.4) “ﬁﬂ@ (172.17.0.6) (172.17.0.7)
DB2 DB3 e ( DBS
._container | _container | o | container |
Docker Host 2: (10.102.29.105) Docker Most 3: (10.102.28.110)

fELbRBIH, 1E IP #htkA 10.102.29.100 B9F— Docker E£#1 EE&T NetScaler CPX 5:fi#1ARs52% (DB1). EH
NARRE# Docker 41 10.102.29.105 1 10.102.29.110 L &#& 7 W& Hth#9ARS3 2 (DB2. DB3. DB4 #1 DB5),

JRE Internet & iHIERTE NetScaler CPX Stffl L3z, ZEREHIERERSB/ZED LIER, AT RIMULE
&, BHHTUTEE:
1. eUE2ZH NetScaler CPX FEINEBEROMEY, EHRFIF, XEKRELSHLIFEE LHHO 8080 BAEX
M EB9IRE 8080, HFEFIHIBEREAENMLEO 8080 BY, ©ERMRGTE] CPX A2H%IHO 8080,

2. 1£ NetScaler CPX s£ffl £, ¥R ERSEBEBENRS. BAFEREZD Docker 4 IP #iatFIM S MR OAS
FiGEXLEARS,

3. £ NetScaler CPX 527 LEZE VIP LUEWE FimiER, It VIP BiRst 2 EMAYHO 8080 #Y NetScaler CPX
IP it FNE% O 8080 K&K

4. REBRSHEE VIP,
FAR, BERGIPR, 10.XXX MERRLAME,
ATEELAETA, EEEIEE NetScaler CPX A23B37E Linux shell RRBEOHIZEITUTHL:
docker run -dt -p 22 -p 80 -p 161/udp -p 8080:8080 --ulimit core=-1

--privileged=true cpx:6.2
<!--NeedCopy-->

/8 NetScaler MAS srayfEdlIhgEsEH NITRO API 3Riz1T A T@i<:
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add service sl 10.102.29.100 HTTP 8081
add service s2 10.102.29.105 HTTP 8681
add service s3 10.102.29.105 HTTP 8082
add service s4 10.102.29.110 HTTP 8681
add service s5 10.102.29.110 HTTP 8082
add 1lb vserver cpx-vip HTTP 172.17.0.2 8080
bind 1lb vserver cpx-vip sl

bind 1lb vserver cpx-vip s2

bind 1lb vserver cpx-vip s3

bind 1lb vserver cpx-vip s4

bind 1lb vserver cpx-vip s5

<!--NeedCopy-->

73 NetScaler CPX SpEXT ML E &R

November 23, 2023

EFEMKBERT, SIS NetScaler CPX S2IECE AT U EEZIHRIMNE, EXMIBERT, EAREEER
NetScaler CPX FEiMBRS3 28 IP (VIP) Lizuk,

AT EMEE, 95T docker0 g LERE A IP #ilit, SAE, MRKERD eth0 BB IP #itlk, HiIFiZMLE
wmO48EE| docker0 #iE.

WA IR RECE AT, ARENEAR IP #utficE R NetScaler CPX 52 £H VIP, BFIRERERE
VIP E#U

ERGEED, 10.X.X.X MERTARAMSE,
BEEBIAE, 5% Linuxshell IBREOPETUTHS:

ip addr add 10.102.29.100/24 dev docker@;

ip addr del 10.102.29.100/24 dev eth0;

brctl addif docker® etho;

ip route del default;

ip route add default via 10.102.29.1 dev docker®
<!--NeedCopy-->

@id e NetScaler MAS FfRILThags A NITRO AP, BT <!

add service sl 172.17.0.8 http 80
add service s2 172.17.0.9 http 80
add 1b vserver cpx-vip HTTP 10.102.29.102 80
bind 1lb vserver cpx-vip sl
bind 1lb vserver cpx-vip s2
<!--NeedCopy-->
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M ConfigMap 7= Kubernetes +#tZ NetScaler CPX

November 23, 2023

£ Kubernetes &, aTLUfERA ConfigMap BZ& NetScaler CPX 52f5l, M ConfigMap, AILAfESEfEEhidi2Hsh
ASECE NetScaler CPX i,

BlE— NS NetScaler 5 ERERE U KR EE NetScaler CPX 3241 E5h@&=1T# bash shell #<$# cpx.conf
BB, BEEXHEMEERMMERMITE, Bl #NetScaler Commands # #Shell Commands, fE#R
ig #NetScaler Commands F, &AM E NetScaler #5$ L7 NetScaler CPX 525 EE2E NetScaler
HREMESE, 158 #Shell Commands F, #FARIMELE NetScaler CPX 3241 £iz1789 shell &%,

BE:

o AIUEREXHHRZREEIRC.

o BEXHEAIUEIE TR, BEARZHRM # F7/.

o IRMERRD KNG,

o NRFEABREXHEE NetScaler CPX RRREEMIERR, HEFIZRE ns. log X,

+ NetScaler CPX s2filEzh/a, MEREHXT ConfigMap, MR E#H /BN NetScaler CPX LB 7 8ERz
REHmENEE,

TERTAEEXH:

#NetScaler Commands

add 1b vserver vl http 1.1.1.1 86
add service sl 2.2.2.2 http 80
bind 1b vserver vl sl

#Shell Commands

touch /etc/a.txt

echo "this 1is a" > /Jetc/a.txt
#NetScaler Commands

add 1b vserver v2 http

#Shell Commands

echo "this is a 1" >> /etc/a.txt
#NetScaler Commands

add 1b vserver v3 http
<!--NeedCopy-->

BIRREXHRE, ¥AEMR kubectl create configmap $MEEEXXHEIE ConfigMap,

kubectl create configmap cpx-config —--from-file=cpx.conf
<!--NeedCopy-->

£ EfIG, TTLURIEECE S cpx.conf &3 ConfigMap cpx-config. AR MUEFERN YAML X4hERILL
ConfigMap 3k&B& NetScaler CPX s,

aER kubectl get configmap &$&&6IERN ConfigMap.
root@nodel:~/yaml# kubectl get configmap cpx-config -o yaml
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il

apiVersion: vl
data:
cpx.conf: |
#NetScaler Commands
add 1b vserver vl http 1.1.1.1 80
add service sl1 2.2.2.2 http 80
bind 1b vserver vl sl
#Shell Commands
touch /etc/a.txt
echo "this 1is a" > /Jetc/a.txt
echo "this 1is the file" >> /Jetc/a.txt
1s >> /etc/a.txt
#NetScaler Commands
add 1b vserver v2 http
#Shell Commands
echo "this 1is a 1" >> /etc/a.txt
#NetScaler Commands
add 1b vserver v3 http
#end of file
kind: ConfigMap
metadata:
creationTimestamp: 2017-12-26T06:26:50Z
name: cpx-config
namespace: default
resourceVersion: "8865149"
selfLink: /api/vl/namespaces/default/configmaps/cpx-config
uid: clc7cb5b-ea®5-11e7-914a-926745c10b02
<!--NeedCopy-->

A ATEER YAML X {FehisE 61289 ConfigMap cpx—config 3k&B&E NetScaler CPX 52/, 0 TFFR:

apiVersion: vl
kind: Pod
metadata:
name: cpx-1
labels:
app: cpx-daemon
annotations:
NETSCALER_AS_APP: "True"
spec:
hostNetwork: true
containers:
- name: cpx
image: "quay.io/citrix/citrix-k8s-cpx-ingress:12.1-51.16"
securityContext:
privileged: true
volumeMounts:
- name: config-volume
mountPath: /cpx/conf
env:
- name: "EULA"
value: "yes"
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- name: "NS_NETMODE"
value: "HOST"
- name: "kubernetes_url"
value: "https://10.90.248.101:6443"
- name: "NS_MGMT_SERVER"
value: "10.90.248.99"
- name: "NS_MGMT_FINGER_PRINT"
value: "19:71:A3:36:85:0A:2B:62:24:65:0F:7E:72:CC:DC:AD:B8:BF
:53:1E"
- name: "NS_ROUTABLE"
value: "FALSE"
- name: "KUBERNETES_TASK_ID"
valueFrom:
fieldRef:
fieldPath: metadata.name
imagePullPolicy: Never
volumes:
- name: config-volume
configMap:
name: cpx-config
<!--NeedCopy-->

Z8E NetScaler CPX i3 Ezh7E ConfigMap FisEMEERE, cpx—config ¥R A TF NetScaler CPX
i,

£ Google Compute Engine tZ8E NetScaler CPX {12

November 23, 2023

LB ERENBMEAERLNERIETT NetScaler MAS 817 F, £ Google Cloud B9 Google Compute
Engine (GCE) Li&id Docker &5 NetScaler CPX, 7EItEEH, GCE %% NetScaler CPX 34 & EimARSS
BHITHHTFE, NetScaler MAS IREFRIM DITARR S R,

NetScaler CPX REFBBMARIE, ZIF=BM 7 EIhae. SSLEE. Z-MhiXFl NITRO AP, NetScaler MAS 12
HEE, FAIMITRRAR. (FAEFTIRSEES, NetScaler MAS Mzt sl =iiz1THI NetScaler CPX L3242
Y

CPX #1 CPX Express 2+ERMM &, L3 HH NetScaler MAS i 7]/5, Docker App Store (hHrzs 11 8 12) &
89 CPX BRI M 5e 2R CPX S2fl. MNSR&HWFAIIE, CPX BR&IGA A5 20 Mbps #1 250 4 SSL &8 CPX
Express S,

WEFMN

o LT NetScaler CPX # 2 GB 7240 1 4 vCPU

« AIM GCE 31889 Docker R
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o ZAs3hinfTHY NetScaler MAS, EE5 GCE 8 Internet 5 VPN #Ei%

=

FE

=

BxU{aIEE NetScaler MAS K128, BEEHEFE NetScaler MAS,

EESR

BEEIEE, BTRITUTHE,

1.

£ GCE VM k%% Docker.

feE5S Docker LfIa9iztE API &@f=,

Z=4E NetScaler CPX B,

Bl CPX 3241,

@2 NetScaler MAS i8] NetScaler CPX,

7f NetScaler CPX LECEf #F RS HWIERE.

a) Z% NGINX Web BRS388.

b) 7 CPXEEBAHTHE, HIRIEARRESHIF Web BRS.

$12 1: 72 GCE VM %% Docker

M GCE ¢ Linux Ubuntu VM, #f5, ERUTRAIRFIRASSTE VM £=% Docker:

$ sudo curl - ssl https://get.docker.com/ | sh
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

PO OOOOOO —:1——:—— ——i1——:1—— ——:1——:—— Ocurl: (6) Could not resolve
host: xn--ssl-1n0a

100 17409 100 17409 0 0 21510 0 —--:—-:-- ——:-—-:-- ——:-—:—-— 21492

apparmor is enabled in the kernel and apparmor utils were already
installed

+ sudo -E sh -c apt-key add -

+ echo —-—-—- BEGIN PGP PUBLIC KEY BLOCK-----

Version: GnuPG vl

mQINBFW1ln24BEADrB15p99uKh8+rpvql48udeTtjeXAWbs1JotmC/CakbNSqOb9o
ddfzRvGVeJVERt/Q/mlvEqgnyTQy+e60EYN2Y2kgXceUhXagThnqCoxcEJ3+KM4R
mYdoe/BJ/J/6rHOjq70mk24z2gB3RULUAV571Y5VGw5p45uZB4C4pNNsBIXoCvPn
TGAs/7IrekFZDDgVraPx/hdiwopQ8N1tSfZCyu/jPpWFK28TR8yfV1zYFwibj5WK
dHM7ZTqlA1tHIG+agyPf3Rae®jPMsHR6q+arXVwMccyOi+ULUOz8mHUJ3iEMIrpT
X+80KaN/ZjibfsBOCjcfiJSB/acn4nxQQgNZigna32velathQivsNREFeJpzENiG
HOoyC6qVeOgKrRiKxzymjOFIMLru/iFF5pSWcBQB7PY1t8J0G80TACPr6VCiN+4c
NKv03SdvA69dC0j 79PU09IIvQsIXsSq96HB+TeEmmL+xSdpGtGdCIHHM1 fDeCqkZ
hT+RtBGQL2SEdWjxbF430QopocT8cHvyX6ZaltnOsvoGs+wX3Z/H6/8P5anog43U
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20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44

45

46
47

48

49

50

51

52
53

54

55

56

57

58

59

65c0A+64Jj00rNDr8j31izhtQMR0892kGeQAaaxg4Pz6HNS7hRC+cOMHUU4HAT M
zHrouAdYeTZeZEQOA7SxtCME9ZnGwe2grxPXh/U/80WIGkzLFNcTKdv+rwARAQAB
tDdEb2NrZXIgUmVsZWFzZSBUb29sIChyZWx1YXN1ZG9ja2VyKSA8ZG9ja2VyQGRv
Y2t1lci5jb20+iQIcBBABCgAGBQIWwW7vdAAOJEFyzYeVS+wOQHysP/i137m4Syo0CV
cnyb118vzwBEcp4VCRbXvHVOXtylgccVIV8/aJqNKgBVO71lY3vrpOyileB8ETQeg
SrxFE7t/GzOrsLObqfLEHdmN5i1BIRkhLfCpzjeOnyB3Z0IJIB6Uog0/msQVYe5CXJ
16uwr®AmoiCBLrVIDAktxVhORWchOTOKZRX2FpHU8h+uMe/zySqIidlYflLa3y50H
scU+nGU1i6ImwDTD3ysZC5jp9aVfvUmcESyAb4vvdcAHR+bXhA/RW8QHeeMF 1iWw
7Z23YHyuHmDNWG2yUrnCqAJTrWV+0fKRIzzJFBs4e88ru5h2ZIXdRepw/+C0OY]j34
LyzxR2cxr2u/xvxwXCkSMe7F4KZAphD+1ws61FhnUMi/PERMYfTFuvPrCkq4gyBj
t3fFpZ2NR/fKW87Q0eVcnlivX19id3MMs9OKXIsg7QasT7mCsee2VIFsxrkFQ2jNp
D+JAERRN9Fj4ArHL5TbwkkFbZZvSi6fr5h2GbCAXIGhIXKnjjorPY/YDX6X8AaHO
W1lzb1lWy/CFr6VF1963jrjJlgag0G6tNtBZLrcl1ZgWhOQpeZZ5Lbvz2ZA5CqRr fAVC
wPNW1fObFIRtqV6vuV1IuFOPCMAANONQRO2wI9t17i1VQjO030VNOmMbQi9vjuExXhlYo
ScVetiO6LSmIQfVEVRTqHLMgXyR/EMo7iQIcBBABCgAGBQIXSWBLAA0JEFyzYeVS
+wOQeHOQAIGbtAfYWYPUA] fRUYy9qLNPhZ+xt1lrnwsUzsbmo8K3XTNh+1/RO8nuod
sczw30Q1wju28fh1N8ay223+69f0+yICaXqR18AbGgFGKX7vo0gfEVaxdItUN3eH
NydGFzmeOKbAlrxIMECNSTG/TkFVYOONt1vOVSN2BupmTagTRErxLZKnVsWRzp+X

OK

+ sudo -E sh -c mkdir -p /etc/apt/sources.list.d

+ dpkg --print-architecture

+ sudo -E sh -c echo deb \\[arch=amd64\\] https://apt.dockerproject.org
/repo ubuntu-yakkety main > /etc/apt/sources.list.d/docker.list

+ sudo —-E sh -c sleep 3; apt-get update; apt-get install -y —q docker-
engine

Hit:1 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety InRelease

Get:2 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety-updates
InRelease [102 kB]

Get:3 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety-backports
InRelease [102 kB]

Get:4 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety/restricted
Sources [5,376 B]

Get:5 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety/multiverse
Sources [181 kB]

Get:6 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety/universe
Sources [8,044 kB]

Get:7 http://archive.canonical.com/ubuntu yakkety InRelease [11.5 kB]

Get:8 http://security.ubuntu.com/ubuntu yakkety-security InRelease [102

kB]
Get:9 https://apt.dockerproject.org/repo ubuntu-yakkety InRelease [47.3
kB]

Get:10 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety/main
Sources [903 kB]

Get:11 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety-updates/
restricted Sources [2,688 B]

Get:12 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety-updates/
universe Sources [57.9 kB]

Get:13 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety-updates/
multiverse Sources [3,172 B]

Get:14 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety-updates/
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60

61

62

63

64

65

66

67

68

69

70

71

72

73

74

75

76

7

78

79

80

81

82

83

84

85

86

87

88
89

main Sources [107 kB]

Get:15 http://us-westl.gce.archive.ubuntu.

main amd64 Packages [268 kB]

Get:16 http://us-westl.gce.archive.ubuntu.

main Translation-en [122 kB]

Get:17 http://us-westl.gce.archive.ubuntu.

universe amd64 Packages [164 kB]

Get:18 http://us-westl.gce.archive.ubuntu.

universe Translation-en [92.4 kB]

Get:19 http://us-westl.gce.archive.ubuntu.

multiverse amd64 Packages [4,840 B]

Get:20 http://us-westl.gce.archive.ubuntu.

multiverse Translation-en [2,708 B]

Get:21 http://us-westl.gce.archive.ubuntu.

universe Sources [2,468 B]

Get:22 http://us-westl.gce.archive.ubuntu.

main Sources [2,480 B]

Get:23 http://us-westl.gce.archive.ubuntu.

main amd64 Packages [3,500 B]

Get:24 http://us-westl.gce.archive.ubuntu.

universe amd64 Packages [3,820 B]

Get:25 http://us-westl.gce.archive.ubuntu.

universe Translation-en [1,592 B]

com/ubuntu
com/ubuntu
com/ubuntu
com/ubuntu
com/ubuntu
com/ubuntu
com/ubuntu
com/ubuntu
com/ubuntu
com/ubuntu

com/ubuntu

yakkety-updates/
yakkety-updates/
yakkety-updates/
yakkety-updates/
yakkety-updates/
yakkety-updates/
yakkety-backports/
yakkety-backports/
yakkety-backports/
yakkety-backports/

yakkety-backports/

Get:26 http://archive.canonical.com/ubuntu yakkety/partner amd64

Packages [2,480 B]

Get:27 http://security.ubuntu.com/ubuntu yakkety-security/main Sources

[47.7 kB]

Get:28 https://apt.dockerproject.org/repo ubuntu-yakkety/main amd64

Packages [2,453 B]

Get:29 http://security.ubuntu.com/ubuntu yakkety-security/universe

Sources [20.7 kB]
Get:30 http://security.
Sources [1,140 B]
Get:31 http://security.
Sources [2,292 B]
Get:32 http://security.
Packages [150 kB]
Get:33 http://security.ubuntu.
Translation-en [68.0 kB]
Get:34 http://security.ubuntu.
amd64 Packages [77.2 kB]
Get:35 http://security.ubuntu.
Translation-en [47.3 kB]
Get:36 http://security.ubuntu.
amd64 Packages [2,832 B]

Fetched 10.8 MB in 2s (4,206 kB/s)
Reading package lists... Done

Reading package lists...

Building dependency tree...

Reading state information...

The following additional packages will be
aufs-tools cgroupfs-mount 1libltdl7

The following NEW packages will be dinstal

ubuntu.
ubuntu.com/ubuntu
ubuntu.com/ubuntu
com/ubuntu
com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu yakkety-security/multiverse

yakkety-security/restricted

yakkety-security/main amd64

yakkety-security/main

yakkety-security/universe

yakkety-security/universe

yakkety-security/multiverse

installed:

led:
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aufs-tools
0 upgraded
Need to ge
After this
Get:1 http

cgroupfs-mount docker-engine 1libltdl7

, 4 newly installed, ©@ to remove and 37 not upgraded.
t 21.2 MB of archives.

operation, 111 MB of additional disk space will be used.
://us-westl.gce.archive.ubuntu.com/ubuntu yakkety/universe

amd64 aufs-tools amd64 1:3.2+20130722-1.1lubuntul [92.9 kB]

Get:2 http

://us-westl.gce.archive.ubuntu.com/ubuntu yakkety/universe

amd64 cgroupfs-mount all 1.3 [5,778 B]

Get:3 http

://us-westl.gce.archive.ubuntu.com/ubuntu yakkety/main amdé64

libltdl7 amd64 2.4.6-1 [38.6 kB]

Get:4 http

docker-

Fetched 21
Selecting
(Reading d
Preparing
deb ...
Unpacking
Selecting
Preparing
Unpacking
Selecting
Preparing
Unpacking
Selecting
Preparing
.deb ..
Unpacking
Setting up
Processing
Setting up
Processing
Processing
Setting up
Processing
Setting up
Created sy

s://apt.dockerproject.org/repo ubuntu-yakkety/main amd64
engine amd64 17.05.0~ce-0~ubuntu-yakkety [21.1 MB]

.2 MB in 1s (19.8 MB/s)

previously unselected package aufs-tools.

atabase . 63593 files and directories currently installed.)
to unpack .../aufs-tools_1%3a3.2+20130722-1.1lubuntul_amd64.

aufs-tools (1:3.2+20130722-1.1ubuntul)

previously unselected package cgroupfs—-mount.

to unpack .../cgroupfs-mount_1.3_all.deb

cgroupfs-mount (1.3)

previously unselected package libltdl7:amd64.

to unpack .../libltd1l7_2.4.6-1_amd64.deb

libltdl7:amd64 (2.4.6-1)

previously unselected package docker-engine.

to unpack .../docker-engine_17.05.0~ce-0~ubuntu-yakkety_amd64

docker-engine (17.05.0~ce-0~ubuntu-yakkety)

aufs-tools (1:3.2+20130722-1.1ubuntul)

triggers for ureadahead (0.100.0-19)

cgroupfs-mount (1.3) .

triggers for libc-bin (2.24-3ubuntu2)

triggers for systemd (231-9ubuntu4)

libltdl7:amd64 (2.4.6-1)

triggers for man-db (2.7.5-1)

docker-engine (17.05.0~ce-0~ubuntu-yakkety)
mlink /etc/systemd/system/multi-user.target.wants/docker.

service » /lib/systemd/system/docker.service.

Created sy

mlink /etc/systemd/system/sockets.target.wants/docker.socket

> /lib/systemd/system/docker.socket.

Processing
Processing
Processing
+ sudo -E
Client:
Version: 1
API versio
Go version
Git commit

Built: Thu
0S/Arch: 1
Server:

triggers for ureadahead (0.100.0-19)
triggers for libc-bin (2.24-3ubuntu2)
triggers for systemd (231-9ubuntu4)
sh -c docker version

7.05.0-ce

n: 1.29

. gol.7.5

: 89658be

May 4 22:15:36 2017
inux/amd64
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Version: 17.05.0-ce

API version: 1.29 (minimum version 1.12)
Go version: gol.7.5

Git commit: 89658be

Built: Thu May 4 22:15:36 2017

0S/Arch: linux/amd64

Experimental: false

If you would like to use Docker as a non-root user, you should now
consider
adding your user to the '"docker" group with something like:

sudo usermod -aG docker albert_lee

Remember that you will have to log out and back in for this to take
effect.

WARNING: Adding a user to the "docker" group will grant the ability to
run

containers which can be used to obtain root privileges on the

docker host.

Refer to https://docs.docker.com/engine/security/security/#docker-
daemon-attack-surface

for more +information.

$

\*\*$ sudo docker info\x\x
Containers: 0
Running: ©

Paused: 0
Stopped: 0
Images: 0

Server Version: 17.05.0-ce

Storage Driver: aufs

Root Dir: /var/lib/docker/aufs

Backing Filesystem: extfs

Dirs: ©

Dirperml Supported: true

Logging Driver: json-file

Cgroup Driver: cgroupfs

Plugins:

Volume: Tlocal

Network: bridge host macvlan null overlay

Swarm: inactive

Runtimes: runc

Default Runtime: runc

Init Binary: docker-init

containerd version: 9048e5e50717ea4497b757314bad98ea3763c145
runc version: 9c2d8d184e5da67c95d601382adf14862e412228
init version: 949e6fa

Security Options:

apparmor
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seccomp
Profile: default

Kernel Version: 4.8.0-51-gener’ic

Operating System: Ubuntu 16.10

OSType: linux

Architecture: x86_64

CPUs: 1

Total Memory: 3.613G1iB

Name: docker-7

ID: R5TW:VKXK:EKGR:GHWM:UNU4:LPJH:IQY5:X77G:NNRQ:HWBY:LIUD:4ELQ
Docker Root Dir: /var/lib/docker

Debug Mode (client): false

Debug Mode (server): false

Registry: https://index.docker.io/v1l/

Experimental: false

Insecure Registries:

127.0.0.0/8

Live Restore Enabled: false

WARNING: No swap Llimit support
$

\*\*$ sudo docker images\*\x
REPOSITORY TAG IMAGE ID CREATED SIZE
$

\*\*$ sudo docker ps\x\x
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

<
<!--NeedCopy-->

S 2: BiES Docker 3:f7#95zi2 APl &S

FTH#RO 4243 BF5 Docker SLfI#g API s@(s, E2I NetScaler MAS 5 Docker S2fi@fs, XENEM,

$
$ \*\xcd /etc/systemd/system\x*\x*
$ \*\*sudo vi docker-tcp.socket\*x\*

$

$ \x\*cat docker-tcp.socket\*\x

[Unit]

\*\*Description=Docker Socket for the API
[Socket]

ListenStream=4243
BindIPv6Only=both
Service=docker.service
[Install]
WantedBy=sockets.target\*\*
$

$ \x\*sudo systemctl enable docker-tcp.socket\*\x
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Created symlink /etc/systemd/system/sockets.target.wants/docker-tcp.

socket > /etc/systemd/system/docker-tcp.socket.

$ \*\*sudo
S \*x\*sudo
$ \*\*sudo
$ \*\*sudo
$ \*\*sudo

systemctl
systemctl
systemctl
systemctl
systemctl

enable docker.socket\x\x*
stop docker\x\x

start docker-tcp.socket\*\*
start docker\*x\x

status docker\*\x*

® docker.service - Docker Application Container Engine
Loaded: loaded (/lib/systemd/system/docker.service; enabled; vendor

preset:

enabled)

Active: \*\xactive (running)\*\* since Wed 2017-05-31 12:52:17 UTC; 2s

ago

Docs: https://docs.docker.com
Main PID: 4133 (dockerd)
Tasks: 16 (limit: 4915)
Memory: 30.1M

CPU: 184ms

CGroup: /system.slice/docker.service

t::l33 Jusr/bin/dockerd -H fd://
137 docker-containerd -1 unix:///var/run/docker/libcontainerd/docker
-containerd.sock —--metrics-interval=0 --start-timeout 2m -

May 31 12:52:17 docker-7 dockerd[4133]: time="2017-05-31T12
:52:17.30089040272" level=warning msg="Your kernel does not support
cgroup rt peri

May 31 12:52:17 docker-7 dockerd[4133]: time="2017-05-31T12
:52:17.301079754Z" level=warning msg="Your kernel does not support
cgroup rt runt

May 31 12:52:17 docker-7 dockerd[4133]: time="2017-05-31T12

:52:17.3016817947" level=info msg="Loading containers: start."

May 31 12:52:17 docker-7 dockerd[4133]: time="2017-05-31T12
:52:17.4175390647Z" level=info msg="Default bridge (dockerQ) is
assigned with an I

May 31 12:52:17 docker-7 dockerd[4133]: time="2017-05-31T12
:52:17.465011600Z" level=info msg="Loading containers: done."

May 31 12:52:17 docker-7 dockerd[4133]: time="2017-05-31T12
:52:17.484747909Z2" level=info msg="Daemon has completed
initialization"

May 31 12:52:17 docker-7 dockerd[4133]: time="2017-05-31T12
:52:17.4851194787" level=info msg="Docker daemon" commit=89658be
graphdriver=aufs

May 31 12:52:17 docker-7 systemd[1]: Started Docker Application
Container Engine.

May 31 12:52:17 docker-7 dockerd[4133]: time="2017-05-31T12
:52:17.5038322547" Tlevel=info msg="API listen on /var/run/docker.
sock"

May 31 12:52:17 docker-7 dockerd[4133]: time="2017-05-31T12
:52:17.5040615227" level=info msg="API listen on [::]:4243"

$

(external)$ \*\*curl 104.199.209.157:4243/version\*x\x*
{

"Version":"17.05.0-ce","ApiVersion":"1,29","MinAPIVersion":"1,12" "
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GitCommit'":'"89658be'","GoVersion":"gol.7.5","0s" :"Linux","Arch":"
amd64" ,"KernelVersion'":"4.8.0-52-generic","BuildTime":"2017-05-04
T22:15:36.071254972+00:00" }

(external)s
<!--NeedCopy-->

$12 3. Zit NetScaler CPX %

M Docker App Store 3XBY NetScaler CPX B, &£ &, CPX Express #1 CPX EEHEN MK, KX HH
NetScaler MAS i8]/, ZM&IERAAE 1 Gbps HAeR5EE CPX £6l, INREHIFTIE, ZMGIFER A 20
Mbps #1 250 4~ SSL iE#%89 CPX Express %,

$ \*\*sudo docker pull store/citrix/netscalercpx:12.0-41.16\*\*

12.0-41.16: Pulling from store/citrix/netscalercpx

4e1f679e8ab4: Pull complete

a3ed95caeb02: Pull complete

2931a926d44b: Pull complete

362cd40c5745: Pull complete

d10118725a7a: Pull complete

le570419a7e5: Pull complete

d19e06114233: Pull complete

d3230f008ffd: Pull complete

22bdb1l0a70ec: Pull complete

1a5183d7324d: Pull complete

241868d4ebff: Pull complete

3f963e7ae2fc: Pull complete

fd254cflea7c: Pull complete

33689c749176: Pull complete

59c27bad28f5: Pull complete

588f5003e10f: Pull complete

Digest: sha256:31
a65cfa38833c747721c6fbcld42faec6051e5f7b567d8b212d912b69b4flebe

Status: Downloaded newer image for store/citrix/netscalercpx:12.0-41.16

$

$ \x\*sudo docker images\x\*
REPOSITORY TAG IMAGE ID CREATED SIZE
store/citrix/netscalercpx 12.0-41.16 6fa57c38803f 3 weeks ago 415MB

$
<!--NeedCopy-->

SR 4. g/ CPX £

7£ Docker EH ER%E CPX &, IAROATHERS GTEMNTAIDET), H7 NetScaler MAS 157 IP ith
Ak

bash-2.05b# \*\*CHOST=${
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1:-localhost }

LA
bash-2.05b# \*\*echo | openssl s_client -connect $CHOST:443 | openssl
x509 -fingerprint -noout | cut -d'=' -f2\x\x

depth=0 C = US, ST = California, L = San Jose, O
= Internal, CN = Test Only Cert

verify error:num=18:self signed certificate

verify return:1

depth=0 C = US, ST = California, L = San Jose, O
= Internal, CN = Test Only Cert

verify return:1

DONE

24:AA:8B:91:7B:72:5E:6E:C1:FD:86:FA:09:B6:42:49:FC:1E:86:A4

bash-2.05b#

Citrix NetScaler, OU

Citrix NetScaler, OU

$ \x\*sudo docker run -dt -p 50000:88 -p 5080:80 -p 5022:22 -p 5443:443
-p 5163:161/udp —-e NS_HTTP_PORT=5080 -e NS_HTTPS_PORT=5443 -e

NS_SSH_PORT=5022 -e NS_SNMP_PORT=5163 -e EULA=yes -e LS_IP=XX.XX.XX.
xx —e PLATFORM=CP1000 --privileged=true --ulimit core=-1 -e
NS_MGMT_SERVER=XX . XX . XX . XX :XXXX —€ NS_MGMT_FINGER_PRINT=24:AA:8B
:91:7B:72:5E:6E:C1:FD:86:FA:09:B6:42:49:FC:1E:86:A4 --env
NS_ROUTABLE=false --env HOST=104.199.209.157 store/citrix/
netscalercpx:12.0-41.16\*\*

44calc6c0907el7al0ffchoffe33cd3e9f71898d8812f816e714821870fa3538

$

$ \x\*sudo docker ps\x\x

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

44calc6c0907 store/citrix/netscalercpx:12.0-41.16 "/bin/sh -c 'bash
" 19 seconds ago Up 17 seconds 0.0.0.0:5022->22/tcp,
0.0.0.0:5080->80/tcp, 0.0.0.0:50000->88/tcp, 0.0.0.0:5163->161/udp,
0.0.0.0:5443->443/tcp gifted_perlman

$

$ \*\xssh -p 5022 root@localhost\x\x*
root@localhost's password:
Welcome to nsoslx 1.0 (GNU/Linux 4.8.0-52-generic x86_64)

* Documentation: https://www.citrix.com/

Last login: Mon Jun 5 18:58:51 2017 from xX.XX.XX.XX
root@44calc6cO907:~#

root@44calc6c0907:~#

root@44calc6c0907:~# \*\*cli_script.sh 'show ns ip'\*\*

exec: show ns 1ip

Ipaddress Traffic Domain Type Mode Arp Icmp Vserver State

1) 172.17.0.2 0 NetScaler IP Active Enabled Enabled NA Enabled
2) 192.0.0.1 O SNIP Active Enabled Enabled NA Enabled

Done

root@44calc6c0907:~# \*x\*xcli_script.sh 'show licenseserver'\x\x
exec: show licenseserver

1) ServerName: Xxx.xX.Xxx.xxPort: 27000 Status: 1 Grace: 0 Gptimeleft: 0
Done
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root@44calc6c0907:~# cli_script.sh 'show capacity'

exec: show capacity

Actualbandwidth: 1000 Platform: CP1000 Unit: Mbps Maxbandwidth: 3000
Minbandwidth: 20 Instancecount: 0

Done

root@44calc6cO907:~#

$ \*\*sudo iptables -t nat -L -n\x\x*

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

DOCKER all -- 0.0.0.0/0 0.0.0.0/0 ADDRTYPE match dst-type LOCAL

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
DOCKER all -- 0.0.0.0/0 !127.0.0.0/8 ADDRTYPE match dst-type LOCAL

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

MASQUERADE all -- 172.17.0.0/16 0.0.0.0/0

MASQUERADE tcp -- 172.17.0.2 172.17.0.2 tcp dpt:443
MASQUERADE udp -- 172.17.0.2 172.17.0.2 udp dpt:161
MASQUERADE tcp -- 172.17.0.2 172.17.0.2 tcp dpt:88
MASQUERADE tcp -- 172.17.0.2 172.17.0.2 tcp dpt:80
MASQUERADE tcp -- 172.17.0.2 172.17.0.2 tcp dpt:22

Chain DOCKER (2 references)
target prot opt source destination

RETURN all -- 0.0.0.0/0 0.0.0.0/0

DNAT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:5443 t0:172.17.0.2:443
DNAT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:5163 t0:172.17.0.2:161
DNAT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:50000 to:172.17.0.2:88
DNAT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:5080 t0:172.17.0.2:80

DNAT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:5022 t0:172.17.0.2:22

$

<!--NeedCopy—-->

$125: &3 NetScaler MAS 57 NetScaler CPX

®1% NetScaler MAS TEARM#IETT, BRIZAEMSISIE CPX B85 MAS BiEHAXEE, TEMERET CPX M
NetScaler MAS ¥ ZRFAI3E,
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citl’ix A e nsroot

abcats Manage iy = ]
Analytics System "

clicl

X Citrix NetScaler Management and Analytics System May 31 2017 13:14:20 GMT nsroot

Q  search here Networks » License Settings

Applications >
License Server Port Settings Vs

I Networks v

Dashboard Proxy Server Port License Server Port Vendor Daemon Port

0 27000 7279

Instances >

Instance Groups

Licenses v License Files

System Licenses P~ " . .
¥ The following license files are present on this server. Select Add New License to upload more licenses. To delete a license, select the license and click Delete.

Third Party Licenses

. Add License File Apply Licenses Delete Download
CPX Licenses
Events 5 Name Last Modified Size
S51 Dashboard N FID__3bf0bd23_15ba7640cc6_2664.lic 2017-05-23 21:30:15 L10KB
FID__3bf0b423_15ba7640cc6_2672.lic 2017-05-23 21:30:15 L10KB
Configuration Jobs >
FID__2a2386a8_15b93284902_487e.lic 2017-05-23 21:30:15 110KB
Configuration Audit >
FID__2a2386a8_15b93284902_4878.lic 2017-05-23 21:30:15 L10KB
Sites
’ FID__3bf0b423_15ba7640cc6_5281.lic 2017-05-23 21:30:15 L10KB
Network Functigns > FID__2a2386a8_15b93284902_4870.lic 2017-05-23 21:30:15 110KB
Network Reporting > FID__3bf0b423_15ba7640ccs_527b.lic 2017-05-23 21:30:15 110 KB
Analytics > FID__2a2386a8_15b93284902_486a lic 2017-05-23 21:30:15 110KB
Orchestration > FID__3bf0b423_15ba7640cc6_5275.lic 2017-05-23 21:30:15 110KB
System 5 FID__2a2386a8_15b93284902_4864.lic 2017-05-23 21:30:15 110KB
Downloads

License Expiry Information

Feature Count Days To Expiry

No items

X Citrix NetScaler Management and Analytics System Jun 05 2017 15:09:41 GMT nsroot

Q  search here Networks » Instances » NetScaler CPX

Applications > R
NetScaler CPX ;
I Networks v
Dashboard Instances 3 Docker Host = 0
Instances ~
NetScaler MPX Add Provision Delete Dashboard Reboot Action - Search ~ - R4
NetScaler VPX IP Address Host Name State Docker Host Port Range SSH Port HTTP Port HTTPS Port SNMP Port
Netscaler SDX 1721702 -NA- OutofService 104196190229 32770 32769 32768 32768
NetScaler CPX 1721705 -NA- Out of Service 10.10.15.159 B88-88 32785 32784 32783 32773
I 1721702 -NA- oup 104.199.209.157 5022 5080 5443 5163 ||
NetScaler Gateway

NetScaler SD-WAN WO
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itrix NetScaler Management and Analytics System Jun 05 2017 15:10:23 GMT nsroot v

Q s Networks » License Settings » CPX Licenses
Applications . 2.
lNetwnrks CPX Licenses
Dashboard Instances
Instances > ~
Instance Groups
0,
Licenses ~ 10.0%
System Licenses
Third Party Licenses Total 10
Events > The following instances are consuming Instance license.
S5L Dashboard > Name IP Address Instance Type . Allocation Status Allocated Capacity
Configuration jobs > || €516b1b61939 1721702 NetScaler CPX Not available () 1 ||
Configuration Audit >

$3 6: 72 NetScaler CPX tiRERHTHARS, HNIERE

B4, 7£ Docker EH E%%E NGINX Web BR$E23. #A/5, 7 NetScaler CPX EERE A H FHLUNAAE Web RS2
HITHEEE, RENEHERE.

2% NGINX Web fR33:  EALUTRAIFATRAGCRE NGINX Web ARS 28,

$ sudo docker pull nginx

Using default tag: latest

latest: Pulling from library/nginx

Digest: sha256:41
ad9967ea448d7c2b203c699b429abeled5af331cd92533900c6d77490e0268

Status: Image is up to date for nginx:latest

\*\*$ sudo docker run -d -p 81:80 nginx\x\x
098a77974818f451c052ecd172080a7d45e446239479d9213cd4eaba3678616T

\*\*$ sudo docker run -d -p 82:80 nginx\x\x
bbdac2920bb4085f70b588292697813e5975389dd546c0512daf45079798db65

\*\*$ sudo 1diptables -t nat -L -n\*x\*

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

DOCKER all -- 0.0.0.0/0 0.0.0.0/0 ADDRTYPE match dst-type LOCAL

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
DOCKER all -- 0.0.0.0/0 !127.0.0.0/8 ADDRTYPE match dst-type LOCAL
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Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

MASQUERADE all -- 172.17.0.0/16 0.0.0.0/0

MASQUERADE tcp -- 172.17.0.2 172.17.0.2 tcp dpt:443
MASQUERADE udp -- 172.17.0.2 172.17.0.2 udp dpt:161
MASQUERADE tcp -- 172.17.0.2 172.17.0.2 tcp dpt:88
MASQUERADE tcp -- 172.17.0.2 172.17.0.2 tcp dpt:80
MASQUERADE tcp -- 172.17.0.2 172.17.0.2 tcp dpt:22
MASQUERADE tcp -- 172.17.0.3 172.17.0.3 tcp dpt:80
MASQUERADE tcp -- 172.17.0.4 172.17.0.4 tcp dpt:80

Chain DOCKER (2 references)
target prot opt source destination

RETURN all -- 0.0.0.0/0 0.0.0.0/0

DNAT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:5443 t0:172.17.0.2:443
DNAT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:5163 to0:172.17.0.2:161
DNAT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:50000 to:172.17.0.2:88
DNAT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:5080 t0:172.17.0.2:80
DNAT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:5022 t0:172.17.0.2:22
DNAT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:81 t0:172.17.0.3:80
DNAT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:82 t0:172.17.0.4:80

$

<!--NeedCopy-->

79 CPX BB f H 7, HRIEHFHETHHERS Web BB
$ \*\*ssh -p 5022 root@localhost\x\x*

root@localhost's password:
Welcome to nsoslx 1.0 (GNU/Linux 4.8.0-52-generic x86_64)

* Documentation: https://www.citrix.com/

Last login: Mon Jun 5 18:58:54 2017 from 172.17.0.1

root@44calc6cO907:~#

root@44calc6c0907:~#

root@44calc6c0907:~#

root@44calc6c0907:~#

root@44calc6c0907:~# \*x\*cli_script.sh "add service webl 172.17.0.3
HTTP 80"\ *\*

exec: add service webl 172.17.0.3 HTTP 80

Done

root@44calc6c0907:~# \*\*cli_script.sh "add service web2 172.17.0.4
HTTP 80"\ *\x*

exec: add service web2 172.17.0.4 HTTP 80

Done

root@44calc6c0907:~# \*\*cli_script.sh "add 1lb vserver cpx-vip HTTP
172.17.0.2 88"\ *x\x*

exec: add 1lb vserver cpx-vip HTTP 172.17.0.2 88

Done

root@44calc6c0907:~# \*x\*xcli_script.sh "bind 1lb vserver cpx-vip webl
H\*\*

exec: bind 1lb vserver cpx-vip webl

Done

root@44calc6c0907:~# \*x\*xcli_script.sh "bind 1lb vserver cpx-vip web2
|l\*\*
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24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43

44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75

exec: bind 1lb vserver cpx-vip web2
Done
root@44calc6cO907:~#

root@44calc6c0907:~# \x\*cli_script.sh 'show 1lb vserver cpx-vip'\x\x

exec: show lb vserver cpx-vip

cpx-vip (172.17.0.2:88) - HTTP Type: ADDRESS

State: UP

Last state change was at Mon Jun 5 19:01:49 2017

Time since last state change: 0 days, 00:00:42.620

Effective State: UP

Client Idle Timeout: 180 sec

Down state flush: ENABLED

Disable Primary Vserver On Down : DISABLED

Appflow logging: ENABLED

Port Rewrite : DISABLED

No. of Bound Services : 2 (Total) 2 (Active)

Configured Method: LEASTCONNECTION

Current Method: Round Robin, Reason: A new service 1is bound
BackupMethod: ROUNDROBIN

Mode: IP

Persistence: NONE

Vserver IP and Port +insertion: OFF

Push: DISABLED Push VServer:

Push Multi Clients: NO

Push Label Rule: none

L2Conn: OFF

Skip Persistency: None

Listen Policy: NONE

IcmpResponse: PASSIVE

RHIstate: PASSIVE

New Service Startup Request Rate: O PER_SECOND, Increment Interval:

Mac mode Retain Vlan: DISABLED
DBS_LB: DISABLED

Process Local: DISABLED

Traffic Domain: 0

TROFS Persistence honored: ENABLED
Retain Connections on Cluster: NO

2) webl (172.17.0.3: 80) - HTTP State: UP Weight:
3) web2 (172.17.0.4: 80) - HTTP State: UP Weight: 1
Done

root@44calc6c0907:~#

=

(external)$ \*\*curl 104.199.209.157:50000\%*\*
\\<\\ !DOCTYPE html\\>

\<html\>

\<head\>

\<title\>Welcome to nginx\!\</title\>
\<style\>

body {
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76 width: 35em;
77 margin: 0 auto;
78 font-family: Tahoma, Verdana, Arial, sans-serif;
9 3}
80
81 \\</style\\>
82 \\</head\\>
83 \<body\>
84 \<hl\>Welcome to nginx\!\</hl\>
85 \<p\>If you see this page, the nginx web server is successfully
installed and
86 working. Further configuration 1is required.\\</p\\>
87
88 \<p\>For online documentation and support please refer to
89 \\<a href="http://nginx.org/"\\>nginx.org\\</a\\>.\\<br/\\>
90 Commercial support is available at
91 \\<a href="http://nginx.com/"\\>nginx.com\\</a\\>.\\</p\\>
92
93 \<p\>\<em\>Thank you for using nginx.\</em\>\</p\>
94 \\</body\\>
95 \\</html\\>
96 (external)s$
97
98 ![localized image] (/en-us/cpx/12-1/media/cpx-image-5.png)
99
100 (external)$ for i in {
101 1..100 }
102 ; \x\*do curl http://104.199.209.157:50000 -0 /dev/null ; done\x*\x
103
104 % Total % Received % Xferd Average Speed Time Time Time
Current
105
106 Dload Upload Total Spent Left
Speed
107
108 100 612 100 612 0 (0] 1767 @ ==8==g== ==g==g==
-—:——-:-— 1768
109
110 % Total % Received % Xferd Average Speed Time Time Time
Current
111
112 Dload Upload Total Spent Left
Speed
113
114 100 612 100 612 (0] 0] 1893 @ ==g==8== ==go=g==
-—:-—:—— 1894
115
116 % Total % Received % Xferd Average Speed Time Time Time
Current
117
118 Dload Upload Total Spent Left
Speed
119
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120 100 612 100 612 (0] 0] 1884 B ==8==g== ==g==g==
-—-:-—-:—-— 1883
121
122 % Total % Received % Xferd Average Speed Time Time Time
Current
123
124 Dload Upload Total Spent Left
Speed
125
126 100 612 100 612 (0] 0] 1917 (0] g==g== ==g==g==
-—:i——-:-— 1924
127
128 % Total % Received % Xferd Average Speed Time Time Time
Current
129
130 Dload Upload Total Spent Left
Speed
131
132 100 612 100 612 0 (0] 1877 (0] == F=g==g==
-—:—-—:—— 1883
133
134 % Total % Received % Xferd Average Speed Time Time Time
Current
135
136 Dload Upload Total Spent Left
Speed
137
138 100 612 100 612 (0] 0] 1852 (0] p==8== ==g==g==
-—:-—-:—-— 1848
139
140 % Total % Received % Xferd Average Speed Time Time Time
Current
141
142 Dload Upload Total Spent Left
Speed
143
144 100 612 100 612 0] 0 1860 (0] ==g== ==f==g==
-—:——-:—-— 1865
145
146 % Total % Received % Xferd Average Speed Time Time Time
Current
147
148 Dload Upload Total Spent Left
Speed
149
150 100 612 100 612 0 (0] 1887 0 e i
-—:-——:—— 1888
151
152 % Total % Received % Xferd Average Speed Time Time Time
Current
153
154 Dload Upload Total Spent Left
Speed
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155

156 100 612 100 612 (0] 0 1802 @ ==8==g== ==g==Q8==
-—:-—:—-— 1800

157

158 % Total % Received % Xferd Average Speed Time Time Time
Current

159

160 Dload Upload Total Spent Left
Speed

161

162 100 612 100 612 (0] 0] 1902 ® ==g==g== ==8==8==
-—:——:—— 1906

163

164 % Total % Received % Xferd Average Speed Time Time Time
Current

165

166 Dload Upload Total Spent Left
Speed

167

168 100 612 100 612 (0] 0] 1843 @ ==8==8== ==g==g==
-—:——-:-— 1848

169

170

171

172 % Total % Received % Xferd Average Speed Time Time Time
Current

173

174 Dload Upload Total Spent Left
Speed

175

176 100 612 100 612 0 (0] 1862 @ ==8==8== ==g==g==
-—:——-:-— 1860

177

178 % Total % Received % Xferd Average Speed Time Time Time
Current

179

180 Dload Upload Total Spent Left
Speed

181

182 100 612 100 612 0 0] 1806 @ ==8==g== ==g==g==
-—:-—:—-— 1810

183

184 % Total % Received % Xferd Average Speed Time Time Time
Current

185

186 Dload Upload Total Spent Left
Speed

187

188 100 612 100 612 0] 0] 1702 @ ==8==g== ==g==g==
-—:--:-— 1704

189

190 (external)s

191
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192

193

194

195

196 root@44calc6c0@907:~# \x\xcli_script.sh 'stat 1lb vserver cpx-vip'\*\*

197

198 exec: stat 1lb vserver cpx-vip

199

200

201

202 Virtual Server Summary

203

204 vsvrIP port Protocol State Health
actSvcs

205

206 cpx-vip 172.17.0.2 88 HTTP UP 100

2

207

208

209

210 inactSvcs

211

212 cpx-vip 0

213

214

215

216 Virtual Server Statistics

217

218 Rate (/s)
Total

219

220 Vserver hits 0
101

221

222 Requests 0
101

223

224 Responses 0

101

225

226 Request bytes 0
8585

227

228 Response bytes 0
85850

229

230 Total Packets rcvd 0]
708

231

232 Total Packets sent 0
408

233

234 Current client connections -=
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235
236

237
238

239
240

241
242

243
244

245
246

247
248

249
250

251
252

253
254

255
256

257
258

259
260

261
262

263
264

265
266

267
268

269

0

Current Client Est connections
(0]

Current server connections
0

Current Persistence Sessions
0

Requests in surge queue
0

Requests in vserver's surgeQ
0

Requests in service's surgeQs
0

Spill Over Threshold
0

Spill Over Hits
0

Labeled Connection
0

Push Labeled Connection
(0]

Deferred Request
0

Invalid Request/Response
0

Invalid Request/Response Dropped
0

Vserver Down Backup Hits
0

Current Multipath TCP sessions
0

Current Multipath TCP subflows
0

Apdex for client response times.
1.00
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Average client TTLB ==
0

web1l 172.17.0.3 80 HTTP UpP 51
0/s

web2 172.17.0.4 80 HTTP UP 50
0/s

Done

root@44calc6c0907:~#
<!--NeedCopy-->

NetScaler CPX #[EH%

November 23, 2023

XN BNARRRERERE NetScaler CPX IR gEIBEIMIRIE, FAANES, ERMKWERSUREREHNBALE
FiERMARS NetScaler CPX ML EMELE R XM—LL 5 IR,

o RE#ABEEE NetScaler CPX BE?

WMRMEEA tty : true &mMEEE NetScaler CPX, MATLUfER kubectl logs #<Z&%E NetScaler CPX

A&, ALUETTUTR<RERAE:

kubectl logs <pod-name> [-c <container-name>] [-n <namespace-name

>]

il

kubectl logs cpx—-ingressl1-69b9b8c648-t8bgn -c cpx -n citrix-adc

MTFEHE tty: true &M NetScaler CPX B8 ExHI:

containers:
- name: cpx-ingress
image: "quay.io/citrix/citrix-k8s-cpx-ingress:13.0-58.30"
tty: true
securityContext:
privileged: true
env:

<!--NeedCopy-->

&7 LUTE NetScaler CPX X R4 /cpx/log/boot.log XHFHRFIELZBEEE.

AR EREURMESAEM, BEfT kubectl get pods -o wide &%,
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o REHABEM NetScaler CPX iR AL IF61?
ZErLAtE Kubernetes 15289 shell RE EIE1T U T A< KUE NetScaler CPX HiA%i56.:

kubectl exec <cpx-pod-name> [-c <cpx-container-name>] [-n <
namespace-name>] /var/netscaler/bins/cli_script.sh "show
techsupport"

1&BIU7E NetScaler CPX Xt &489 /var/tmp/support BRHFEERAZIFE, HH scp & kubectl
cp #HEAZIFEGM NetScaler CPX EHIZIFrERR B89,

il

root@localhost# kubectl exec cpx-ingressl-55b9b6fc75-t5kc6 -c cpx
-n citrix-adc /var/netscaler/bins/cli_script.sh "show
techsupport"

exec: show techsupport

Scope: NODE

Done

root@localhost# kubectl cp cpx-ingressl-55b9b6fc75-t5kc6:var/tmp/
support/collector_P_192.168.29.232_31Aug2020_07_30.tar.gz /tmp
/collector_P_192.168.29.232_31Aug2020_07_30.tar.gz -c cpx

root@localhost# 11 /tmp/collector_P_192.168.29.232
_31Aug2020_07_30.tar.gz

-rw-r--r-- 1 root root 1648109 Aug 31 13:23 /tmp/collector_P_192
.168.29.232_31Aug2020_07_30.tar.gz

» J1+4 NetScaler CPX BBERMITFET?
aILUERA kubectl describe pods &£#%E pod K&, EEBEITUTHLLUT# pod RE:

kubectl describe pods <pod-name> [-c <container-name>] [-n <
namespace—-name> ]

il

kubectl describe pods cpx-ingressl-69b9b8c648-t8bgn

MR pod EHEETERERBE, NWHFTHE pod BHE.
o ynfa7E NetScaler CPX &880 Kubernetes ==z gl & &> 4?

BifERA docker WBEEHINEER /cpx BREHIENMXERSLHR, MR NetScaler CPX F2RHZL
HfE, WEHS LAATMEBEERETA.

EA] LUMER L FER—P S 7E NetScaler CPX &28%0 Kubernetes XS > a18HI50 4 :
kubectl cp: AILUETTIATE<EXMHM pod EHEITA:

kubectl cp <pod-name>:<absolute-src-path> <dst-path> [-c <
container-name>] [-n <namespace—-name>]

il
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root@localhost:~# kubectl cp cpx-ingress-596d56bb6-zbx6h:cpx/log/
boot.log /tmp/cpx-boot.log -c cpx-ingress

root@localhost:~# 11 /tmp/cpx—-boot.log

-rw-r--r-- 1 root root 7880 Sep 11 00:07 /tmp/cpx—-boot.log

scp: ERILUMERZ S 1E NetScaler CPX &38#0 Kubernetes TRz Bl EHIX . BT THLEXHM
pod EHEIT =, RFRTRNELR, 155 SSH BFRHED:

scp <user>@<pod-ip>:<absolute-src-path> <dst-path>

il
root@localhost:~# scp nsroot@192.168.29.198:/cpx/log/boot.log /
tmp/cpx-boot.log
nsroot@192.168.29.198's password:
boot. log

100% 7880 5.1MB/s 00:00
root@localhost:~#

« $Nal7z NetScaler CPX LiEfksiEa?

1% NetScaler CPX Lifk#iEa, i5ERA kubectl exec &84$ 250 NetScaler CPX 89 shell #0, iz
T T4 B5h NetScaler CPX 28889 shell R&E:

kubectl exec -it pod-name [-c container-name] [-n namespace-
name] bash

il

kubectl exec -it cpx-ingressl-69b9b8c648-t8bgn -c cpx -n
citrix-adc bash

BB, BT T e IRRITHRIEE MR

cli_script.sh “start nstrace -size 0~
MREBEIEEHITHRIEGRHR, HETUTHS:

cli_script.sh “stop nstrace”
Za] LU7E NetScaler CPX X &4t89 /cpx/nstrace/time-stamp BRHEE .cap X #HRvEIEE,

o N ABMERER LS_IP=<ADM-IP> IfiEZTE&FE NetScaler CPX, {BkECE RS 2:?

HafRAT LM BB NetScaler CPX B9 sipaliF rl AR5 88, ERILIER ping <ADM-IP> d&<3RIIEM
NetScaler CPX #£5%I NetScaler ADM RUZEIE,

R LUMIZ T 351 NetScaler ADM, NAZFEGIE /cpx/log/boot.log XIS IR BBEERE, &
®aTLL7E NetScaler CPX &2389 shell RE LER U TSR EF RS SE0 S :

cli_script.sh "show licenseserver"

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 67



Citrix ADC CPX 12.1

il

root@cpx-ingress-596d56bb6-zbx6h: /cpx/log# cli_script.sh "show
licenseserver"

exec: show licenseserver

ServerName: 10.106.102.199Port: 27000 Status: 1 Grace: 0
Gptimeleft: 720

Done

o AtHA4BNEE NetScaler CPX ERIHECE T FRIIERARSSSS, h5k7E NetScaler CPX LERE b rIIE?

iE /cpx/log/boot.log X EIEERRE BE. EHaLTE NetScaler CPX A28 shell RE EFERAUT
#$7E NetScaler CPX E38EERE At L BIIE

cli_script.sh “show capacity”

il

root@cpx-ingress-596d56bb6-zbx6h: /cpx/log# cli_script.sh "show
capacity"
exec: show capacity
Actualbandwidth: 1000 MaxVcpuCount: 2 Edition: Platinum
Unit: Mbps Bandwidth: 0 “Maxbandwidth: 40000
Minbandwidth: 20 Instancecount: 1
Done
A3

thobh, BESHIEF LIRS 28 L HFTERIFRIEN 4. 7E NetScaler CPX LR IhEZE Y el IEARS 28/
AR U TSR AE RS 88 EMBT AFANE. & NetScaler CPX pod 89 shell Rl L7 TH<:

cli_script.sh “sh licenseserverpool”

il

root@cpx-ingress-596d56bb6-zbx6h:/cpx/log# cli_script.sh "show
licenseserverpool"

exec: show licenseserverpool
Instance Total
Instance Available

[ OO RN

Standard Bandwidth Total Mbps
Standard Bandwidth Availabe Mbps
Enterprise Bandwidth Total g Mbps
Enterprise Bandwidth Available : 0 Mbps
Platinum Bandwidth Total : 10.00 Gbps
Platinum Bandwidth Available : 9.99 Gbps
CP1000 Instance Total : 100

CP1000O Instance Available : 100

Done
<!--NeedCopy-->

o 79t4 NITRO APl JAE£UE) NetScaler CPX HyEIERIE LB IMAY ?

M NetScaler CPX hx7s 12.1 &, NITRO API B2RikiEO% 9080 (FR£) 19443 (R%), MEREZIRIAIR
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B NetScaler CPX #9 NITRO in OB ER R L AT, EaIUiE1T kubectl describe &<47E NetScaler
CPX &858 h&EE NetScaler CPX B2 AT ABRES IR :

kubectl describe pods <pod-name> | grep -i port
il

ng472 | grep -i port

Ports: 80/TCP, 443/TCP, 9080/TCP, 9443/TCP
Host Ports: e/TCP, 0/TCP, O/TCP, O/TCP
NS_HTTP_PORT: 9080
NS_HTTPS_PORT: 9443
Port: <none>
Host Port: <none>
NS_PORT: 80

<!--NeedCopy-->

o AFABRMESERENRERL, NetScaler CPX Ffy NSPPE #iZth il A5 CPU EA%R?

WMREA CPX_CONFIG=" { “YIELD” :” NO” } ' BT 2IE NetScaler CPX, MBEMEZER
EFRERLD, NSPPE #1Z2t8=7H#% 100% 89 CPU EAXR, WIREFRE NSPPE #izFE#E CPU £AX, N
MBAEARER CPX_CONFIG=" { “YIELD” :” NO” } HRTEMERTEE NetScaler CPX, &
INERT, CPX## NSPPE #iZEiENA &/ CPU FAZ%,

« A+« NetScaler CPX ;&%&7 NetScaler ADM F51d, BEMfEE 2R EME NetScaler ADM FRERIFIELE
EHITIER?

&= LU7E NetScaler CPX X &4 8 /cpx/log/boot.log x#h$%E] NetScaler CPX 7£ NetScaler ADM
SEMEIE S,

TR LAER ping < iiEsk 8 NetScaler CPX &ast9 NetScaler ADM IP ity BT A R, LEoh, IEHRR
73 NetScaler CPX A28 & NetScaler ADM SEMFFRMFIEIFET 2,

- NS_MGMT_SERVER=<ADM-IP>

- NS_MGMT_FINGER_PRINT=<ADM-Fingerprint>

- HOST=<Node-IP>

- NS_HTTP_PORT=<Mapped-HTTP-Port-on-Node>

- NS_HTTPS_PORT=<Mapped-HTTPS-Port-on-Node>
- NS_SSH_PORT=<Mapped-SSH-Port-on-Node>

- NS_SNMP_PORT=<Mapped-SNMP-Port-on-Node>

- NS_ROUTABLE=0 (NetScaler CPX pod IP #ihi-Fe55 MIMNBER L)

o ATAEER nsroot BFPHIERIGE, cli_script.sh &8/ Invalid user name or password (FF
BFFELN) HIRER?

< cli_script.sh 2 NetScaler CPX £ NSCLI WEESLAREF. EBEE—ISRENGSENS
WX HRRIET, E-NEK (AEE) SN, R nsroot BRFNZBREEXR, WEEREEREMAEN
cli_script.shBEZ18%. TLUBETUTHSUERERIET NSCLI:
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cli_script.sh “<command>” “:<username>:<password>”

root@087ale34642d:/# cli_script.sh "show ns ip"
exec: show ns 1ip

ERROR: Invalid username or password

root@087ale34642d:/# cli_script.sh "show ns 1ip" ":nsroot:
nsrootl23"

exec: show ns 1ip

Ipaddress Traffic Domain Type Mode
Arp Icmp Vserver State
172.17.0.3 (0] NetScaler IP Active
Enabled Enabled NA Enabled
192.0.0.1 (0] SNIP Active
Enabled Enabled NA Enabled

Done
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